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Preface

1. About This Guide

PaperCut”

The PaperCut NG User Guide covers the setup, management and configuration of PaperCut NG.

For information regarding how to configure and install PaperCut NG, see the Quick Start Guide in Chapter 4, Quick
Tour, and the accompanying sections like Chapter 15, Configuring Secondary Print Servers and Locally Attached
Printers. Prior to installing the application please take a few moments to read key sections of this manual. In
addition, people new to print control may also find the accompanying implementation guide available from the
PaperCut Software website useful in managing the deployment process.

The latest version of this manual in HTML and a printable PDF format are available from the PaperCut Software
International Pty Ltd website at http://www.papercut.com/.

2. Expectations & Prerequisites
PaperCut NG is a network based server application. Experience with basic network concepts such as server
administration and network connectivity is expected. Prior to installing or evaluating PaperCut NG you should be

familiar with:

« The concept of sharing printers and print servers
« Understanding of client-server relationships
« Understanding of basic security concepts such as permissions, groups and users.

3. Terminology used in this document

To make reading this manual easier, the names of all of the screens, tabs and actions from PaperCut NG are
marked up in a different font. The User Details screen for instance.

A sub-screen or tab is indicated with an arrow. User Details — Adjustments means: select Adjustments & Charges
tab from the User Details screen.

User Interface Buttons are indicated like this: Press OK to continue.
System output and keyboard input is indicated with a di f f er ent font as well.

Field labels are indicated like this Username.

@ Important

Important notes are marked like this.

@ Tip

Tips provide useful advice to make your life easier.
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‘ | Caution
L

Indicate situations where you have to be careful what you are doing.

|E Warning

Where extreme care has to be taken.

4. Notice

While every effort has been taken to ensure the accuracy and usefulness of this guide, we cannot be held
responsible for the occasional inaccuracy or typographical error. If you do find an error, please let the PaperCut
Software Development Team know.

Information in this document is subject to change without notice. The names of companies, products, people,
characters, and data mentioned herein are fictitious and are in no way intended to represent any real individual,
company, product, or event, unless otherwise noted. No part of this document may be reproduced or transmitted in
any form without the express written permission of PaperCut Software International Pty Ltd.

PaperCut is a trademark of PaperCut Software International Pty Ltd.

(c) Copyright 1999-2013 PaperCut Software International Pty Ltd. All rights reserved.
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Chapter 1. Introduction

1.1. What is PaperCut NG?

PaperCut”

PaperCut NG is a comprehensive print management system designed to seamlessly monitor and control your
resources with easy to use administrative and user tools that can be securely accessed from anywhere on the
network though a web browser.

Print management requirements vary from organization to organization, and often change dramatically within an
organization over time. PaperCut NG is designed for flexibility and scalability and can be configured to meet your
print management needs now and in the future. It is used in a wide variety of environments ranging from universities
with large printer fleets supporting over 100,000 users to smaller organizations that track printing for a fewer than 50
users on 3 or 4 printers. You can implement a basic system within a few minutes, or if you need more than simple
monitoring and reporting, you can configure powerful features that include differential pricing, blocking filters and
programmatic control via APIs and scripting. No matter where you start, you can easily adjust parameters to
implement changes as gradually or quickly as you wish.

Possible implementations can include:

« Silent activity monitoring

« Visible activity monitoring and expense tracking by work area, projects and departments
¢ Quota/allowance enforcement

* Charge per-print system

¢ Combinations of all of the above to accommodate various user / group profiles

In addition PaperCut NG provides system administrators with a kit of tools to manage printers including:

¢ Detailed logging and reporting
< Notifications for printer errors and low toner
¢ Job blocking filters and re-direction

1.1.1. Benefits

f Some of the key benefits of PaperCut NG are:

« Transfers accountability to users or departments by individually tracking activity.

« Creates environmental awareness by drawing users' attention to the impact of their specific usage.
« Reduces overall printing cost through job filtering, enforcing flexible quotas, or direct cost recovery.
« Discourages overuse of IT resources by establishing a managed print environment.

* Improves efficiency by allowing administrators to create rules that can steer printing to designated printers for
load balancing, to implement 'Find Me' printing, or to redirect print jobs based on criteria defined using advanced
scripting tools.

¢ Improves network reliability by implementing rules to prevent printer queue jams, queue hogging, and
inappropriate printing types.

« Protect intellectual property and conform to audit objectives by enabling features such as print auditing and
digital signatures.
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1.1.2. Key Features

J Some of the key features of PaperCut NG are:

.

Track all printing activity by user, client account, printer and document metadata.
Enforce per user quotas, or group account budgets

Differential print cost/charging allowing costs to be assigned on a per printer basis with advanced options to
charge different amounts based on document type (e.g. color, grayscale or duplex), page size, user or group.

Hardware neutral solution supports all major printer types and operating systems. No hardware vendor lock-in!

Both cross-platform and multi-platform support. Run a mix of Windows and/or Linux print servers and support
clients ranging from Windows, Mac, Linux, Unix and Novell OES.

User Web Tools allow end-users to track usage, transfer funds, request refunds and upload documents from
unauthenticated (wireless) laptops.

Provides end-users with advanced options to allocate print jobs to shared accounts, cost centers, faculties or
departments.

Single sign-on user authentication with native Active Directory integration or synchronization with LDAP user
accounts. (no separate passwords to manage!)

Flexible hold/release queue support with Release Station software allowing administrators to implement
management approved or secure user release printing environments.

Service Oriented Architecture utilizing the latest software design methods including, test driven development,
XML Web Services and layered architecture. This ensures scalability and stability by design.

Advanced reporting and charts available in standard formats including PDF, Excel, and HTML. All reports
accessible from anywhere on the network via a standard web browser.

Ability to run on top of leading 3rd party Relational Database Management Systems (RDBMS) including
Microsoft SQL Server, Oracle, MySQL and PostgreSQL Database.

Enterprise level security and encryption based on SSL.
Open architecture with a powerful scripting language, source code access and API documentation.

1.1.3. System Requirements

PaperCut NG supports the following server platforms:

.

Microsoft Windows Server 2012 R2 (any edition)

Microsoft Windows Server 2012 (any edition)

Microsoft Windows Server 2008 R2 (any edition)

Microsoft Windows Server 2008 (any edition)

Microsoft Windows Server 2003 (any edition)

Microsoft Windows 2000 (Pro and Server)

Microsoft Windows XP (Pro and Pro x64)

Microsoft Windows Vista (any edition except Home editions)
Microsoft Windows 7 (any edition except Home editions)

Mac OS X 10.6 - 10.8 (i.e. Snow Leopard, Lion, Mountain Lion)
Novell Open Enterprise Server 2 (OES2 SP1+)

Novell Open Enterprise Server 11 (OES11)

Most modern Linux operating systems including:

* Red Hat Enterprise Linux (AS 3.0, ES 3.0, AS 4.0, ES 4.0)
e Novell SUSE Linux (8.2, 9.0+)
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* Fedora Core
* Debian (3.1+) and Ubuntu

Print queues may be hosted on:

¢ Any Windows version listed above
¢ CUPS based print queues on Mac OS X 10.6 and above and Linux
* Novell OES

Servers and clients must use user ID/username based authentication (e.g. Active Directory, Windows NT, LDAP, or
local system accounts).

Sites with more than 500 users should consider a server class system with more than 512MB of RAM and 500 MB
of free disk space. When using print archiving then at least 100Gb of free disk space is recommended.

PaperCut NG supports approximately 90% of printers on the market. Where possible we recommend printers that
support one of the two major printer language standards - Postscript or PCL. Up-to-date information on printer
compatibility is covered on the PaperCut Software website knowledge base at: PaperCut Knowledge Base Printer
Information [http://www.papercut.com/kb/Main/SupportedPrinters]

On workstation clients:

¢ All supported Microsoft Windows platforms: Windows 8, 7, Vista, XP
¢« Mac OS X 10.6 or higher recommended
¢ Most modern Linux and Unix Operating Systems (Java 5.0+ required for optional client tool)

1.2. How does PaperCut NG work?

Before explaining how PaperCut NG works at a technical and end-user level, the reader should be familiar with the
following key concepts.

1.2.1. Key Concepts

1.2.1.1. Print Server

A print server is a system responsible for hosting print queues and sharing printer resources to desktop
clients/workstations. Users on the workstations submit print jobs to a print server rather then directly to the printer
itself. A print server may be a dedicated server but on many networks this server may also perform other tasks such
as file serving.

1.2.1.2. Print Queue
A print queue is first-in-first-out queue listing all jobs pending on a given printer.
1.2.1.3. User ID/Username

In a multi-user environment, users log on to a network or computer using a username and password. These are
often managed by services such as Active Directory or LDAP. The username is known as the user's identity.
PaperCut NG uses this identity to track printing.

1.2.1.4. Shared Account

A shared account is a PaperCut NG term used to represent an account (pool of funds or allocation group)
accessible to multiple users. Accounts usually represent "work areas" and the term can be used interchangeably
with terms such as Departments, Faculties, Projects, Clients, Client/Matter, or Cost Centers.

1.2.1.5. Client/Server Model
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Client software is a small program that runs on each workstation and communicates with a server. The printing
process on most networks works on a client/server model with clients (workstations) submitting jobs to a server.
PaperCut NG also uses the client/server model in the optional client software to communicate with end-users.

1.2.1.6. Application Server

An application server is a server program responsible for centrally processing “business logic” and providing
services to end-users. PaperCut NG uses the application server model to provide a “business logic” unit for
calculating user costs and providing a web browser interface to end-users.

1.2.1.7. Information Provider

A provider is a software component or program responsible for providing information to an Application Server.
PaperCut NG uses providers to submit print queue/job information to its application server. This information provider
is called the Print Provider. Other important providers included with PaperCut NG include user directory and
authentication providers.

1.2.1.8. Web Application Interface

A web application is a software program that interacts with end-users via a web browser. Examples range from
Google, Microsoft SharePoint, Hotmail, Internet banking and router management consoles. PaperCut NG provides a
web-based interface for system administration and management. Web applications offer administration flexibility by
allowing access from any location on the network and avoid the need for installation of separate software.

1.2.1.9. Scripting Language

A scripting language is a programming language that allows control of one or more software applications. In
PaperCut NG scripting can be used to perform various administrative functions such as modifying parameters for
users, shared accounts or printers. It can also be used for programmatic control during the print process to provide
functionality such as print job re-direction, user notifications / warnings and confirmation for large or expensive print
jobs.

1.2.1.10. Web Print Server

Web print server is the PaperCut terminology for a server that allows laptop (wireless) users to upload Microsoft
Office and PDF files to be printed on network printers from personal computers that are not authenticated to the
network and do not have network printer drivers.

1.2.2. Understanding the print process flow

To help explain what PaperCut NG is and how it works we'll introduce the system by example. We'll start with a
simple high school example:

The student's perspective (transparent quota control):

1. Chris is a student at a local high school. He has logged onto the network using his username,
chris.j.smth, and is surfing the Internet. He selects Print from his web browser to print out a web page for
his school assignment.

2. The network administrator has allocated Chris a printing credit budget of $20.00 a month. He can see his
current account balance of $10.00 in the PaperCut Client Tool window.

% Balance for chris

Sana

< \; www.example.org &
1 $10.00
-

< R RS 1 ) £ N 2 S
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Figure 1.1. The user client tool

A confirmation screen listing the number of pages and the cost of the print job is displayed on the Workstation.
Chris confirms the print job.
5 pages come out of the printer.

The network administrator has set a cost-per-page inside PaperCut on the printer at $0.10. Chris' 5 page
document costs $0.50.

Chris' account balance is now at $9.50. He may continue to print until he submits a print job that has a cost that
is higher than the balance in his account.

The teacher's perspective (allocation to accounts):

7.

Matt is an English and Mathematics teacher at the same local high school.
Matt needs to print out a 279 page document for his next class.

The network administrator has configured PaperCut to charge users in the faculty group $.01 per page, and has
granted Matt access to charge to his personal account or to the English or math department's shared accounts.

Matt presses the Print button in the application.

The PaperCut client tool displays a popup and presents Matt with information about the print jobs and requests
an account selection. In this case accounts represent Departments but could also represent projects or other
work areas.

Matt selects the English department's shared account from the list.

@ Print Job Notification

*
4 Print Job Notification
Confirm the print and select the print action

1
-
Print job details
Dacurnent nams | Micresoft Ward - st doc
Frinter Library MFP
Cost |$2.79 Pages 279

Prink: job actions

(") Charge to my personal account

(%) Charge to shared account

LYt o S|k thie shared account to charge .., V]

Select the shared account bo charge ..
Maths Department

Figure 1.2. The User Client account selection popup

The print job is printed and the English department account is charged $2.97 for the print job.

The technical perspective (behind the scenes):

1.

When the teacher, Matt, prints from his application, his workstation transfers the print job to the server and
places it in the print queue.
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& HP LaserJet 2000

N

Printer Docuthent View Help

Document Name Status Cwmer Pages Size Submitted

=) Printing - Google Search | Ervor -Paused .., matt 2 109K8  443:25PM 19/09/3
jls:u'ngﬁame.\-m'f..nrg matt 5 247 KB 4:43:40PM 1905/
[w] Micrasoft Carparation matt 1 220 KB 4:43:59PM 1909/
£ >

3 docurnentis) in queue

Figure 1.3. The Windows print queue

2. The PaperCut Print Provider intercepts the print job in the queue prior to printing, pauses it, and analyzes the
information determining:

a. Who printed the document
b. The number of pages in the document
c. Other information such as duplex, grayscale mode, paper size, etc.
3. The Print Provider submits the job's information to the Application Server to process the “business logic”.

The Application Server determines that Matt needs to select the account to charge. It notifies the Client
Software on Matt's desktop.

The Client Software displays the Popup requesting for the user to select an account.

After Matt selects the account, the Application Server is notified of Matt selection. The “business logic” validates
that Matt is authorized to charge to the selected account.

7. The Application Server charges the appropriate account, logs the job and instructs the Print Provider to resume
or unpause the print job in the print queue allowing it to proceed to the printer.

1.2.3. Architecture Overview
PaperCut NG was developed using the latest software development strategies, a strong influence being Service

Oriented Architecture (SOA). The Print Provider, Application Server and Client Software all communicate with one
another using XML-based web services over HTTP.
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Application Server Print Servers
Running PaperCut NG WIGOWS SOV 1k e CUPS)

Aanning Pagerlt NG Print
Provider component
[secondary sena

XML over HTTP

Database Server

optional
rﬂﬂSpSDL S} Workstations print via shared
e'gr' P{:&tgresqlaljnéﬁ printers hosted on print sarvers
XML over HTTP

Ruiing PaperCat NG
Print Pravidar
covmpoTE

S ST T T

PC Macintosh Linux Unix
Local Desktop Printer Workstations Waorkstations Workstations Workstations

Figure 1.4. PaperCut NG Architecture - an advanced configuration

A more detailed explanation of the architecture and support for multiple servers, web print servers, server clustering,
and payment gateways can be found in subsequent sections of this User Guide.

1.3. The Top-Ten Hidden Features!

PaperCut”

Much of PaperCut NG flexibility and usefulness comes not from the features you can see, but from the advanced
hidden features. PaperCut NG is packed full of handy tools, utilities and options and you will read about these
throughout this guide. To provide a quick overview now, the most popular hidden features are:

1.3.1. One: Zero-install Client Deployment
PaperCut NG is implemented using 100% server-side logic and no client software is required. A simple lightweight
client tool is however provided so end-users have access to advanced features such as shared accounts and the
option of viewing their account balance in a popup window.
Deploying client software can be a time consuming and fiddly process. To streamline the process PaperCut NG
allows its client to be run directly off a network share - no need to install locally, or mess around with deployment
tools! Just set the executable as a startup program and it will run and auto-update itself thereafter.
See Section 5.2, “User Client” for more information.

1.3.2. Two: Remote Administration
PaperCut NG is a 100% web based application. Full system administration can be performed from anywhere on the

network via a standard web browser - no special admin software is required! To access the administration section,
point a browser at the server on port 9191:
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http://[server_nane]: 9191/ adm n
Encrypted SSL/HTTPS access is also available on port 9192:
https://[server_nane]: 9192/ adm n

Access is granted to the built-in admi n, or to any user that has been granted administrator level access.
1.3.3. Three: Web Print

Web Print enables printing from user-owned devices without the overhead of installing printer drivers and managing
workstation authentication to the server.

Microsost Office or Adobe PDF files are uploaded using the same User Web Tools available on network computers.
Web Print is fully integrated into PaperCut's standard print charging/accounting/quota process. It does not matter if
you're a staff user allocating to a faculty or department account, or a student charging to your free print quota, the
user account allocation experience the same as that seen when printing from a networked desktop system.

PaperCut's Web Print has been deployed across hundreads of education campuses and is an ideal solution for
offering print services via student owned laptops and netbooks.

See Chapter 21, Web Print (Driver-less printing via a web browser) for more information.
1.3.4. Four: Shared Accounts

Many organizations would like to track their printing on more than a per-user level. With the Shared Accounts
feature, users can allocate jobs to cost areas such as Faculties, Departments, Projects, Clients, Cost Centers, or
Pools. Shared accounts are selected via a customizable popup window. Two popup window types are available:

e Standard - A simple account selection window design ideal for most users.

¢ Advanced - An advanced account selection window designed for the power user including features such as
search, preference list, recent selections, comment entry and invoicing options. This is ideal for businesses
including Engineering, Law, Accounting and Architecture Firms.

Access to accounts is controlled via integrated network group membership or optionally PIN's.

See Chapter 8, Shared Accounts for more information.
1.3.5. Five: Secondary Servers and Local Printers

PaperCut NG is an enterprise level application designed to be managed and controlled from a central location.
Multi-server environments are common in large organizations and PaperCut NG handles them with ease. All servers
are configured to report back to the central Application Server. This ensures that all management, logging and
control is centralized. Secondary servers and workstations with local printers simply run a light weight monitoring
component that communicates to the central server via XML Web Services calls.

Servers and workstations can run the seconary server software on any supported operating system no matter what
operating system is used on the Application Server because PaperCut NG supports mixed or heterogeneous
networks as well!

See Chapter 15, Configuring Secondary Print Servers and Locally Attached Printers for more information.
1.3.6. Six: Scripting

Scripting can be applied on a per printer basis to provide programatic control during the print process. Possible
applications include:

* Route the job to the cheapest compatible printer and notify the user of the change (least-cost routing)
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« Prompt users to print large color jobs on a compatible low cost grayscale printer
¢ Charge printing during class time to the department
¢ Inform user when printer is in error and suggest a compatible alternative

See Chapter 18, Advanced Scripting (Print Scripting) for more information.
1.3.7. Seven: Customizable Web Interface

Did you know that the end-user interface can be quickly customized to make it look like an official part of your
organization's infrastructure? With some simple HTML, you can make the PaperCut NG end-user interface look just
like your existing web site or intranet site.

See Section 16.3, “Customizing the User web pages” for more information.
1.3.8. Eight: XML Web Services and Command-line Control

It seems like everything these days is Web Services enabled. Not to be outdone, PaperCut NG exposes dozens of
API's via secured XML Web Services. This provides advanced administrators and developers with the ability to
programmatically remotely control, integrate and manage the application. The possibilities are endless... some of
our users now have their library fines hooked into the PaperCut NG system!

In addition to the Web Services API's, system administrators may hook into the inner workings of PaperCut NG
using server commands and scripting.

With server commands you can use batch files or scripts to automate system functions such as:

« Schedule "online" backups to coordinate with your existing backup processes. No need to take the system down
to take a data snapshot.

« Create users in PaperCut NG automatically and as part of your existing user creation scripts.

« Automatically import/sync list of accounts from a file, 3rd party system or existing directory structure. (Great for
Engineering and Architecture firms)

See Section A.3, “The XML Web Services API" and Section A.1, “Server Commands (server-command)” for more
information.

1.3.9. Nine: 3rd Party Database Support

PaperCut NG ships with its own preconfigured and self-maintaining database. The system however is database
independent and can be run on top of a number of leading database systems. Maybe you have an existing Microsoft
SQL Cluster and would like to take advantages of this infrastructure. No problem! PaperCut NG can be quickly
configured to hook into your preferred database.

See Chapter 20, Deployment on an External Database (RDBMS) for more information.

1.3.10. Ten: The Development Team

Software is only as good as the development process. PaperCut NG is developed in an open and transparent
fashion by a small development team. Suggestions and feedback are encouraged and source code access is
provided to our customers. The team works closely with key system users to architect new features. A member of
the development team is online for 8 hours a day and is always happy to chat. Come visit us on our Live Web Chat

page!

See the PaperCut Software website http://www.papercut.com/ for more information.
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Chapter 2. Installation

This chapter covers the initial installation and configuration of PaperCut NG in your network environment. Initial
installation takes only a few minutes on a currently configured server. This guide will walk you through installation
and configuration step-by-step. The process is summarized below:

SARE I A

System requirements check
Downloading and installing PaperCut NG
Completing the configuration wizard
Testing client software

Testing printing and remote access

PaperCut NG is a cross-platform solution and the installation procedure will vary depending on the target operating
system(s). Please jump to the appropriate section below:

Windows: Section 2.1, “Installation on Windows”

Mac: Section 2.2, “Installation on Apple Mac”

Novell: Section 2.3, “Installation on Novell OES Linux (iPrint)”
Linux: Section 2.4, “Installation on Linux (CUPS and/or Samba)”

2.1. Installation on Windows

@ Important

This guide assumes that you are using Windows Server 2008. The process is similar for other
Windows operating systems such as XP, Server 2003 or Windows 7.

If you're upgrading from a previous PaperCut NG version, please refer to the directions outlined in
Appendix E, Upgrading From a Previous Version.

2.1.1. Step 1 - System Requirements & Network Setup

Before installing PaperCut NG for either evaluation or production use, the system administrator should take a few
minutes to verify system requirements.

Is the operating system version supported and patches up-to-date? Take a few minutes to verify the system is
current and supported (see Section 1.1.3, “System Requirements”).

In workgroup environments (i.e. where no domain is present), some additional configuration may be required.
For more details see Chapter 31, Running in a Workgroup Environment.

Are printer(s) installed and hosted on this system? PaperCut NG needs to be installed on the system directly
hosting the printer(s). The printer should be installed as a "Local Printer" with a connection method such as
TCP/IP Port, LPR, or JetDirect or directly connected to the system via USB or LPT Port.

In a multi-user environment, printers are often shared with other network users. Other workstations should
connect to these printers as "Network Printers". Ensure workstations are configured to print to the shared print
queues. For example a Windows workstation may connect to a printer via a path like:
\\[sanba_server]\[printer].

Ensure that printers are configured correctly and work before installing PaperCut NG.
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Faralel Printer | : _?

netport

Windows Clients (9 /NT £ 2000)

Figure 2.1. Network printer configuration

@ Important

If you are running the PaperCut NG server on Windows XP (Professional) you must disable "Simple
file sharing". For more information please see Appendix B, Troubleshooting & Technical FAQ's.

If you are running a Windows workgroup network or using Windows XP/Vista Home workstations,
please see Chapter 31, Running in a Workgroup Environment.

2.1.2. Step 2 - Print Queue Configuration

When using release stations or account selection popups it is recommended to secure the print queue so that users
do not have permission to pause/resume documents in the queue. This allows PaperCut NG to have full control of
documents without interference from users. To do this:

Log onto the server hosting the printers as an Administrator.

Open the printer configuration screen: Start — Printers

Right-click a printer and select Properties.

Select the Security tab.

Select the CREATOR OWNER user and uncheck the Manage Documents permission. See Figure 2.2,
“Configuring Windows print queue permissions”

Press the OK button.
Perform these steps for each of the monitored printers.

o s~ 0D e

o
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-2 HP LaserJet 6MP Properties 2JE3
General | Sharing | Pots | Advanced | Secumy | Device Sattings
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Figure 2.2. Configuring Windows print queue permissions

Tip

A tip from one of our customers Chris, is when using Windows 2008 Server is to use the Server
Manager, navigate to the Print Management Console and globally set the security permissions by
right-clicking the Print Server(s) — Properties - Security and editing the permissions there.

2.1.2.1. Windows Server 2008 R2 only

Windows Server 2008 R2 installations may experience an issue where print jobs are not removed from the print
queue when completed. These jobs stay in the queue with a status of 'Sent to Printer'. To work around this you will
need to configure the Printer Driver Isolation so that jobs are removed from the queue when completed.

Log onto the server hosting the printers as an Administrator.

Using the Server Manager, navigate to the Print Management Console: Server Manager - Roles — Print and
Document Services — Print Management - Print Servers — PrintServerName - Drivers

3. Right-click a printer driver and select Set Driver Isolation — None.
Perform these steps for each of the monitored printers drivers.

Tip

If you receive an "Access denied" error when changing both the CREATOR OWNER permissions and
the Print Driver Isolation settings you may need to turn off the Render print jobs on client
computers found under the Sharing Tab for that printer.
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ifgh HP Color Laserfet CM3530 MFP BELG Propertics [—r—
] Seeuty | Darvien Sallings [ e |
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] Shane thes printer
Share name:  HP Color Laseries CM3530 MFP PCLE
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indows, you may want to install additional drivers, o that the
wisers do not have to fisd the print diver when thy Connect to the
shared prinber.

Additionsl Divess..

Figure 2.3. Configuring Windows print queue client rendering

2.1.3. Step 3 - Download and Install

PaperCut NG is supplied as a standard Windows set up. exe install program. The latest version may be
downloaded from http://www.papercut.com/. This installer automatically detects whether your operating system is 32
or 64-bit and installs a version of the software optimized for your system. After the download is complete, run the
setup wizard as an administrator level user. A system restart is usually not required but administrators are advised
to perform installation on live production systems during periods of low activity - for example, not during backup
operations or other administration activities.

PaperCut NG

Welcome to the PaperCut NG
Setup Wizard
Thiz wall kectall PapaCut MG 17,0 on youw computar.

It iz recommended that pou close all other applications belore
conkbinuing.

Click Mext to contimes, o8 Cancal to esit Setup.

et » Cancel

Figure 2.4. Setup wizard

Select the "Standard installation (primary server)" option and install PaperCut NG onto a hard drive with adequate
free disk space. The default options will suffice for most systems.
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2.1.4. Step 4 - Configuration Wizard
After installation, the install will open a web browser window. The configuration stages are explained below:

2.1.4.1. Administrator Password
This is the master password for the main in-built admin account, and is independent of the operating system or
domain passwords. The password will need to meet minimum strength requirements, and must be at least six

characters. Ensure that knowledge of this password is kept secure. This screen also sets the system's physical
location and language; ensure that these are correct before proceeding.

w Setup Wizard : Configuration Wizard - Mezilla Firefox = =

File Edit View History Bookmarks Toels Help
g_' c 2% | '3 httpi/ilocalhostS191/appisenvice=page/Setup. 7.7 - '-'l- Google 2

' % Setup Wizard : Configuration Wizard e -

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the system for use

If thiz is the first ime installing the application, we highly recommend reading the quick start guide in
the user manual. &g Qpen the user manual u

m

Typa in the password 1o be assigned to the master administrator accounl Please keap this
password secure

Usermame: admin

Password: ssssssss
Verify password: m

Your system location is currently set to English (Australia). If this not correct, please change the
sefting below. The location defines defaulf currency and date formats

Location: System Default -

==/ Duone lga -

Figure 2.5. PaperCut NG Configuration wizard

Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.1.4.2. Organization Type

This is the organization type which matches the organizational environment where PaperCut NG will be used.
14
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Choosing the appropriate organization type will determine which system defaults are used on setup. For example, in
a Professional (Client Billing) organization, where it is useful to charge-back printing to customers, an advanced
client popup is provided with additional features useful for dealing with large numbers of client (shared) accounts.
These default settings chosen for an organization type can be changed after installation.

2.1.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per-printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.1.4.4. Initial User Credit (for Education installations)

When the organization type has been set to Education, users can be assigned an initial starting credit. This ensures
they have funds in their account as soon as the system is enabled. An option also exists to control what happens
when users run out of credit/quota. If you are evaluating PaperCut NG it might be appropriate not to disable printing
when a users funds run out. This way you can be assured that user printing is not disrupted during the evaluation.
These settings may be changed after setup.

2.1.4.5. User/Group Synchronization
PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users

from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.

User/group synchronization

system will synchronize user and group information from a network, domain or computer
Please selectthe user information source

User source:  Windows Standard bl
Impor all users

Import @ subset of the users
e.g. a group or org uni. (This wil be selected on the next page

| = Previgus I Mext =

Figure 2.6. User sync configuration wizard page

Options on Microsoft Windows include Windows Standard, Active Directory, or LDAP. In a domain enviroment,
Active Directory is the default option as this offers access to Organization Units, Nested Groups and other AD
features.

Use the Test Settings to test and confirm your settings before continuing.
2.1.4.6. Client Settings in Professional (Client Billing) installations

In a Professional (Client Billing) environment, the main focus is on allowing users to allocate print jobs to client
(shared) accounts. The process works by:
« Pausing all jobs that enter the print queues.

« Displaying a popup on the user's workstation asking them to allocate the print job to an account. This is done by
selecting the account from a list.

e After the user has responded to the popup, the job is released to the printer.
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You can read more about the account selection process and shared accounts at Chapter 8, Shared Accounts.

The account selection popup option is enabled at the user level. Once the option is enabled, the user must run the
client software. If the client software is not running, the popup cannot display, and the job will remain paused in the
print queue. This option is hence considered high impact. You are presented with two strategies that allow you to
choose the implementation approach that best suits your needs:

2.1.4.6.1. Minimal impact (Initial single user testing)

In this strategy the account popup is only initially enabled on a single user for testing. You need to nominate the
testing account; this may be an existing system/domain account used for testing purposes or even your own user
account. The username should be in the format used to log into the domain/system (usually the short form).

The minimal impact strategy will allow you to test the popup with the nominated test system/domain user account,
after which the Advanced Account Selection Popup option can be enabled for other users as appropriate.

2.1.4.6.2. Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users, and is often preferred for smaller networks as it
minimizes the required post-install configuration. Once the client has been deployed, the system will be operational.
If this option is selected, you should be prepared for installation of the client software to user desktops (see Step 7)
immediately to prevent disruption of user printing services.

If in doubt, select the minimal impact strategy. This will ensure the impact is isolated to only the nominated test
account.

2.1.4.7. Verify Setup Options

Prior to enabling the configuration options that you have selected, you will have the chance to verify setup options.
At this stage you are still able to return to any of the prior configuration screens to alter options before clicking
Finish.

2.1.4.8. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen, showing
the progress and results of the system completing its initial setup. Once you have closed that, click Login to access
the interface and begin familiarising yourself with the options and features available. Take some time to explore, and
refer back to the relevant sections of this manual as required.

2.1.5. Step 5 - Printer Configuration

The printers should be automatically detected, and listed under the Printers section. If the printers do not display,
try printing a document as the first job will trigger registration.

2.1.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the directory [ app- pat h]/cli ent. This software needs to be
shared over the network so workstations can access/install the client application. The directory is automatically
shared in read-only form as PCCl i ent as part of the install process. Confirm that you can access the client
software via the network by browsing to\ \ server\ PCO i ent .

2.1.7. Step 7 - Client Software Deployment (Optional)

The PaperCut client software may now be deployed if required. The client software is not required for basic print
tracking and reporting. Some features the client software provides include:

« Displays natification messages, such as why a print job was denied.

« Displays print policy popups, such as to encourage duplex printing.

« Displays popups for shared account allocation/charging (department accounts, client billing).

¢ Allow the user to confirm the details and/or cost of their print job before printing.

« Shows the user their current balance (useful in schools where print quotas are used).
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¢ Can be used for authentication when printing from public terminals or other unauthenticated systems.

For a professional (client billing) installation the client software is required so that users can allocate print jobs to
client (shared) accounts via a popup. It is recommended to follow the steps in Section 5.2.1, “User Client
Deployment” for best practice client deployment methods. After the client software is deployed you may then enable
the account selection popup for all users as discussed in Section 8.4.2.1, “Enabling the Advanced Account Selection
Popup For All Users”.

For other installation types the client software is optional. If you choose not to deploy the client software you may
still choose to deploy it in the future.

For more details about the client software see Section 5.2, “User Client”. For details about deploying the client
software see Section 5.2.1, “User Client Deployment”.

2.1.8. Step 8 - Testing

Following a fresh installation, it is highly recommended to test core features of the system. For further details please
see Section 2.5, “Testing the Installation”.

2.1.9. What Next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

2.2. Installation on Apple Mac

@ Important

This guide assumes that you are installing on Mac OS X (either server or workstation) hosting and
sharing printers. This guide will refer to this system as the 'server'. This represents the role of the
system rather than the 'edition' of the operating system. PaperCut NG equally supports both the server
and workstation versions of Mac OS. If you're upgrading from a previous PaperCut NG version please
refer to the directions outlined in Appendix E, Upgrading From a Previous Version.

The following section assumes the reader has knowledge of general Mac OS X server management.
Although the installation process is graphical, it would be an advantage to have knowledge of the
command-line, creating users, editing configuration files and an understanding file permissions.

2.2.1. Step 1 - System Requirements

Before proceeding with the installation the system administrator should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? Take a few minutes to verify
the system is current and supported (see Section 1.1.3, “System Requirements”). A system prerequisite is Java
version 5.0 or higher. If you are running a fully patched Snow Leopard (10.6) machine this requirement will be
satisfied. If you are running Lion (10.7) or Mountain Lion (10.8) you will need to install Java from Apple. This
simplest way to install Java is to run /Applications/Utilities/Java Preferences, and you will be prompted to
complete the installation.

If you have installed Oracle Java 7 instead of the Apple supplied Java then you may have problems running
PaperCut client software or installing the PaperCut server. In that case we suggest visiting the Apple Downloads site
[http://support.apple.com/downloads/] and selecting Java. You can then download and install the version of Apple
supplied Java for your version of OS X. Following this procedure may also address other problems with Apple
supplied Java (e.g. your Java installation has stopped working).

2.2.2. Step 2 - Print Queue Setup
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Most small to medium Mac networks will have their workstations configured to print directly to the physical printers.
This method of printing is not supported by PaperCut NG and instead administrators will need to set up global
server hosted print queues. Some administrators will be familiar with server queues, while others will need to invest
some time into understanding Mac printing in more detail. The topic of Mac printing is complex and is hence
deserves its own chapter! Please read the first section of Chapter 30, Mac Printing in Detail and ensure your
organization's printers are set up as required.

Administrators should ensure that the server based print queues are set up and working as expected before
attempting to install PaperCut NG.

2.2.3. Step 3 - Download and install

PaperCut NG is supplied as a standard disk image containing the installer. Log on as an admi n level account.
Download and double-click Mac installer. Double-click on the installer package named Paper Cut NG St andard
I nstal | ati on. pkg. Follow the directions on the screen. The installation process will take between two and five
minutes depending on the speed of the system. A system restart is not required but administrators are advised to
perform installation on live production systems during periods of low activity - for example, not during backup
operations or other administration activities.

The default install location is / Appl i cat i ons/ Paper Cut NG

@ | Important

Make sure you're installing the correct package. The similarly named Paper Cut NG Secondary
Server Installation. pkg only installs part of the application and is designed for more advanced
networks.

e Install PaperCut NG Standard Installation

Installing PaperCut NG Standard Installation

@ Introduction

& Read Me

@ License

© Destination Select

8 Installation Type Finishing the Installation...

@ Installation

@ Summary

Install time remaining: Less than a minute

Figure 2.7. The Mac installer

2.2.4. Step 4 - Configuration Wizard
After installation, the install will open a web browser window. The configuration stages are explained below:
2.2.4.1. Administrator Password

This is the master password for the main in-built admin account, and is independent of the operating system or
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domain passwords. The password will need to meet minimum strength requirements, and must be at least six
characters. Ensure that knowledge of this password is kept secure. This screen also sets the system's physical
location and language; ensure that these are correct before proceeding.

anao Setup Wizard : Configuration Wizard

m ii=

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the system for use.

I this Is the first ime Installing the application, we highly recommend reading the quick start guide: in
e user manual. (=1 Cpan the user manual.

Type in the password o be assigned 1o the masier administrator account. Please keep this password
SECLUTE,

Username: admin

Password: | essvnwss

Uel'ﬂ}' password: ssssssss

Your sysiem location is cumrenily setio English (United States). H this not correct, please change the
setting below. The location defings default currency and date formats.

Location: | System Default

Figure 2.8. PaperCut NG Configuration wizard

Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.2.4.2. Organization Type

This is the organization type which matches the organizational environment where PaperCut NG will be used.
Choosing the appropriate organization type will determine which system defaults are used on setup. For example, in
a Professional (Client Billing) organization, where it is useful to charge-back printing to customers, an advanced
client popup is provided with additional features useful for dealing with large numbers of client (shared) accounts.
These default settings chosen for an organization type can be changed after installation.

2.2.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
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would be appropriate for many standard black & white printers.
2.2.4.4. Initial User Credit (for Education sites)

When the organization type has been set to Education, users can be assigned an initial starting credit. This ensures
they have funds in their account as soon as the system is enabled. An option also exists to control what happens
when users run out of credit/quota. If you are evaluating PaperCut NG it might be appropriate not to disable printing
when a users funds run out. This way you can be assured that user printing is not disrupted during the evaluation.
These settings may be changed after setup.

2.2.4.5. User/Group Synchronization
PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users

from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.

User/group synchronization

The system will synchronize user and group information from a network, domain or computer
Please select the user information sowrce
User source:  Windows Standard -

Impor all users
Import a subset of the users
e.g. & group or org unt. (This wil be selected on the next page

| <Previous || Mext>

Figure 2.9. User sync configuration wizard page

Options include Mac Standard (PAM, Local Netinfo, etc.), LDAP (Open Directory), or Samba. Select Mac
Standard if the user accounts are setup and defined on the local system. This option will work with most Mac
networks.

The LDAP option is appropriate for large networks with existing Open Directory domains. This includes networks
running Mac OS X Server with Open Directory, and Windows domains running Active Directory. PaperCut NG will
do it's best to auto discover LDAP settings, but some knowledge of LDAP and/or Open Directory will be required.
More information on LDAP is available in Section 13.3.9, “Using LDAP for user synchronization”.

Use the Test Settings to test and confirm your settings before continuing.
2.2.4.6. Client Settings in Professional (Client Billing) installations

In a Professional (Client Billing) environment, the main focus is on allowing users to allocate print jobs to client
(shared) accounts. The process works by:
« Pausing all jobs that enter the print queues.

« Displaying a popup on the user's workstation asking them to allocate the print job to an account. This is done by
selecting the account from a list.

e After the user has responded to the popup, the job is released to the printer.
You can read more about the account selection process and shared accounts at Chapter 8, Shared Accounts.

The account selection popup option is enabled at the user level. Once the option is enabled, the user must run the
client software. If the client software is not running, the popup cannot display, and the job will remain paused in the
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print queue. This option is hence considered high impact. You are presented with two strategies that allow you to
choose the implementation approach that best suits your needs:

2.2.4.6.1. Minimal impact (Initial single user testing)

In this strategy the account popup is only initially enabled on a single user for testing. You need to nominate the
testing account; this may be an existing system/domain account used for testing purposes or even your own user
account. The username should be in the format used to log into the domain/system (usually the short form).

The minimal impact strategy will allow you to test the popup with the nominated test system/domain user account,
after which the Advanced Account Selection Popup option can be enabled for other users as appropriate.

2.2.4.6.2. Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users, and is often preferred for smaller networks as it
minimizes the required post-install configuration. Once the client has been deployed, the system will be operational.
If this option is selected, you should be prepared for installation of the client software to user desktops (see Step 7)
immediately to prevent disruption of user printing services.

If in doubt, select the minimal impact strategy. This will ensure the impact is isolated to only the nominated test
account.

2.2.4.7. Verify Setup Options
Prior to enabling the configuration options that you have selected, you will have the chance to verify setup options.
At this stage you are still able to return to any of the prior configuration screens to alter options before clicking
Finish.

2.2.4.8. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen, showing
the progress and results of the system completing its initial setup. Once you have closed that, click Login to access
the interface and begin familiarising yourself with the options and features available. Take some time to explore, and
refer back to the relevant sections of this manual as required.

2.2.5. Step 5 - Printer Configuration

The printers should be automatically detected, and listed under the Printers section. If the printers do not display,
try printing a document as the first job will trigger registration.

2.2.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the directory / Appl i cati ons/ Paper Cut NG cl i ent. It may be
useful to share this directory over the network so workstations can access/install the client application. If you're
running Mac OS X Server, use Server Admin to add a read-only file share called PCC i ent. Sharing with
Protocols AFP for Mac clients, and SMB for Windows clients is recommended.

Users can have the client software start automatically using the OS X "Open at Login" feature. Manually start the

PaperCut NG client software, command Click on the dock icon, select "options" and the Open at Login" from the
small pop up menu.

2.2.7. Step 7 - Testing

Following a fresh installation, it is highly recommended to test core features of the system. For further details please
see Section 2.5, “Testing the Installation”.

2.2.8. Step 8 - Deployment for a Professional (Client Billing) Installation
NOTE: This step is a requirement for a Professional (Client Billing) installation.
Now that the system is tested and working, it is time to deploy the client software and enable the account popup for

their use. It is important to deploy the client software before enabling the popup, otherwise users' printing will be
stopped/paused.
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2.2.8.1. Deploy the client software

As discussed earlier in the chapter the client can be run directly from a network share (which is automatically
configured on Windows). There is also the option to install the software locally on each workstation, however this is
not usually recommended because it makes the process of updating the client software more complicated.

Client deployment options and instruction are discussed in detail in Section 5.2.1, “User Client Deployment”. Follow
those instructions to deploy the client software, and then enable the popup as described below.

2.2.8.2. Enable the advanced client popup

Once the client software is deployed on user workstations, the Account Selection can be set. In a Professional
(Client Billing) configuration, all users that print jobs for clients are often given the Advanced account selection
popup, however, other Account Selection options may be better suited for some users based on their job function.
The popup can be enabled on one user at a time or can be updated for all users in bulk. The user details page can
be used to enable the popup for a single user. To enable the popup for all users in bulk:

Log into the admin interface.

Under the Users section, select the Bulk user actions... action from the menu at the top left of the Users tab.
Select the target group. To enable for all users selectthe [ Al | User s] group.

In the Change account selection setting section, enable the Change account selection option.

Select the Show the advanced account selection popup option from the list.

2 e o

If you do not want to allow users to charge printing to their personal account, then disable the Allow user to
charge to their personal account option.

7. Press the OK button, and confirm the operation. Once completed, the selected users will have the account
popup enabled.

Once the popup has been enabled on all users some testing should be performed from users' desktops. To test,
login to the user workstation, perform a print, and check that the account popup appears and the job is logged as
expected.

2.2.9. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

2.3. Installation on Novell OES Linux (iPrint)

@ Important

The following section assumes the reader has knowledge of general Novell OES Linux system
management including using the command-line, creating users, editing configuration files and
understanding file permissions.

2.3.1. Step 1 - System Requirements & Printer Setup

Before proceeding with the installation the system administrator should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? Take a few minutes to verify
the system is current and supported (see Section 1.1.3, “System Requirements”). PaperCut NG is designed to
integrate with iPrint on Novell OES Linux. If your printers are currently hosted on iPrint on a Netware server or even
under legacy NDPS, you will first need to migrate your queues over to a OES Linux based server. Ensure your
printing is correctly working under iPrint on OES Linux before continuing to the next step.
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Important: iPrint and the print queues must be configured and confirmed to work before progressing to step 2.
2.3.2. Step 2 - Create the host user account and firewall settings

PaperCut NG runs and installs under a non-privileged user account called "papercut”. The paper cut user's home
directory location is the application install location. / hone/ paper cut is recommended, however Administrators
may consider alternate install locations depending on personal preference. Alternatives may include:
e Jusr/local/ papercut
* /opt/ papercut
The host user account is not an eDirectory account but a local system account. One way to create the "papercut"
account on OES Linux is:

Open YaST Control Panel and select User Management under Security and Users.

Click Add to create a new user.

On the User Data tab, enter a username of paper cut and assign a secret password.

& New Local User

User Data | Details | Password Seltings

User's Full Name

PaperCut System Account

Username

papercut Suggestion
Password

Confirm Password

Disable User Login

Figure 2.10. Creating the host user account - part 1

4. On the Details tab, select Enpty Hone with permissions 755 and change the Home Directory path to
define an alternate install location.
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& New Local User
User Data |Details | Password Settings
User ID (uid) Groups
1002 O users e
Oat
dic
Home Directol O au
LI O bin
lopt/papercut Browse... O cdrom
rmission Mode g console
daemon
|?55 B dialout
¥ Empty Home O disk
0O floppy
o Oty
Use E ted H D to =
Use Encrypted Home Directory [ games
O gdm
Additional User Information O haldasmon
O iprint
O kmem
Login Shell g Ip
rmail
/bin/bash O maildrop
0O man
Default Group O messagebus
users - O modem
O news =
4 4

Figure 2.11. Creating the host user account - part 2

5. Create the account by clicking the Accept button.

@ Important

This quick start guide assumes the install location is / hone/ paper cut . If an alternate home location
is defined, some of the paths listed in subsequent sections will require modification.

A default OES Linux installation imposes strict resource usage limits on user accounts (ul i m t). The paper cut
account is a special account used for hosting an application and hence should be granted satisfactory resource
limits such as the ability to open many files. Larger sites should consider adding the following line to
/etc/security/limts.conf:

paper cut - nofile 65535

Novell OES Linux has a strict default firewall policy. PaperCut NG uses ports 9191 (for HTTP) and ports 9192 (for
HTTPS/SSL) and these ports must be open. To open these ports:

Open YaST Control Panel and select Firewall under Security and Users.

Select Allowed Services, then click the Advanced... button.

Add ports 9191 and 9192 to the TCP Ports list (separated by spaces).

Click OK, Next, then Accept to apply the changes.

A wDdPE
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2.3.3. Step 3 - Download and installing

Important: Please make sure you download the correct architecture for your distribution. i 686 is for 32-bit operating
systems. x64 is for 64-bit systems (also known as x86_64 or and64).

PaperCut NG is supplied as a self-extracting and self-installing archive. The installation is performed under the
rights of the newly created paper cut account and temporary r oot access will be required. Please have the root
password handy. (Administrators who are after a detailed explanation of the install process should also consult the
background information in Chapter 28, PaperCut NG on Linux).

Log on as the newly created paper cut user and download and execute the installer from the command prompt.
Here is an example using wget to fetch the installer:

shel | > su - papercut
shel | > wget [downl oad url from PaperCut Software website]
shel | > sh ./pcng-setup-novel | -oes-1inux. sh

Follow the installation instructions and enter the root password when requested.

@ Important

Ensure you | ogi n as the user paper cut so that the user's environment is sourced and the home
directory (install location) is correctly defined.

tting per
Setting pern

include:
cation der
y backend

# Conf igure the boot scripts

Would you like to perform t

«...started (pid: 4361).

Figure 2.12. The Novell OES Linux install process

The installation process will take between two and five minutes depending on the speed of the system. A system
restart is not required but administrators are advised to perform installation on live production systems during
periods of low activity - for example, not during backup operations or other administration activities.

2.3.4. Step 4 - Configuration Wizard

After installation, you will be prompted to open a web browser at http://[server-nane]: 9191/ adm n to
complete configuration. The configuration stages are explained below:

2.3.4.1. Administrator Password
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This is the master password for the main in-built admin account, and is independent of the operating system or
domain passwords. The password will need to meet minimum strength requirements, and must be at least six
characters. Ensure that knowledge of this password is kept secure. This screen also sets the system's physical
location and language; ensure that these are correct before proceeding.

- Nalld Setup Wizard - Configuration Wizard

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the system for use.

I this = the first ime Installing the application, we highly recommend reading the quick start guide in
e user manual. [=1] Opean the user manual.

Type in the password o be assigned 1o the masier administrator account. Please keep this password
SECUME,

Username: admin

Password: | eesenees

Verify password:  ssssssss

Your sysiem location is currently setfo English (United States). i this not correct, please change the
sefting below. The location defines default currency and date formats.

Location: | System Defauk

Figure 2.13. PaperCut NG Configuration wizard

Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.3.4.2. Organization Type

This is the organization type which matches the organizational environment where PaperCut NG will be used.
Choosing the appropriate organization type will determine which system defaults are used on setup. For example, in
a Professional (Client Billing) organization, where it is useful to charge-back printing to customers, an advanced
client popup is provided with additional features useful for dealing with large numbers of client (shared) accounts.
These default settings chosen for an organization type can be changed after installation.

2.3.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per printer basis after
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installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.3.4.4. Initial User Credit (for Education installations)

When the organization type has been set to Education, users can be assigned an initial starting credit. This ensures
they have funds in their account as soon as the system is enabled. An option also exists to control what happens
when users run out of credit/quota. If you are evaluating PaperCut NG it might be appropriate not to disable printing
when a users funds run out. This way you can be assured that user printing is not disrupted during the evaluation.
These settings may be changed after setup.

2.3.4.5. User/Group Synchronization

PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users
from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.

82 | DAP Server Details

[
The LDAP source requires connection and authentication information about your LDAP server

Emler the following delails for yeur LDAP server. Completing these selings require a good understanding ol
LDAF and your LDAP configuration. For more information see the manual below

The syslem has atlempled 1o automatically discover your LDAP configuration. Carefully réview thessa ssflings

@ Soeihe LDAP documenation for more information

LDAP server type | Movell eDirectory i

LDAP server address: |GES-W

F Use 350 (Must be enabled on LDAF senver)

Base DN: |(}: myarg

Admin user DN: |c n=admin,O=myorg

Admin user password: |" o

(_ Test LDAP Settings _]-: Previous | Mext =
-

Figure 2.14. eDirectory/LDAP configuration wizard page

PaperCut NG has native support for eDirectory LDAP schemas. This will be the default user import option for most
sites. PaperCut NG will do it's best to auto-discover LDAP settings, but some knowledge of eDirectory and/or LDAP
will be required. More information on LDAP is available in Section 13.3.9, “Using LDAP for user synchronization”.

2.3.4.6. Client Settings in Professional (Client Billing) installations

In a Professional (Client Billing) environment, the main focus is on allowing users to allocate print jobs to client
(shared) ccounts. The process works by:

« Pausing all jobs that enter the print queues.

« Displaying a popup on the user's workstation asking them to allocate the print job to an account. This is done by
selecting the account from a list.

e After the user has responded to the popup, the job is released to the printer.

You can read more about the account selection process and shared accounts at Chapter 8, Shared Accounts.
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The account selection popup option is enabled at the user level. Once the option is enabled, the user must run the
client software. If the client software is not running, the popup cannot display, and the job will remain paused in the
print queue. This option is hence considered high impact. You are presented with two strategies that allow you to
choose the implementation approach that best suits your needs:

2.3.4.6.1. Minimal impact (Initial single user testing)

In this strategy the account popup is only initially enabled on a single user for testing. You need to nominate the
testing account. You may already have an appropriate test user account on your system/domain or alternatively
selecting your own personal account is a good choice. The name should be in the format used to log into the
domain/system (usually the short form).

The minimal impact strategy will give you time to test the popup with the nominated test user Then the Advanced
account selection popup option can be enabled for other users when appropriate.

2.3.4.6.2. Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users. This option is good for smaller networks as it
minimizes the amount of post-install configuration - just deploy the client and your up! If this option is selected you
should be in a position to install the client software on user desktops as soon as possible.

If in doubt, select the minimal impact strategy. This will ensure the impact is isolated to only the nominated test user.
2.3.4.7. Verify Setup Options

Prior to enabling the configuration options that you have selected, you will have the chance to verify setup options.
At this stage you are still able to return to any of the prior configuration screens to alter options before clicking
Finish.

2.3.4.8. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen, showing
the progress and results of the system completing its initial setup. Once you have closed that, click Login to access
the interface and begin familiarising yourself with the options and features available. Take some time to explore, and
refer back to the relevant sections of this manual as required.

2.3.5. Step 5 - Printer/iPrint Configuration

PaperCut NG works by directly integrating with the Novell iPrint Print Manager. iPrint must however be configured to
use PaperCut NG as an accounting control source. In the current release, this configuration is done manually at the
individual print queue level:

1. Log into iManager, expand iPrint, and select Manage Printer Manager

2. Select the Printer Manager associated with one of your print queues.

3. Click the Manage health monitor link. A list of all your printers should appear.

- ~
o
F Move
- Refresh
Status Active

MNetwork address: oes-vm.lestpapen

[ Manager health manitor ]
Frinter agents conhquration report

4. Select a Printer Agent from the list.
5. Click Configuration Options.
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Printer Agent "hp' Information

Next Prnter

Printer Agent Status Erini Shutdown Prints |  Apply

Job List Shutdown/Startup History Message from Admin Configuration Oplions

Job Processing Information Scheduled Active Requested Last Job Finished Printing

Jabs G 1 Q 0716/2008 08:45.34 PM

Job History Since 07/28/2008 08:15:00 AM Since 07/28/2008 12:00:00 AM Sinc

6. Enter paper cut under the Accounting Autoload Command. Take care to write this all in lower case with no
spaces.

Configuration Options for Printer Agent "hp’

[~ Enable Auditing
[T LPR Enabled
[T Require SSL

Printer Location
Gateway Autoload Command

fiprintgw PORT=RAW HOSTADDRESS =192 168 1.101

Accounting Autcload Command

|I?ﬂl-“‘="'-1| K

Apply Cancel

Click Apply.

Click Back, then Back and repeat steps 4 through 7 for all printers that should be monitored/controlled by
PaperCut NG

9. In line with best practice, backup the new printer configuration (padbt xt . xm ) as follows:
a. IniManager open up the active Print Manager.
b. Select Manager health monitor — Advanced iPrint Manager Information — iPrint Manager Internal
c. Click the button Backup Database.

10. Finally restart the Printer Manager in iManager by pressing Shutdown then Startup. After this, all jobs on the
queues should be tracked.

2.3.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the local directory:

/ hone/ papercut/client

This software needs to be shared over the network so workstations can access/install the client application. Novell
iManager provides a number of file sharing options. One simple solution is to add a read-only NCP or Samba share
called PCCl i ent pointing to / hone/ paper cut/ cl i ent . Established networks will benefit from ensuring the client
files are available in their Distributed Files Services. The deployment of the client software (e.g. zero-install
deployment) is covered in Section 5.2, “User Client”.
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2.3.7. Step 7 - Testing

Following a fresh installation, it is highly recommended to test core features of the system. For further details please
see Section 2.5, “Testing the Installation”.

2.3.8. Step 8 - Deployment for a Professional (Client Billing) Installation
NOTE: This step is a requirement for a Professional (Client Billing) installation.

Now that the system is tested and working, it is time to deploy the client software and enable the account popup for
their use. It is important to deploy the client software before enabling the popup, otherwise users' printing will be
stopped/paused.

2.3.8.1. Deploy the client software

As discussed earlier in the chapter the client can be run directly from a network share (which is automatically
configured on Windows). There is also the option to install the software locally on each workstation, however this is
not usually recommended because it makes the process of updating the client software more complicated.

Client deployment options and instruction are discussed in detail in Section 5.2.1, “User Client Deployment”. Follow
those instructions to deploy the client software, and then enable the popup as described below.

2.3.8.2. Enable the advanced client popup

Once the client software is deployed on user workstations, the Account Selection can be set. In a Professional
(Client Billing) configuration, all users that print jobs for clients are often given the Advanced account selection
popup, however, other Account Selection options may be better suited for some users based on their job function.
The popup can be enabled on one user at a time or can be updated for all users in bulk. The user details page can
be used to enable the popup for a single user. To enable the popup for all users in bulk:

Log into the admin interface.

Under the Users section, select the Bulk user actions... action from the menu at the top left of the Users tab.
Select the target group. To enable for all users selectthe [ Al | User s] group.

In the Change account selection setting section, enable the Change account selection option.

Select the Show the advanced account selection popup option from the list.

o g A~ wDd PR

If you do not want to allow users to charge printing to their personal account, then disable the Allow user to
charge to their personal account option.

7. Press the OK button, and confirm the operation. Once completed, the selected users will have the account
popup enabled.

Once the popup has been enabled on all users some testing should be performed from users' desktops. To test,
login to the user workstation, perform a print, and check that the account popup appears and the job is logged as
expected.

2.3.9. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

2.4. Installation on Linux (CUPS and/or Samba)

@ Important

The following section assumes the reader has knowledge of general Unix/Linux system management
including using the command-line, creating users, editing configuration files and understanding file
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permissions.

2.4.1. Step 1 - System Requirements

Before proceeding with the installation the system administrator should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? Take a few minutes to verify
the system is current and supported (see Section 1.1.3, “System Requirements”).

Are printer(s) installed and hosted on this system and are they exposed to the network either via CUPS or Samba?
Administrators should ensure that the print queues are set up and working as expected before attempting to install
PaperCut NG.

In a multi-user environment, printers are often shared with other network users. Other workstations should connect
to these printers as "Network Printers". Ensure workstations are configured to print to the shared print queues. For
example a Windows workstation may connect to a samba exposed printer via \\ [ sanba_server]\[printer].
Other Linux or Mac workstations will use IPP via CUPS.

If the printers are currently not installed and configured, this task should be performed and verified before
proceeding further.

2.4.2. Step 2 - Create the host user account and firewall settings

PaperCut NG runs and installs under a non-privileged user account called "papercut”. The installation location for
the application is the paper cut user's home directory. Create a user account on this system called paper cut .
This is usually done by logging in as root and using a user management GUI tool or at the command prompt
entering:

shel | > useradd -m -d /hone/ paper cut papercut

The syntax for user add and gr oupadd may differ slightly on different versions of Linux. They may also be called
adduser and addgr oup.

The user's home directory (the - d option) denotes the install location. / home/ paper cut is the recommended
location. Administrators may however also consider alternate install locations depending on personal preference.
Alternatives may include:

e Jusr/local/ papercut

* /opt/ papercut

@ Important

This quick start guide assumes the install location is / hone/ paper cut . If an alternate home location
is defined, some of the paths listed in subsequent sections will require modification.

Some Linux distributions impose strict resource usage limits on user accounts (ul i mi t). The paper cut account is
a special account used for hosting an application and hence should be granted satisfactory resource limits such as
the ability to open many files. The methods of setting user-level ul i m t levels vary from distribution to distribution,
however the common solution is to add the following line to / et ¢/ security/limts. conf:

paper cut - nofile 65535

Many Linux distributions have strict default firewall policies. PaperCut NG uses TCP ports 9191 (for HTTP) and
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ports 9192 (for HTTPS/SSL) and these ports must be open. Take some time now to ensure these ports are open.
Consult your distribution documentation for details on how to open firewall TCP ports.

2.4.3. Step 3 - Download and installing

Important: Please make sure you download the correct architecture for your distribution. i 686 is for 32-bit operating
systems. x64 is for 64-bit systems (also known as x86_64 or and64).

PaperCut NG is supplied as a self-extracting and self-installing archive. The installation is performed as the newly
created paper cut user and will install to that user's home directory. Temporary r oot access will be required for
part of the install. Please have the root password or sudo password handy. For more detail about the install process
including installing to a different location, see Chapter 28, PaperCut NG on Linux.

Log on as the newly created paper cut user and download and execute the installer. The file may be executed from
any directory.

shel | > su - papercut
shel | > wget [downl oad url from PaperCut Software website]
shel | > sh ./pcng-setup-*-1inux-*.sh

Follow the installation instructions and enter the root password when requested.

@ Important

Ensure you | ogi n as the user paper cut so that the user's environment is sourced so the home
directory (install location) is correctly defined.

on l|l|.nl &
on Print P

- include:
it on Lhe cation ider
Conf igure the oot scripts

like to perform these tasks now? [yes or nol

when requested:

ully wr
S¢

....started (pid: 4361).

Figure 2.15. The Linux install process

The installation process will take between two and five minutes depending on the speed of the system. A system
restart is not required but administrators are advised to perform installation on live production systems during
periods of low activity - for example, not during backup operations or other administration activities.

2.4.4. Step 4 - Configuration Wizard

After installation, you will be prompted to open a web browser at http://[server-nane]: 9191/ adm n to
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complete configuration. The configuration stages are explained below:
2.4.4.1. Administrator Password

This is the master password for the main in-built admin account, and is independent of the operating system or
domain passwords. The password will need to meet minimum strength requirements, and must be at least six
characters. Ensure that knowledge of this password is kept secure. This screen also sets the system's physical
location and language; ensure that these are correct before proceeding.

ann Setup Wizard : Configuration Wizard

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the system for use.

I this i= the first ime Installing the application, we highly recommend reading the gquick start guide in
e user manual. [=1] Opean the user manual.

Type in the password o be assigned 1o the masier administrator account. Please keep this password
SECUME,

Username: admin

Password: | eesenwes

Verify password:  ssssssss

Your sysiem location is currently setfo English (United States). i this not correct, please change the
sefting below. The location defines default currency and date formais.

Location: | System Defauk

Figure 2.16. PaperCut NG Configuration wizard

Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.4.4.2. Organization Type

This is the organization type which matches the organizational environment where PaperCut NG will be used.
Choosing the appropriate organization type will determine which system defaults are used on setup. For example, in
a Professional (Client Billing) organization, where it is useful to charge-back printing to customers, an advanced
client popup is provided with additional features useful for dealing with large numbers of client (shared) accounts.
These default settings chosen for an organization type can be changed after installation.

33



Installation

2.4.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.4.4.4. Initial User Credit (for Education sites)

When the organization type has been set to Education, users can be assigned an initial starting credit. This ensures
they have funds in their account as soon as the system is enabled. An option also exists to control what happens
when users run out of credit/quota. If you are evaluating PaperCut NG it might be appropriate not to disable printing
when a users funds run out. This way you can be assured that user printing is not disrupted during the evaluation.
These settings may be changed after setup.

2.4.4.5. User/Group Synchronization
PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users

from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.

User/group synchronization

The system will synchronize user and group information from a network, domain or computer
Pleaze select the user information sowrce
User source:  Windows Standard -

Import all users
Import @ subset of the users
2.0. a group or org unt. (This wil be selected on the next page

| <Previous | | Mext>

Figure 2.17. User sync configuration wizard page

Options on Linux include Unix Standard (PAM, NIS, etc.), LDAP, or Samba.

Select Unix Standard if the user accounts are setup and defined on the local system as standard Unix accounts or
mapped into the system from a central directory service such as LDAP via nsswitch.conf and PAM. Most large
established networks will use this option.

The LDAP option is appropriate for large networks with existing Open Directory domains. This includes networks
running Open LDAP and Windows domains running Active Directory. PaperCut NG will do it's best to auto-discover
LDAP settings, but some knowledge of LDAP and/or Open Directory will be required. More information on LDAP is
available in Section 13.3.9, “Using LDAP for user synchronization”.

Select Samba if the central user directory is a Windows Domain. The Samba option is only available if Samba is
installed on the system. The Samba option is appropriate on medium to small networks currently operating in a
Windows Domain environment.

The Samba option requires additional information such as the name of a domain server, and login credentials for an
Administrator level account. This information is requested on the subsequent wizard screen. Take care to ensure
this information is complete and correct.

More information on user/group synchronization on Linux is available in Chapter 28, PaperCut NG on Linux.

2.4.4.6. Client Settings in Professional (Client Billing) installations
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In a Professional (Client Billing) environment, the main focus is on allowing users to allocate print jobs to client
(shared) accounts. The process works by:

« Pausing all jobs that enter the print queues.

« Displaying a popup on the user's workstation asking them to allocate the print job to an account. This is done by
selecting the account from a list.

e After the user has responded to the popup, the job is released to the printer.
You can read more about the account selection process and shared accounts at Chapter 8, Shared Accounts.

The account selection popup option is enabled at the user level. Once the option is enabled, the user must run the
client software. If the client software is not running, the popup cannot display, and the job will remain paused in the
print queue. This option is hence considered high impact. You are presented with two strategies that allow you to
choose the implementation approach that best suits your needs:

2.4.4.6.1. Minimal impact (Initial single user testing)

In this strategy the account popup is only initially enabled on a single user for testing. You need to nominate the
testing account. You may already have an appropriate test user account on your system/domain or alternatively
selecting your own personal account is a good choice. The name should be in the format used to log into the
domain/system (usually the short form).

The minimal impact strategy will give you time to test the popup with the nominated test user Then the Advanced
account selection popup option can be enabled for other users when appropriate.

2.4.4.6.2. Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users. This option is good for smaller networks as it
minimizes the amount of post-install configuration - just deploy the client and your up! If this option is selected you
should be in a position to install the client software on user desktops as soon as possible.

If in doubt, select the minimal impact strategy. This will ensure the impact is isolated to only the nominated test user.
2.4.4.7. Verify Setup Options

Prior to enabling the configuration options that you have selected, you will have the chance to verify setup options.
At this stage you are still able to return to any of the prior configuration screens to alter options before clicking
Finish.

2.4.4.8. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen, showing
the progress and results of the system completing its initial setup. Once you have closed that, click Login to access
the interface and begin familiarising yourself with the options and features available. Take some time to explore, and
refer back to the relevant sections of this manual as required.

2.4.5. Step 5 - Printer Configuration

Unlike Windows and Mac with single print system environments, Linux is a more complex environment with a choice
of print system implementations. At this stage some manual printer configuration is required. Please see
Section 28.1.3, “Linux Print Queue Integration” and follow the steps for integrating with the print queues in your
environment before returning to this section and following on with the next step.

Printers hosted a machine other than the PaperCut NG server will require additional installation steps to be
configured as 'secondary' servers. Please see Chapter 15, Configuring Secondary Print Servers and Locally
Attached Printers for details.

2.4.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the directory [ app-pat h]/ cli ent. It may be useful to share this
directory over the network so workstations can access/install the client application. Common sharing methods
include:
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e« Samba - used to share files to Windows based workstations. Mac OS X Server tools such as the Workgroup
Manager or other 3rd party tools such as SharePoint may help with sharing the client directory via Samba.
Similar GUI tools exist on Linux.

Advanced system administrators may be comfortable sharing this directory by hand-editing the / et ¢/ snb. conf
file. The following configuration will share the directory in read-only form:

[ pcclient]
path = /hone/ papercut/client
conment = PaperCut Cient
public = yes
only guest = yes
read only = yes

¢ NFS - a popular sharing method used for Linux/Unix based workstations.

2.4.7. Step 7 - Testing

Following a fresh installation, it is highly recommended to test core features of the system. For further details please
see Section 2.5, “Testing the Installation”.

2.4.8. Step 8 - Deployment for a Professional (Client Billing) Installation
NOTE: This step is a requirement for a Professional (Client Billing) installation.

Now that the system is tested and working, it is time to deploy the client software and enable the account popup for
their use. It is important to deploy the client software before enabling the popup, otherwise users' printing will be
stopped/paused.

2.4.8.1. Deploy the client software

As discussed earlier in the chapter the client can be run directly from a network share (which is automatically
configured on Windows). There is also the option to install the software locally on each workstation, however this is
not usually recommended because it makes the process of updating the client software more complicated.

Client deployment options and instruction are discussed in detail in Section 5.2.1, “User Client Deployment”. Follow
those instructions to deploy the client software, and then enable the popup as described below.

2.4.8.2. Enable the advanced client popup

Once the client software is deployed on user workstations, the Account Selection can be set. In a Professional
(Client Billing) configuration, all users that print jobs for clients are often given the Advanced account selection
popup, however, other Account Selection options may be better suited for some users based on their job function.
The popup can be enabled on one user at a time or can be updated for all users in bulk. The user details page can
be used to enable the popup for a single user. To enable the popup for all users in bulk:

Log into the admin interface.

Under the Users section, select the Bulk user actions... action from the menu at the top left of the Users tab.
Select the target group. To enable for all users selectthe [ Al | User s] group.

In the Change account selection setting section, enable the Change account selection option.

Select the Show the advanced account selection popup option from the list.

o g A~ wDd R

If you do not want to allow users to charge printing to their personal account, then disable the Allow user to
charge to their personal account option.

7. Press the OK button, and confirm the operation. Once completed, the selected users will have the account
popup enabled.

Once the popup has been enabled on all users some testing should be performed from users' desktops. To test,
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login to the user workstation, perform a print, and check that the account popup appears and the job is logged as
expected.

2.4.9. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

2.5. Testing the Installation
Once the installation is complete, it is now time to test the system.
2.5.1. Testing for an Education or Small/Medium Enterprise Installation:

Print a test document such as a web page or basic document.
Navigate to the printer section and select the Print Log tab.
Navigate to the Printers — Print Log tab.

Your print job should now be listed in the log.
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Your user account should also be charged an appropriate amount.

2.5.2. Testing for a Professional (Client Billing) Installation:

Log into the admin interface after completing the configuration wizard.
Under the Users section, locate and click on your test user account. The quick find feature may assist here.
Ensure that the user has the Account Selection option set to Show the advanced account selection popup.

Account Selection
Print account selection
Account selection can be used to allow the user
to select what account s charged, or even to Show the advanced account selection popup bl

confim print jobs before they are sent to the
printar, These gptions require running the user
dient tool on workstations. L This setting requires this user to run th

Information to show in popup
[¥] Allow user to charge to their parsonal account

When shared account is selected

&) Charge shared account

) tharge personal account (and alocate to shared account for
reporting)

Figure 2.18. Ensure the advanced popup is enabled

Now we need to log onto a workstation, start the client and test printing. The following instructions assume testing is
performed from a Windows desktop system. For other platforms please consult the client deployment process as
explained in Section 5.2, “User Client”.

1. Log onto a workstation and open Windows Explorer (the file explorer). In the address bar enter:

37



Installation

\\[server-nane]\ PCC i ent

Where [ server - nane] is the hosthname of the system you installed PaperCut on. Explorer should connect to
the share containing the client software.

Browse into the wi n directory and double-click pc-cl i ent . exe. The client should launch and an icon should
appear in the task tray.

Print a test document such as a web page or basic document.
The client popup window should display. Select My Personal Account.

" Print Job Notification

[ : . .
&5 Print Jok Notification

5 Confirm the print and select the print action

Prick job details
Drocumant namme: |P-Cr Floosplan.odg
Printar |Library MFP

Pages |2 Cost | $0.80
Comment:  Floorplan (building C]l |:| Ramamber
Charge rate: | Default {100.0%) |v | Shaw on inveice
All Accounts | Preferred List | Recent Selactions
Search: RFemember
Account Code Preferred
Iy Personal Account ] A
Aecounting ACC O ]
Infarmation Technology IT
Help Desk IT-H ]
Irfrastructure IT-1 [+
Projects ] |:|
Alpha P-f O
EBrawn P B
Deka PD ¥
Foxtrok P ]
Sales saL ]
General S0L-G O
Project SAL-P ]
Support P ] -
I —— i a1 W [ !
[] Apply to all documents in queue (Jobs: 1) | Pt || cancel |

Figure 2.19. The account selection popup (displaying extra accounts)

Back in the PaperCut NG server admin interface, navigate to the Printers - Print Log tab.
Your print job should now be listed in the log.
Your personal user account should also be charged an appropriate amount.
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Chapter 3. Implementation by Example

PaperCut NG is a feature-packed application designed to meet the print management requirements of all types of
organizations. It's unlikely that any single organization would use or need all the features in PaperCut NG. The key
to a successful implementation is with identifying the features that are most needed, and utilizing them in the correct
manner.

This chapter covers common implementation scenarios in a case study form. It discusses the requirements common
to the scenario, and how these requirements are satisfied using key features. The aim of this chapter is to guide
implementers towards identifying and utilizing the most appropriate features.

Locate the scenario that's the closest fit to your organization. It may also be beneficial to read other scenarios that
might apply to your situation. For example, a large business may benefit from some of the ideas presented in the
small business case and so on.

3.1. Scenario: The Small School

Fast River School has a student population of 200 and caters to students in Kindergarten through 6th grade. A
teacher is responsible for each class. The school has a two computers in each class room and a small computer lab
for older students. All computers are networked. A single server acts as a domain controller and a file and print
server. The students in each year level log on to the computers using the username and password allocated to their
class.

3.1.1. Requirements

Each grade level has a monthly printing budget of $50.
If the budget is exceeded, teachers may discuss additional funding with the school principal.
Student use of color printers should be approved by teachers.

The teacher for each grade level should have access to activity reports in order to track the class's printing
volume.
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5. The school principal needs a summary report of class printing activity at the end of each semester.

3.1.2. Implementation

3.1.2.1. Initial Installation

PaperCut NG should be installed on the school's file and print server. The initial installation process is covered in
Chapter 2, Installation.

3.1.2.2. Requirement 1

The monthly budget can be automated by applying a $50.00 monthly quota to the [All Users] group. The
domain login accounts used for each year level are automatically placed in the [ All Users] group. See the
following areas for more information:

e Section 6.1, “Groups in PaperCut NG”
* Section 6.2, “Setting up quota allocations”

3.1.2.3. Requirement 2

Teachers can be warned when their class's balance has reached a low balance limit. The notification can be via
email. The notification option is located under: Options - Notifications — Low Balance Notifications. Enable the
email option for email notifications.

3.1.2.4. Requirement 3
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The system administrator can set up the printers so only selected users (i.e. teachers) can approve jobs issued to
color printers. By selecting the Only managers can release option on a given printer, jobs are held in a queue.
Teachers can then approve the student print jobs by accessing the web based release software accessed via the
URL:

http://server_nane: 9191/ rel ease

Where ser ver _nane is the name of the organization's print server.
3.1.2.5. Requirement 4

Teachers can view print activity and account balance by connecting a web browser to:
http://server_name: 9191/ user

Where server _nane is the name of the organization's print server. Access to the end-user pages is covered in
Section 4.6, “Interface Levels”.

3.1.2.6. Requirement 5

Summary reports can quickly be generated by any user with PaperCut NG's system administrator access. Granting
administrator access and running reports is discussed in Section 4.7, “Assigning Administrator Level Access”.

3.2. Scenario: The Large School
North Shore High has a student population of 2000 students. Their network consists of:
¢ Three student Windows PC labs and one Mac lab with other computers scattered around the school for student
use.
« A mixture of Mac and Windows laptops used by staff.
¢ A Windows Active Directory environment hosted on a number of servers.
¢ Printers are hosted on two separate Windows servers.
* Some teaching staff have desktop printers attached locally to their workstations.
« Each lab has a black and white laser printer.
« Two high-end color copier/printers and large format printers are located in a print room situated away from the

computer labs.

Students have their own login account and small home directories for storage.

3.2.1. Requirements

The system must support the mixed Mac and Windows environment.
The system should support multiple print servers and locally attached desktop printers.

The school would like to experiment with hosting printers on a Linux system with the aim of using Linux for print
serving tasks to help save on future Windows licensing costs.

4. Students are to be granted a small $5 a month printing budget. Final year students have a $10 a month
allowance.

5. If students need additional printing, they must purchase it. The payment process should be simple and easy to
manage.

6. Jobs issued to printers situated in the print room should be held in a queue and only printed on the physical
printers after the user has arrived at the room to collect the job.

7. Staff members should have the option of charging printing to department accounts or to a small personal
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account, depending on the type of print job.

8. Student printing should be archived for a period of 4 weeks. This will allow IT staff to determine the individual
students responsible for printing inappropriate material when incidents are reported.

3.2.2. Implementation

3.2.2.1.

3.2.2.2.

3.2.2.3.

3.2.2.4.

3.2.2.5.

3.2.2.6.

3.2.2.7.

3.2.2.8.

Initial Installation

The mixture of operating systems and multiple-servers makes this a complex installation. Prior to deployment, it is
advisable for the network manager and/or network administrator to plan the deployment and familiarize themselves
with the PaperCut NG software.

Requirement 1

PaperCut NG is a cross platform solution designed for all major operating systems. Given the existence of an
existing domain environment, the installation of Windows systems is typically straightforward. The Macs however
can be set up in a number of different ways. Network administrators should consult Chapter 30, Mac Printing in
Detail.

Requirement 2

Multi-server installations are commonplace on larger networks. One system needs to be nominated as the primary
PaperCut NG server. This system is responsible for running the "brains" of the system and storing all data. The
other servers, secondary servers, report back to the central primary server via XML Web Services. The system
architecture, deployment considerations, and recommendations are outlined in Section 15.5, “Multiple Print
Servers”.

Requirement 3

Linux is becoming ever popular in the server space. First web hosting, and now common file and print services are
being serviced with the Linux operating system. PaperCut NG is available for Windows, Mac and Linux systems. Not
only that, its architecture allows all three systems to run side-by-side sharing a common central server. This school
may experiment with hosting printers on Linux by running a Linux based secondary server alongside their main
Windows servers. See Section 15.3, “Configuring a Linux or Novell iPrint Secondary Print Server” for additional
information.

Requirement 4

Quotas or allowances are allocated to users on a per-group basis. By adding network domain groups to PaperCut
NG that represent the respective student groups, system administrators can automate the allocation process. See
Section 6.2, “Setting up quota allocations” for further information.

Requirement 5

The purchase of additional quota/credit is best managed by the TopUp/Pre-Paid Card system. The system reduces
the data entry and management requirements associated with manual transactions. More information on
TopUp/Pre-Paid Cards is covered in Chapter 14, TopUp/Pre-Paid Cards.

Requirement 6

Print release in the print room is best achieved with the release station. By running a special full-screen application
on a dedicated terminal in this room, students can release their jobs once they arrive at the room. The release
station and secure printing in general is covered in detail at Chapter 11, Hold/Release Queues & Print Release
Stations.

Requirement 7

Tracking and allocating staff printing to departments is best achieved by using Shared Accounts. When set up,
teaching staff are presented with a popup window asking them to select an account to charge. Account access can
be controlled via domain group membership or via PINs. More information on shared accounts is available at
Chapter 8, Shared Accounts.
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3.2.2.9. Requirement 8

The requirement to archive, audit and view all print activity can be accomplished by enabling Print Archiving. This
will allow approved staff to visually inspect the contents of all print jobs.

3.3. Scenario: The University

West Face University has a student population of 10,000 full-time students and off-campus and part-time students.
IT services centrally control the network, however individual faculties and departments also offer and manage some
of the specialist IT infrastructure. All major operating systems are in used on both the workstations and servers.

3.3.1. Requirements

1. Centrally managed printers are hosted in a clustered print server environment. The solution needs to support
clustering.

2. IT services wants to provide the option for department labs to also have their printers controlled via the central
system.

3. Client software needs to be optional. It would be preferable for students to have access to their account details
via a web browser.

The design of the web interface should be customizable.
The system must be secure and support SSL-based encryption.

The system should run on top of a database system and allow data access to facilitate custom reports using
packages such as Crystal Reports.

7. An open source system would be preferable.

3.3.2. Implementation
3.3.2.1. Initial Installation

University-wide deployments can be quite involved. Most large universities that have deployed PaperCut NG have
worked closely with the PaperCut NG development team during implementation. A lot can be gained by arranging a
teleconference or similar with the development team. We're always happy to help our larger customers deploy the
ideal solution.

3.3.2.2. Requirement 1

PaperCut NG supports clustering at all application layers including the print server, the database server, and the
application server on both Microsoft Windows and Linux. Setting up PaperCut NG in Microsoft Clustering Services is
covered in Chapter 27, Clustering and High Availability. The PaperCut NG development team has experience using
Linux-HA (High-Availability Linux) and other tools to support customers who use Linux.

3.3.2.3. Requirement 2

Printers and labs hosted by individual faculties and departments outside the central IT services area can optionally
be joined into the campus-wide system via PaperCut NG's secondary server support. Central IT staff can approve
these secondary servers via IP address and grant selected staff administrator level access to the system's admin
web interface on a case-by-case basis. See Chapter 15, Configuring Secondary Print Servers and Locally Attached
Printers for more information on secondary servers.

3.3.2.4. Requirement 3
PaperCut NG's client software is optional in a basic charging/quota environment. Users can access their accounts
and view their account balance, transaction and printing history, and use advanced tools such as TopUp/Pre-Paid
Cards and transfers. More information on the web-based users tools is available at Section 4.6, “Interface Levels”.

3.3.2.5. Requirement 4
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The design and layout of the end-user web interface can quickly be changed using HTML and Cascading Style
Sheets. Customizing the end-user web design is covered in Section 16.3, “Customizing the User web pages”.

3.3.2.6. Requirement 5

PaperCut NG provides secure connections for report access and administration via SSL-based encryption. Larger
universities often have their own certificate signing procedure for SSL based servers. PaperCut NG can even accept
these signed certificates. SSL-based encryption is set up by default and is accessed via a URL such as:

https://[server_nane]: 9192/ adm n

Information on using a custom SSL certificate is covered in Section A.4, “SSL/HTTPS Key Generation”.
3.3.2.7. Requirement 6

Hosting the PaperCut NG system on top of an external database system such as Microsoft's SQL Server offers a
number of advantages including easy data access, better performance and scalability, and the ability to take
advantage of existing backup processes. More information on external RDMS support is available at Chapter 20,
Deployment on an External Database (RDBMS).

The data structure is simple and administrators with report writing skills will quickly be able to access the data for
custom reporting via tools such as MS Access or Crystal Reports.

3.3.2.8. Requirement 7

PaperCut NG is a commercial system with commercial level support. However unlike many other commercial
applications, PaperCut Software International Pty Ltd does offer source code access. A number of universities have
used the source code access for:

* auditing - verifying that the software is secure.

e customization - knowing how the application works and how to implement add-ons.

Large universities should also look at the large school scenario. Features such as shared accounts and secure
printing are also applicable to many university environments.

3.4. Scenario: The Small Business

Northwoods Inc. is a small twelve-person Engineering and Architect Drafting office serving the local area. Their
network consists of a mix of Windows XP and Windows Vista workstations connected on a Workgroup based
network. Wireless network access is also provided to employees with laptops. Most staff work on a project basis and
there is a need to track use by project code and sub-project. Some staff work on a freelance basis and management
would like to track and charge for color printer use on a monthly basis.

3.4.1. Requirements

The system must be easy to set up and maintain as there is no full-time IT staff.
The system must work in a Windows workgroup environment.
Staff are to have unlimited access (i.e. no budgets).

Staff need to allocate their printing to projects and cost centers so printing and drafting costs can be passed
back onto the clients (chargeback).
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Managers need access to view real-time reports.
6. Data should be able to be exported to Excel on a monthly basis for billing.

3.4.2. Implementation
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3.4.2.1. Initial Installation

One system on the network needs to be allocated the task of hosting the printer and the PaperCut NG application.
Users will print via this system so it needs to be left on most for most of the time. An existing file server is ideal,
however someone's desktop system will also suffice (must be left on at all times).

3.4.2.2. Requirement 1

PaperCut NG is well known for its ease-of-use. It is a self-maintaining system with a simple to use web-based
interface. Apart from the initial set up, and the recommendation to incorporate the application's data into a backup
procedure, no further technical administration and support is required.

3.4.2.3. Requirement 2

Workgroup environments are common on small networks. They differ from a domain environment in that they are
not centrally authenticated via a server. Users may use a system that automatically logs in as "a user" or maybe
they just log in locally on their workstations. See Chapter 31, Running in a Workgroup Environment for more
information on the ways in which PaperCut NG can be installed in a workgroup environment.

3.4.2.4. Requirement 3

All users can be set up as "unrestricted". In this mode, users can start of with a zero balance and count down as
they print. Their balance indicates their printing value to date.

3.4.2.5. Requirement 4

Shared accounts can be created to represent the current projects with sub-accounts used to represent areas under
these projects (sub-projects). The client popup software can be enabled on user accounts forcing users to allocate
printing to the project/client. In addition, the advanced client popup will allow premiums to be charged for special
printing such as reproduction of expensive mylar film.

Selected staff can run monthly or quarterly invoice reports at any time to quickly determine printing associated with a
given client/project. More information on shared accounts and reporting can be found in Chapter 8, Shared
Accounts.

3.4.2.6. Requirement 5
PaperCut NG records data in real-time. Full print logs and reports are available at any time and can be accessed
using a standard web browser. The manager can log into the administration interface and access the reports at any
time.

3.4.2.7. Requirement 6

All reports and activity lists can be exported to Microsoft Excel. To access the Excel data, click on the small Excel
icon located next to the report name, or the icon at the bottom of the print log.

3.5. Scenario: The Medium to Large Business
SandComp is a large manufacturing company consisting of 3000 employees spread over 4 sites. All sites are
connected via a fast Wide Area Network (WAN). Printers are hosted on local servers with the largest site hosting
printers in a Microsoft Cluster environment.

3.5.1. Requirements
Must support a Microsoft Cluster environment.

Must centrally store print data on a server located at the main office.
Must not cause disruption if the WAN link goes down between offices.

Eal

The consulting division needs to be able to track printing by project (client/matter format) so costs can be
passed back to their clients.
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5. The finance department needs secure print release on their shared printers stored in the utility room.

3.5.2. Implementation
3.5.2.1. Initial Installation

The implementation of PaperCut NG in this environment would best be managed using staggered or step-by-step
approach. First, the software should be installed and tested on the central offices' clustered environment, then rolled
out to the other offices, and finally the secure printing and client popups should be implemented. A staggered
approach is likely to minimize disruption allowing network administrators to focus on the tasks at hand.

3.5.2.2. Requirement 1

PaperCut NG supports Microsoft Clustering Services. The installation process is documented at Chapter 27,
Clustering and High Availability.

3.5.2.3. Requirement 2

The print servers at the remote locations can be installed as secondary servers reporting back to the primary server.
All data will be stored in one location. The services communicate using XML Web Services and only consume a few
bytes per print job. Hence the system will work well over the WAN.

3.5.2.4. Requirement 3

PaperCut NG has a fail-open design. This means that if a failure occurs, such as the network fails between servers,
printing will continue as normal.

3.5.2.5. Requirement 4

The consulting division can make use of the share accounts feature to track their printing by client. More information
on shared accounts is available in Chapter 8, Shared Accounts. These advanced users would benefit from using the
advanced popup. The advanced popup offers advanced searching features allowing end-users to quickly located
the appropriate account and enter job comments as required.

3.5.2.6. Requirement 5

Secured print release can be facilitated by setting up a terminal (a low-end PC will do) in the finance department's
utility room. When a member of the finance department prints to a shared printer, their document will hold in the
gueue until that member goes to the utility room and releases the print job with his or her username and password.
This process ensures that documents stay secure and can't be "accidentally” collected by other people.

3.6. Scenario: The Public Library or Internet Cafe/Kiosk

The Sandy Beach Cafe is a typical Internet cafe offering Internet access, faxing, printing and other services. This
business has 50 computers and two printers. A black & white laser printer called "Black and White Printer" and a
high-end color inkjet system named as "Color Printer". They would like to implement a pay-per-print system that
meets the following process and requirements:

3.6.1. Requirements

The customer prints the job to the appropriate printer.
At the front desk, the customer pays a staff member for the print job.
The staff member releases the job for printing.

P owbdPR

The customer collects the print job.

3.6.2. Implementation

PaperCut NG's hold/release queues are ideally suited to the Internet cafe scenario. More information on the
hold/release queues are available at Chapter 11, Hold/Release Queues & Print Release Stations. PaperCut NG
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provides both an application interface for release station managers (i.e. desk staff) as well as a convenient web
browser-based interface. To summarize a typical implementation:

1.

The PaperCut NG server software is installed on the system hosting the printers. An existing server or desktop
system will suffice.

Workstations are configured to print to the printers shared on the system set up in step 1.
Inside the PaperCut NG admin interface, the printers should have the manager only release option selected.

Desk staff can view and control pending print jobs, their cost, and other details via the web based release
interface accessible at the URL:

http://server_nane: 9191/ rel ease
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Chapter 4. Quick Tour

This section will guide you through the main areas of the application and cover some common management tasks.
4.1. Navigation

Before we jump in and start our tour of PaperCut NG it is important to take some time to understand the
application's navigation tools. The subsequent sections detail the major user interface elements.

41.1. Tabs

PaperCut

Users Srolps CCoLnts 2 rinters T htions

Location »

Figure 4.1. Application navigation tabs

Application areas are grouped into tabs that logically separate parts of the system. Selecting a tab displays the
controls and information related to that area. Users will be familiar with the concept of tabs from many other
applications.

4.1.2. Actions

f Resel Counts

= Copy settings to other printers
# Rename this printa

3 Delete this printer

« View charging rules

[} View filler rules

" View job log

€ View statistics

Figure 4.2. The Actions area. Click to perform the action.

Throughout the application, the Actions area lists a number of tasks or actions that can be performed. The Actions
list is always located in the top left-hand corner of the application window. Actions are adaptive and the list of
actions changes depending on the area of the application being viewed.

4.1.3. Buttons

Figure 4.3. Buttons to validate and save settings
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Changes made to options, user settings or configurations are only validated and applied after submitting the
change. Screens that you can save in the application will have the following buttons located at the bottom:

* Apply - Validate and save the changes and return to this location/object
« OK - Validate and save the changes and return to the data list ready to select and edit another object.
e Cancel - Don't save and changes.

4.1.4. Crumb Trail

Printers

Figure 4.4. The crumb trail highlighting the location

The crumb trail serves two purposes. It maps out the navigation path followed by the user and provides a way to
navigate up (back) the navigation path. For example, while editing a user's account, the crumb trail provides a
hyperlink up one level back to the User List.

4.1.5. Status Messages

& Printer Details: maestro\Physics Lab Printer

Summary | Advanced Charging | Filters & Restrictions | Scripting | Job Log | Statistics

) Reset Counts

3 Copy setings 1o other prinfers Configuration
Hosted on
# Rename this printer Simple tanfiguration aplions magestro
Advancad configuration
x Delete this printer oplions are available below Type Model

and an the other labs
il ; Hewlett-Packard HP-GLIZ Plotter

@ View charging rules

Pl ol identifien
ld View filtar rules localifll-peiLP T
& View job log Lacation Departiment
£ View stabisfics
) Page cost
m:“(smgle

Figure 4.5. A red status message indicating a validation error

Important status messages are displayed in the top section of the application window. Messages relating to an error
or requiring user intervention are displayed in red. Standard messages are displayed in green and cautions in
yellow.

4.1.6. Fields
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Configuration
Hostd on

Simple configuralion linuxserer
oplions. Advanced
configuration opUons  Type Model
are available below Fod (el 9o0e
and on the other P deckiet B
labs
Phiysical identifiern
lacalsll-polPT1

LocationDepartment

Pade cost

00| = czimpi=)

Figure 4.6. A field highlighted indicating a validation error

Configuring printers, users or settings are often done via text fields. Changes made to fields are validated after
pressing OK or Apply buttons. If the field fails validation, the offending data is marked with a red asterisk. Typical
validation errors include invalid number or currency formats.

4.2. Sections

The PaperCut NG administration interface is grouped into task oriented sections. These are denoted by the tabs at
the top of the screen. The sections are:

PaperCut

.

Figure 4.7. Application navigation tabs

SY Dashboard

« The What's next? gadget provides tips for new users.
« The System Status gadget provides a list of system statistics.
« The Pages Printed graph shows a running history of the daily pages printed over the past 30 days.
« The Environmental Impact gadget provides environmental impact statistics.
« The Printer Status gadget displays daily pages printed and device status per printer.
« The News gadget has links to the latest information about release and development activity at PaperCut.
« The Real-time Activity gadget is a scrolling summary of PaperCut events with expandable details.
¢ Related sections:
* Section 13.2, “The Dashboard”

4.2.2. 33 Users

¢ View a list of all users
* View and change a user's credit balance
¢ View a user's statistics and charts
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e List a user's printing activity
e Change user privileges and settings
¢ Related sections:
» Section 4.3, “Basic User Operations”
» Chapter 6, Advanced User Management

4.2.3. 3.;-3 Groups

* Add/Remove domain or network groups required for user management
« Define rules controlling how new users are created
« Perform bulk user operations
e Control user quota allocations
* Related sections:
» Section 6.1, “Groups in PaperCut NG”
e Chapter 6, Advanced User Management

4.2.4. W Accounts

¢ View, edit and create shared accounts
« View and change the shared accounts credit balance
¢ List all charges against shared accounts
e Set account access security
¢ Related sections:
» Chapter 8, Shared Accounts
» Section 5.2, “User Client”

4.2.5. ' Printers
-

« View and edit printer costs and settings
« Define printer filter rules and restrictions
* View all recent print jobs
* View printer statistics and charts
¢ Visually inspect the contents of print jobs (via print archiving)
* Related sections:
e Section 4.4, “Basic Printer Operations”
e Chapter 7, Advanced Printer Management
e Chapter 21, Web Print (Driver-less printing via a web browser)
» Chapter 22, Print Archiving (viewing and content capture)

4.2.6. €, Reports
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« Access to standard reports for viewing, export and printing
¢ Run “one click” reports for quick overviews
¢ Run reports over Ad-hoc date ranges
¢ Related sections:
» Section 4.8, “Charting, Statistics, Reports and Logs”
* Chapter 9, Reports

4.2.7. 9 Cards

* Managed TopUp/Pre-Paid Cards (also known as vouchers)
* View card use and activity
« Download and install the card creation wizard
* Import new cards
* Related sections:
e Chapter 14, TopUp/Pre-Paid Cards

4.2.8. Options

« Access general system settings
¢ Control administrator access and security
¢ Perform network user and group synchronization tasks
e Perform backup snapshots
¢ Related sections:
* Chapter 13, System Management
» Appendix A, Tools - database, server-command scripting, and APIs (Advanced)

4.2.9. \\f Application Log

« View system audit, security and application events
* Related sections:
e Chapter 13, System Management

4.2.10. i/ About

¢ List version and build information
« Access update news
¢ Install and view license information
¢ Related sections:
» Chapter 19, Licensing and Support

4.3. Basic User Operations
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The user section is dedicated to user management. Common user oriented tasks include assigning additional credit
to users, viewing a user's activity, and controlling user privileges.

Users in PaperCut NG can be assigned either:

¢ Restricted access where access to resources is denied once their credit drops to zero (or to the overdraft limit).
¢ Unrestricted access meaning the user is never denied access.

To change a user's restriction privileges:

Log in as the built-in adm n user.

Click on the Users section.

Select the user from the list (or enter the user name in the quick find).
Scroll down to the Account Details section.

Click on the Restricted checkbox.

I

Click on the Apply button to save the change. A save success message will appear.

To increase a user's account balance by $10.00:

Select the user from the list (or enter the user name in the quick find).
Select the Adjustments and Charges tab.

Enter $10. 00 in the adjustment field.

Enter a comment to associate with the transaction.

Click the Apply button.

a s~ 0w bd e

«* User Details: chris

Details | Adjustments & Charges | Transaction History | Job Log

B 7ansoction Details

Current balance
£ Modify user's credit Enter the adjustrment amount 10,00
to apply to this account A L.
T S S negathe value subtracts from :
. the account (a deduction). Adjustmen to apply
R Comments will appear in the $10.00

"‘ transaction list and are used to

track the reason for the
2 Re-apply initial settings adjustment Comiret

Added $10.00 after cash payment|
) Resetusers statistics

Dielete user -
=T (Aopy )

Find w=er

Figure 4.8. Adjusting a user's credit up $10.00

To view a user's transaction and print history:
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1. Select the user from the list (or enter the user name in the quick find).
2. Select the Transaction History tab to view the user's transaction.
3. Select the Job Log tab to view the user's recent print activity.

4.4. Basic Printer Operations
All printers managed by PaperCut NG are configured under the Printers section. Printer configuration may include:

¢ Setting a cost-per-pages or defining more complex charging rules.

« Defining advanced filter and restriction rules. For example, configuring a printer to deny jobs of a selected size or
automatically removing duplicate documents.

¢ Controlling the enabled/disabled status via time-latches.

To define a basic cost-per-page of $0.10:

Log in as the build-in admi n user.

Select the Printers section.

Click on the printer who's page cost is to be defined.

Enter a page cost of $0. 10 under the configuration section.

S

Press the Apply button to save the change.

To define an advanced cost model offering a 40% discount for duplex (double sided) printing:

Under the Printers section, select the printer whose cost model is to be modified.
Click on the Advanced Charging tab.

Select a charge type of by category.

Enter 40% in the duplex discount field and select Percent less from the dropdown list.

a s~ 0w e

Click the Apply button to save the change.

Charging type: | by category v

Charging by Paper Size

Category Base cost

This charging model provides the $0.10

ability to control cost base n

categories. Al jobs are charg Large paper surplus flarger then Legal or (50 447

Dase Cosk-per-g oCum
printed on la C
ata highar r
grayscale and duplex docurments
offered a discount.

$0.00) | Extra per page %

Very large paper surplus (ianger than 11:17 or 150 A2)

§0.00) | Extra per page

Grayscale discomit

$0.00) | Less per page %

Duplex discount
40.00% | Percent less

Aépli Cancel

Figure 4.9. A 40% discount applied to double-sided printing

Filters provide administrators with access to a set of rules to control what type of documents are allowed access to
the printer. Filter rules can be used for a variety of tasks such as:
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« Enforcing good printing practices
¢ Preventing queue jamming and hogging
e Ensure printers are used for the purpose they are designed for

Filter options include:

¢ Control by the jobs cost

« Control by a document's page count

« Denying jobs based on their color mode

« Filtering by document name

« Automatically denying and deleting duplicate documents

Example - To apply a filter preventing jobs over 100 pages:

Under the Printers section, select the printer to which the filter should be applied.
Click on the Filters tab.

Scroll to the Page Count section.

Click and select the deny jobs based on number of pages.

o~ wDd e

Enter in 100 in the maximum filed.

Summary | Advanced Charging | Filters & Restrictions | Scripting | Joblog | Statistics

Conversions

Convert to Grayscale

Autamnztically convert color jobs o grayscals
for Ihe specilied users.

1 Comvert color jobs o grayscale for

All users

Convert to Duplex

Autormnatically conmvert simplex (single sided)
jobs o duplex (double sided) for the —
specified users All users x

¥ comvert simplex jobs to duplex for:

Apply | [ Cancel |

Restrictions

=

Restriction Scope

Only 2pply filters to restricted users
Specify how filters should be applied to
USETs.

GI‘OUP Restriction O on y allow the following groups to print

Specify which groups should have access fo
this printer.

Figure 4.10. Printer Filters and Restrictions

To disable a printer for the next hour using a time latch:

1. Under the Printers section select the printer to lock or disable.
2. Onthe Summary tab, scroll to the Configuration section.
3. Select Disable for next hour from the drop-down list.
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4. Click the Apply button to save the change.

maestro\Computer Lab Printer

9 Resel Counts

[3 Copy setings to other printers
# Rename thig printer

# Delete this printer

2 View charging rules

[ wew fier rules

& Wiewjob log

€ View stalistics

Sumnary Advanced Charging Filter s & Restrictions Scripting Job Log

Configuration

Hosted on
Simple configuration options Advanced masstro
configuration options are availabla
below and an the other fabs Type Model

HP LaserJet SMP

Pliysical identifier
ol Mwil-pel PT2

Location Department
On the admin front desk

Page cost
$0.0B |(zimple
Enable Disable

Statistics

£} Disabled until Jan 11, 2011 2:5110 PM (Enshle)

Figure 4.11. A printer disabled for 1 hour

4.5. Client Software

The client software is optional and not required for basic logging, however it does provide users with access to
advanced features. These features include:

reasons.

Real-time feedback to the user including their account balances and event messages such as "print job denied"

Access to the account selection popup so users can allocate print jobs to shared accounts - for example,

accounts representing departments, projects, clients, etc. This is particularly important in a business

environment.
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* Print Job Notification

Prinit job detais
Document name | P-D Floonplan.odg

Pages 2 Cost [$0.80
Comment:  Floorplan (building C)| [[] Remember
Charge rake: | Default (100.0%) -V] [+#] show on inveice

Search: [¥] Remember
BACCOUnt Code Preferred
Iy Personal Account O -
Aecounting arc O |
Infarmation Technology Ir )
Help Dask; IT-H 0
Irfrastructure IT-1 )
Projects P O
Alph P-a l
Bravo P-E E
Daka (5 1]
Faustrot P-F .d|
Sakes SAL O
Genessl saL-G O
Project SAL-P (.|
s s =B
] Agply to sll documents in queus (Jobs: 1) Print Cancel

[ . N
1 Print Job Notification

Confirm the print and selact the print action

-

Prinkar Library MFP

&ll Accourts | preferred List | Recent Selections

Figure 4.12. The user client displaying the "Advanced Account Selection Popup”

4.5.1. Demonstrating the client software and account selection process

Create a Shared Account:

2 e o

7.

Log into PaperCut NG as an administrator (e.g. admin account).

Select the Accounts tab.

Click the Create a new account action.

Enter an appropriate name for the account. For example "test account".
Click the Apply button to save the account.

Select the security tab and ensure the [ Al | User s] group has access to the account. If not, add the group by
selecting it from the drop-down and pressing Add.

See Chapter 8, Shared Accounts for more details about creating and managing shared accounts.

Grant account selection access to your account:

P w DR

Select the Users tab.

Locate and click on your personal user account.

Under the Account Selection section, select the option Show the advanced account selection popup.
Print the OK button to save and apply changes.

Launch the client software (Windows Platform):

1.

Log into a workstation using your user account as modified above (note: The server itself can also be used for
this testing if desired)
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Open Windows Explorer (File Explorer).

In the address bar, enter \\ server _nane\ pccl i ent where "server_nane" is the name of the server
hosting the PaperCut NG software. This will bring up files located on the PCO i ent share.

Launch the pc- cl i ent . exe program by double-clicking on the file. An icon should appear in the task tray.
5. Print a test page (for example a web page). The advanced client popup should appear allowing you to select
the "test account” set up in the preceding section.

More information about shared accounts can be found in Chapter 8, Shared Accounts and information about client
software deployment is covered in Section 5.2, “User Client”.

4.6. Interface Levels
PaperCut NG provides two layers of system access, Admin and User.

4.6.1. Admin Access

Admin access provides access to the system for administration and management. This level is usually only granted
to selected individuals in the organization, such as network administrators or management staff. To assign admin
rights to an individual or group of users see Section 4.7, “Assigning Administrator Level Access”.

4.6.2. User Access
End users are granted access to a set of basic web pages providing them with access to:

* View their account balance
e List recent account activity
¢ Use tools such as TopUp/Pre-Paid Cards and funds transfers to other users

The User Client Tool (PaperCut NG User Client Software) complements the web pages by providing users with a
quick view of their current account balance.

@ Important

Access to the user area, like the admin area, requires authentication - that is the user must enter their
network username and password. Authentication is required because user information such as print
history is confidential. Access to the user's funds transfer feature also needs to be protected. This is
particularly important in schools. Students can rest assured that should they leave their workstation for
a few minutes another student can't transfer their account balance to themselves!

To access the user pages via the User Client Tool:

1. Start the client software if it is not already running. On the server this may be started via the Client Start menu
item. See the client software section for details on how to start this on a remote workstation or desktop.

g paii:
'% Balance for chris

— www, example.org &

B
L=¥ $10.00

Details ...

Figure 4.13. The user client tool
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2. Click the Details... link. The web browser will open.
3. Enter your username and password and click Login.
4. The user page pages will display.

To access the user pages directly via a web browser:

Open a standard web browser.

Enter the URL http://[servernane]: 9191/ user where [ server _nane] is the network name assigned
to the system running PaperCut NG. The login screen will appear.

3. Enter your username and password and click Login.

4.7. Assigning Administrator Level Access

PaperCut NG sets up one administrator account called “admin”. This is the master administrator account, with
access to all features, whose password is assigned during the configuration wizard. In large organizations it is likely
that administrator level access will need to be granted to more than one person. One solution is to give all persons
the master password; however the recommended approach is to assign administrator rights to these individual's
network user accounts. The advantages of this approach are:

< They can access the administration pages using their own username and password (they don't have to
remember another password!).

« Different levels of administrator access can be assigned to different users. PaperCut NG includes an advanced
Access Control List (ACL) allowing different administrators access to different functions and areas of the
application.

« Most activity is audited so changes can be sourced to an individual.

For more information see Section 13.4, “Assigning Administrator Level Access”.

4.8. Charting, Statistics, Reports and Logs

One of the key features of PaperCut NG is the advanced charting, statistics, reporting and logging. This information
can be used by administrators to:

¢ Determine which printers are most used
¢ Spot areas where printers may be inappropriate for the task.
« View user and printer trends over time.

4.8.1. Charts

Charts are ideal for obtaining a quick visual overview. All users and printers have a line chart displaying activity over
the last 30-days.
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Balance history for peterm

3.00
2.00
1.00 \
0.00
-1.00 =
-2.00

Balance

-3.00 I|
=4, 00
-5.00 |
-8.00 |
7.00

21-Aug 28-Aug 4Sep 11-Sep 18-Sep
Day

Figure 4.14. User 30-day account balance history

The Charts Tab under the Printers section hosts a set comparison charts allowing administrators to compare
printers side by side.

Utilization

MorintsernenMusic = 61 | rEr——————— |
p =0 { printse wvena15 = 16
printsevenA2 = 98

printservenG2 = 225 |——

printsenenAT Calaur=
B0

| printserve AAdmin
" |Secandary Copier= 28

[pri 1=28| printserverlESL = 23|
*p \W13=0®p \W15=16 © printservenA2 = 88 © printservenA7 Colour= 80
© printservenadmin Secandary Gopier= 28 ® printservenB0=0 © printservenEsL = 23
@ pri \G1=26 ®pr G2=225 @p Music = 6

Figure 4.15. Printer utilization chart

Under each individual printer the Statistics section provides information on all jobs printed on a given printer.
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printserver\Library Copier
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220
200
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" 180
& 140
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21 Aug 28-Alg “+Sep 11:Sep 18-Sep
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Figure 4.16. Print page history for a single printer

4.8.2. Reports

Reports provide a tabular data display, often in a printable format, of system information ranging from activity
histories, summaries, transaction details, etc. Reports are typically run to print a summary of user activity, printer
activity, or group or account activity. To streamline access to common reports, PaperCut NG provides a series of
predefined one-click report links under the Reports section. Most reports can be generated over a variety of
common date ranges or user defined date ranges.

Standard reports include:

« User Reports
» Print summary statistics grouped by user
* Quick list of the most active print users
¢ Printer Reports
* Summary of print activity grouped by printer
* Quick lists of the most active/busiest printers
e Group Reports

* Summary of print activity grouped by network group (Note: The group needs to be defined under the Groups
section.)

« Shared Account Reports

* Summary of print activity grouped by shared account charged
e Print Log Reports

» Detailed lists of all print jobs over a given period

* Quick list of the largest print jobs
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Printer List Report

Printer Total Pages Total Jobs Page Cost Charge Type
orimtssneerLibrary Copler 1,484 547 50008 smple
orimtssneriG3 aay 220 50008 smple
orintseneeriLibrany Colour 283 154 5080 smple
orintssneris2 225 72 50008 smple
orintsenerH Block Pod 186 kR 50008 simgple
orintsenveriLibrany Colour &3 155 122 5050 smple
orintsenveradmin Man Cooler i L 50008 simple

Figure 4.17. Printer report in PDF

Standard reports are provided in a variety of output formats including, HTML, PDF and MS Excel. PDF reports are
ideal for printing. HTML versions of the reports are provided for systems without a PDF viewer.

@ Tip

In addition to the standard reports, administrators can run other reports on ad-hoc data by using the
Export/Print option available under most of the data lists. This is covered further in the subsequent
report section (See Chapter 9, Reports).

4.8.3. Logging
The PaperCut NG activity logging can be classed into the following areas:
4.8.3.1. Usage Logging
Usage logging records information about usage events such as printing. Information includes:

¢ The date of the use
¢ Who performed the use
« Details of the type of user including, cost and other attributes

Usage Date | liser | P9S8 ey

24523 PN
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Figure 4.18. Printer usage log

4.8.3.2. Transaction Logging

All modifications or deductions to an account (user or shared) are recorded in the transaction log. Information
recorded includes:

e The date of the transaction
*  Who performed the transaction
* Any comment or note associated with the transaction (if performed by a user)

Jan 11, 2011 2:48:49 PM admin §10.00 $16.80 | Manual adjustment user paid §10 at the front ofice
Jan 11, 2011 24818 PM |system] {prin®) -$0.50 $6.80 Printer Usage

Jan 11, 2011 24814 PM |systern] {print) B0.50 $7.30 | Printartsage

Jan 11, 2011 2:47.58 PM [syetern] (print -§1.00 $7.80 Printer Usage

Jan 11,2011 24713 PM [systern] (prinf) -§1.00 §3.80 | PrinterUsage

Jan 11, 2011 2:07:47 PM [systern] (prinf) -§0.20 $9.80  PrinferUsage

Jan 11, 2011 11324 PM |setup wizard] §10.00 $10.00 | Inifial allocation

Figure 4.19. User account transaction log

4.8.3.3. Application Activity Logging
The Application Log records system events messages such as:

e User logins

e Security errors such as incorrect password attempts
* Backup times and scheduled tasks

« Any system errors or warning

It is similar to the operating system's event log. It is recommended that system administrators view this log on a daily
basis for the first week and weekly thereafter.
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5.1. Introduction

How a user experiences and interacts with PaperCut NG will vary depending on how it is implemented. When
configured as a silent monitoring solution, users may not even know PaperCut NG is in use. In other environments,
users will make extensive use of the various services that are available.

Services are provided to users through one of two interfaces:

the User Client
The User Client is an optional piece of software that provides additional functionality. The client software may
be used to serve a number of purposes including to:

« Display the user's account balance (for print charging or quota environments)

« Display account selection or print conformation popups.

« Show system messages such as "low balance" notifications.

« Display popup warnings as configured by the administrator (e.g. Print policy discourage printing of emails).
« Provide popup authentication services in anonymous desktop environments.

™ O ™ Balance for chris

> www.example.org €9

194,98

Details ...

Figure 5.1. PaperCut user client on Mac OS X

The appearance of the user client tool may be customized to fit in with your organization. More information is
available in Section 16.1, “Customizing the User Client Tool window”. The features visible to the user (e.g.
popup dialogs) are a function of server-side settings and are configured by the administrator.

the User Web Pages
The User Web Pages provide additional features that may be of use to users. Functionality includes summaries
and logs of usage, using TopUp/Pre-Paid Cards, transferring funds and displaying usage costs. The User Web
Pages are accessed either via the Details... link on the User Client window, or via the browser URL
http://[server_nane]: 9191/ user .

63



Services for Users

B PaperCut NG : Summary

£ C @ localhosto191/appisenvice =page/UserSummary & 8l

Summary

Shared Accounts e tom bereslord
Rates Balance S48.70
Redeem Card Total print jobs 3
Transfers Total pages 3
Transaction History
Recent Print Jobs Activity
Jobs Pending Release
Web Print Balance history for tom beresford
Log Cut #9000 1 .
2075 A
o $4050
3 s
340.00
4078 |
21 Dee 28 Dae 4 o™
Day
Environmental Impact
Trees @ 0.004% of a tree since Dec 21, 2011
Carbon ’ 13 grams of carbon dioxide since Dec 21, 2011
Energy W Equivalent to running a 60W bulb for 0.8 hours

Figure 5.2. PaperCut user web pages

The appearance of the user web pages may be customized to fit in with your organization's existing intranet,
web pages or color scheme. More information is available in Section 16.3, “Customizing the User web pages”.

Balance history for tom

e e £ 2
Cay

Figure 5.3. Example of customized user web pages

the iPad / iOS App (for iPad Printing)
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The PaperCut iPad / iOS App for iPad/iOS Printing enables printing from your iPads enables printing to all your
PaperCut managed printers across your enterprise. For more details see Chapter 24, PaperCut & iPad / iPhone
Printing (iOS).

More information about each of these areas is available in the following sections.

5.2. User Client

The PaperCut NG activity tracking and charging is implemented using 100% server-side technology. User Client
software is not required as part of the activity monitoring process.

Note

The use of client software for activity monitoring could open up security problems as client software is
readily accessible to end-users. By design PaperCut Software developers endeavor to implement all
monitoring at the server level eliminating client-side loopholes. The client software supplied with
PaperCut NG is simply a presentation layer around server-side implementation.

Client software is provided to facilitate four tasks:

¢ Allow users to view their current account balance via a popup window.

¢ Provide users with a "last chance" before printing, confirming what they are about to print.

¢ Allow users to select shared accounts via a popup, if administrators have granted access to this feature.
« Display system messages such as the "low credit" warning message or print policy popups.

s e |
% Balance for chris

www, example.org &

-
" $10.00

Details ...

Figure 5.4. The user client balance window

[ 5% Print Job Natification X

Ty N
1% Print Job Notificatiomn

£ Carifirrn the print

Prink fob detais
Document name |[Skaks - Opendffice. org Writer

Frinter |printseryeriLibrary MFP

Pages 73 (Grayscak) Cost [$5,14

|| Appty ko al documents in quewe (Joos: 1) [ Cancel

Figure 5.5. The user client's confirmation popup
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& Print Job Motification

. 1‘1* E Print Joh Notification
L Caonfirm the print and select the print action
Print job details
Document name: | Micrcesoft Word - st doc
Frinter |Library MFP
Cost |$2.79 Pages 279

Prink: job actions

(") Charge to my personal account
(%) Charge to shared account

Maths Department

Figure 5.6. The user client's standard account selection popup
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Search: Remember
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Figure 5.7. The user client's advanced account selection popup

The client software is available for most major platforms including:

¢ Microsoft Windows
¢ Mac OS X
¢ Linux and Unix

™ O ™ Balance for chris

: .,HIP‘; www.example.org &
LIS

©$4.98

o Details ...

Figure 5.8. PaperCut Client on Mac OS X

The client software and deployment tools are installed automatically on the server under the [ app- pat h]\ cl i ent
directory. On a Windows based server this directory is automatically shared in read-only form providing network
users with access to the client executables.

The following chapters contain further information about the user client:

« Command line and config options are discussed in Section A.5, “User Client Options”.
« Customization of the user client is discussed in Section 16.1, “Customizing the User Client Tool window”.

-
’

The behavior of the user client, such as where on the screen it pops up or which option is selected by
default, can be customized. This is discussed in Section A.5, “User Client Options”.

To educate the users about the user client, administrators might find the sample information sheets
helpful.

5.2.1. User Client Deployment
5.2.1.1. Deployment on Windows

The PaperCut NG client software may be deployed to workstations using a variety of deployment methods. The
deployment options are covered in detail in the [ app- pat h] \ cl i ent\ READVE. t xt file.

Options include:

1. |If you're after a manual "setup wizard" style installer, run the program cl i ent - | ocal -i nst al | . exe located
in the network share PCO i ent. You can access this share by typing the following address into Windows
Explorer. \\ <MySer ver >\ PCCCl i ent \ wi n, where MySer ver is the name of the server where PaperCut NG
is installed.

2. Administrators looking for an automated install/deployment option should consider the “zero install" strategy.
This is the recommended strategy for most Windows network environments as it's 100% self-maintaining.

3. Administrators can also consider deploying via MSI package, allowing the Client software to be remotely
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installed via Group Policy. This option is available for advanced sites which already leverage MSI packages for
staged software deployment and continuing with this existing procedure is desirable.

The recommended approach with Windows networks is the "zero install* strategy. This involves configuring the
workstations via group policy or otherwise, to run the client executable directly off the PCCl i ent share - a share set
up during installation. This avoids the need to undertake a separate installation process on each workstation and
ensures the client software is automatically updated in conjunction with server updates.

The client can simply be run directly from the PCC i ent share setup on the server. Two executables provide this
launch functionality:

pc-client.exe
pc-client-1ocal -cache. exe

pc-client.exe will launch the client directly off the network share. The "local-cache" version
(pc-client-1ocal -cache. exe), is a smarter version that first copies itself and associated files to the local drive
and launches itself from there. The local-cache version has the advantage that any future startups will use the local
copy and hence minimize network traffic. The cache is self-managing and kept up-to-date ensuring that any new
versions of the client are automatically and transparently copied down to the client.

Using pc-client-1 ocal -cache. exe is recommended on large networks. It does however require a globally
writable cache directory. By default the cache is created in a directory on the system drive (normally C: \ Cache). An
alternate cache can be specified with the --cache command-line switch. Administrators should ensure than
standard users have write access to the system drive, or manually create the cache directory if required.

The zero-install deployment option is not appropriate for all situations. A local install is recommend on Windows
Laptop systems that are not permanently connected to the network or centrally managed by network administrators.
The client-local -install.exe program can assist end users with a standard "setup wizard" install process.
This installer may also be streamlined / automated by using command-line options, see Section A.7, “Automating /
Streamlining Installation on Windows” for more details.

The recommended way to launch the pc-cli ent-1 ocal - cache. exe on startup is to add a line to your Domain
login script:

cmd /c "start \\servernane\PCC ient\w n\pc-client-1local-cache.exe --silent"

See below for other automatic start options.
For more information on alternate deployment options see the [ app- pat h] \ cl i ent\ README. t xt file.
5.2.1.2. Deployment on Windows via Silent Installer MSI

The User Client software is available as a silent-install MSI (no clicks or wizards). This option is available for
advanced sites which already leverage MSI packages for automated software deployment and upgrades using
Active Directory Group Policy options. Please note that using the pc-client-local-cache.exe version of the User Client
is our recommended method for most deployments, as all updates are automatically pushed to client machines. The
MSI option discussed here must be manually updated.

The MSI package is a great option for organizations managing staged rollouts via Group Policy Filters. It is common
in large organizations to progressively roll out new software as a series of small steps, for example the IT
department may get the software first, followed by a roll out across the organization.

@ Important

Ensure these steps are conducted by an administrator experienced with Active Directory MSI software
deployment.

68



Services for Users

5.2.1.2.1. Step 1 - Copy User Client files to deployment location

Copy the all client files and subdirectories from

\\'servernane\ PCd i ent\ wi n\

into a versioned folder on your domain, alongside your other MSI-deployed software, e.g.

\'\ Depl oyedSof t war e\ paper cut -cl i ent-13. 5\

Do not deploy the MSI directly from the PaperCut install directory because the contents of this directory will change
when PaperCut is upgraded. This will result in problems in your MSI deployments.

Please take note that unlike some other MSI packages you may have seen, this file is not a self-contained archive -
it must be copied along with the rest of the PaperCut client files when preparing your deployment.

5.2.1.2.2. Step 2 - Configure the User Client

If you need to make adjustments to the client (such as modifying confi g. properti es or adding a custom logo),
now's the time to do so. Changes made will be distributed to your domain as the MSI deploys.

5.2.1.2.3. Step 3 - Deploy the MSI

Deploy the pc-client - adm n-depl oy. nsi to your domain, as a Software Installation component to a Group
Policy Object. The procedure for MSI deployment via Group Policy is explained in Microsoft's Knowledge Base:
http://support.microsoft.com/kb/816102.
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Figure 5.9. Deploying an MSI package as part of a Group Policy

5.2.1.2.4. Step 4 - Configure for auto launch

Configure pc-client.exe to launch automatically at startup, as you would for any other program. One option is to add
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the User Client application to your GPO's "Run these prograns at user |ogon" setting, found under
Computer/User Configuration - Policies — Administrative Templates - System - Logon
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Figure 5.10. Configuring a startup application in Group Policy Manager

Tip

If you need to deploy to a heterogeneous environment of 32 and 64-bit systems, the default install
paths will be different for each architecture. A simple solution to this path problem is to simply launch
the client from both C:\Program Files and C.\Program Files (x86) paths, as in the
screenshot above. The non-matching path will silently fail.

An alternate option is to start the client from an existing user logon script. An example of the line to add to the logon
script is:

cnd /c "start "C \Program Fil es\ PaperCut NG Cdient\pc-client.exe --silent"

5.2.1.2.5. Prerequisites/Troubleshooting

Older machines may require an upgrade to the Windows Installer Service. If so, you will encounter this error
message:

"This installation package cannot be installed by the Wndows Installer Service.
You nust install a Wndows service pack that contains a newer version of the
W ndows I nstaller Package"

To resolve this, download and install the Windows |Installer 4.5 Redistributable, from:
http://www.microsoft.com/en-us/download/details.aspx?id=8483

5.2.1.3. Upgrade an MSI Installation
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The procedure for upgrading an already-deployed installation of the client (e.g. from 12.3 to 12.4) is slightly different
to that of the initial deployment - updated MSI packages need to be added to your original GPO as an upgrade item.
For  step-by-step instructions on the procedure, see Microsoft's Upgrade Guide at:
http://technet.microsoft.com/en-us/library/cc783421%28v=ws.10%29.aspx

Please don't simply replace an old MSI with a newer version. If after following the instructions in the Microsoft article
above you're still unsure how to proceed, please seek assistance, or contact technical support.
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Figure 5.11. Upgrading an MSI package as part of a GPO

5.2.1.4. Windows 8 Metro Requirements

Windows 8 a introduced a new user interface called Metro. It has a tile based start screen or runs one application at
a time. This user interface is also known as the "Windows 8-style UI".

When the Windows 8 user interface is in Metro mode, Windows Desktop applications are not visible. This includes
notifications such as the PaperCut Client popup. Therefore the Client popup could be missed.

PaperCut uses a Toast notification to notify user in Metro mode that a notification requires their attention in Metro

mode.
1 Introduction
ignal processing machine or n PﬂperCUt NG
vledged that it has evolved to Print system message
| subset of all possible prob- L Your attention is required
to recognize faces under dif- ‘
saking, possibly with differ.

ely an extremely demanding
not need to recognize a face
ure 1.2

ibers vs. a photographic im-

id, i e, during the evolution
d this problem many times,

of an array of nombers does

Figure 5.12. Toast Notification (panel at top right) in Metro Mode
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With the Toast notification, users working in metro mode will be notified of all PaperCut activities that require their
attention in Desktop mode.

5.2.1.5. Deployment on Mac OS X

This section covers the installation of the PaperCut client on Apple Mac systems. Before installing the client
software, we recommend that administrators study Chapter 30, Mac Printing in Detail and first ensure printing is
working as expected.

The PaperCut Mac client is a supplied as a native Mac . app package. The client is delivered in two flavors:

1. The current client, which supports Mac OS X 10.7 (Mountain Lion) and above.

2. The legacy client, which supports Mac OS X versions from 10.4 to 10.6. It is a universal application that runs on
both PowerPC and Intel hardware. The legacy client will not be receiving future feature enhancements.

The three common installation methods are outlined below cover most situations. The instructions for the "single
user install" follow the standard Mac application installation process and should be able to be conducted by any Mac
end-user. The other installation methods are more technically focused and aimed at Mac network administrators.

5.2.1.5.1. Special Notes for Mac OS X 10.6 and earlier

Note

The current version of the PaperCut client will not work on Mac OS X 10.6 and earlier. For these
systems the legacy client must be used. If the client fails to start, please ensure you are using the
correct client for your system.

The legacy client is found in [ app- pat h] / cl i ent/| egacy. Use this path to locate the client when referenced in
the following sections.

The legacy client software will work best if Java 5 (or higher) is installed. Java 5 is available for OS X 10.4 or above.
If Java is not already installed, the installer is available from the Apple website. This simplest way to install Java is to
run /Applications/Utilities/Java Preferences from OS X Finder, and you will be prompted to complete the
installation.

5.2.1.5.2. Single User Install

This method is suitable for a Mac computer used by a single user. For example, a personal Mac desktop or laptop.
The installation process simply involves clicking on the client-1ocal -install program. This copies the
PCCl i ent application into the over to the system's Appl i cati ons folder and starts the client in the "confirm
network identity" mode. The simplest way to run the install process is to connect to a Windows server's pccl i ent
share over the network, however alternate methods such as copying the folder contents via a USB key or drive are
also possible.

To install the Mac client from a server's share:

1. Start and Log into the Mac computer. Ensure it's connected to the network.
2. Open the Finder.
3. From the Go menu, select Connect to Server....
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Window Help
Back [
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& Computer O 88C
¥ Home +3H
8 Network T 8K

H £ iDisk =
i A Applications pamp form

|4 Utilities il
Recent Folders »
Go to Folder... TG

Connect to Server..., MK

Figure 5.13. Connecting to a Windows server

Enter the pcclient share's connection details like: snmb: / / server _name/ pccli ent.

amson Connect to Server
Server Address:
smbi//192.168.1.50/peclient s Q.

Favorite Servers

Remowve

Figure 5.14. The PCClient share's connection string

Enter password information if requested.

Double-click the client-1ocal -install file. This will execute a small AppleScript program that will
commence the install/copy process. (If installing on a legacy system (OS X 10.6 or lower) you must install the
legacy client located in the | egacy folder.)

Test the application by double-click on the PCO i ent application icon in the system's local Appl i cati ons
folder.

If the user needs the client for printing - for example to use the shared account popup - it's advisable to configure the
application to automatically open upon start-up:

o s~ b e

Open System Preference... from the Apple menu.

Select Accounts.

Select your login account.

Click the Login Items tab.

Click the + button and browse and locate the PCCl i ent application.
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Figure 5.15. Add PCClient as a Login Item

6. Test by restarting the computer. The client should start automatically after the reboot and login procedure is

complete.

5.2.1.5.3. Multi-User Install

On a multi-user Mac system, setting up a Login Item for each user would be a tedious task. To streamline this
process, the PCCl i ent application can be configured to start on login via the login hook. A login hook is an
advanced Mac feature that works by running a script when a user logs in. The PCCl i ent package includes a

command script resource that installs the login hook.

To install the client on a multi-user system:

Open the Finder.

o g A~ wDd R

Start and Log into the Mac computer. Ensure it's connected to the network.

From the Go menu, select Connect to Server...
Enter the pcclient share's connection details like: smb: / / server _nane/ pccl i ent
Enter password information if requested.
Drag the PCCl i ent (or | egacy/ PCd i ent on OS X 10.6 or lower) package over to the local hard disk's

Applications folder. The copy process will commence.

7. Control-click on the newly copied PCCl i ent application in the Applications directory. Select Open Package

Contents.
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Figure 5.16. Control-click and open the package contents

Navigate to Cont ent s/ Resour ces/ .
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Figure 5.17. Double-click to install the login hook

10. Restart the system and verify the client starts on login.

Important

If you're already using a login hook for other script tasks, the setup process will be different. Instead in
step 9, double-click on the set - per m ssi ons. comrand file. Then insert the following line at the end
of your current login script (all on one line):

| Appl i$cat i ons/ PCCl i ent . app/ Cont ent s/ Resour ces/ | ogi n- hook- st art
PSL:

The set - per mi ssi ons. conmand script ensures the software is set up with the correct permissions,
ensuring it's accessible to all users.

The login hook, once installed, can be removed with the terminal command:
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sudo defaults del ete com appl e. | ogi nwi ndow Logi nHook

5.2.1.5.4. Zero-Install Deployment

This deployment method is for advanced Mac network administrators and is suitable for medium to large Mac
networks. Knowledge of the Mac's Unix underpinning and scripting is required.

A more flexible option over locally installing the PCCl i ent package on each Mac system, is to directly launch the
client from the pccl i ent share. The advantage of this deployment method is that any updates applied on the
server (and hence updates to the client directory) will automatically be propagated to all workstations.

The process of setting up zero-install deployment will vary form network to network depending on the directory
environment in use and administrator preferences. The process can however be summarized as:

1. Configure the Macs to mount the pccl i ent share as a volume on login or start-up.

2. Configure a login hook to start the client off the share. The i nstal | - | ogi n- hook. comand resource script
explained in the multi-user install above may help.

The typical way to mount the share is to use nount _snbfs in a boot script. See the Apple documentation on
mount _snbfs at:
http://developer.apple.com/documentation/Darwin/Reference/ManPages/man8/mount_smbfs.8.html

Further information on Mac printing is available at Chapter 30, Mac Printing in Detail.
5.2.1.6. Deployment on Linux and Unix

The PaperCut NG user client software may be deployed on Linux and other Unix based operating systems using the
following installation procedure.

5.2.1.6.1. Step 1 - Install Java 5.0+

Linux and Unix workstations are supported via Java. Java version 5.0 or higher is required. Your Linux distribution
may come with Java pre-installed or have the option to install. If no Java option exists, Sun Microsystems provides a
self-install Java distribution for Linux and other major Unix platforms.

Ensure Java 5.0 is installed and the JAVAHOVE environment variable is defined on the PATH.

5.2.1.6.2. Step 2 - Copy (or Mount) the PaperCut NG user client files
Like the Windows version of the client software, the Linux/Unix Java version is installed in the ~/ cl i ent directory
on the server. All files in this directory need to be copied, or make available to the Linux/Unix workstation. Common
methods include:

« Copying the files from the server using file transfer programs such as FTP or scp.

« If the server is Windows based, connecting using smbclient or the Gnome or KDE snb: // file browsing tools.
The client files are shared via a read-only share called\ \ [ server _nane] \ PCO i ent .

« If the server is Linux based, consider exporting the ~paper cut/ cl i ent directory via NFS and mounting on the
workstations. The client can then be ran directly from the mount.

If the workstation is used by multiple users, the client directory should be copied to a common location such as
lusr/1ocal /papercut/client.

5.2.1.6.3. Step 3 - File permissions

Open a command prompt and set execute permissions on the pc-cl i ent -1 i nux. sh file as follows:
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cd /usr/local /papercut/client
chnod 755 ./pc-client-1inux.sh

5.2.1.6.4. Step 4 - Testing

Log on as a user (a user listed in the PaperCut NG system) in your preferred Linux desktop GUI environment.
Locate and execute the file / usr/ 1 ocal / papercut/client/pc-client-linux.sh. The PaperCut NG client
should open displaying the user's account balance.

It is usual to configure the client as a "Startup Program" or "AutoStart Program" launched during login. See your
desktop documentation to see how to define a startup program.

A number of command-line options are available to change the client's behavior. More information can be found in
Table A.2, “User Client command-line options”.

5.3. User Web Pages

The User Web Pages are accessed either via the Details... link on the User Client window, or via the browser URL
http://[server_nane]: 9191/ user .

The User Web Pages provide a range of services for users, including:

¢ Summary: A summary of usage and balance history.

« Shared Accounts: Lists the shared accounts that the user may use for printing.

« Rates: The current costs for printing usage.

¢ Use Card: Add balance by using a TopUp/Pre-Paid Card.

« Add Credit: Add balance from an external payment system (when using the payment gateway module).
e Transfers: Transfer funds to other users.

¢ Transaction History: A history of balance transactions.

¢ Recent Print Jobs: A list of the user's recent printing.

« Jobs Pending Release: Print jobs pending release (when using a release station).

The services available provide a range of functionality that empowers users to make the most of PaperCut NG
without requiring intervention from administrators. The user web pages allows users to do what they need for
themselves, and quickly get back to what they were doing.

Many services can be switched on or off as required. This is useful for situations where a particular service is not
suitable for exposing to the users. For example, some organizations may like to disable the ability for users to
transfer funds.

Each service is discussed in the following sections.
5.3.1. Summary

This page provides a summary of the information most important for a user, including their current balance, a
summary of their printing usage, and a graph of their balance history.
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Summary
Usarname tom barestord
Balance $48.T0
Total print jobs 3
Total pages 3
Activity
Balance history for tom beresford
350 .00 1
0. TH 1
- Bl 50
E‘, 2% |
F0 00
475 |
2 0ee JHbes 20 bt( 28 Dee 30 Dae 1 Jan j.jI! :\.l-u T dam @ Jan

Dy

Figure 5.18. A user's summary information

5.3.2. Environmental Impact

One of the primary aims of PaperCut NG is to reduce printing levels by changing a user's printing behavior.
Implementing monitoring, quotas and charging are a good way of drawing a user's attention to their habits. The topic
of the environment, global warming, and waste management is currently an area of debate and interest to many.
Highlighting the environmental aspects of their activities is another good way of modifying a user's behavior.

The Environmental Impact section appears on the Summary page and provides the user with feedback on the
environmental impact or footprint associated with their activities. Information presented includes an indication on
how their printing equates to trees, CO2 emissions and energy.

For more information about how these values are calculated, see Section 13.8, “Environmental Impact”. If desired,
this option can be disabled via the Options section.

Trees :P 0.004% of a trea since Dec 21, 2011
Carbon ’ 13 grams of carbon dioxide since Dec 21, 2011
Energy o Equivalent to running a 60V bulk for 0.8 hours

Figure 5.19. Draw a user's attention to their environmental impact

5.3.3. Shared Accounts

Shared accounts page lists the balances of the shared accounts that a user can access.
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Account Hame Balance Restricted

Art Department SB0.50 Ho
Commerce Department 5108.20 Ho
Econamics Department 59.80 Ho
English Department £10.00 Ho
Finance Depanment 510,00 Ho
Histary Dapartmant 5160.90 Ho
IT Departmeant £10.00 Ho
Marketing Depanment 550.80 L]
Maths Depariment 53050 Ho
Office 599,60 Ho
Scignce Depanment $110.00 Ha

Figure 5.20. A list of available shared accounts

More information about shared accounts can be found in Chapter 8, Shared Accounts.

5.3.4. Rates

The rates page lets users know the printing costs associated with each printer. Displaying costs to users is a good
way for them to see and understand the costs involved without having to spend time distributing the information to
them.

Armed with this information, users can seek the most cost effective way to manage their printing. With discounts for
grayscale and duplex printing clearly visible, ink and paper usage will be reduced by the users own accord.

Printing Rates
Quick Find [ Go |
Printer 5 Page Cost  Grayscale Discount Duplex Discount  Details
wirdows-serverifice Printer 1.005q meter  S0.10 1655 per page  $0.20 1sS per page
deskiop-tomiLibrary MFP $0.12
T 0.10

§0.10

5010

010 windows-serveriLibrary MFP

Size Grayscale Cost Color Cost

"Large paper = larger than Legal or IS0 A4 A3 (150_A3) 5060 §$1.20

Figure 5.21. Printing costs as seen by the user

5.3.5. Use Card

From here users can use a TopUp/Pre-Paid Card. When a valid card number is entered, the value of the card is
transferred to the user's balance. More information about cards is available in Chapter 14, TopUp/Pre-Paid Cards.

Redeem Card
Enter the Card rumber and press the “Fedeem Card™ button 1o redeem
MOTE: All requests to redeem cards are logged.

Card number

| Redeam Card |
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Figure 5.22. Using a TopUp/Pre-Paid Card

5.3.6. Add Credit

The Add Credit page is used to transfer funds into a user's account from an external source. This option is available
when using the payment gateway module for integration with an external system.

5.3.7. Transfers

This page allows users to transfer credit to other users. Transferring balance can be useful in situations such as:

« A student transferring credit to a fellow student for printing something for them
« Ateacher transferring credit to a student for extra printing
e Teachers trading printing credit between each other

Transfers

Transfer from Tom Beresford

Available credit 343.00

Amount 5000

Transfer to user paul

Comment For printing my communications assignment - thanks!

[ Transter |

Figure 5.23. Transferring funds to another user

5.3.8. Transaction History

The transaction history page displays a user's balance history in detail. Here a user can see how, when any why
their balance was affected. If there is ever doubt about why a user's balance is at the current amount, or what they
have been spending their credit on, the transaction history page has the answer.

i Show Filter (filter active: remove =

Transaction Date Transacted By Amount Balance After Transaction Type Commeant
Jan 17, 2012 10:02:54 AM [eystem] (print) -50.10 $48.00
Jan 17, 2012 10:02:18 AM [gystem] (print) -$0.10 $48.10 Printer Usage
Jan 17, 2012 10:01:35 AM [system] (print) -50.20 548,20 “
Jan 17, 2012 10:00:40 AN [system] (print) -50.10 i
1:19: T g o Printer: deskiop-tom2iLibrary MFP
Jan 16, 2012 11:19:02 AM [system] (print} $0.10 o Document PaperCut NG : Recent Print Jobs
Jan 16, 2012 11:18:02 AM [system] (print) -50.10 o Total pages: 2
o Cost 50.20
Jan 6, 2012 11:49:19 AM [system) (print) -50.10 -
Jan 6, 2012 11:49:00 AM [system] (print) -50.10 54880
nt 1 @)

Figure 5.24. A user's recent balance transactions

5.3.9. Recent Print Jobs

This page displays the user's printing history. It allows a user to see the cost of their print jobs, or to find a particular
print job. The filter criteria allows for many different views of printing, and can be used to easily drill-down to find the
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information required.

Recent Print Jobs

@, Show Filter Miter active: remove)

Date v ! printer Pages  Cost Document Hame Atris. status

LETTER
(AMESI_A) )
tom I riinrary Frin b i
Jan 17, 2012 14757 PM TRIT SIS L ETEEY 1 S0.10 Firal Poster pdf Grayscain: No
baresiond 1,488 kb L) Mot Charged

Duplecx: Yoo =3 Printed

Jan 1T, 2012 11:10:18 tom deskiop-SomiOHce Printer 1 S0.06 Faoulty Spending xsx Grayscaie: W
Quys rehur]

AN bareon

Jan 1T, 2012 105558 iom
AN Bardidand

Mirescs Weed - sssigrenent- Grayrseain: K

winddrwi-iarvie ILikeary Printer 19 schanca. o iy O 5

Jan 1T, 2012104818 om Misrosct Woed - Biclogy Geayucain: B w Printed
S desitog-ioma TestPrinter 48 B0 ok doc 55 kb leequs

dan 17, 2012 104813 fomi g Migosch Word - assigrenent- Graysoaie: W
dasidepinm TesiPrinbe 20
ARl baicin - S 1 10 =t B T £ Mot Chamged

A (150_48)
Dups: Mo
5000 Mirescs Weed - sssigrenant- Grayscain: Ne
BEREE Soax 4 bl J Bedunded
DESKTOP.TOM2
B

dan 17, 2012 1000254 iem

Y i ndiorw-prvae 1L iRemry Printer 1

A4 (130_A5)

50.00 Druplas: Mo g

Jon AT, 2012 100218 tom 4 . Migroack Werd - Biclogy Deayscaie: ho

i nefersarons 1L iemny Printer

Figure 5.25. A user's recent printing

5.3.10. Jobs Pending Release

This page allows users to view and interact with jobs held in a hold/release queue. From here, jobs that have been
held in a managed queue can be released (printed) by the user. This allows for them to confirm the cost and details
of the job before printing, and/or confirm their identity before the job is released.

Jobs awaiting approval prior to printing are listed below

[ Release All || Cancel All H Refresh Now | [¥] Auto refresh (Refresh in: 14) Your balance: $48.00

Submit Time « Printer Document LClient Pages Cost Action
(¥)  Jan 17,2012 10:48:15AM  desktoptomZiTestPrinter  Microsaft Word - Biology Homeworcdoox  DESKTOP-TOM2 48 5480 [orin] [cancel]
¥ Jan 17,2012 10:48:13 AM  desktop-tomZ\TestPrinter  Microsoft Woed - assignment-science doce DESKTOR-TOMZ 1 $0.10 [prinf]l [cancel]

Figure 5.26. The user's view of jobs pending release

More information about hold/release queues is covered in Chapter 11, Hold/Release Queues & Print Release
Stations.
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5.3.11. Web Print

Web Print is a printing solution ideal for laptops and other non-domain connected systems. This page allows users
to upload documents for printing, rather than requiring the print queues to be installed on their system.

The user will be guided through a wizard where they can select a printer, choose options such as number of copies,
and select a document to upload. The document will then be queued for printing and the user can track its status
from this page.

Submit Time  Printer Liziiedl Pages Cost Status
Hame
Jan 16 2012 desktop- Rendering successful.
o, UL . .
% 15207 PM tom2\TestPrinter | ooter-POf Preparing job for

- processing.

Jan 16, 2012 desktop- Biclogy ald i ]

1:51:49 PM tom2\ TestPrinter Homework.doocc 1 $0.10 Heldin 3 queue

Figure 5.27. Web Print jobs in progress

More information about Web Print can be found in Chapter 21, Web Print (Driver-less printing via a web browser).
5.4. Mobile User Web Pages

When the user web pages are accessed from a mobile browser (e.g. Mobile Safari from an iPhone) the user will be
presented with a lightweight interface that has been optimized for smaller screen sizes.

il Carrier = 12:23 =
Username tom
Balance §3.20
@ Redeem Card >

Printing Environmental Impact

P Trees 0.239% of a tree
J Carbon 1.7 kg
» Energy 54.4 hours

+ m @

Figure 5.28. Mobile user web tools - summary page

The user may choose to view the user web pages in desktop mode instead by clicking View in Desktop mode.

e WLL 1M, ZUUO
Logout

View in Desktop mode

Figure 5.29. View in Desktop mode link

Features available in the mobile user web pages include:

¢ Checking user balance
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Username tom

Balance $3.20
Figure 5.30. Mobile user web tools - balance

« Viewing environmental impact statistics

Printing Environmental Impact

P Trees 0.239% of a tree
4 Carbon 1.7kg
o Energy 54.4 hours
Since Oct 14, 2008

Figure 5.31. Mobile user web tools - environmental impact statistics

¢ Redeeming a TopUp/Pre-Paid Card

N Redeem Card

Enter the Card number and press the
"Redeem Card" button to redeem.

NOTE: All requests to redeem cards are
logged.

Enter card
number

Figure 5.32. Mobile user web tools - redeem TopUp/Pre-Paid Card

logged.

Enter card
number

P-0810-1192-73

Figure 5.33. Mobile user web tools - entering a TopUp/Pre-Paid Card number

For more information about the full (desktop) user web pages see Section 5.3, “User Web Pages”.

5.5. Gadgets/Widgets and more...

Gadgets/Widgets are a lightweight application that sits on a user's desktop. Some versions of Windows (for example
Windows Vista and Windows 7) have in-built support for sidebar gadgets. The equivalent on the Mac is the Widget.
PaperCut NG offers three useful Gadgets as well as a series of AJAX/JSON style embeddable components that can
be leveraged by intranet developers.

5.5.1. Paper-Less Alliance Widget

PaperCut has teamed up with Do Something, the non-profit organization behind many environmental initiatives
including Save Paper (http://savepaper.com.au/category/save-paper/what-software-to-get). The Desktop Widget,
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developed in Adobe Air works off the data in PaperCut. It is designed to help organizations reduce paper in a fun
positive way. Highlights include:

« Draw user's attention to their environmental impact upon login

« Allow users to compare/benchmark their usage with the company/organization average

« Highlight facts fun about the environment and paper use

« Support a non-profit organization leading the paper reduction initiative

To download the widget, visit: http://www.papercut.com/products/save-paper-widget/

My Company
Wolume of printing over the last 30 days

500
My Usage

00 —
o Avg Usage
00
-
o .

3 Weeks Age 2 Wesks Ago 1 Week Age  Cument

emouy noApig Jo#| %

My Company's impact on the environment

& 9 —a
Trees  Carbon  Energy  Monthly
952 kg 213.5hrs $1,203.__

DO SOMETHING!

.COm

Figure 5.34. The Paper-Less Alliance Desktop Widget

Note

Organizations deploying the widget are asked to make a small donation of less than $1.00 a user to
the Paper-Less Alliance. All proceeds go to the non-profit supporting paper saving initiatives and
awareness.

5.5.2. Windows Gadgets
Two small footprint Windows Gadgets are available:

« The Print Balance Gadget: Used to display user's personal balance on the desktop or sidebar. This is called
PCBal ance. gadget .

« The Environmental Impact Gadget: Used to provide the users with feedback on the environmental impact
associated with their printing activities. Highlighting the environmental aspects is useful in modifying a user's
behavior towards printing. For more information about how these values are calculated, see the section called
Section 13.8, “Environmental Impact”. This gadget is called PCEnvi r onnment al | npact . gadget .
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Printing Impact

B s36k00fco2

’ 1,764.6 hours

since 2008-07-07

Figure 5.35. The Environmental Impact Gadget

@ $900.12

Figure 5.36. The Print Balance Gadget

To install a Gadget:

Log in as administrator
Browse to the share on the PaperCut NG server at\\ server\ PCO i ent\ wi n\ Gadget s
Copy all *. gadget folders to the local directory C: \ Program Fi | es\ W ndows Si debar\ Gadget s

P wbdPR

Users should now see the PaperCut NG Gadgets as available Gadgets on the system.

5.5.3. Web Widgets

PaperCut NG also provides web widgets that can be easily embedded within pages on your intranet site. These
widgets work in a similarly to Google Web Gadgets or the Google Maps APIs. All that is required is to paste a few
lines of HTML/JavaScript on your pages. There are two built-in web widgets that offer balance and environmental
impact (and look identical to the Vista widgets above). However if the built-in widgets do not suit your needs you can
create your own that better suit your site.

There are only two requirements to running web widgets on your intranet site:

You require edit access to the intranet pages to add the required HTML/JavaScript.

The username of the logged in user is required so the web widget knows whose details to load. This will usually
require that users login to the intranet. When using a Microsoft Active Directory domain and Microsoft 1IS web
server the user can be automatically detected if using NTLM or Kerberos authentication which provides a
transparent login process via the Web Browser.

The simplest way to get started with web widgets is to look at some examples. There are detailed and well
commented examples available on the PaperCut NG server in the directory
[ app- pat h] / server/ exanpl es/ webw dget s/ exanpl es. ht m . These examples should be used as a starting
point to implement web widgets on your site.

The basic steps to adding a web widget to a page are:

1. Add a <di v> element to your page. The widget will be drawn within this tag. The div element must be given a

85



Services for Users

o M DN

unique | D.

Include scripts into your page to load the widget and user data from the PaperCut NG.
Edit the included script to set pcUser nane to the logged in user.

Edit the included script to set pcSer ver URL to base URL of the PaperCut NG server.

Add some script to draw the built-in widgets to the page. You can use one of the built-in widgets, or create your
own.
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Chapter 6. Advanced User Management

This section covers some of the more advanced user management tasks. On large networks managing users on an
individual basis is not practical. Management needs to be handled either via a level of automation, or manually at
group level. Some common user management tasks that typically consume time on a large network include:

* Allocating user credit or quotas.
» Creating new user accounts
« Performing administration tasks such as allocating additional allowances or applying different privileges.

PaperCut NG offers a number of features to help automate these tasks.

6.1. Groups in PaperCut NG

Groups are collections of users. PaperCut NG uses the network domain or computer's groups, meaning
administrators can take advantage of the existing network structure. Groups in PaperCut are used in the following

ways:
1. To control how quota/credit is allocated to users on a regular basis.
2. To automate the addition of new (future) user accounts.

3. To assist with making modifications to user accounts by group.

4. For group based reporting.

PaperCut NG mirrors (caches) domain network group memberships for performance reasons. Hence changes in
group membership made at the domain level may not be immediately reflected in PaperCut. The group membership
can be refreshed at any time via the User/Group Sync option under the Options section. Groups are mirror/cached
for two reasons:

« For fast reporting and search performance.

¢ To ensure PaperCut NG is a good network application and does not overload domain controllers with group
membership requests.

Many large networks may contain hundred of groups and/or organizational units. In many cases only a small
percentage of these groups are pertinent to PaperCut NG management. To ensure administrators are not
overwhelmed with all groups, PaperCut NG only lists the groups selected as relevant by the administrator.

To add a group to PaperCut NG:

* Navigate to the Group section.

e Select the Add/Remove Group link at the bottom of the groups list.

¢ Select the group(s) required on the left-hand-side and click the Add arrow.
¢ Click the OK button to add the group(s).
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=) Add/Remove Groups

Select the groups from the network that are required for management tasks such as group level operations, security
and reporis. Large numbers of groups may have a performance impact so only add groups required for system
operations.

Available Selacted

Backup Operators ~ Administrators
Debugger Users Staff

Guests English Teachers
HelpServicesGroy $ Students

Metwark Configuration Operators

Power Users

Remote Desktop Users

Replicator

Test Group w

Enlarge Cancel

Figure 6.1. Adding/removing groups

PaperCut NG includes one built-in group called the [ al | users] group. This group is not related to any existing
network group and simply is a "catch all* group that represents all users list in the PaperCut system. It is similar to
the "Everyone" special group in Windows.

Note

PaperCut NG sources groups and group members from your selected directory/domain source. There
are however some situations where maintaining groups within the network directory source is not
possible. For example, may you only have read-access to the domain. If for technical reasons it's not
possible to define the required groups in your network directory, groups may also be defined via a text
file (e.g. a tab-delimited file). Simply place your group definition file at the location
[ app- pat h] / server/dat a/ conf/addi ti onal - groups. t xt. See the template file
addi ti onal - groups. txt.tnpl inthe same directory for an example and further information.

The addi ti onal - groups. t xt may also be used to manage an internal user's group memberships.

6.2. Setting up quota allocations

In many organizations PaperCut NG is used to control and restrict users to sensible use by allocating a quota or
allowance (a budget). For example a user may be allocated $10.00 a week. This type of control is particularly
popular in schools and universities. The process of quota allocation can be automated via the Groups section.

To allocate a $10.00 a week to members of the Students group:

Navigate to the Groups section

Add the St udent group via Add/Remove Groups if not already listed.

Select the Student group

Under the Quota Scheduling section, select a period of Weekly and enter 10. 00 in the Schedule amount.
Click the Apply button to save the change.

ISAEE S
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3‘3 Group Details: staff

Details
Group Name
The group of organization unit's namea. .
uota Schedulin
Q g

Quota can be added to users’ accounts on 2 scheduled Weekly R
base either daiy, weekly or monthly.

If 'Only alow accurmulation up to' is not selected, the Schedule Amount

user's bakence will accumulate indefinately. 55.00

If 'Only alow accumulation up to' is selected, the user's .

baknce will only accumulate to the amount specified. Only allow accumulation up to:
$10.00

Figure 6.2. The Group Details screen

To configure quotas correctly it is important to understand how quota allocations work. Users receive quotas for all
groups they belong to. For example, consider the situations where St udent s and St udent Newspaper groups
are defined in PaperCut NG, with $20/month and $10/month quotas respectively. If a student belongs to both groups
they will receive a $30/month of quota. If they belong to only the St udent s group they will receive only $20/month.

If you configure a quota on the special [ Al | Users] group then all users in the system will receive this quota in
addition to quotas defined on other groups.

Credit will be assigned to group members at just past 12:00am (midnight) on the day of the schedule. Administrators
can verify that this has taken place by inspecting log entries in the Application event log and/or users' transaction

logs.
Daily Allocations Applied at 12: 10amevery day (7 days a week).
Weekly Allocations Applied at 12: 20amon Sunday.
Monthly Allocations Applied at 12: 30amon the first day of the month.
Custom Allocations Applied at 12: 10amon the given day (after the daily allocations).

Table 6.1. Quota schedule times

One potential issue associated with quota allocation in some organizations (for example Schools or Universities) is
that users can "bank up" their quota allowance over time leading to excessive use at periods of the year such as the
end of semester. The Only allow accumulation up to option can be used to implement a "use it or lose it" policy!

6.2.1. Custom Quota Scheduling Periods

In some cases quotas may need to be scheduled for unusual times. A good example of this is unusual term or
semester start dates. The Cust omquota scheduling period allows specifying any date for which to run quotas. To
set a custom quota scheduling period:

« Select the group for which to allocate quotas

* Under the Quota Scheduling section, select a Period of Custom.

« Enter a date in the ISO international date format YYYY- M DD (e.g. 2007- 03- 15). Multiple dates may be
entered, separated by a comma (e.g. 2007- 03- 15, 2007- 08- 20). * wildcards are supported.
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¢ Click the Apply button to save the change.

2 [

The year may be omitted or replaced with a * wildcard to specify that quota allocations should take
place on the same date every year. The same is true for months.

For example, entering *- 03- 15 or 03- 15 will result in quotas being allocated on March 15th every
year.

Entering * - *- 15 will result in quotas being allocated the 15th of every month of every year.

6.2.2. Advanced User Quota Management

Some organizations may require scheduling quota allocations for periods other than those available above. For
example, an education organization may like to schedule quota allocation per term, semester (period) or academic
year, which may not have set dates. This can be achieved by a manual update when necessary though Bulk user
actions ... in the Users or Groups tab. More information is available in Section 6.4, “Bulk User Operations”.

It is also possible to automate the allocation of user quota through the use of Server Commands (see Section A.1,
“Server Commands (server-command)”) or XML Web Services (see Section A.3, “The XML Web Services API").

6.2.3. Automated Quota Allocation Example

One way to automate quota allocation is through the use of Server Commands. Following is an example of how to
use Server Commands to automate quota allocation in a Microsoft Windows environment:

North Shore High would like to automate their quota allocation on a per-term basis. There are four terms in a year,
and terms do not necessarily start on the same date every year. Junior students are to receive $5 per term printing
budget, and senior students are to receive $10 per term. The domain has the groups j uni or - st udents and
seni or - st udent s to reflect the students' grade.

Using the information from Section A.1, “Server Commands (server-command)”, we can see that the Server
Command adj ust - user - account - bal ance- by- gr oup will meet the needs of this situation. Create a batch file
with a name like assign-term quotas. bat with content similar to the following (depending on your
environment):

cd "C \Program Fi |l es\ Paper Cut NG server\bi n\w n"

server-conmmand adj ust - user-account - bal ance-by-group "juni or-students" \
+5.00 "$5 term budget for junior students"”

server-conmand adj ust - user-account - bal ance- by-group "seni or-students” \
+10.00 "$10 term budget for senior students"

Note: backslash indicates text should appear on the same line.

Running this script will allocate $5 to all members of the group j uni or - st udent s, and $10 to all members of the
group seni or - st udent s. The script can then be scheduled to run at the specified dates by the use of a tool such
as Windows Task Scheduler ( Control Panel - Scheduled Tasks — Add Scheduled Task).

This example can be found with your PaperCut NG installation under
[ app- pat h] \ server\ exanpl es\ scri pti ng\ bat ch\ assi gn-t erm quot as. bat .

6.3. New User Creation Rules
It is inevitable that new users will be added to your network in the future. To streamline account setup, PaperCut NG

offers the option of having new users automatically assigned initial settings such as starting credit, privilege level,
and other settings based on their group membership. Users are automatically added to PaperCut NG when either:

90



Advanced User Management

« The user sends his or her first print job

« Overnight during user/group synchronization

e When a manual user/group synchronization is performed

« When a user logs in (i.e. authenticates) to the user client, release station or user web pages

Taking the time to configure initial settings rules means one less job for administrators to perform! The group based
control offers maximum flexibility and ensures that it's possible to have a different set of initial settings rules for
different types of users. This flexibility is particularly important in an academic environment where students of
different year levels need different settings.

For example an administrator may wish for new users belonging members of the Seni or St udent s group to be
allocated $10 starting credit and r est ri ct ed access, while all other students receive $5.00 starting credit.

New user creation rules are controlled under the Groups - Group Details - New User Settings section. When a
new group is added it does not provide any new user settings. To enable user creation rules for a group the Use
this group to define new user settings option must be enabled.

New User Settings

[¥] use this group to define new user settings

Mew usar sattings help streamine tha . .
sotup of new future users. Initial Credit
These settings are automatically applied $10.00
to new usars created that belong to this
group. These settings do NOT affact [¥] nitialy Restricted
existing user accounts.
Initial Owverdraft

Use default overdrafi ($0.00) |+ |

Initial Account Selection Settings
Automatically charge to personal account 1]

Advanced Initial Settings
[ override printer-evel sattings

Figure 6.3. Initial settings applied to new users

@ Important

Changes made to new user settings are in the Groups section only affect users NOT yet listed in the
system. (i.e. future users). Any users already listed in the system are not affected. Initial user settings
also do not apply when users change groups. To modify settings or credit on existing users, see Bulk
user actions in the following section.

Y

Initial settings can become confusing when a user belongs to more than one group. PaperCut NG
uses the following logic to allocate initial settings:

« The user obtains a starting credit that is the sum of all the matching groups (the special
[al | -users] group is ignored).

« If any of the matching groups has unr est ri ct ed access, the user will inherit unrestricted status.

« If any of the matching groups has account selection popup settings, the user will inherited the ON
settings.

e If the user does NOT belong to any group with new user settings defined, they will inherit the
settings applied to the special [ al | - user s] group.
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‘ % Tip

« The initial settings are applied from each group in alphabetical order. So for settings that cannot be
merged (e.g. charge to single shared account) the last group alphabetically will take precedence.

To control when users are automatically created, see Section 13.3.7, “On Demand User Creation”.

6.4. Bulk User Operations

A bulk user operation refers to an operation that is applied to more than one user. This operation was referred to in
previous PaperCut releases as "Group level functions". Bulk operations can be performed on a user group or a
comma separated list of users. Bulk user operations are best described by example.

6.4.1. Example 1: Bulk operation on a user group

John is a network administrator at a local high school. A number of students from each year level have been placed
on the school newspaper committee. The head teacher has requested that John allocated an extra $10.00 of
printing credit to these students. The students are all in a network group called "NewspaperCommittee". John
performs this operation as follows:

o M DN

Clicking the Bulk user actions link under the Users section.

Selecting NewspaperCommittee as the group to perform the action on.

Selecting the Adjust credit by option and entered $10.00 in the amount field.
Entering a transaction comment of "extra allowance for newspaper committee role".
Clicking the OK button to apply the change.

6.4.2. Example 2: Bulk operation on an ad-hoc list of users

Now, John wants to add $10.00 credit to a list of users he has saved in a Excel spread sheet. John will need to
perform this operation as follows:

1.
2.
3.

Clicking the Bulk user actions link under the Users section.
Change the Perform operation on users to in the list.

Cut and paste the list of names from the spread sheet. This would generate a comma separated list of
usernames.

Selecting the Adjust credit by option and entered $10.00 in the amount field.
Clicking the OK button to apply the change.

6.4.3. Additional information

Bulk user operations apply changes to all users matching the selected group and other criteria. Settings under the
Groups section or shared accounts are not affected.

Eﬁ Warning

Group level operations are one-way and cannot be undone. Always carefully consider the operation
before proceeding. If you are unsure of the function or behavior, performing a backup prior to
undertaking the operation is advised.
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Other bulk user operations available under Bulk user actions include:

« Adjust or set the users' credit (perform a transaction).

* Change the users' restriction status

¢ Modify account selection popup options

¢ Reset the users' count statistics

« Apply user level overrides like print cost adjustments, and disabling printer filters for a user
« Disable printing for a specified period of time

6.5. Using Overdrafts

The overdraft setting applies to restricted users (and restricted Shared Accounts). An overdraft allows a user to
continue to use services even though their account has dropped below zero. In essence, the overdraft value moves
the "zero-point" allowing users to overdraw the account to the agreed limit. An overdraft can also be referred to as a
credit limit.

Reasons for using an overdraft include:

* Provide users with flexibility between budget, quote or allocation periods. For example, an overdraft will allow a
user to "draw on" a portion the next month's quota allocation.

e To Implement a credit system with credit limits rather than an up-front pay system.

« Grant trusted users a "loan" on a case-by-case basis.

An overdraft can be defined at two levels:

1. Globally as a default affecting all users and shared accounts.
2. On anindividual user or account basis.

The default overdraft is zero. This can be changed by Options - General —» Account Options - Default
overdraft limit

Optionally, a separate overdraft can be applied to an individual user (or shared account) using the following
procedure:

Click on the Users section.

Select the user.

Ensure the account is set as Restricted.

In the Overdraft field, select the option Individual overdraft.

Enter a positive value in the adjacent overdraft balance field.

I

Click Apply to save the changes.

Balance
$1.70 (adiyst)

[¥] Restricted
Overdraft
Individual overdrait o $20.00

Figure 6.4. Setting a user's overdraft to $20.00

6.6. Batch User Data Import and Update
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The user data batch import and update feature allows the administrator to import users, user information and
optionally update existing users details by reading data from a simple text file. It enables administrators to update
the following user data:

¢ Credit balance

* Restriction status

¢ Full name

¢ Email address

¢ Department

« Office

e Primary Card/ID Number
e Card/ID PIN

* Notes

¢ Secondary Card/ID Number

Examples of where the batch user details import feature is useful include:

¢ To set the user email addresses that are stored in another system (like a student management system).
« When importing user and balance data from another external or legacy system.
« When moving user balances from previous PaperCut editions to PaperCut NG.

For more information on using the batch import to import data from previous PaperCut editions, please see
Appendix F, Upgrading from PaperCut Quota.

B Tip

PaperCut NG is designed to import user information from the underlying system or network domain.
The batch user data import feature is not designed to replace this but rather complement it by allowing
importing of user data from other systems our sources. For information about managing a set of users
in addition to those in a user directory see Section 32.1, “Internal Users (users managed by PaperCut
NG)".

To perform a batch import:

1. Manually inspect your file in a text editor and ensure it's in the prescribed tab-delimited format as detailed at
Section 6.6.1, “Batch User Import File Format”.
Navigate to the Users section.
Click the Batch import ... action (on the left).

Click Browse to select the file to import. (The format of the file is described in Section 6.6.1, “Batch User Import
File Format”).

5. Choose whether you want the import to create new users if they do not already exist. If you clear this checkbox,
lines that contain users that do not exist will be ignored and only existing users will be updated.

Press the Import button.
Upon completion you will be told how many users were updated and how many users were created.

‘ | Caution
L-._l

Batch imports are a major operation modifying data en masse. Best practise suggests:
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e Always run a backup before proceeding with the import.

* First experiment/test the import process with a small batch of users before moving onto the full

batch.

6.6.1. Batch User Import File Format

The import file is in tab delimited format and contains the following fields in the given order.

No. Field Description Optional?
1. Username The user's username Mandatory
2. Credit Balance The user's credit balance Optional - balance not set if blank
3. Restricted Status The user's restricted status. (Y/N) Optional - restricted status not set if
blank
4. Full Name The user's full name Optional - full name not set if blank
5. Email The user's email address Optional - email not set if blank
6. Department The user's department or faculty Optional - department not set if blank
7. Office The user's office or location Optional - office not set if blank
8. Card/ID Number The wuser's primary identity/card | Optional - card/id number not set if
number blank
9. Card/ID PIN The user's card PIN number Optional - card/id PIN not set if blank.
If the field is *-' then the PIN is set to
zero.
10. Notes Notes about the user. Optional - notes not set if blank
11. Secondary Card/ID Number The user's secondary identity/card | Optional - secondary card/id number
number not set if blank

Table 6.2. User Import File Format

Other limitations: Although any actual limit to the size of an import file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

Tip

A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, and then save

itinthe Text (Tab delimted) format.

6.6.1.1. Import File Format Examples

The following lines shows importing all the above fields. (The fields are separated by tabs).

matt 20.00 Y Matt Johnson mattj @nail.com Sci ence Dept Head office \
103251 912254 Not eA
john 25.00 N John Jackson jj @onai n.com Adm ni stration Gther office \
963254 123254 Not eB

Note: backslash indicates text should appear on the same line.
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The following lines shows importing user email addresses only. NOTE: That the tabs still exist for balance,
restriction, full name fields, but each entry is blank.

mat t mattj @nmail . com
j ohn j ] @onain. com

The following lines shows importing the credit balance and full name for the first user and the credit balance and
email address for the second user. NOTE: That the tabs characters still exist for blank fields.

matt 10. 00 Matt Johnson
john 15.00 j ] @omai n. com

6.7. Batch User Card/ldentity Update

In PaperCut NG a unique card/identity nhumber can be associated with each user. This number may represent
student or employee numbers and can assist in searching for a particular user using the quick find. (Do not confuse
this number with the TopUp/Pre-Paid Cards.) The number may also be used as an alternative to
usernames/passwords for authentication at software release stations, or at hardware terminals attached to
photocopiers.

The batch user card/ID update feature allows the administrator to update user card/ID numbers and optionally
import or update PINs by reading data from a simple text file. User card/ID numbers may also be imported using the
batch user import/update feature (see Section 6.6, “Batch User Data Import and Update”) or from a directory server
such as Active Directory or LDAP (see Section 13.3.6, “Importing Card/ldentity numbers from Active Directory or
LDAP").

Example: To update/import the card/ID numbers or PINs of all the users in the import.txt file on a windows system.

C\> cd C\Program Fil es\ Paper Cut NG server\bin\win
server-comuand bat ch-inport-user-card-id-nunbers "C: \card nunbers\inport.txt"

Note that the import path should be quoted if it contains spaces.

@ Important

The card/ID number must uniquely identify a user, so care should be taken to ensure that no two users
have the same card/ID number. This means that the card/ID numbers defined in the import file should
be unique. If PaperCut NG encounters a non-unique card/ID number that user will not be updated.

A batch user card/ID update may be performed by calling the batch-inport-user-card-id-nunbers
server-command. Use of server-command is detailed in Section A.1, “Server Commands (server-command)”. The
import file format is detailed in Section 6.7.1, “Batch User Card/Identity Update File Format”.

‘ .| | Caution

Batch updates are a major operation modifying data en masse. Best practise suggests:

¢ Always run a backup before proceeding with the import.

« First experiment/test the update process with a small batch of users before moving onto the full
batch.
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6.7.1. Batch User Card/Identity Update File Format

The import file is in tab delimited format and contains the following fields in the given order.

Description Optional?

1. Username The user's username. Mandatory

2. Primary User Card/ID Number A unique primary card/ID number for | Optional (card/ID number not set if
this user. blank)

3. User Card/ID PIN The user's card/ID PIN. Optional (card/ID PIN not set if blank)

4. Secondary User Card/ID Number A unique secondary card/ID number | Optional (card/ID number not set if
for this user. blank)

Table 6.3. User Card/Identity Update File Format

Other limitations: Although any actual limit to the size of an update file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

If your card/ID numbers are stored in an external database, see Section 6.8, “Looking up card numbers in an
external database”.

Tip

A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, then save it in
the Text (Tab delimited) format.

6.8. Looking up card numbers in an external database

PaperCut NG can import user card/identity numbers from Active Directory and LDAP. This is the recommended
approach because it allows the card/ID numbers to be associated with users in a centralized location. For more
information see Section 13.3.6, “Importing Card/Identity numbers from Active Directory or LDAP”.

Card numbers can also be imported using the import file described in Section 6.7, “Batch User Card/Identity
Update”.

In some circumstances the mapping between card numbers and users may be stored in another external database

(e.g. a database used for secure door access). In this case, it may be more convenient to look up the card numbers
in this database in real-time.

Tip

This also allows users to be associated with more than two card/ID numbers. This is useful where
users are allocated different types of authentication cards, or there are alternate card systems used
throughout the organization.

To allocate multiple card numbers to a user, simply populate the mapping table with multiple entries
per user where different card numbers map to the same username.

Once external user lookups are enabled, PaperCut NG will do the following when looking up a user by card nhumber:

Find a user with the matching card number in the PaperCut NG database.
If not found, the card number will be looked up in the external database.

If a match is found the information returned is used to find the matching user in the PaperCut NG database. If a
user is found the lookup is successful.
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6.8.1. Database lookup configuration

To enable external card number lookups:

Navigate to Options — Advanced - External User Lookup.
Enable the option Use external database for card number lookup.

Select the database type. If using Oracle or MySQL you must install the database driver as described in the
Section 20.3, “Database specific configuration”, and the application server must be restarted.

Enter the database connection URL. For examples see Section 20.2.4, “Step 4 - Change the PaperCut NG
connection details” of Section 20.2, “Upsizing to an External RDBMS”.

Enter the database connection username and password.

The option SQL to map card number in external database to: allows you to choose what the card number in
your external database maps to. The options include:

e username, used if your external database contains a mapping between card numbers and usernames, and

e user's identity number, used if your external database contains a mapping between card numbers and
user ids (and the user ids have been imported and stored on users in PaperCut).

Select the option that matches the mapping in your external database.

Enter an SQL select query that looks up the card number in your external database and returns either a
username or user id as selected above. The query must return a single row with the first field being the
username or user id (as found in PaperCut NG). The SQL statement must contain { car dnunber }, which will
be replaced with the card number to find.

An example select query that looks up a card number and returns a username is:

sel ect user_nane fromusers_tabl e where card_nunber = {cardnunber}

An example select query that looks up a card number and returns an indentity number is:

sel ect user_id fromusers_table where card_nunber = {cardnunber}

Note

The {cardnunber} replacement does not require quotations (it is sent as a parameter). This
also serves to prevent SQL injection attacks sent via card numbers.

6.8.2. Testing

To test the lookup is working as expected:

P owbdPR

Navigate to the Users tab.
Pick a card number from your external database that maps to a user in PaperCut NG.
Enter this card number in the Quick Find field and press Go.

Verify that the matching user is displayed. If the expected user is not displayed check the App. Log tab for
errors.

6.9. Disabling user printing with time latches

PaperCut NG allows printing to be disabled for particular users using time-based locks. These time latches allow a
user's printing to be disabled for a predetermined amount of time. After this time has passed, the user's printing is
re-enabled without the need for manual intervention. Some examples of where time latches may be useful include:
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e Student discipline - Under some circumstances it might be useful to disallow printing for a student who has been
misbehaving in class, abusing computer resources or for other disciplinary reasons. The user's printing can be
disabled for the duration of a class, or indefinitely. Once the time period has passed, printing will automatically be
enabled for this user.

« Classroom Management - Using the bulk user actions screen, printing can be disabled for a group of users. This
can be useful to stop a classroom from printing for a period of time.

« User Management - If a employee or student is away for an extended period of time and may return, printing can
be disabled so that their details and balance is unchanged but no-one can use their account for printing.

The disable printing option is located on each user on the user details screen.

£ User Details: Amy Jones (amy)

Detais Adjustments & Charges Transaction History Print History
Details
. Username

General information about this user. To .
send emai notifications to users their email 3™
address must be entered.

Full name

Amy Jones
Email

Enable/Disable printing

£} Printing disabled until Jun 28, 2006 6:24:01 PM (Enabla)

Figure 6.5. User printing disabled using a time-latch

6.10. Office/Department History

PaperCut maintains a historical record of changes to users' office and department fields. PaperCut cross-references
job logs against these histories so that it can report print usage by the office and department a user belonged to at
the time they printed a job. Normally this happens in the background and there is no need to be aware that it is
happening.

There are some cases where a user's office or department will have been updated incorrectly in the user directory,
e.g. updated too late, or changed to the wrong name. These changes will reflect how user activity is reported by
PaperCut. To ensure that information is reported correctly, the changes that were made incorrectly can be
retrospectively altered. The most common cases where alteration might be required are described below.

Note

A user's office and department history are synchronized from the user directory into PaperCut, and not
the other way around. Therefore it is important that the details in the user directory are updated before
making historical changes in PaperCut. PaperCut automatically synchronizes these details overnight,
however a change can be made in the same day by running a manual synchronization via Options -
User/Group Sync — Synchronize Now.

6.10.1. Scenario 1: Correcting a late change to a user's office or department

User pet er moves from the Science department to the Medicine department on 14 May but the user directory is not
updated with the change until 28 May. The PaperCut administrator Jane notices that Peter's activity between 14 and
28 May has been incorrectly allocated to his old department, Science. Luckily Jane can alter history, and she does
so as follows:

1. Navigates to Users - peter.
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2. Clicks View/edit history below the Department field.

Department
Medicine
View/edit history

Figure 6.6. View/edit department history link on User Details page

3. The Department history screen is displayed, including the department change on the incorrect date of May 28.

Period Dapartment

On OF Apr 2011 the depantment was: [Mo department]
On 03 Apr 2011 j:ne department was changed to: Science [delete)
On| 28 May 2011 :| the departmeni was changed to: | Medicine

@ Cancal

Figure 6.7. Department history page with date to change highlighted

4. Jane finds the row where the department was changed to Medi ci ne on the incorrect date (On 28 May
2011. .. inthe screenshot below), corrects the date and clicks Apply.

5. Peter's department change has now been retrospectively updated to 14 May. Reports now show Peter's activity
being allocated to the Medi ci ne department after this date.

6.10.2. Scenario - Correcting an unintended office or department change

On April 9 Peter joins the Medicine department. At the time, his department's administrator entered the department
name into the user directory as Medi cal Depart nent , where the correct name should have been Medi ci ne. The
PaperCut administrator Jane realizes this mistake on April 28 and updates the user directory.

PaperCut now displays Peter's activity between April 9 and April 28 as being allocated to the incorrect department
Medi cal Depart nent . To correct this, Jane performs the following actions:

1. Navigates to Users - peter.

Clicks View/edit history below the Department field.

Department

Medicine
View/edit history

Figure 6.8. View/edit department history link on User Details page

3. The department history screen is displayed, and shows the incorrect department change on April 9.
4. Jane clicks the delete link in the row of the incorrect department change Medi cal Depart nent.
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Period Department

On 0T Apr 2011 the departmeni was: [Mo department]

COn 09 Apr 2011 ::] the depatment was changed to: |Medical Dapartment delste

On 28 Apr 2011 :' the depatment was changed to: | Medicine

Iﬂl Cancel M

Figure 6.9. Link to delete a historical department (or office) change.

5. The incorrect department change has now been deleted, leaving the new department Medi ci ne as active

since April 28.
Period Department
On 07 Apr 2011 the department was: [Mo department]

on 28 Apr 2011 [Tlthe departmentwas changedto: | Medicine

(0K ] [ Cancel| [ Apaly |

Figure 6.10. Department history page after having deleted a historical change

Jane updates the change date of the Medi ci ne department to April 9 and clicks OK.

Reports will now consider Medi ci ne as Peter's department since April 9, and the incorrect entry Medi cal
Depart nent has been deleted.

6.11. User Management Quick Reference
How do | add credit to a user?

Select the user from the groups list, and click on the adjust link next to the credit or select the Adjustment &
Charges tab.

How do | add a new user to the system?

PaperCut NG will automatically add users to the system the first time they print. If your new user initial settings rules
are defined correctly under groups section, the user will automatically be created with the designated starting credit
and settings.

If you have added a large batch of new users, you can force the addition of these users immediately via the
User/group synchronization option under the Options section. For more information see Section 13.3, “User and
Group Synchronization”.

How should | make a change to more than one user?

If you need to make a change to more than one user, consider using the Bulk user actions link located under either
the User or Groups section. This allows bulk modification of user settings based on their network group
membership. See Section 6.4, “Bulk User Operations”.

How do | grant administrator access to a trusted person to manage a group of users?

Administrator level access can be granted to trusted individuals. See Section 4.7, “Assigning Administrator Level
Access”. By using advanced access control rights, administrators can be limited to a subset of users (a group) via
the option Limit access to users only in group.

How can | prevent new users from being added automatically?

101



Advanced User Management

See Section 13.3.7, “On Demand User Creation”.

Due to technical reasons I'm unable to create new groups in my domain. Can | create groups in PaperCut
NG?

Yes. Groups may also be defined via a text file (e.g. a tab-delimited file). Simply place your group definition file at
the location

[ app- pat h] / server/ dat a/ conf/ addi ti onal - gr oups. t xt
See the template file additional - groups.txt.tnpl in the same directory for an example and further
information.

| have two different networks with different username naming conventions (e.g. j.smith and jsmith). Is this
supported?

Yes. There is a username aliases file that can be used to map usernames in one format to the format expected by
PaperCut NG. Aliases are defined in the file

[ app- pat h] / server/dat a/ conf/user nane-al i ases. t xt

See the comments in this file for more information.

Can | manage my own set of users inside PaperCut NG (as well as / instead of importing users from a user
directory)?

Yes. PaperCut NG is designed to keep user management simple and automated, but it is possible to manage users
inside PaperCut NG as well as or instead of using users from a user directory. Users managed by PaperCut NG are
termed internal users. For more information see Section 32.1, “Internal Users (users managed by PaperCut NG)".
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Chapter 7. Advanced Printer Management

This section covers some of the more advanced printer management tasks. Advanced printer management can be
grouped into the following high-level concepts:

e Activity monitoring

« Encouraging appropriate use

¢ Managing the addition of new printers

This section addresses these management areas and covers tools available in PaperCut NG to assist
administrators.

7.1. Adding and Removing/Deleting/Ignoring Printers

7.1.1. On Windows
PaperCut NG tracks all print queues local to the system by default. Local print queues are those that have been set
up on the server running PaperCut NG with a local port, such as: a TCP/IP connection to a network printer, an LPR
connection, or a printer attached locally via USB or LPT. Standard Windows print queues that are hosted on a
different system, or “re-shared”, are not tracked (these queues may be tracked by setting up a secondary print
server, see Chapter 15, Configuring Secondary Print Servers and Locally Attached Printers).

New print queues added to the system should show up automatically in PaperCut NG, however in some rare
situations the printer may only show up after the first print job has been sent.

Under some situations it may not be desirable to track all printers. Some examples of why an administrator may
choose not to monitor a printer include:

« The printer is a “virtual printer” such as a PDF generator, FAX, or document management program.

¢ The administrator may wish to offer free printing on a selected printer and not be concerned with monitoring
(silent monitoring with a zero page cost will also achieve this).

* The printer may not be supported by PaperCut NG and may need to be ignored.

The Print Provider component is responsible for locating and tracking the printers. To instruct it to ignore a printer:

1. On the computer system running the print provider component open the file
[app_dir]\providers\print\w n\print-provider. conf in a text editor such as Notepad.

2. Locate the line | gnor ePri nt er s= and enter the full name of the printer on the right-hand-side of the equals
line. For example:

IgnorePrinters=Cffice Printer
Note: This is the printer's locally assigned name and not the name of its network share.
If you have multiple printers to ignore, then separate the each printer name with a comma. For example:

I gnorePrinters=Ofice Printer, Copy Room Printer

Wildcard expressions can also be used. Use *' to ignore any span of characters, and '?' to ignore a single
character. For example, to ignore any printers which start with the phrase Copy Room:
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I gnor ePri nt er s=Copy Roont

3. Restart (stop then start) the Paper Cut Print Provider component under Start —» Control Panel -
Administrative Tools — Services

4. |If the printer data is no longer required for reporting purposes, log into PaperCut NG's admin interface and
select the Printers section, then click on the printer to be removed and select Delete printer from the Actions
list.

5. Test the changes by printing to the deleted printer and ensuring the printer does not re-register itself in the
system. It if does, verify the name assigned under the | gnor ePr i nt er s= setting is correct.

Mac

The list of monitored printers is configured when installing PaperCut NG. To change the list of monitored printers,
run the script at / Appl i cati ons/ Paper Cut NG Control Printer Monitoring.command. Please read the
script's instructions carefully and ensure that the Print Setup Utility is closed/quit when running this script.

After running the script, print a test document (i.e. using a text editor or printing a web page from Safari). The act of
printing for the first time will register the printer with the primary server. Log into PaperCut NG as adm n and verify
that the printers are now listed under the Printers section. Perform a test print on each printer and verify that the
jobs are tracked correctly.

Note

At the technical level, Mac systems use the Common UNIX Printing System (CUPS). PaperCut NG
tracks printing by integrating with CUPS. (For system administrators familiar with CUPS, PaperCut NG
integrates by wrapping or proxying the CUPS backend). The Control Printer
Moni t ori ng. cormand script simply edits the file /etc/cups/printers.conf and prefixes the Devi ceURI
with paper cut : , enabling monitoring on the selected printer.

System administrators experienced with the terminal may prefer to edit the printers. conf file
directly with a text editor. See Section 7.1.3, “On Linux” for more details.

To delete a printer:

Double click on the Control Printer Monitoring. conmand script.
Choose to disable monitoring on the printer(s) to delete.

If the printer data is no longer required for reporting purposes, log into PaperCut NG's admin interface and
select the Printers section, then click on the printer to be removed and select Delete printer from the Actions
list.

4. Test the changes by printing to the deleted printer and ensuring the printer does not re-register itself in the
system. It if does, verify that it is not being monitored using Control Printer Monitoring. conmmrand.

Linux

PaperCut NG tracks printing by integrating with the Common UNIX Printing System (CUPS), the printing system on
Linux. For a printer to be tracked, CUPS needs to be told to route print jobs through PaperCut NG before printing.

To do this, the printers. conf file must be edited. This can either be done manually, or assisted via the
confi gur e- cups script.

To use the script, run the script file at [ app- pat h]/ provi ders/ print/1inux-*/configure-cups. Please
read the script's instructions carefully to enable monitoring on the desired printers.

To edit the file manually:
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1. Open your printers.conf in a text editor such as vi m On most Linux distributions pri nters. conf is
located at/ et ¢/ cups/ printers. conf.

2. Prepend paper cut: to the Devi ceURI of the printers you wish to track. After the modification a Devi ceURI
line might look like:

Devi ceURlI papercut:ipp://1.2.3.4/printers/My_Printer

3. Restart CUPS in the way appropriate to your distribution. E.qg.:

/etc/init.d/cupsys restart

4. Perform a test print on each printer. This will cause the printers to be registered. This step is not required with
the conf i gur e- cups script, because the script registers the printers automatically.

5. The printers should now be registered. Log into PaperCut NG as adm n and verify that the printers are now
listed under the Printers section. Verify that the test prints sent previously were tracked correctly.

To delete a printer:
1. Double click on the confi gure-cups script (or manually edit printers. conf), and choose to disable
monitoring on the printer(s) to delete.

2. If the printer data is no longer required for reporting purposes, log into PaperCut NG's admin interface and
select the Printers section, then click on the printer to be removed and select Delete printer from the Actions
list.

3. Test the changes by printing to the deleted printer and ensuring the printer does not re-register itself in the
system. If it does, verify that it is not being monitored using conf i gur e- cups.

7.2. The Template Printer
The Information Technology field is a rapidly moving environment. Change is driven by two main forces:

« Business and end-user requirements
« Technology advances

It is change that often consumes a network administrator's time. PaperCut NG endeavors to alleviate some of the
more mundane tasks via automation. The New User Initial Settings section under Groups assists with the creation
of new user accounts. The addition of new printers, although less common, is also inevitable. PaperCut NG helps
administrators streamline new print setup using a concept of a template. A template is a pattern or initial condition
used as a starting point. PaperCut NG has a special virtual printer called the [t enpl ate printer]. Thisis nota
real printer, but a special printer used as a template for printers added in the future.

The[tenpl ate printer] is best described by an example:

1. Jane is a network administrator at a local business. She has implemented a print policy across all printers as
follows:
a. The page cost for a standard page is $0.10.
b. Double sided printing is encouraged with a 40% discount.

c. A filter exists on all printers to prevent jobs of over 100 pages. This prevents users from holding up the
queues with large single jobs.

2. Jane has set up her policy on all existing printers and then adjusted settings on a printer-by-printer basis
depending on the type and functions.

3. She has also set up this policy onthe [t enpl ate printer].
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4. Two months later Jane adds 4 new printers. No change in PaperCut NG needs to take place as the printers
automatically set themselves up based on the settingsinthe [tenpl ate printer].

5.  When Jane has spare time later in the month she fine tunes printer configuration as required.

As the example shows, the template printer not only helps alleviate future configuration work, but also ensures a
consistent policy is applied on printers by default. It brings PaperCut NG one step closer to the "zero-administration"
goal.

It is recommended the administrators take a few minutes to configure the template printer on any network of more
than 100 users.

:”‘ Printer List

Printers Notification Options Print Log [ charts
<<<12>z2>
i i Total Total
Printer & Page Cost Filtered Pa Jobs
@9 Printer $0.50 (simgle) Mo fiters 0 )
*» Library MFP £0.08 (gmpls) Mo fiters 0 0

Figure 7.1. The Template Printer

7.3. Copying Printer Settings

Another way to quickly configure printers and have a consistent charging policy is to copy printer settings (costs,
filters, etc.) from one printer to another.

E Warning

Copying settings to printers is a one-way operation and cannot be undone. Always carefully consider
the operation before proceeding. If you are unsure of the function or behavior, performing a backup
prior to undertaking the operation is advised.

To copy printer settings from one printer to another:

Navigate to the Printers tab.

Select the printer you wish to copy the printer settings from. The Printer Details screen appears.
Click the Copy settings to other printers action link.

Choose which settings to copy. There is a choice of the cost and the filter settings.

Select the printers / printer groups to copy the settings to.

2 T o

Press Copy to perform the copy.
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Gopy setiings from:
& printer and type of Information 10 Cop

[Template printer)

Target

above information should be
ul as the operation is nat

[ Copy | [Cancel

Figure 7.2. Copy settings from one printer to others

7.4. Renaming a printer

To uniquely identify a print queue PaperCut NG uses a combination of the hostname the print queue is hosted on
and the printer's queue name. If either of these change, for example because if the print queue is renamed, or
because the print queue was migrated to a new print server, then a new entry will be created for the Printer List.
Future print logs will be tracked against the new printer name, and the old printer name will still be available along
with all its logs.

In some cases this is the desired behavior. In other cases it may be preferred to rename the "old" printer to its new
name so that logs and settings are maintained.

To rename a printer, log into the administration interface and:

Select the printer to rename via Printers - Printer List
Click Rename this printer from the Actions menu.
Enter the new server and print queue name.

@ Important

The print queue name may not be the same as the print queue's share name. On Windows the
print queue name appears in Control Panel - Printers. On Mac the print queue name can be
found on the printer's Printer Info sheet under Name & Location — Queue Name. Take care to
enter the name exactly as it appears in the OS, as case sensitivity can be important.

4. |If there is already a printer with the chosen name, for example because the print queue has already been
renamed in the OS and was automatically added to PaperCut NG, ensure the checkbox If a printer with the
new name already exists, delete and replace it is enabled.

Press Apply.
Perform a test print to ensure that printing is logged under the new name.

7.5. Disabling printers with time latches
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Time latches allow a printer to be disabled for a predetermined amount of time. After the disable time has expired,
the printer is re-enabled without the need for manual intervention. Some examples of where time latches may be
useful include:

« Printer maintenance - A printer may be consistently jamming and require maintenance. The administrator can
lock the printer for 24 hours until the maintenance is performed. Users receive a notification message if they try
to use the locked printer.

¢ Classroom management in schools - A teacher may wish to disable printer use to force students to focus on their
work for the duration of the class. The printer can be locked for the duration of the class. After the class has
finished the printer is re-enabled automatically ready for the next class.

The disable option is located on each printer under the printer configuration area.

@ Printer Details: maestro\Computer Lab Printer

Surmnary Advanced Chai ging Filter s & Restrictions Scripting Job Log Statistics

Configuration
Hosted on

Simple configuration options. Advanced maestro
configuration options are available
[ Copy settings to other printers below and on the other fabs Type Model
Jet 5
# Rename thig printer HP LaserJet 5MP
n Phiysical identifier
K Delete this printer

o3l Mwill-pelLPT2

=2 View chamging rules
Location Department

A Wiew filter rules On the admin front desk
y View job log Page cost
W View stalistics $0.08 | ceime)
Enable Disahle
) Disabled until Jan 11, 2011 2:51:10 PM (Enabie)

Figure 7.3. Printer disabled using a time-latch

7.6. Managing printing using differential charging

In a quota-based or charged environment, one of the most important tools at the administrator's disposal is the
ability to charge different amounts for different types of documents or on different types of printers. Printers are
designed for a particular task and a particular work rate. For example an inkjet color printer is ideal for photos or the
occasional color page but should not be used print 1000-page black and white documents when the heavy duty
laser printer is located just down the corridor.

PaperCut NG allows administrators to:

¢ Charge different cost-per-page amounts for each printer

¢ Charge different amounts based on the type of document including:
« Charge more for color printing vs. black and white or grayscale
» Charge more for single-sided printing vs. double-sided or duplex
» Charge more for larger or non-standard paper sizes

Administrators can use differential charging to encourage users to use the correct printer and printer settings for the
task at hand. This ensures maximum utilization of the resources available.

Example: David is a network administrator at a local university. The printer comparison charts in PaperCut NG
suggest that one of the printers on the 4th floor in the computer science wing is only used half as much as other
printers. Upon investigation he finds that students prefer to use the closer printer located in the corridor outside the
lab. David decides to relocate the printer at the end of semester. In the meantime he encourages its use by reducing
the price thereby taking load off the other printers.

7.6.1. Charging types available
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PaperCut NG offers a range of charging types to cover the needs of most organizations. Most people will find that
either Simple or Standard Charging meet their needs best and we suggest you look at these first.

7.6.1.1. Simple Charging

Simple charging is the default and is appropriate to all types of printers. It allows administrators to define a simple
cost-per-page setting only. For example if the cost per page was defined at $0.10, 50 pages would cost $5.00.

7.6.1.2. Standard Charging

Standard charging is ideal for printers that support advanced print attributes including:

* Duplex or double-sided printing
¢ Color or Black & White (grayscale) printing modes
e Multiple paper trays offering standard and large sizes

Standard charging allows administrators to define the exact charges per page for each printing category and paper
size in a spreadsheet-like table. Each row in the table specifies the charges for a specified paper size. Rows for
common paper sizes are added by default and you may add or delete rows as required.

« To add a row, select the desired paper size and press Add.

« To delete a row, press the trash can icon

The columns in the table represent the different printing modes for each paper size.

« Color: specify the cost per sheet for printing color single sided. This should be the most expensive option.

« Grayscale: specify the cost per sheet for printing grayscale (black and white) single sided. This should be lower
than Color.

¢ Color duplex: specify the cost per side for printing color double sided.

e Grayscale duplex: specify the cost per side for printing grayscale double sided. This should be the lowest cost
option.

Charging type: | standard

Standard Ch!rglnﬁ Size Color Grayscale Color duplex  Grayscale duplex
Standard charging allows seting costs for each combination of paper s s
size, color / grayscale and single / double sided (duplex) = =
LETTER jansia) (] 50.055 50,010 50.053 50.008
LEGAL ] 50,057 50,012 50,055 50.010
11X17 [] £0.103 50015 $0.103 $0.013
Default (other sizas) 50,055 50,010 $0.053 50.008
Add size: | ENVELOPE DL (DL) = Add

Apply | | Cancel

Figure 7.4. Standard charging example

Press Apply after making any changes to save your changes to the database.

7.6.1.3. Charging by Category

Category based charging is an alternative to Standard charging for printers that support advanced print attributes.

The difference with Category charging over Standard charging is that a base charge and discounts are specified,
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rather than an exact charge per category. For example, Black and white (grayscale) documents can be granted a
discount over full color. An option also exists to discount and encourage double-sided printing. Discounts can be
applied either as fixed amounts or as a percentage of document cost.

A practical example, Mary has a color printer that supports letter and legal paper and duplex. She would like to
define rules to:

e Charge $1.00 per page for letter (standard size) color printing.

¢ Charge $0.40 per page if the users select grayscale (black & white) - a $0.60 discount for grayscale
* Charge an extra $0.80 if they use large legal size paper

« Offer a 50% discount for duplex to encourage double sided printing.

To accomplish this complex set of charging rules, Mary should setup the Advanced charging options for the
particular printer as defined in the screenshot below.

Charging by Paper Size
Category

This charging model provides the abilty to
control cost based on categories. Al jobs are ; .
charged at the base cost-per-page. Large paper surplus {larger than Legal or A4)
Documents printed on lkrge paper can be $0.80| | Exira per page *
charged at a higher rate (a surplus) while

le an Jax ments offar
g:?:;ﬁt‘ e Very large paper surplus (arger than 42)

$0.00(| Exdra perpage ¥

Base cost
5100

Grayscale discount
$0.60| Less perpage »

Duplex discount
50.00%| Percentlass v

Figure 7.5. Advanced differential charging example

7.6.1.4. Charging by Paper Sizes

The charging by paper size mode is designed for printers with multiple trays and a variety of available paper sizes.
Administrators have full flexibility to define cost for each of the paper sizes support by the printer. For example,
printing a letter size page would cost less than printing a legal size page. This mode includes options to enable
discounts for grayscale and/or duplex jobs. Discounts can be applied either as fixed amounts or as a percentage of
document cost.

7.6.1.5. Charging by Paper Area
This mode is designed for plan printers, plotters or printers that support a variety of paper sizes. For example, many
engineering firms use these types of printers for plotting CAD design diagrams. Charging by area allows the cost of
the print job to be a function of the paper area.

7.6.1.6. Charging by Paper Length

This mode is designed for plotters or printers that use a paper roll or fixed width media. Charging by length allows
the cost of the job to be a function of the paper/plot length.

7.6.2. How duplex discounts are calculated
Several of the supported cost modes allow a discount to be applied to printing duplex documents. The discount is

entered as either a percentage or a constant amount per page. It is important to understand that PaperCut NG
counts a single side of printing as a one page. For example, if you have a 50 page Word document, PaperCut NG
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will count this as a 50 page document, whether it is printed single-sided or duplex.

When calculating the cost of a job, the duplex discount is only applied to pages when there is printing on both sides
of a sheet paper. If a document contains an odd number of pages, the duplex discount is not applied to the last
page. For example, if a 11 page document is printed as duplex, the duplex discount is applied to the first 10 pages,
but not the last page.

Some printers allow multiple copies of a document to be printed as a single job. PaperCut NG will calculate the cost
using the above rules. i.e. If a copy contains an odd number of pages, it will not apply the discount to the last page
of each copy.

7.7. Print filters: conversions and restrictions

PaperCut NG offers two categories of print filters: conversions and restrictions. Conversions change something
about the print job, e.g. from color to grayscale. Restrictions are used to ensure jobs meet certain criteria (denying
those that don't). Each printer has its own set of filters.

Conversion filters include:

« Convert to grayscale (for all users, or for users in specified groups)
¢ Convert to duplex (for all users, or for users in specified groups)

Conversions

Convert to Grayscale

Automatically comvert color jobs to grayscale for the
specified users.

Y| convert color jobs to grayscale for
Users in the follawing groups: [~ ]

L star
¥ Students

Convert to Duplex

Autornatically convert simplex (single sided) jobs to dupiex

(double sidad) for the specified users.
All users |z|

| Convert simplex jobe to duplex for:

[Apply | [ Cancel |

Figure 7.6. Print conversion filters

More details about conversion filters are available in Section 7.7.2, “Print Conversion Filters in Detail”.
Restriction filters include:

¢ Restrict printer access to one or more user groups

« Restrict color printing access to one or more user groups

« Define the maximum cost of a single print job

« Define the maximum number of pages allowed in a single print job
« Define the maximum number of copies allowed in a single print job
« Allow only simplex or duplex jobs

« Allow only color or grayscale jobs

» Filter documents based on the file extension or name

« Allow only selected paper sizes

« Define the maximum spool size of a print job (to prevent large jobs blocking the printer)
« Detect and delete duplicate print jobs
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By default restrictions only apply to restricted users. Optionally, restrictions can be applied to all users by changing

the Restriction Scope option.

Restrictions

Restriction Scope

Specify how filters should be applied to users.

Group Restriction

Specify which groups should have access to this printer.

Groups With Color Access

Specify which groups should have access to color printing.

Maximum Cost
Filter by document cost. This filter is used to prevent users

from accidenty using an excessive amount of their
allowance in a single document.

Page Count

Filter by the number of pages within a document. This filter
may help accomplish tasks such preventing large
documents on slow printers or small documents on
specialist high volume printers.

Maximum Copies

Filter by document copy count. This filter is used to limit
the maximum copy count for a single print job

(This option may not be available on all hardware)

Duplex Mode

¥ Only apply filters to resticted users
[T @nly allow the following groups to print
[Z] Only allow the following groups to printin color

[¥] Deny printjobs based on documents cost

Mayimum $60.00

[¥] Deny printjobs based on number of pages:
Minimum: a

Mayimum 200

[T Deny printjobs based on copy count

Maximum: U

[E) peny print jobs based on duplex mode:
Allsass Aiiala

Figure 7.7. Some of the available print restriction filters

More details about restriction filters are available in Section 7.7.3, “Print Restriction Filters in Detail”.

For more advanced functionality there is print scripting. While the options available on the Filters & Restrictions
tab are useful for rules that apply to all users or to some user groups, scripting can take into account multiple

factors. Examples include:

e automatically convert all printed emails to grayscale (i.e. do a conversion based on the application type)

« automatically convert large documents to duplex

« suggest or require that users print in grayscale if their job contains a large number of color pages

Summary | Advanced Charging | Filters & Restrictions

Advanced Scripting

[#] Enable print script

[P ImportReape | 1§ Insert Sppetat Cursar ‘W

Scripting | JobLog | Stafistics

|| function printiobHook(inputa, acticna) |

if

if (inputs.job.totalPages > 50} {

t3.]job.isknalysiaComplete

Figure 7.8. Advanced conversion functionality with print scripting

For more detail see Chapter 18, Advanced Scripting (Print Scripting).
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7.7.1. Examples

Filters and scripts are applied at the printer level (i.e. on a per-printer basis). The following examples cover how to
apply a filter/script to a single printer. Once a filter or script has been applied to one printer it can be copied to other
printers (see Section 7.3, “Copying Printer Settings”).

7.7.1.1. Converting student print jobs to grayscale

Converting all jobs that were sent by a student to grayscale can be achieved from the Filters & Restrictions tab as
follows:
Ensure you have a St udent s group in your domain (or equivalent) that contains all students.

Ensure the St udent s group has been added to PaperCut so that it appears on the Groups tab. For more
information about adding and removing groups see Section 6.1, “Groups in PaperCut NG”.

3. Navigate to Printers - [select printer] - Filters & Restrictions

Enable the option Convert color jobs to grayscale for: and select Users in the following groups: from the
dropdown menu.

Enable the Students group in the list of groups for selection.
Press Apply.
Test by printing a color job as a user in the St udent s group.

Conversions

Convert to Grayscale

Automatically convert color jobs to grayscale for the
spacifled users.

¥| Conwert color jobs to grayscale for:
Users in the following groups: Zl

Staff

| Students

Convert to Duplex

Automafically convert simplex (single sided) jobs to
duplex (double sided) for the specified users.

| Corwer simplex jobs to duplex for

All users

Iw&wﬁ [ Cancal |

Figure 7.9. Converting student printing to grayscale

7.7.1.2. Converting printed emails to grayscale

Printing of emails is a prime candidate for reduction of paper and printing costs. Printing of emails in color (when the
colour is being used for blue links and email footers) is doubly so. Having PaperCut automatically convert emails to
grayscale requires a printer script as multiple factors are taken into account. The logic would read: when a user
prints and the print appears to be an email, convert the print to grayscale.

There is a built-in recipe script to achieve this:

Navigate to Printers - [select printer] — Scripting
Click Import Recipe.

Find the recipe called Convert all email printing to grayscale and click the import button next to it. Note the
message at the top of the script about the method it uses to detect when an email is printed.

Click Apply.
5. Test by printing an email in color.
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7.7.1.3. More Examples
More examples are available in the application by clicking Import Recipe on the Scripting tab.

7.7.2. Print Conversion Filters in Detail
Conversion filters work by modifying print jobs on the fly. E.g. rather than denying color printing access and asking
the user to print again (as can be done using a restriction filter), a conversion filter can convert the job to grayscale
automatically.

Possible uses include:

e converting color jobs to grayscale to prevent accidental color printing
e converting jobs on high volume printers to duplex to save paper
« having student jobs automatically converted to duplex

More advanced conversion functionality can be achieved with the use of print scripts. See Chapter 18, Advanced
Scripting (Print Scripting) for more details.

@ Important

Conversions is a new and experimental feature, and may not work on all devices. If you encounter
problems please see the Section 7.7.2.2, “Troubleshooting” below. After enabling a conversion filter on
a new printer model it is always a good idea to perform a test to ensure it is working as expected.

7.7.2.1. Using the PaperCut printer port for conversion filters on Windows (Advanced)

Conversion filters work by modifying print jobs on the fly. On Windows (when using standard printer ports) this is
performed by modifying a print job and submitting it as a new job. An alternative is to configure the printers to use a
PaperCut printer port. When using a PaperCut port, print jobs are modified in-place rather than copied. This has
several advantages:

« Processing is faster as there is no need to take a copy of the job.

¢ When jobs are re-submitted the new job may look unusual (the owner is SYSTEM the document name has a
special code in it). Using the PaperCut port avoids this and any potential confusion from administrators about
what those jobs are.

* There is no need to disable the advanced printing features option on the print queues. Without the PaperCut
port this option can cause problems with watermarking and other advanced features. When the PaperCut port is
used it can cater for this option being enabled.

* Processing is more robust. Without the re-submission there are less steps, so less things to go wrong!

¢ Re-submitting can alter job ordering and priority (a feature of Windows print queues). Using the PaperCut port
avoids this.

For information about setting up a new or existing printer to use the PaperCut port, see Section 7.12.4.2, “Windows
printer queue configuration”.

Changing the printer port is not required on other platforms such as Mac, Linux or Novell as the same limitations do
not apply.

7.7.2.2. Troubleshooting

7.7.2.2.1. Disabling EMF printing (Windows print servers only)
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@ Important

This section is not applicable if your print queue is using a PaperCut port (see Section 7.7.2.1, “Using
the PaperCut printer port for conversion filters on Windows (Advanced)” for details).

Print conversion filters work best with open standard languages such as PostScript and PCL. Other manufacturer
specific and GDI based languages may be supported, but most of all it's important that print jobs spool in the
printer's native language, and not the "EMF" format. If your print server is running Windows and documents are
printing using the EMF language (the default) then conversions will not take place.

LETTER {ANSI_A)
Duple:: No
Grayscale: Yas
3,351 kb

G5

Figure 7.10. Job Log showing an EMF job

To disable EMF printing on a Windows print server:

1. On the print server, navigate to: Start -~ Control Panel - Printers - [right-click printer] — Properties —
Advanced

2. Turn off (disable) the option Enable advanced printing features.
3. Test printing and check the printer language to ensure that it is now something other than EMF.

You can read more about this setting on the Microsoft website at: http://support.microsoft.com/?kbid=268093.
7.7.2.2.2. Updating Printer Drivers

When experiencing problems with print conversion filters and there are new driver versions available for your printer,
updating may resolve issues with the driver that caused conversions to not work.

When updating printer drivers, it is important to update the printer drivers on both the client and the server.
7.7.2.2.3. Contacting Support

If the other troubleshooting steps do not assist with a print conversion filter related problem, feel free to contact the
PaperCut support team. Please include information about the make, model and driver for the printer you are using.

7.7.3. Print Restriction Filters in Detail

Print restrictions provide network administrators with advanced control over printer usage. Some common examples
include:

7.7.3.1. Reduce printer jams

Many printers expect print jobs to be on a single size of paper, or maybe two sizes if the printer has multiple paper
trays. A non-standard size will cause the printer to enter a manual load state causing the queue to halt. PaperCut
NG Filters & Restrictions section allows Administrators to select the allowed sizes. Non-standard sizes are
automatically deleted before they're sent to the printer. It's an effective way of reducing one of the most common
causes of queue jams.

7.7.3.2. Controlling documents on slow inkjets

Many inkjet printers have very low throughput rates. A large color document can hold up a queue preventing other
users from getting their "fair share" of print time. By setting an upper page count via the printer's Filters &
Restrictions section, network administrators can prevent large print jobs. The page count forces users to split up
large documents and allows other users access to the printer.
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7.7.3.3. Automatically deleting duplicate jobs

PaperCut NG can also monitor the print queues and automatically delete duplicate print jobs. This option is useful
on networks with novice users. New users often "double click" an application's printer icon causing two identical print
jobs to be sent to the queue. This wastes paper and users' print quota. Network administrators can enable duplicate
job detection via the Filters & Restrictions section. A popup message warns the user and the duplicate job is
removed from the queue.

@ Important

This option can affect multiple prints from Microsoft Excel and some other applications. Users wishing
to print multiple prints from Excel may need to reprint the document 30 seconds apart.

When printing to a Hold/Release queue, the filter does not apply until the jobs are released, not at the
time of submitting the print job. Please consider wether this Filter and Hold/Release queues are the
workflow you require for your organisation.

7.7.3.4. Force sensible use

Restrictions can be set to define a maximum cost per job. This will prevent users from accidentally spending all their
credit/quota in one print job.

7.7.3.5. Automatically deny documents based on file extension or name
There are many reasons why users should not print certain files. For example, maybe a report from the accounting
application consists of 400 pages. Users may not be aware of this and "accidentally" print the report expecting only
a few pages. PaperCut NG can be configured to match this document via its name and automatically delete it from
the queue. Use the Filters & Restrictions keyword filter to implement this functionality.
Additionally it's also possible to filter documents based on file extension by entering a keyword like . ht mor . pdf .

To filter a document name based on a regex (regular expression), enclose the keyword in forward slashes. Note that
the regex matches the entire document name. For example:

¢ To disallow printing of any documents ending in . ht m

[.*\ . htm

¢ To disallow printing documents of the form account - 12345. pdf :

/account -\ d*\. pdf/

@ Important

This is not a security option. It is easy to circumvent the filter by simply renaming the document. Some
systems may not even report type information!

7.7.3.6. Control who can print in color (Advanced)

To control which group of users have access to color printing to a particular printer use one of the following
methods:
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Method 1

On the print server, create a print queue.
Share the print queue as normal.
Add the printers to PaperCut NG and define appropriate costs.

A 0w DD PR

From the printer's Filters & Restrictions tab in PaperCut NG select the groups which should have accesss to
color printing via Groups With Color Access restriction.

For example:

¢ To only allow group "staff" to print in color to this printer.

Groups With Color Access ¥ only allow the folowing groups to print in color:
Speciy which grouos should have access to colr printing. [Intemal Users]
¥l swff
students

Figure 7.11. Select "staff" from the list of groups

Method 2

This method utilizes two print queues, each with different driver defaults. One queue is set to grayscale only and the
other have full color access. Group access is used to control who has access to the color queue.

To implement:

1. On the print server, set up two print queues that point to the same physical printer. Call one queue Grayscale
Only and the other Color. You will now have two printer icons (logical printers) each connected to the same
physical printer.

2. Share the printers as normal.

Set Windows access permissions on each queue as required. Users that require color access should be able to
print to the color printer. Other users should only be provided access to the "black and white" only printer.

Add the printers to PaperCut NG and define appropriate costs.

5. From the printer's Filters & Restrictions tab in PaperCut NG ensure that the Color Mode restriction is
configured to Allow grayscale documents only on the grayscale printer.

This method although being more complex to manage, sometimes offer better user experience as users do not need
to select driver color and black and white options for each print.
7.7.3.7. Advanced Setups

PaperCut NG provides printer management features that can be easily extended to more advanced network setups
including:

¢ Environments with multiple print servers
« Monitoring of locally attached network printers.
¢ Central monitoring over Wide Area Networks (WAN) or VPN.

These topics are an advanced subject and covered in subsequent sections.

2 W
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For more flexibility in filtering print jobs, one should consider the Advanced Scripting capability.
Advanced scripting allows filtering on more more attributes of a print job or combinations of attributes.
See Chapter 18, Advanced Scripting (Print Scripting) for more details.

7.8. Managing printer groups

Administrators use groups to manage large number of users. Groups are used for all manner of purposes such as
reporting, access control and management. PaperCut NG also offers the ability to group printers offering
administrators the same level of management advantages they get from user groups. Printer groups are most useful
for organizations with a medium to large number of devices.

Printer groups allow administrators to tag or group printers by attributes. Group names are user definable and may
represent any attribute appropriate for printer management. Examples include printer type, location, make, function,
owner, age, etc. PaperCut NG's grouping is implemented using text based "tags" offering similar flexibility to that
seen in many modern online systems such as Flickr - the popular photo management website.

Some examples of where printer groups may be useful include:

Grouping by printer type allowing an organisation to compare volume on inkjets vs. laser printers.

Grouping by floor, departments, or work areas providing comparison reports to identify areas that may need
additional printers.

Quickly locate printers by attributes or tags defined by administrators.

Implement fine grained access control by ensuring administrators can only apply adjustments to devices under
their ownership/responsibility.

Facilitate group-level management of devices settings such as copying new rules, costs and policies between
like devices.

To group printers that support color output the admin will follow the following procedure:

Locate and click a color printer via the Printers tab.
On the printer details screen scroll down to the Printer Groups/Tags section.

Enter an appropriate group name (tag) such as Type: Col or . Read best practises in Section 7.8.1, “Suggested
best practises for naming printer groups”

Printer Groups/Tags Printer Groups

Printer groups can be used to group or tag printers. The Type Calor

groups can then be used fiae reparting, "ite-rg or accass I rated kst of b A
control. Comman groupings include location, type/make = m’na_sepa Slerl s
fmodel and the department or office responsible for the Choose from recent groups

printer.

E.g.: "Type:Laser, Department:Scence”

Figure 7.12. Adding a new printer group "Type:Color"

Click OK to save the change.
Repeat step 1 and 2 selecting another color device.
This time select Choose from recent groups and click Type: Col or.
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Printer Groups/Tags Printer Groups

Printer groups can be used to group or tag printers. Tha Depanmeant Science, Type: Color
groups can then be used for reporting, filtering or access

control, Common groupings include lecation, type/make/mode
and the department or office responsble for the printer. chck to aad \{P:} Location: ITBulding

(2 comma separated list of printer groups)

E.g.: "Type:Laser, Department:Science”

Figure 7.13. Adding an existing printer group
7. Repeat step 6 for all color devices.

B Tip

An alternate method to apply a set of printer groups to multiple printers is to use Copy settings from
printer to printer action.

7.8.1. Suggested best practises for naming printer groups

An important requirement of group management is to have clear and consistent naming conventions for your
groups. This convention needs to be followed by all involved in group management leveraging the Choose from
recent groups link is a good way to ensure consistency. A group name may contain any character except for ", " .
Administrators are encouraged to use a key-colon-value format such as:

e Type:Laser

¢ Location:Floorl

* Department:Science

e Subnet:192.168.4.*

¢ Office:NewYork

Prefixing the value with a type makes it easier to compare and locate groups of interest.

Like user groups, it's important to keep printer groups up-to-date. Ensure someone is tasked with assigning printer
groups when new devices are added to your network.

7.9. Cost Adjustments

Cost Adjustments are used in conjunction with the User Client's Advanced Popup (see Section 8.4.2, “Advanced
Account Selection Popup”) or Manager Popup (see Section 8.4.3, “Manager Mode Popup”). They allow an
administrator to define a user selectable list of adjustments to apply to the current print job. These adjustments can
be in the form a percentage adjustment, a per job fixed adjustment or a per page adjustment. Charge Rates are
commonly used in the Engineering and Architectural Drafting fields. Examples include:

¢ Charging different rates for premium print material. For example 150% for use of Mylar drafting film.

¢ Offering a discount of selected situations. A 2nd copy of an architectural plan printed on draft quality paper may
be charged at 50% normal rate.

« Charging a fixed cost for services like document binding. For example, binding might cost an additional $5.00.
« Increasing the per-page cost of a job for color paper (e.g. an additional $0.20 per page).

Cost adjustments are defined at both a global and printer level - allowing common adjustments to be applied
globally to all printers, with the flexibility to also define printer specific adjustments. The adjustments are defined in
the format:
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adj ust 1: 100% adj ust 2: 150% adj ust 3: 3. 0pj, adjust4:0.10pp, adjust5:1.0pc

(A comma separated list of rates in the format of "Name" and "Amount" separated by a colon). The first rate listed is
the default rate and is automatically selected in the Advanced Client Popup. The format of the "Amount" depends on
the type of adjustment. Each of the formats is defined below:

Type Description Format Examples

Percentage Applies a percentage adjustment to | 0. 00% 120%- increases cost by 20%
the job cost. Rates above 100% will '
increase the cost, while those below 75%- discounts the cost by 25%

100% will discount the job.
0%- sets the cost to zero
(NOTE: When multiple adjustments
are applied with the manager popup,
the percentage adjustments are

applied last)
Per Page Adds/subtracts a fixed amount to each | 0. 00pp 0. 10pp - increases cost by $0.10 per
page in the job. page
-0. 05pp - reduces cost by $0.05 per
page
Per Job Adds/subtracts a fixed amount to the | 0. 00pj 3.00pj - increases total cost by
total job cost. $3.00
-1.00pj - reduces total cost by $1.00
Per Copy Adds/subtracts a fixed amount to each | 0. 00pc 3.00pc - increases total cost by
copy in the job. $3.00 per copy

- 1. 00pc - reduces total cost by $1.00
per copy

Table 7.1. Cost Adjustment Types

If the option Always require manual selection is enabled then the default selected rate will read “Select...”,
requiring that users manually select a charge rate every time they print.

Global cost adjustments are defined in Options — Client Software. These will be available for all printers. Any
adjustments defined at the printer level will be in addition to the global adjustments. The printer level adjustments
are defined in Printers -~ Summary — Advanced Configuration - Define cost adjustments. If an adjustment
with the same name is defined at both the global and printer level, the printer adjustment takes preference.

[¥] Define cost adjustments

Global cost adjustments
Not configured

Additional cost adjustments
Default 100% Discounted:50% Premium: 150%
(The user must run the popup in advenced mode to access cost adiustments, Format: rate: 100%, Bindng: 2.00pd, ColorPaper:0. 20pp)

/| Always require manual selection

Figure 7.14. Three cost adjustments defined at the printer level
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' Print Job Notification &

[ . N
5 Print Job Notification
Confirm the print and salact the print action

1
-
Print job detais
Dacumant names | Chaprer 7. Shared Acoounts
Printer Library MFP
Pages |4 Cost $0.40

[[] Remember

Charge rake: |Photo Paper (200.0%)

2l AceountelPraft Paper (BD.0%)
[standard Paper (100,0%:)

v] [s#] Shaw on invoice

Search: | |ransparency (130.0%) [¥] Remember
[Phato Paper (200.0°%)
account Mylar Film (400.0%) Codde preferred
00003001 O ™
Matine park lobbry 00003-004 (il
Tortoise trainng whesls 00003-003 =
iwtombat colocation 00003002 O
00004 (]
Design 000D4-003 1
Distribuker contacts 000D4-002 O
Genesral 00004-001 )
Irtellectual property 00004-010 O
0001 o
Audk 00001 -002 O
EPA compliance 00001-003 [+
Goneral 00001-001 |
Irtellectual property 00001 -100 0 hdl
[] Agply to sll documents in queus (Jobs: 1) Print EI

Figure 7.15. Cost adjustments displayed in the Advanced Client Popup

3. Adjustments

Standard | V| Binding (+$2.00 per job)
Color Paper (+50, 20 per page)
Staff Discount (-30.0%)

Custom 0.00  per page S per job

Figure 7.16. Cost adjustments displayed in the Manager Mode Popup

7.10. Popup Authentication

PaperCut NG normally relies on the underlying operating system and the associated print queues to perform
authentication. For example, in normal operation, a user logs into a workstation using a domain/network level
authentication method such as a username and password. The print queues also use this authentication and
PaperCut NG can trust the supplied identity. However in some network environments, relying on network level
authentication may either not be possible, or may not be reliable. Common examples include:

e All users log in with a common generic username and password meaning that it's not possible to distinguish
between users.

* A print queue that does not enforce authentication.
For a detailed explanation of print authentication, please Chapter 29, Print Authentication.
7.10.1. How does popup authentication work?

Popup Authentication matches the source IP address of the print job with the user confirmed to be operating from
the popup client IP address. The workflow is as follows:
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« The user initiates a print job to a server-hosted, PaperCut NG-managed, queue (printer) via unauthenticated
print protocol.

« The print job arrives in the print queue and because of the unauthenticated protocol, the username cannot be
trusted.

¢ PaperCut NG uses the job's source IP address to determine the PaperCut NG popup client it should contact for
authentication.

e The user is prompted to enter their username and password, which are then verified against PaperCut NG's
configured directory source. If the credentials are correct, the user is considered authenticated at that client.

« The print job is attributed to the authenticated user.

« Depending on configuration, the server may remember the association between the IP address and the
authenticated user for a period of time.

7.10.2. Where and when should Popup authentication be used?
Some real life examples include:
7.10.2.1. The Student Lab

Some student labs are set up so everyone logs in using a generic username and password. For example,
username: student, password: student. This is common in Apple Mac labs, where enabling multi-user authentication
is complex and can often prevent selected applications from running correctly.

7.10.2.2. LPR/LPD or CUPS

The Line Printer Daemon print protocol, often used in UNIX environments, is a non-authenticated system. The
username associated with the print jobs is passed through to the print queue, however the name is not verified and
can easily be forged. An extra level of authentication is required.

CUPS, the modern print system often used on Linux, Apple Mac and some Unix systems, is often implemented in a
non-authenticated fashion. Although CUPS can support authentication, technical considerations such as the inability
to interface with Active Directory domain authentication often prevent its use.

7.10.2.3. Mac Print Queues

Mac OS X server use the CUPS print system. Current Apple implementations prevent administrators from enabling
CUPS authentication. This is not usually a problem in an environment where logins can be controlled at individual
workstation level. It does however pose a problem if users have local admin access - for example, individual owned
laptops. PaperCut NG popup authentication provides a way to work around the non-authentication issue.

More information, including a discussion of platform specific issues is available in Chapter 29, Print Authentication.
7.10.2.4. Macs and popup authentication

Popup authentication is often required on Mac networks supporting a mix of lab systems authenticated via a

directory service and unauthenticated laptop systems. Advanced administrators may wish to review Section 30.3,

“Eliminating PopUp Authentication via Mac Login Hook” to streamline login on the secured lab systems.

7.10.2.5. iPad /iOS Printing and popup authentication

PaperCut comes with an iPad / iOS app that provides popup authentication and other functionality. For more
information see Chapter 24, PaperCut & iPad / iPhone Printing (i0S).

7.10.3. What technical considerations do | need to review before implementing Popup
Authentication?

As a general rule, Popup Authentication should only be used in low-volume, low-complexity scenarios when
Protocol-Level Authentication has been ruled out. By its design, Protocol-Level Authentication is always the most
secure and hence this is the reason why it is used in Windows and authenticated protocols such as HTTP, SSH or
Novell's iPrint protocol.
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A good example of a situation where Protocol-Level Authentication is not ideal would be a public-access PC in a
library set to auto-logon as the insecure, generic account "public”. In this case the Protocol-Level Authentication is
passing through the insecure user of "public". PaperCut NG's client software and IP address authentication can
overlay these insecure user credentials and request authentication from the user at the time of print via a popup.

The following is a general guide to factors your System, Network and Security teams should consider when
implementing Popup Authentication:

¢ |P address changes should be minimized. If you are using DHCP, consider the lease time as well as the re-use
rate of IP address and DNS scavenging timeouts.

« Do not use any form of NAT between the clients and print server. NAT will obscure the IP address seen by the
server.

« Consider the authentication session time (TTL - Time To Live) options offered to your users. This is detailed
further in the Popup Authentication configuration page of the manual. TTL settings are a trade-off; the shorter the
time, the smaller the window of mismatch, but the greater the inconvenience to the user. There is no
one-size-fits-all answer, this must be taken on a site-by-site basis.

+« Ensure that hostnames can be resolved to IP addresses, both from the client and server. In some situations,
hostnames may be reported instead of IP addresses, and resolution results are key to correct behaviour.

* Any machine relying on Popup Authentication must have the PaperCut NG client running at all times for printing
from that workstation to function.

* Awareness of IP address spoofing. Large sites will often actively monitor this and/or endeavour to prevent it, as
IP address spoofing is something that affects network application security in general.

« Always reconsider your choice of Popup Authentication. Protocol-Level Authentication may become viable with
changes in technology, infrastructure or internal procedure.

« Popup Authentication is not a viable solution for simultaneous multi-user systems, such as Terminal Server or
Citrix, as multiple users will be reported from a single IP address.

7.10.3.1. A real-life an example of the practical difficulties associated with Popup Authentication

In 2012 one major university user of PaperCut NG in the USA were using Popup Authentication to support
authentication on print jobs issued via the LPR protocol (for Unix desktop systems). This setup had been in place
successfully for 5 years with no reported problems. The site's networking team (independent of the server team
responsible for PaperCut NG's management) decided to make a few network infrastructure changes and enabled
NAT for some subnets. Thhis caused a subtle set of authentication issues that took a number of days to detect and
diagnose. During this time some jobs were incorrectly attributed.

7.10.4. Configuration

The following sections cover how to enable popup authentication on either the user account level or the print queue
level.

7.10.4.1. Popup authentication and generic user accounts

The following notes explain how to enable popup authentication when a user logs in under a generic user account -
for example, st udent .

¢ Add the account to the domain called st udent . You may already have such as account set up.

« Perform a User/Group Sync or print a job from this account so the username is listed in PaperCut NG

« Select the generic user and set the account to a zero balance and a restricted status. This will ensure that users
can't charge against this account.

« Check the Unauthenticated option and click on the Apply button to save the changes.
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Advanced Options

Advanced options including
overnding printer level settings, and f
changing authentication behavour. ¥} Unauthenticated user (enable popup authentication)

O] override printer-evel settings

Figure 7.17. Turning on popup authentication at the user level

« Install client software on workstations. See Section 5.2, “User Client” for details.

¢ When a user logs in as the generic st udent, they will be prompted for their domain level username and
password.

" * Login

(L] .
i, & Looin
e Your login credentials are required for printer access

Username: |

Pasawiord:

Remember: |For neet S minubas

Figure 7.18. PaperCut NG client requesting for authentication

7.10.4.2. Popup authentication on a print queue

The following notes explain how to enable popup authentication when a user attempts to print to a
non-authenticated printer such as one hosted via an LPR/LPD queue or a CUPS print queue:

« Add the printer to the system as normal. Perform a few test prints to ensure the printer is functioning and tracking

as expected.

* Log into PaperCut NG and check the Unauthenticated option under the relevant print to enable the popup
authentication.

« Install the client software on any workstation that will print to this printer. See Section 5.2, “User Client” for
details.

« When a user attempts to print to this printer, they will be prompted for their username and password.

7.10.4.3. User Interaction

When running in popup authentication mode, the client makes available a number of additional options including:

¢ Logout
« Login as another user

The Logout option is available on Windows via either the right-click option on the task try icon, or when running on
Mac or Linux, via a right-click popup menu (Option Click) access via the icon on the balance window.

The Login as... option is made available if the client starts as an unauthenticated user. This option allows users to
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authenticate or quickly switch user identity.
7.10.4.4. Advanced Popup Configuration

The login box displayed to the user offers the choice of how long their authentication details should remain active.
An administrator can control the options presented to the user by modifying the following system configuration keys.
These configuration keys are edited under Options — Actions - Config editor (Advanced)

Config name Description

client.config.auth.ttl-values A comma separated list of values to display in the popup authentication login
box. Positive numbers represent the number of minutes to remember the
authentication for.

The value of 0 indicates that the authentication is remembered for “this print job
only".

The value of - 1 indicates that the authentication is remembered until the user
logs out or exits the client.

The value of - 2 indicates that the authentication is remembered indefinitely,
even after restarting the client. For security reasons this change needs to be
made in the Config editor, not the client's confi g. properti es and the client
does not save the password. Instead a server generated cookie is placed in a
file in the user's home directory.

The default is: 1, 5, 15, 30, 60, - 1

client.config.auth.ttl-default-minutes The default time-to-live value automatically selected when the login
authentication window displays.

client.config.auth.popup-on-startup-if-unauthenticated Determine if the client should request authentication when the client starts if the
operating system user is unauthenticated. Set to Y (yes = enabled) or N (no =
off).

Table 7.2. User Client Popup Config Keys

Important

User client tools that are already running will pick up changes made via the config editor the next time
they are restarted.

Please see Section 13.10, “Using the Config Editor” to find out how to change config keys.
7.11. Color Detection

The color detection setting determines the method used by PaperCut NG to analyze documents for the presence of
color. Changing the detection method may require some additional printer configuration. Please read this section in
its entirety.

The standard way used by PaperCut NG to handle color in documents is to see if the printer's driver has set the
grayscal e flag. When this flag has been set on a document sent to a color printer, the grayscale discount is
applied. Otherwise, the document is charged at the printer's standard rate. This may be an inconvenience for users
when a large document is printed with just a few color pages.

For example, a user prints a 21 page document to a color printer. The document is all grayscale except for a color
header on the first page. When using standard color detection, the user is charged for 21 pages at the color printer's
standard rate. As a workaround, the user could send the document as two print jobs (one with just the first page
containing color, and another with the rest of the document), but this is an inconvenience. An enhanced alternative
is to use page-level color detection. When this option is selected, the user would be charged for one page at the
color printer's standard rate, and receive the grayscale discount for the other 20 pages.

PaperCut NG has three options for document color detection:

« Grayscale only (for grayscale printers)
e Standard color detection (also referred to as document-level detection)
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« Page-level color detection

The color detection setting is available for each printer controlled by PaperCut NG. To access the setting, click on a
printer from the Printers tab to bring up the Printer Details page.

Color detection mode
O Th s 2 grayscale printer
) This & a color printer (use standard detection)

() This s a color printer (use page-evel detection)

Figure 7.19. The color detection setting for a printer

'This is a grayscale printer'

This option indicates that the printer is not capable of printing color documents, so color detection should be
bypassed. This will ensure that the color page count for this printer is always zero.

'This is a color printer (use standard detection)'

When this option is active, documents are treated as being either grayscale (where a printer's driver has set the
grayscale flag) or color. This mode is available in almost all color printers, and is the standard color detection
method in PaperCut NG. Where users print documents containing both grayscale and color pages, this option
encourages users to use color printers only for their color printing.

'This is a color printer (use page-level detection)'

Page-level color detection scans each page of a document for traces of color. The grayscale discount is applied to
any grayscale pages and other pages are charged at the printer's standard rate.

PaperCut NG can perform page-level color detection with most modern color printers.
Important: To use page-level color detection:
1. Apply the page-level detection option for the printer in PaperCut NG.

Linux and Mac systems will pick up the change immediately.

On Windows based servers the change will take up to 2 minutes to propagate to the Pri nt Provi der. This
can be sped up by manually restarting (stop and starting) the Paper Cut Print Provider service via
Control Panel - Administrative Tools — Services.

2. On Windows print servers set the Enable advanced printing features on the Advanced tab of the printer's
Windows Properties page according to the type of printer:

Disable the setting for PostScript, PCL, HPGL or XPS printers. (With these printers, Page level detection will
work regardless of the advanced printing features setting, but you must disable the setting if you wish to use
advanced PaperCut features such as Grayscale/Duplex Conversion Filters and Watermarking.)

Enable the setting for other printer types. On most printers, this setting will cause print files to be spooled using
Window's EMF format. PaperCut supports for page level color detection for EMF. See below for limitations.

3.  On non-Windows print servers page-level color detection is only available for PostScript, PCL, HPGL and XPS
printers.

4. Print a few test documents with both grayscale and color pages and ensure PaperCut NG is correctly charging
the document. The Print Log under the Printers tab is a good place to monitor the detection in real-time.

7.11.1. Limitations of Page-Level Color Detection
Page level detection works by inspecting the contents of the document looking for color use. The aim is to track

down simple black and white only pages so it can offer the user the grayscale discount on these pages. There are a
few situations that may cause a seemingly grayscale page to list as color - referred to as a 'false positive'. These
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situations are rare and are discussed below:

.

The use of some image formats, even if they look grayscale, may detect as color. For example, JPEG is a lossy
format and artifacts as a result of compression may cause speckles of color. PaperCut NG will handle most of
these situations but grayscale JPEG images in PDF files can cause false positives.

The use of 'color' white-space in Microsoft Word can cause a false positive with some print drivers. For example,
the user selects a color font, enters a single space or new-line, and then changes back to black. PaperCut NG in
most cases will correctly filter out the 'color space' but may experience problems with some drivers leading to a
false positive.

The Windows Enable advanced printing features setting will allow page level color detection to work for many
color printers by spooling print files in EMF format. The accuracy of color detection is dependent on the particular
printer driver in use. Our testing has seen very good accuracy with newer printers and drivers, but poorer results
with some older drivers. If using an older printer, we recommend you run a representative set of print jobs to
verify that the color page counts meet your requirement. Where possible, we recommend you select a PCL or
PostScript driver if available for your printer.

7.12. Validating page counts using hardware checks

PaperCut provides accurate tracking of printer usage by analyzing the printer spool file on the server. Before the job
is sent to the printer, PaperCut determines the job attributes including the page count, color/grayscale, duplex,
paper-size, etc. This up-front analysis allows PaperCut:

To calculate the job cost and determine up-front whether the user has enough credit to print.

To display the job details (e.g. the cost and page count) to the user in the print confirmation screens and release
stations.

To apply filters and policy rules to print jobs (e.g. to disallow non-duplex jobs, or to enforce print policy using the
advanced printer scripting).

After the job is queued for printing, PaperCut logs this print job information and charges the usage to the user.

If the job is sent to the printer but it does not print completely (e.g. if the user cancels the job at the printer), then
print job hardware checks allow PaperCut to determine the actual number of pages printed. These checks are
performed at the hardware-level by communicating with the printer via SNMP (Simple Network Management
Protocol).

The combination of up-front spool file analysis and post-job hardware verification of the jobs provides the best of
both worlds:

Accurate up-front page count and cost calculations; and
Verification of the printed pages after the job is completed.

7.12.1. Causes for differences in page counts

The printer may report a difference to the PaperCut server's spool file analysis for a variety of reasons:

The user cancels the job at the printer's panel - e.g. LCD screen or cancel button.

The printer goes into an error state (e.g. out of toner) after the job has partially printed. The administrator may
then cancel the job at the printer.

The print job may have become corrupted, causing the printer to print 100's of pages of junk (e.g. PostScript
code) instead of the user's document!

Configuration "strangeness" such as the devices double-counting large pages or counting the blank page at the
end of a duplex job. Most of these corner-cases have been worked around, however, like all things in
Computing, some are bound to show up again!

7.12.2. Requirements
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PaperCut's hardware checks use the SNMP protocol to query the page counters of the printer. This is a network
protocol supported by most network printers. To support hardware checks the following is required:

.

A network printer that supports the SNMP protocol.
SNMP enabled in the printer (also ensure the "public" SNMP community is enabled).
The network/firewall allows SNMP UDP packets from the print server to the printers. SNMP uses UDP port 161.

Some additional configuration of the printer queues may be required. See installation instructions in
Section 7.12.4, “Configuring hardware checks”.

Only PaperCut should send jobs to the printer. If a job from another print server is sent it's possible the resulting
statistics will be unreliable

7.12.3. How hardware checks work

The Printer SNMP standard allows querying of printer status and page count information over SNMP. PaperCut
makes use of this information to verify the number of pages printed for each print job. This works as follows:

Before the print job is sent to the printer PaperCut confirms the printer is idle (i.e. not printing).
A snapshot of the page counters is retrieved using SNMP.

PaperCut waits for the job to complete by querying the printer status and page counts. If the printer is in error
(e.g. out of paper), then PaperCut will continue to wait until the printer error is resolved and the job completes
printing.

Once the job is completed and the printer is idle, another snapshot of the page counts is taken.
The total pages printed is calculated using the differences between the initial and the post-job snapshot.

7.12.4. Configuring hardware checks

Printer hardware checks are not enabled by default in installations of PaperCut. Enabling the checks requires some
configuration within PaperCut and also some additional configuration of the operating system's printer queues.
Hardware checks may be enabled/disabled at the individual printer queue level, or alternatively the settings can be
applied to multiple printers using the Section 7.3, “Copying Printer Settings”.

7.12.4.1. Enabling hardware checks

To enable the print job hardware checks:

Navigate to the Printers tab.
Select the printer to configure.
Under the Advanced Configuration setting, enable the Enable print job hardware check option.

¥| validate page counts after printing (hardware check)

When a difference in page counts is detectad:

Show differences in the log status. Do not adjust -

Figure 7.20. Enabling the hardware check

Press OK or Apply to save the changes.

@ Important

On Windows print servers, you must also configure the printer to use a PaperCut TCP/IP Port.
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| For instructions see Section 7.12.4.2, “Windows printer queue configuration”.

-
’

On Windows print servers, this setting can take up to 2 minutes to take effect. This can be sped
up by restarting the PaperCut Print Provider service.

When a difference in page counts is reported by the printer, the administrator can choose how this is applied to the
print jobs. This option is configured using the When a difference in page counts is detected: settings as follows:

¥| Enable print job hardware check

When a difference in page counts is detected:
Show differences in the log status. Do not adjust |:

Apply diferences and adjust print cost automaticall
Show differences in the log status. Do not adjust
Figure 7.21. Hardware check adjustment options

‘Show differences in the log status. Do not adjust’

The page count differences are recorded against the print job, but no adjustments are made to the page counts or
job costs. This is the default option when hardware checks are enabled.

This mode can be useful when you want to use the hardware check information to validate refund request by users.
In this case the administrator can verify that a user's job did not complete printing and then refund the job.

The hardware check information is displayed in the print log status and also in the refund screens.
'‘Apply differences and adjust the print cost automatically’

In this mode, the hardware check information is also recorded on the print jobs as described above. However, any
differences in page count and costs will be automatically applied to the job.

For example, if a user printed a 5 page document costing $0.50, and they cancelled the job after only 3 pages were
printed, the job cost would be reduced to $0.30 and the user would be refunded $0.20.

In rare situations, it is possible for the hardware check to report an increased number of pages. For example, this
might happen when a print job is corrupted and prints out 100's of pages of "junk” instead of what the user printed.
In this case the hardware check will report an increased number of pages resulting in an increased cost. By default
PaperCut will not apply the adjustments to the job if the cost would increase.

If you would prefer to apply the differences even if the cost is increased, then select the Always apply cost
adjustments option.

Tip

To enable the hardware page counts quickly on multiple printers, use the Copy settings to other
printers action available on the left of screen.

7.12.4.2. Windows printer queue configuration
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To perform printer hardware checks, the Windows printer queues need to be configured to use the PaperCut
TCP/IP Port type. This port works just like the Standard TCP/IP Port that ships with Windows. The PaperCut
TCP/IP Port allows PaperCut NG to perform the page count checks before and after printing the job.

To configure an existing printer queue to use a PaperCut TCP/IP Port

* Open the Printers list

« Right-click on the printer and select Printer Properties or Properties
¢ Select the Ports tab.

* Press the Add Port button.

fg test-printer Properties

r

=) test-printer
Print to the following port(s). Documents will print to the first free
checked port.
Port | Description | Printer -]
O 152168122 1 Standard TCP/P Port
[ 182168122 2 Standard TCP/IP Port
D 192168153 Standard TCP/IP Port
1921681 .60 Standard TCP/TP Part
[ 152168161 Standard TCP/IP Port
O xpsPort: Local Port
1] | 3
( Add Port... n Delete Port Configure Port...

¥ Enable bidirectional support
[~ Enable printer pooling

o ] s | _fwv |

Figure 7.22. Printer properties dialog:

¢ Select the PaperCut TCP/IP Port option. (Note: if this port does not appear in the list of available port types,
then please see Section 7.12.7.3, “Why is the PaperCut TCP/IP Port not available to be chosen in port selection
on Windows?".)

¢ Press the New Port... button.
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Printer Ports x|

Available port types:
Local Port

Standard TCP/IP Port

New Port Type... | New Port... il Cancel

Figure 7.23. Printer ports dialog:

« Enter the printer IP address and port name.
¢ Press Add Port to save the new port.

Add TCP/IP Port |
Paort Settings
Printer Mame or 1P Address: | 192, 158. 1. 100
Port Name: | PAPERCUT _192. 168, 1, 100
Part Mumnber: I 100

¢ Press the Close button on each dialog window.

Figure 7.24. Add port dialog:

« This printer will now be configured to use the new port. The previous port may now be deleted if no longer in use
by other printers.

To create a new printer queue to use a PaperCut TCP/IP Port:

¢ Open the Printers list

¢ Click the Add a Printer button.

¢ Choose to add a Local printer.

« When prompted for the printer port, select Create a new port.
e Select the PaperCut TCP/IP Port option, and click Next.
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2% Add Printer x|

Choose a printer port

A printer port is & type of connection that allows your computer to exchange information with a printer.

" Use an existing port: LPTL: (Printer Port j
* Create a new port:
Type of port: Local Port ﬂ
Local Port

Standard TCF/IP Port

Figure 7.25. Choose printer port:

« Enter the printer IP address and port name.
¢ Press Add Port to save the new port.
« Complete the Add Printer wizard as normal choosing the drivers, etc.

7.12.4.3. Novell, Linux and Mac printer queue configuration

When using Novell, Linux or Mac there is no additional configuration of the operating system required for hardware
checks to be enabled. This function is controlled via the PaperCut administration console and will come into affect
automatically shortly after the hardware checks are enabled. On Linux or Mac, the hardware checking is supported
for the CUPS backends of socket, ipp and Ipd.

7.12.4.4. Changing the SNMP community string

By default, the hardware checks use the SNMP community string of "public". For a basic level of security, one can
change the SNMP community string that is used. This must also be set in the configuration of the printer.

1. Open the file [app_dir]/providers/print/[platform/print-provider.conf in a text editor such
as Notepad.

2. Locate the line SNMPConmruni t y= and enter the new community string on the right-hand-side of the equals line.
For example:

SNMPConmruni t y=secr et communi ty

7.12.5. Reviewing hardware check results

Hardware check results are recorded in PaperCut on the print log records. When a hardware check is recorded the
Checked status appears in the Status column of the print logs as shown below.
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To see the basic details of the hardware check, hover your mouse over the Checked status.

Document Hame Attribs. Status
AT
Duplax Mo v Prinfed
- Grayseale Me
inancial Report 3rd Quarter xis P ]

4 pages sent, 4 pages printed.

Figure 7.26. Hardware check status

When the hardware check detects a difference, click the Checked status link to see more detailed information.
To manually apply hardware checks to a print job (if this is not configured to apply automatically):

1. Click on the Checked status.
2. Review the hardware check information.
3. Pressthe Apply Differences button. This will apply the page counts and any cost differences to the print log.

Hardware Check Details - Checked (Differences not apphed) X

The printer hardware reported 1 less pages printed. Mhy¥
The server onginaly repored:

+ Total Pages: 2
+ Color Pages: 0
s Cost: $0.20

The printer hardware reported:

+ Total Pages: 1 (1 less)
» Cost: £0.10 ($0.10 less)

Applying these differences will result in the folowing changes:

+ Adjust the job cost to $0.10
+ Adjust the charged account baknce by $0.10
+ Update the job page counts

ki
——

Figure 7.27. Hardware check log status
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7.12.6. Known Limitations

Hardware-level page count checks are not enabled by default. Sites should carefully consider these limitations and
known issues before implementing:

The use of the PaperCut TCP/IP Ports in a Microsoft Clustered Windows Printing Environment should be
considered experimental (see Chapter 27, Clustering and High Availability, for more information on Clustering in
PaperCut). Clustering is a complex technology and further work is being undertaken to support the Hardware
Page Count Checks in a clustered environment. We don't recommend its use in a production environment at this
time.

Hardware-level checks will slow down printing a little (a few seconds between each job). The system needs to
take a count snapshot before and after a job. The start/end of a job is detected by the printer entering an idle
state and stabilization on some devices can take a few seconds (printing => idle). This process adds a small
delay between each job.

Copier functions that delay printing such as printing to a "Mailbox" will prevent PaperCut from detecting the print
job as it is expected that the print job is printed imediately.

Not all devices support SNMP and even some devices that do, do not support the ability to check page counts at
the hardware level. Most major MPF/MFD devices support SNMP, however smaller printer brands may not. We
suggest taking some time to test this option across your device type(s) once enabled.

On Windows, a different Printer Port needs to be installed/configured to support this level of device integration.
Care has been taken to emulate the behavior of the Standard TCP/IP Port, however some drivers may complain
if a non-default port is selected. Although this is rare, it may cause issues with some drivers. Always test the
printer after changing the printer port. The development team is looking at ways to remove the dependency on a
custom port, however at the current time this method has proven to be the most reliable.

The use of non-PaperCut hold/release functionality on printers and copiers may cause inaccurate hardware
validation as it will appear that the job never prints, or at least in a timely fashion. It is recommended to use
PaperCut based release stations where required: (see Chapter 11, Hold/Release Queues & Print Release
Stations

If you have many printers it's very time consuming to use the Windows GUI to change the ports! Sorry about this,
however we've not found a reliable way to script this process. Our recommended approach is to first test on a
representative sample of your devices for a few days, then role the port change out across your fleet. We have
found that some good music on the iPod and copious amounts of coffee will help ease the frustration :-)

7.12.7. Troubleshooting

7.12.7.1. The "Checked" status does not appear on any print logs

Verify that the printer supports SNMP and that SNMP v1 or v2 is enabled in the printer's admin interface.

Ensure that your networks and firewalls allow SNMP traffic (i.e. UDP port 161) between your print server and
printers.

If using a Windows print server, check that the printer is configured to use the PaperCut TCP/IP Port. See
Section 7.12.4.2, “Windows printer queue configuration”

Verify that hardware checks are enabled in PaperCut. See Section 7.12.4, “Configuring hardware checks”.

You can test that PaperCut can query SNMP data from the printer by running the following in a command prompt
or terminal/shell:

Windows:

[app-path]\providers\print\[platforni\pc-print-nonitor.exe -p -h [printer-ip]

Mac/Linux/Novell:

[app-path]/providers/print/[platfornmi/pc-print-nmonitor -p -h [printer-ip]
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If SNMP data can be retrieved, some basic status information will be printed. If not, an error is displayed.

7.12.7.2. Why is the "Checked" status missing on some some print logs?

« An intermittent networking problem between the print server and printer may have stopped the SNMP page
counts from being retrieved. E.g. the network was briefly interrupted while PaperCut was waiting for the print job
to finish printing.

« If the job is deleted from the print queue while in progress PaperCut will cancel any hardware checks and the
Checked status will not appear on the print log. To avoid this, it is recommended to fix any problems (e.g. out of
paper, etc) at the printer and then allow the document to finish printing. This will allow PaperCut to retrieve the
page counts from the printer after the job completes. Only delete the job from the queue if it stays stuck even
after the printer error has been resolved.

7.12.7.3. Why is the PaperCut TCP/IP Port not available to be chosen in port selection on Windows?

* A possible reason why the PaperCut TCP/IP Port is not available may be because the port was unable to be
installed due to a Security Policy disabling the installation of unsigned drivers. A solution for this is to change the
Security Policy for the unsigned driver installation behavior to either allow unsigned driver installations or to warn
but allow their installation.

7.13. Watermarking/Job Annotation

Watermarking is a feature that allows a small portion of text to be written to the bottom (or top) of every page.
Watermarking is a powerful and flexible feature. Typical uses of watermarking include:

e adding a username to the bottom of every page to help identify the owner

« writing job metadata in the footer such as print time, printer or document name

« applying a digital signature to help track and verify documents

Watermark text is defined by the PaperCut administrator and can be applied to printers individually. Print scripting
makes it possible to change watermarks dynamically (see Chapter 18, Advanced Scripting (Print Scripting)).
Watermarks may contain substitution variables allowing the insertion of document metadata such as date/time,
username, document name, etc.

A typical watermark is shown the picture immediately below. This watermark uses the %user % %dat e% and
%si gnat ur e%substitution variables described in the Substitution Variables section.

Figure 7.28. An example watermark using variables

Note

PaperCut NG watermarks print jobs by modifying the print stream as jobs spool via the print server.
The watermark is injected into the job using advanced PDL methods such as macros and overlays.
This is the reason why PaperCut only supports standards based print languages like PCL and
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PostScript - PaperCut must understand the job and its data to perform this on-the-fly modification.

@ Important

Watermarking is a new feature that uses advanced printer techniques that can be implemented
differently by each device manufacturer. Please report any problems that you may experience to our
support team for investigation.

7.13.1. Typical Uses

1.

@ Tip

Owner Identification. Add the username to each page so it is easy to find the owner (e.g. uncollected print
jobs).

Suggested Watermark: Pri nted by %user %

Student Assignments. Add the username and time of printing to each page. This will help teachers match up
student work and help students prove that assignments were delivered on time.

Suggested Watermark: Printed by %user % at %late% on printer %rinter%

Tracking an Organization's Physical Documents. Add a sequentially allocated number to every document
printed. This number is a document-level Bates number (http://en.wikipedia.org/wiki/Bates_numbering). It is
recorded in the PaperCut NG database and is useful for organizing document trails.

Suggested Watermark: Docunent No.: %bat es% conposed of %pages% pages

Identification and Source Tracking. Add a unique and secure digital signature to each document. This can be
used to verify the origin and generation details of a document. (Note: see Digital Signatures in Detail section
below if security is required).

Suggested Watermark: %si gnat ur e%

Protecting Value of Documents. The copy protection aspects of watermark signatures described above can
be used to protect valuable documents where royalties apply.

Suggested Watermark: Copyright ABC Corporation. Al rights reserved. Docunent
Si gnature: %signature%

Behavioral Change. The cost of each print job is added to the bottom of each page. This gives the user
immediate feedback on the cost of their printing.

Suggested Watermark: The cost of this print job is: %ost%

To configure watermarking based on the user (e.g. a user's group membership) or job attributes,
consider the Advanced Scripting feature. Advanced Scripting allows the watermarking to be
enabled/disabled and the watermarking text to be adjusted to meet any need. See Chapter 18,
Advanced Scripting (Print Scripting) for more details.

7.13.2. Requirements

Watermarking is currently available for printers using PostScript and PCL drivers. You should ensure that the printer
driver uses the PostScript or PCL language rather than GDI or other languages. This can be verified by observing
the word Post Scri pt, PCL5 or PCL6 in the Job Log as shown in the screenshot below.
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Figure 7.29. Print Job Log showing the PostScript metadata
On Windows systems, if the language lists as EMF then you will need to turn off "Advanced Printing Features" as
described in Section 7.13.5, “Troubleshooting”.

7.13.3. Enabling Watermarking

Watermarking is enabled in a printer's Printer Details - Advanced Configurationsettings via the options Apply
watermarks to all pages.

van | Ovarrid leval sath
. | override userdeval sattings
Configuration ! -
Advanced and less ] uUnauthenticated printer (enable popup authentication)
often used
configuration items | Define cost adjusoments

are ksted hare,
| Enable Web Print {usars may upload documents to print)

¥ Apply watenmark to ol pages  (watermarking = 2 rew seperments! fasture)

Text
Printed by %userts at %dates
Gray level
Medium El
Font size (points)
8 [=]
Position
Bottom of page E|

Figure 7.30. Enabling watermarking in the Admin Console

7.13.3.1. Options

Text is the text that will be printed on the watermark. It is possible to use macro substitution variables such as
duser %and %dat e% Substitution variables are described in the Substitution Variables/Macros section below.

Gray level determines how dark or light the text will appear. Medium is the default. Light should be just viewable.
Font size determines the watermark text size.
Position can be bottom left of page, top left of page, or custom. Custom is intended for advanced situations where

some tweaking is required due to differences in page printable area. Custom positions are specified as the distance
from the left of the page and distance from the bottom of the page in millimeters.
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7.13.3.2. Substitution Variables/Macros

Field Description

Yuser %

The name (username) of the user that printed the document.

Yuser _primary_card_i d%

The user's primary ID code.

Y%user _secondary_card_i d%

The user's secondary ID code.

Yuser _ful | _nane%

The full name of the user that printed the document.

Y%user _emai | %

The email address of the user that printed the document.

%lat e%

The date/time that the document was printed. The date is formatted in according
the locale of the server. An example of a %dat e%is 12/ 12/ 2010 3: 12: 37
PM

%locunent %

The name of the document that printed.

Y%server %

The server name that is hosting the printer that printed the print job.

%rinter%

The name of the printer where the print job was printed.

%l ient_i p%

The IP address of the workstation the job was sent from.

%! i ent _machi ne%

The name of the workstation that sent the print job.

% ob_i d%

The PaperCut NG job id of the job.

% opi es%

The number of copies of the document that was printed.

%cost % The cost of the print job.
%ages% The total number of pages in the print job.
%at es% A sequentially incrementing number based on a Bates Numbering

(http://en.wikipedia.org/wiki/Bates_numbering) scheme. All pages in the
document are stamped with the same number. The number is recorded as a
signature in the print log.

%i gnat ur e%

A unique secure digital signature (in text form) generated via an MD5 HMAC.
The signature is recorded in the print log. See Digital Signatures in Detail
(Advanced) below for technical details.

%di gest %

A unique digital signature (in text form) generated using an MD5 of various
document attributes.

Y%si g_nmd5%

Same as %si gnat ur e%

%li gest _md5%

Same as %di gest %

%i g_shal%

Same as %si gnat ur e%but based on the SHA1 message digest algorithm.

%li gest _shal%

Same as %i gest %but based on the SHA1 message digest algorithm.

Table 7.3. Substitution Variables/Macros

7.13.3.3. Restrictions and Limitations

To ensure a document that has a unique single signature, only one digital signature macro should be used in a

watermark. The digital signature macros are:

* Ybates%

e OUsignature%
e Usig_mi5%

e Usig_shal%
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7.13.4. Digital Signatures in Detail (Advanced)
7.13.4.1. Signature Algorithm

PaperCut NG document digital signatures are generated using a cryptographic technique called an HMAC
(http:/fen.wikipedia.org/wiki’lHMAC). This works by taking various print job attributes such as print time, username,
printer name and document name and combining them with a secret key. The result is then passed through a digest
algorithm such as MD5. The resulting signature is unique to the document. The secret key portioning ensures that it
is not possible to predict a signature. Two message digest algorithms are available: MD5 And SHA1L. In our opinion
MD5 will be secure enough for print job signature applications, however for cryptographic completeness SHAL is
provided as an option. Using MD5 makes it easier to enter keys to find matching print jobs because the signatures
are shorter.

Note

The algorithm used is:

e Digest = Hash(date tine || usernane || server name || printer nane ||
docunent nane || job id)

e Signature = Hash(Di gest || Key)
where

e key is a random string generated on first use and stored in the config key
"print.signature.hmac-key" and hash is either MD5 or SHA1.

e« date time is formatted in ISO 8601 basic format from year to second ("yyyyMMddTHHmMmss").
The time is local time (not UTC). E.g. "20100130T141059"

7.13.4.2. Verifying a Signature

If a document is located, say due to an information leak, the signature can be used to track down the print event
details such as the originating user, time of print, and other details. This is done as follows:

Printers -> Job Log

Expand the filter section

Enter the signature in the signature signature field.

P owbd PR

Press Apply. The matching job should list.

For example, the following screenshot shows how to search for the print job with signature
b608c7a39f 08643768051217f 2f 5315a in the job log.
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Figure 7.31. Searching job log for signature b608c7a39f 08643768051217f 2f 5315a

7.13.5. Troubleshooting

Watermarking requires print jobs to be printed in PostScript or PCL format. If your document is printed in EMF you
may be able to print in PostScript or PCL by following the procedure listed in the EMF section below. For all other
drivers please see Section 7.13.5.2, “Other Printer Languages”.

7.13.5.1. EMF

On Windows systems, if the printer language for a job lists as EMF then you will need to turn off "Advanced Printing
Features". Disabling this option will cause print jobs to be rendered into their printer language on the client side.
Enabling it can result in rendering on the server side, which is usually unwanted.

LETTER (AMSI_A}
Duplesx: No
Grayscale: Yes
3,351 kb

G5

Figure 7.32. Job Log showing an EMF job

You can do this by following these steps:

1. On the print server, navigate to: Start — Control Panel - Printers - [right-click printer] — Properties -
Advanced

2. Turn off (disable) the option Enable advanced printing features.
3. Test printing and check the printer language to ensure that it is now PostScript or PCL.

You can read more about this setting on the Microsoft website at: http://support.microsoft.com/?kbid=268093.

7.13.5.2. Other Printer Languages
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If the printer language for a job is listed as a non-supported language such as ESC/P2(Epson) then watermarking
will not work. The manufacturer may also support other languages such as PostScript as an option. Please check
the printer manufacturer's website download page for details.

LETTER (AMSI_A
Druples: Mo
Graysoale: No
&40 kb
LghSytemas

Figure 7.33. Job Log showing a ESC/P2(Epson) job

7.13.5.3. Updating Printer Drivers

When updating printer drivers, it is important to update the printer drivers on both the client and the server.

7.14. Behavior on Server Connection Failures

There are various scenarios where the users want to print their print jobs but the PaperCut Application Server is
unable to receive the information about the printing, including when:

* The Application Server's machine is being rebooted,

« The network link is down between a Secondary Print Server on a remote machine and the Application Server,

« The administrator has decided to shutdown the Application Server for maintenance.

When this occurs PaperCut must decide on how to handle the print job without communicating with the Application
Server. The administrator can configure PaperCut to handle new jobs in 3 ways:

1. Allow new print jobs to print but do not log (default),

2. Allow new print jobs to print and log after reconnection,
3. Do not allow new print jobs to print but hold and wait for reconnection.

Each of these options offer different compromises, and the best option will depend on the needs and priorities of a
particular installation. For example, if it's important to never interrupt printing then options 1 or 2 can be selected. If
it's important to strictly enforce quotas (i.e. allow the job to be cancelled if they do not have enough quota) and it is
acceptable to delay printing until the connection is reestablished then option 3 can be chosen. These options are
discussed in further detail below.

These configuration options are controlled under the Printers+[select printer] - Failure Mode.

Failure Mode Action on failure

Control behavior under ermor conditions such as connection Allow new print jobs to print and log after reconnection Bl
problems between primary and secondary servers.

After reconnection, record job as
@ The user reported by the print queue
This usar:

Charge cost to
9@ User's parsonal account (of auto-charged to single shared account)
Shared account:

e.0. Delayed Loggng Jobs®

Figure 7.34. Failure mode settings

141



Advanced Printer Management

7.14.1. Failure Mode Settings
7.14.1.1. Mode 1: Allow new jobs to print but do not log

This is the default mode and will allow jobs to print when the connection to the server is down (a "fail open" mode).
The jobs printed during this period will not be logged in the Application Server. This mode can be used when:

¢ Itis important to not interrupt printing when outages occur,

« The setup needs to be simple and easy to understand,

e Itis not important to log jobs printed during failures,

e Strict quota enforcement is not required, Users will not be charged for printing that occurred during the outage.

7.14.1.2. Mode 2: Allow new jobs to print and log after reconnection

This mode allows jobs to print when the connection to the primary server is down, but when the connection is
re-established these jobs are re-sent to the Application Server and logged (a "fail open" mode with re-send/offline
mode). This mode can be used when:

e Itis important to not interrupt printing when outages occur,

« Itis important to log/charge every job printed during failures,

e Strict quota enforcement is less important. Users may end up using more credit than they have available.

In this failure mode the administrator can configure how these resent jobs are recorded in the job log:

1. Leave the job information unchanged (i.e. log the job against the user that printed it),
2. Change the recorded user to another nominated user,
3. Change the charging of the print job to a nominated shared account.

The default reconnection option is 1, where we log and charge the same way we would if the recording was done
live. The administrator may consider this unfair to charge the user during this failure time (as there were no warning
popups or ways of telling that the user's quota was reaching its limit). It may be more reasonable to use the
reconnection options of 2 or 3. With option 2, the administrator can choose a new user such as "AppServerDown" to
record the job as and in this way completely divorce the user from jobs printed during the failure.

If the administrator would still like to track who did the printing but just thinks it is unfair to charge their personal
account, then reconnection option 3 can be chosen, and a new shared account such as "AppServerDown", or an
account corresponding to the department owning the printer can be charged. Jobs are still recorded under the user's
name.

When the connection to the Application Server opens up again, the print jobs will show up in the Application Server's
job log within a few minutes. They will show up with a special status and icon in the job log (see figure below).
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Figure 7.35. Status of print jobs logged after reconnection

7.14.1.3. Mode 3: Do not allow new print jobs to print but hold and wait for reconnection

In this mode all jobs will be held in the queue while the connection to the server is down (a "fail closed" mode). Once
the connection to the server is reestablished the jobs will be sent to the server and printing will be processed as
normal. This mode can be used when:

e Strict quota enforcement is required,

e Secure Print Release or Find-me printing is used and jobs must not be printed until released by a user.

7.14.2. Failure Mode Settings on Virtual Queues

When using virtual queues and Find-me printing (see Chapter 12, Find Me Printing and Printer Load Balancing), it is
recommended to hold the all jobs and wait for reconnection when the server connection is down. By default, this
setting is enforced by PaperCut to ensure the correct operation of the virtual queue.

If jobs are released from the virtual queue when the server connection is down, the jobs would be released to the
configured printer (i.e. the configured printer port). If the queue is configured with a NULL port, the jobs are deleted.
If configured for a non-existent printer (e.g. LPT1) then the jobs go into an error state. If configured for a real printer,
the jobs will be sent to the printer (contrary to the secure release / Find-me printing that the user expects). It is for
these reasons that the failure mode on virtual queues is set to hold all jobs.

Some organizations prefer to have the virtual queue pointing to a real/physical printer so that if a failure occurs the
jobs will be printed. This is usually only acceptable if the organization is happy that users jobs be printed on a single
gueue (bypassing any secure print release function). To configure this, enable the Override virtual queue failure
mode option and select one of the alternative modes. This option is only visible on virtual queues.

7.15. Toner Levels (for supported printers)

Managing printer toner on a large fleet of printers can be a time-consuming task. The administrator must track toner
usage and ensure that replacement toner cartridges are available when printer toner runs out. Often the
administrator is only made aware that a printer is out of toner after receiving complaints from users. PaperCut NG
can track the toner levels for supported printers and provide toner level information in reports or email notifications
when the toner is low.

Armed with this information the administrator can purchase toner supplies in advance and replace toner cartridges
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before the printer runs out of toner. This saves the administrator time and ensures that printer downtime is
minimized.

For more information on low toner notifications see Section 13.6.2.2, “Printer low toner notifications”.
Type/Modal
Color MFP

Serial number

W1G222783X

Tomer stalus

Black: 92%, Cyan: 84%, Magenta: 98%, Yellow: 46% [update]

Figure 7.36. Toner level information on Printer Details screen

7.15.1. How toner level information is retrieved?

PaperCut NG retrieves toner information from supported printers using the SNMP network protocol. Most modern
network printers allow the toner information be queried via SNMP. PaperCut NG can retrieve toner information for
printers that meet the following requirements:

¢ The printer is networked (i.e. it is connected to your network and not directly to a computer with a USB or parallel
port).

* The printer supports SNMP and it is enabled.

e The printer supports the SNMP standard for printers (RFC 1759) that allows toner information to be retrieved in a
standardized way. Most network printers support this standard.

* The PaperCut NG server can establish SNMP connections to the printer. Ensure that your network (e.g. routers,
firewalls, etc) allow SNMP connections between the PaperCut NG server and your printers.

PaperCut NG regularly updates the toner information to ensure the data is kept up-to-date.

A report with "Toner Status', 'Lowest Toner Value' and 'Toner Last Updated on' fields can be generated from the
Admin Console. Select the Printers tab to open the Printer List. At the bottom of the list select Export / Print in Excel
format.

2 [

The thresholds for low and very low toner level warnings visible on Dashboard are configurable. The
threshold values can be configured using the following config keys - t oner. | owt hreshol d and
toner.very-l owthreshol d . Please see Section 13.10, “Using the Config Editor” to find out how
to change config keys.

7.16. Printer Quick Reference
How do | view printing history?

Printing history can be quickly accessed via a number of areas. The most appropriate area depends on the
information required.

* To view a user's printing history select the Job Log under the user's details page.

« To view recent print jobs printed on a printer, select Job Log under the appropriate printer's details page.

« To view all print jobs printed on the network with advanced search and filtering options, use the global Print Log
under the Printers section.

How do | add a new printer?
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On Windows systems, new printers will be added to the system automatically once the printer is added to a
monitored server. On a Mac or Linux system, after PaperCut NG is enabled on the printer, it will list in the
administration interface after first print. New printers are assigned initial settings based on the configuration
assigned to the [ Tenpl ate Printer].

How do | delete a printer?
Once the printer has been removed from the operating system's print list, the printer may be deleted from PaperCut
NG via the delete printer action under the printer's detail page. This action will remove the printer from the monitored

list. Print history logs are still maintained allowing access to historical data. Always confirm your action before
proceeding with the delete!

How do | disable a printer?
Printers can be disabled indefinitely or for a specified time via the Disable option under the printer's details section.
How do I tell PaperCut NG to ignore (not monitor) a printer?

By default on Windows systems all printers are tracked by PaperCut NG. The Print Provider can be instructed to
ignore a printer by setting the | gnor ePri nt er s= attribute in the pri nt - provi der. conf file. A restart may be
required for this to take effect. Note: This setting only stops monitoring. The printer will continue to be listed under
the printer list section until it is manually deleted via the Delete printer action.

For more information see Section 7.1, “Adding and Removing/Deleting/Ignoring Printers”.
What can | use the printer notes field for?
The Notes field under each printer is useful for tracking all manner of information. Typical uses include:

¢ Tracking configuration changes

¢ Recording maintenance and/or toner replacements

« Documenting problems

« Leaving notes/comments to assist other administrators.

7.17. Refunding Print Jobs

Paper jams, toner problems and print quality issues will always occur. Larger organizations will require a policy to
address these situations and under what conditions a print job may be refunded. The assessment to give a refund or
not is subjective and needs to be managed by responsible administrators. To streamline and partially automate the
process PaperCut NG provides a browser based refund management process.

Highlights include:

« Users can request refunds via a simple form and track their status.
« Administrators can quickly approve/deny requests with one click.

* Administrators can be alerted via email when requests are pending.
e Issue partial and manual refunds.

7.17.1. Enabling End-User Refunds
Users request refunds via the end user web pages. This feature is enabled as follows:

1. Log into PaperCut NG admin interface.
2. Navigate to Options - General.
3. Under User Features, enable the option Allow users to request refunds.
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4.

( ¥ Alow users to request refunds )

/| Alow users to enter a reason for ther request
Refund policy/instructions (shown to the user when requesting a refund)

11 refund

adminiscracor.

Figure 7.37. Enabling end-user print job refund requests

Click Apply.

requests will be reviewed by the

End-users may enter a reason why they are requesting a refund. Some organizations may prefer to disable this
feature, e.g. where users may write inappropriate comments. To disable end-user comments/reasons, deselect the
Allow users to enter a reason for their request checkbox.

It is recommended that organizations follow a formal refund policy. This policy may be outlined via Refund
policy/instructions option. This text may also include basic HTML markup such as a link to an external policy page.

7.17.2. Managing Refunds

The refund process is best described in the form of an example.

7.17.2.1. How users request refunds

John's print job failed to fully print due to a printer jam, forcing him to reprint the remainder of the job on another
printer. He would like to request a refund of approx. 50% of his job cost for the first failed job. John would place the
request as follows:

1.

Log in to the user web interface at http://[server_nane] : 9191/ user using his network username and

password.

Locate the first, failed print job on the Recent Print Jobs page.
Click the [Request Refund] link.

Recent Print Jobs
4, Show Filter (filter active
Date v T_%!‘m’“'

480 17,2012 11:10:18 tom
| | AN beresford.

Jan 17,2012 10.68:88  tom
A b

Jan 17,2012 10:48:15  tom
Am Beresfors

deskioptom2TestPrinter

Pages

Cost ument Nam

$0.06  Faculty Spending xise

Wicrsoh Word - Biclogy
L Homewark 400

Figure 7.38. A [Request Refund] link on the Recent Print Jobs

Enter a reason.

Attribs. Status.
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Refund Request

All refund requests will be reviewed by the administrator

Job Details

¥ Time Jan &, 2012 11:4%:00 AN
1y Pages 1

f. Cost 2010

5.

Document Hame

User Details : torn beresford

= Printer windowssenvenTDS320
Refund Details
Refund Amount Full amount

Reason for Request

Figure 7.39. Sending refund request

Click Send.

& Partial amount $5.00

princer aur of roner. Only S0%
of the job was completed.

[Send | [Cancel |

7.17.2.2. The administrator approval process

Jenny is an IT administrator at John's school. She has just received an email indicating that refund requests are

pending review. To approve John's request Jenny would:

Log into PaperCut NG admin interface.

2. Navigate to Printers - Refunds.
3. Locate John's request and review.
4. Click the Approve link.

5 User Refund Requests

Request Date »

Sep3, 20 12441PM

sp3, moasavosey D

Sep 4, 209 12120794

S 4, 209 1216437

st_|[ Jobs Pendng Release ]| Notfication Optons || prn Log [ charts || Refunds

6 refund requests pending.

1 e achve: e |

The prnter was out of toner.
s0.10
b cost $0.10)

$4.50
b cost $4.59)

$5.50
(ob cost $5.50)

$5.00
(ot coat 1000

Amount Requested Reason

prnter out of toner. Only 50% of the ob was completed.

J0b Detail

Figure 7.40. Approving a refund request from the Refunds tab in the admin interface.

Jenny could have denied the refund request by clicking on [reject] link. Clicking the [other] option would have
allowed Jenny to review John's previous requests for refunds, edit the requested amount and write a comment.
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» Refund Print Job

Print Job Details

Job details of the job to be refunded.

Refund Request Detail

Information about the refund requested.

Refund Action

Take an appropriate action.

Date: Sep 4, 2009 11:56:20 AM
Charged to: john

Pages: 100

Document: Unttied] - OpenOffice.org Writer
Cosk: §10.00

Printer: mac-gerver {Library MF?

Date

Sep 4, 2009 12:16:43 PM

Username
john (History: 1 Accepted, 1Rejected)

Amount Requested
§5.00

Reason
printer out of toner. Only 50% of the job was completed.

Deny @ Refund Amount $5.00

Comment

OK

Figure 7.41. Overview of user's refund request

7.17.3. Admin Notifications

Administrators may receive regular emails about pending refund requests. Email notifications can be enabled via
Options - Notifications - System Notifications - Notify when there are pending refund requests. More
information is available in Section 13.6.2.4, “Pending refund request notifications”.

Emails may be delivered hourly or daily. By default daily messages are delivered at 7 a.m. This hour of day can be
configured via the config key noti fy. pendi ng-r ef und- r equest s. dai | y- hour - of - day. See Section 13.10,

Canecel

“Using the Config Editor” for information about changing config keys.

7.17.4. User Notifications

Users may receive an email notification when their refund request has been actioned by an administrator. To enable

this feature:

* Enable the option at Options - General - User Features - Allow users to request refunds — Email user

when their request is processed.

¢ An SMTP server must have been defined so that emails can be sent (see Section 13.6.1.3, “Configuring Email

Notifications”).

« Either the user must have an email address defined, or the email suffix must be enabled.
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[¥ Email user when their request is processed

Email subject
Printing refund request actioned

Ervail body

Your printing refund request has been %fapproved-
or=-denied%.

(¥refund. response-reason®
rapproved-or-denied-messaget

The details of your refund request were as follows:
Date: %job.date%

Dacument : %job.documents

Princer: %job.princer:

Co=zt: %job.cosch

Pages: &job.pageak

The speaal text "$approved-cr—denied-messaget” will be replaced by the fields
belaw as approoniate.

Approved message

frefund. refund-amount® has been credited teo your
account.

Denied message

If vou would like to discuss thiz izsus furcher
pleage contact your system adminiscrator.

Figure 7.42. Printer refund request user notification options

The Email subject and Email body options make up the subject and body of the email that is sent to the user. The
Approved message and Denied message options are used for the replacement marker
%appr oved- or - deni ed- message%in the email body.

Other than the %appr oved- or - deni ed- nessage%marker, the following markers can be used in any of the above
four fields:

Field Description

%job.copies% The number of copies in the print job.
%job.cost% The original cost of the print job.
%job.date% The date the original print job was sent.
%job.document% The document name of the print job.
%job.pages% The number of pages in the print job.
%job.paper-size% The paper size of the print job.
%job.printer% The printer the print job was sent to.
%refund.refund-amount% The amount that was refunded.
%refund.request-amount% The refund amount requested by the user.
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Field Description

%refund.request-date% The date the user made the refund request.

%refund.request-reason% The reason the user gave for the refund request.
%refund.request-username% The username of the user making the refund request.
%refund.response-date% The date the refund was actioned.

%refund.response-reason% The reason the admin user gave for approving/denying the refund request.
%refund.response-username% The username of the administrator who actioned the refund request.
%refund.status% The status of the refund request as it appears in the Job Log.

Table 7.4. Fields available printer refund request user notifications

7.18. Custom Printer Fields

To assist with device management, custom fields may be enabled on printers. Custom fields can be assigned
user-defined names and can represent any data you would find useful for printer management in your organization.
Common examples include recording metadata such as, asset number, lease period, device status, date of
acquisition, last maintenance date, department ownership, etc.

Up to six custom fields may be defined. The names are set by the administrator as per the site requirement. In turn,
these custom fields may be used for many purposes such as recording data, filtering lists, and creating/exporting
reports.

7.18.1. Defining Custom Printer Fields

To define a custom printer field(s):

Log into the PaperCut NG admin interface.
Navigate to Options — General.
Under Printer Options, select Enable custom printer fields.

Printer Options (4" Enable custom printer fields )
Custom fields

Defines custom fields and metadata.
Mame 1: Lease Penod

Mame 2: Date of Aquisition
Name 3: Maintainence Data
Hame 4:

Name 5:

Namea 6:
Figure 7.43. Defining custom printer fields

Enter an appropriate name for Name 1 and repeat for any other fields that you plan to use.
5. Click Apply.

Once enabled, the custom fields will be visible in the Printer Details page.
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Custom Fields

Lease Period
These custom fields can be used for fitering and
reporting purposes.
Date of Aguisition
10/1/2009

Maintainence Date
10/1/2010

Figure 7.44. Custom printer fields

The custom field may also be used in other areas of the application such as filtering the printer list, and applying
ad-hoc reporting conditions.

7.19. Extracting Usernames in Enterprise Print Environments (e.g. SAP, Unix)

It is common in an enterprise print environment using packages such as SAP, JD Edwards, Oracle Financials or
Unix systems for print jobs (e.g. batch reports) to appear in print queues under a system account name rather than
the instigating user’'s account name. The result is that all jobs printed from these programs are recorded in the
PaperCut NG job log as owned by the program/system account.

In most environments, these programs or systems can be configured to write the username into the print spool file
(PDL). For example, the username may be added as a PJL header. If this is done then PaperCut can extract the
username and use it in place of the username supplied to the print queue.

‘ % Tip

This feature is often combined with Username Aliases (see
[ app- pat h]/ server/dat a/ conf/usernanme-al i ases.txt) when dealing with differences
between the usernames used in the PaperCut NG environment and the external system or program
that submits these jobs. For example, j ohn. wayne in PaperCut NG may have jwayne as a SAP user
ID.

The extraction process, when configured, follows a number of rules that an administrator should be aware of:

1. Itis possible to define multiple patterns to extract the username. The matching process will return the first valid
result found.
Username extraction at the current time is not supported on Novell.
The username should appear in the first megabyte of the spool file.

7.19.1. Configuring PaperCut to Extract Usernames from Spool Files

Username extraction from spool files is performed by the PaperCut Print Provider and as such any configuration text
described in the following steps needs to be inserted into
[ app_pat h] \ provi ders\ print\w n\print-provider. conf. After a change to the config is made, the Print
Provider service should be restart before testing.

7.19.1.1. Extracting Usernames using the Simple Method
The Simple Method uses prefix and suffix text as static bookends for the username that should be extracted. In the

below example (which can be copied and pasted into your print-provider.conf), the user john.wayne will be extracted
from the string @JL COMMENT SAP_USER="j ohn. wayne". Simple Matching should be sufficient in the majority
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of customer environments.

#

# Extract usernane fromspool files comng fromour enterprise system
# Look for a header that matches @JL COWENT SAP_USER="j ohn. wayne"

#

User naneOverri dePrefi x=@JL COMMENT SAP_USER="

User naneOver ri deSuf fi x="

7.19.1.2. Extracting Usernames using the Advanced Method (Regular Expressions)

The Advanced method adds powerful regular expression pattern plus the ability to define up to five of these
patterns, labelled User nanmeOverri deRegex1 to User naneOver ri deRegex5. Administrators using this method
should be familiar with regular expressions. The username is extracted from the first bracketed match group (e.g.
$1).

In the example below two patterns are matched:

#

# Extract usernane fromspool files comng fromour enterprise system
# Usernane may be defined in one of two formats:

# (j ohn. wayne) XJXset User Nane

# [ Author (john.wayne) def

#

*XJIXset User Nane

User naneOver ri deRegex1=\((\S+?)\)\s
V((\S+?2)\ )\ s*def

User nanmeOver ri deRegex2=Aut hor\ s*

The table below shows some further examples of username declarations seen in spool files and corresponding
regular expressions that can extract the correct username.

Username in Spool File Regular Expression to Extract Username

@PJL SET USERNAME="john.wayne"

@PJL\s+SET\s+USERNAME\s*=\s*"'(\S+7?)"

@PJL SET USERNAMEW="john.wayne"

@PJL\s+SET\s+USERNAMEW\s*=\s*'(\S+?)"

@PJL XJAUSERNAME = "john.wayne"

@PJL\s+XJAUSERNAME\s*=\s*"(\S+7?)"

@PJL COMMENT "Username: john.wayne"

@PJL\s+COMMENT\s+"Username\s*:\s*(\S+7?)"

@PJL COMMENT CANPJL SET USERNAME="john.wayne"

@PJL\s+COMMENT\s+CANPJL\s+SET\s+USERNAME\s*=\s*"(\S+?)"

@PJL COMMENT "Username: john.wayne;App FileName: True Grit.doc"

@PJL\s+COMMENT\s*"Username\s*:\s*(\S+?)\s*;

@PJL OKIAUXJOBINFO DATA="UserName=john.wayne"

@PJL\s+OKIAUXJOBINFO\s+DATA\s*=\s*"UserName\s*=\s*(\S+?)\s*"

%%For: john.wayne

%%For:\s*\(?(\W\.-=]+?)})?\b

/USERNAME (john.wayne) def

JUSERNAME\s*\(\S+?)\)\s*def

/UserName (john.wayne) def

/UserName\s*\((\S+?)\)\s*def

/Author (john.wayne) def

/Authon\s*\((\S+?)\)\s*def

(john.wayne) /RRCustomProcs /ProcSet findresource begin logusername end

\((\S+?)\)\s*/RRCustomProcs\s*/ProcSet\s+findresource\s+begin\s+logusername

(john.wayne) XJXsetUserName

\((\S+?)\)\s*XIXsetUserName

Table 7.5. Examples of usernames seen in spool files and regular expressions to extract them
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Chapter 8. Shared Accounts

PaperCut NG has two types of accounts - personal accounts and shared accounts. Each user has a personal
account. This is the default account charged under normal operation. In some organizations and businesses it may
be useful to provide users, or selected users with the option to charge printing to a shared account. Some uses of
shared accounts include ...

In business:

¢ Allocate and budget printing by business areas (e.g. cost center)
e Track printing by project, phase, client or account
e Track printing by client/matter - popular in legal and accounting firms

In a school or university:

* Budget staff use via shared faculty or department accounts
« Provide share accounts for classes or subjects
e Track printing costs by subject areas

Shared account scenario

East Beach High School has implemented PaperCut NG to control their printing. Students are allocated a $5.00 a
month budget. Pre-paid cards are sold at the library for students who need extra credit above this allowance.

Teachers and staff are given a small personal budget to cover casual printing with curriculum material to be
allocated to share accounts. Shared accounts exist for each faculty. The network administrator has granted staff
members access to the share account popup. Access to faculty accounts is controlled via Active Directory group
membership.

Sarah is a Science and English teacher at the school. When she prints she is able to allocate the print job to either
her personal account or either the Science or English shared account via a drop-down list. She can also view the
shared accounts balances from the User web pages.
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& Print Job Notification

= ]

O Print Job Motification

Confirm the print and select the print action

1
-
Frink job diabails
Document name | Other best document
Frinter linuserver | John's Prinker

Cost 40,91 Pages 91

Frint job achions
(") Charge to my personal account
(#) Charge to shared account

- a1y A F roglich Departrrenk .v]

() Charge ta shared sccount using PIN
PIN
() Perform print as another user
LIgername

Password

i Frint ][ Cancel

Figure 8.1. Selecting a shared account with the User Client popup

To educate the users about shared accounts, administrators might find the sample information sheet
helpful.

8.1. Creating a Shared Account

Personal user accounts are automatically created when users are first imported into the system. Shared accounts
are created manually on an as-need basis. Normally shared accounts are created manually via the administration
interface, however organizations with many accounts and good IT skills can automate the account creation process
by importing accounts. Import options include via a file (for example Excel, or an export from a 3rd party system) or
by scanning an existing directory structure. More information on automatic importing can be found in Section 8.6,
“Batch Shared Account Import and Update”.

To create a shared account:

Log into PaperCut NG as an administrator (e.g. admin account).

Select the Accounts tab.

Click the Create a new account action.

Enter an appropriate name for the account. Account names should be as descriptive as possible.
Complete other details such as starting balance, restrictions status and notes as appropriate.

I

Click the OK button to save the changes and return to the accounts list.
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= Account Details

Details

Details & Balance
Account Name

Selected users may charge to shared accounts. The Marketing
account name should be unique and descripfive.

Access to the account is controlled efther via a LD REE T

simple PIN or via group level control as defined MNOME (this is a top level account)
under the Security tab.

Pin / Code
marketing9827

Balance
0.00

[C] Restrict the use of this account when balance drops to zero

Enable/Disable
Enabled -

o LI

Figure 8.2. Creating a shared account

By default shared accounts default to an unrestricted status. This means that the account's balance is allowed to
drop below zero. Many organizations use shared account to track printing expense. A common strategy is to start
the account off at a zero balance and let it count down into the negative. By setting the account to restricted and
allocating an initial starting balance, shared accounts can be used as a budget control system as printing to the
account is denied once credit is exhausted.

5 Tip
PaperCut NG has support for advanced parent/child account structures. The subsequent account

naming conventions section covers many of the common practices. See Section 8.2, “Account Naming
Guidelines” for more details.

Each account can also be assigned a PIN/Code that helps uniquely identify an account. Many users use the codes
to represent cost-centers, clients, projects, etc. These codes are often also used in other systems (like the
accounting system) to identify these accounts consistently across the organization. Once defined, these codes can
be used in the client software to quickly search for accounts, and can also displayed in account-based reports.

The account PIN/code can be entered on both parent and sub-accounts. For example, it is common to use parent
accounts to represent clients and sub-accounts to represent projects for those clients. In this scenario, the parent
account code would represent a client code, and the sub-account code would represent the project code.

8.1.1. The Template Account

The [ Tenpl at e Account] is designed to save time by applying the most common settings to all newly created
accounts. The [ Tenpl at e Account] can be found on the Shared Account List page of the Accounts tab.
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™ Shared Account List

Shared Account List Batch Import / Update Shared Account Sync

TN ... (o) (Gt

g Create a new account

#* Bulk account actions i, Show Filter [

5 Account print summary (Last 30
days) & Restricted

)

Template Account]

47 Einance =000 Ho

T S PTERE —— ennAn

Figure 8.3. The template account

Any settings applied to the template account will be applied to new accounts when they are created.

# Account Details: [Template Account]

Details

TR o s Baiance

Balance

R Selected users may charge to shared accounts. The $50.00

account name should be unique and descriptive
»° Bulk account aclions.

Accecs 1o the account iz controlled aither via a I”] Restrict the use of this account when balance drops to zefo
« Batch import simpde PIN or via group level contrel as defined _

under tha Sacufity tab. Enable/Disable
& Access and securty Enabled -

Client Options

..........

Figure 8.4. Template account settings

Some examples of where the template account might prove useful include:

« Applying common security settings. For example, if the St af f group should have access to all accounts, adding
the group to the template account will ensure group members can also charge to future accounts.

* Applying a starting balance. The starting balance might represent the standard department print quota or the
amount of 'free printing' a customer has before they are billed for the excess.
8.2. Account Naming Guidelines

Administrators are encouraged to create accounts as logically related groups. Doing so makes for easier searching
and charging, and better integration with existing accounting systems.

Different account models may be adopted by organizations depending on their requirements. Common models are:

« Faculty or Department - a simple flat list familiar to schools, colleges and Universities.

¢ Client / Matter model - familiar to legal and accounting firms

¢ Project / Phase model - familiar to engineering and technology firms

e Customer / Job model - familiar to other customer based firms and common in accounting software

The following sections describe how to configure PaperCut NG to best match the three advanced models.

8.2.1. Client / Matter Naming Model
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The client / matter model is one with which legal and accounting firms are familiar. In this model:

¢ Top level accounts are created for each client
* Sub-accounts are created for each matter under the relevant client

Usually, charging directly to a client (without a matter) is not allowed in this model. Instead users should charge to
the relevant matter. System administrators should set each top level account to be inactive (disabled), and all
sub-accounts to active, as shown in Figure 8.5, “Client / Matter Naming Model example”. This will enforce use of
sub-accounts only.

* Shared Account List

Shared Account List | Batch Import/ Update | Shared Account Sync

i Create a new account...

%* Bulk account actions... @, Show Filter =
‘@ Account print summary (Last 30
days) Name Balance Restricted
' | [Template Account 350,00 No
-f' | Envirotech $545.90 Mo
o Air Filter 50,00 No
o Employee agreements $50.00 No
N General §100.00 Mo
E Intellectual Property $50.00 No
o PCB Removal £50.00 No
o Public Liability $50.00 No
A Workcover 350.00 No
- Finance $0.00 No
' | Eriends of the earth $0.00 No
o General $50.00 No
= Habitat Preservation A0 00 No

Figure 8.5. Client / Matter Naming Model example

As shown in the example, the shared account code is used as the client code for the top level client accounts, and
the matter code for the matter sub-accounts. In the account list, the sub-account codes are displayed as
[ par ent Code] - [ subCode] . For the shared account code to be visible, the option Make shared account PIN /
code visible must be enabled. For more information see Section 8.11, “Advanced Shared Account Options”.

By including both the client/matter code and name, users are able to search for a particular account by either client
code, matter code, client name or matter name. The following examples demonstrate this:

1. Searching by client name will display the client plus all matter codes for the client.
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ﬁ_i Print Job Motification
|~ Confirm the print and selact the print action

Prink job detais
Dacumant ruarme |G1q:lﬂ}'.9'umdﬂmuﬂs

Frinter |Library MFP
Pages |4 | Cost 40,40

Charge rabe: |Default (100.0%) (» [#] Showe on inveice:

All Azeounts | Preferred List | Recenk Selections

Search: enviro| ] [#] Remember
Accourt Code Prefesred

Erwiratech o000z ]

woezelz O
Emplayes ageements 00002-010 ]
General 00002-001 O
Irkellectual property 00002-100 0o
PCB remanval 00002-003 0
Public lisbilty 00002-012 ]
Wiorkcover 00002-011 O

[ esy to ol documees v G 1) (o]

Figure 8.6. Searching accounts by client name in the client/matter code naming model

Searching by client code will display the client plus all matter codes for the client.

158



Shared Accounts

ﬁ_i Print Job Motification
| Confirmn the print and selact the print action

Prink job detais
Dacumant ruarme |G1q:lﬂ}'.9'umdﬂmuﬂs

Frinter |Library MFP
Pages |4 | Cost 40,40

Charge rabe: |Default (100.0%) [» [#] Showe on inveice:

All Azeounts | Preferred List | Recenk Selections

Search: IDDDO\Zi ] Remember
| Account Code Prefesred
Erwirotech o000z ]
. AcFiker  oozez O
Emplayes ageements 00002-010 ]
General 00002-001 O
Irkellectual property 00002-100 (]
PCB remanval 00002-003 0
Public isbilty 0000Z-012 ]
Workcover 00002-011 O

[ esy to ol documees v G 1) (o]

Figure 8.7. Searching accounts by client code in the client/matter code naming model

Searching by matter name will display the matching matters plus the client for each matching matter.
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ﬁ_i Print Job Motification
| = Confirm the print and select the print action

Prink job detais
Dhacumant ruarme |G1q:lﬂ}'.9'umdﬂmuﬂs

Frinter |Library MFP

Pages |4 | Cost 40,40
Charge rabe: |D=fu|il {100.0%:) E [#] Showe on inveice:
&ll Aceounts | prefemed List | Recen Selections
Search: |Irtellect] ] [#] Remember
| Account Code Prefesred
Ervirotech 00002 Fi
. Intelectudlproperty  egolz-o0 [
Harvisy Pianos I 00004 O
Irkellectual property 00004-100 O
Lotek Electronics 00001 ]
Trtellectunl property 00001-100 0O

[ esy to ol documees e G 1) (o]

Figure 8.8. Searching accounts by matter name in the client/matter code naming model

Searching by matter code will display the matching matters plus the client for each matching matter.
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% Print Job Notification

&, Print Job Notification
Confirm the print and selact the print action

-
Prirk job details
Document name | Chapter 7. Shared Acoounts

Prinker Library MFP

Pagas |4 Cost | $0.40

Comment: [] Remember
Charge rake: | Default (100.0%) V-| [] Show on inveice

&ll Accourts | Preferred List | Recent Selections

Search: 100| [¥] Remember
BAccount Code Frefesred
0000z 0
Tritellectusl property 00002100 ]
00004 O
Irtellectual property 00004-100 Fl
00001 O
Irtelectual property 00001-100 F
[ Al to sll documents in queus (Jobs: 1) Print Cancel

Figure 8.9. Searching accounts by matter code in the client/matter code naming model

8.2.2. Project / Phase Naming Model
Engineering and IT firms will be familiar with the project / phase model:

« Parent accounts are created for each project
¢ Sub-accounts are created for each project phase or stage

Usually, charging directly to a project is not allowed in this model - instead users should charge to the relevant
project phase. System administrators should set each parent account to be inactive (disabled), and all the
sub-accounts to be active, as shown in Figure 8.10, “Project / Phase Naming Model example”.
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@ Shared Account List

Shared Account List Batch Import [ Update Account Sync
Quick find: @ Clear
€<l >
Hame . Code Balance Restricted
'\ £0.00 No
' Customer Contact History 034225 $0.00 No
§ Analyss - Dynamec modeling £0.00 No
o Analyss - Functional madeling £0.00 No
f Analvsss - Object modeling $0.00 No
§ Design - Obiject design £0.00 No
P esign - System n $0.00 Ho
§ Design - User interface design £0.00 o
0 Telamantation . Dhara 1 imalamatabion &n nn (1S

Figure 8.10. Project / Phase Naming Model example

When projects have a job or project number, it is recommended that it be included as the shared account code. For
the shared account code to be visible, the option Make shared account PIN / code visible must be enabled. For
more information see Section 8.11, “Advanced Shared Account Options”.

By including the project name, project number and phase name, users can search for a particular account using any
of these fields. The following examples demonstrate this:

1. Searching by project name or number will display the project plus all phases for that project.

' Print Job Notification

[ . . .
5 Print Job Notification

= Confirm the print and select the print action

Prink job detais
Document name | Chapter 7. Shared Accounts
Printar Library MFP
Pages 4 Cost $0.40

Comment: [ Remember
Charge rake: | Defoult (100.0%) | | Show on invoice
Al Accourits | Preferved List | Recent Selactions
Search:  customer prod| [¥] Remember

ACcournt Code Freferred
034227
Anabysis - Dynamic modeling
Anakysis - Functional modeling
Anabysis - Obpact modeling
Drsign - Object design
Design - System design
Desion - User interface design
Implementation - Phase 1 imglem...
Implementation - Phase 2 implem..,
Testing - Phase 1 UAT
Testing - Fhase 1 stress and volu...
Testing - Phase 2 UAT
Testing - Phase 2 stress and volu...
Tesking - Phase 3 UAT

> TSP WA W P W

b

Figure 8.11. Searching accounts by project name or number in the project/phase code naming model

H 1000000000000Og0

] Apply to all documents in queus (Jobs: 1)
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2. Searching by phase will display all matching project phases, plus the project name for each phase.

% Print Job Notification

[~ . N
5 Print Job Notification
- Confirm the print and salact the print action

Prinit job detais
Dacumant name | Chaprer 7. Shared Acoounts
Prinkar Library MFP
Pagas |4 Cost 40,40

Comment: [ Rremember
Charge rate: | Defoult (100.0%) v [2] show on woxce
All Accounits | Preferred List | Recent Selections

Search: testingl [#] Remember

ACCOUnt Code Preferred
034225
Testing - Phase 1 LAT
Testing - Phase 1 stress and volume
Testing - Phase 2 UAT
Testing - Phase 2 stress and volums
034227
Testing - Phase 1 UAT
Testing - Phase 1 stress and volume
Tesking - Phase 2 UAT
Tesking - Phase 2 stress and volumie
Testing - Fhase 3 UAT
Testing - Phase 3 stress and volume

O00O00OooOooOogo

[T Al to sll documents in queus (Jobs: 1) Print Cancel

Figure 8.12. Searching accounts by phase in the project/phase code naming model

8.2.3. Customer / Job Naming Model

Organizations that deal with customers on a per-job basis will be familiar with the customer / job model, as will those
who use common accounting software packages. In this model:

« Parent accounts are created for each customer
e Sub-accounts are created for each job

The basic principals of the customer / job naming model are the same as the project / phase naming model. See
Section 8.2.2, “Project / Phase Naming Model”, substituting project for customer and phase for job.

8.3. Client Security

By default all printing is automatically charged to the user's personal account. For a user to be able to select a
shared account the user needs to be granted access to the account selection popup.
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& Print Job Notification

1 g Print Job Notification
o Confirm the print and select the print action
Frink job diabails
Document name | Other best document
Frinter linuserver | John's Prinker

Cost 40,91 Pages |91

Prink job actons

() Charge to my personal accounk
(#) Charge to shared account

Account  [Spe Er il ER s

() Charge ta shared sccount using PIN
PIM

() Perform print as another user
LIgername

Password

(o ) [Ccana ]

Figure 8.13. Selecting a shared account from the popup

Access to the account selection popup, as shown in the above figure, is controlled at the user level on the user's
details page. The Show the account selection popup option needs to be selected for each user that requires
access to shared accounts. System administrators might find the Bulk user actions section under the User List
screen convenient for applying this change to many users.

Account Selection S )

Account selection can be used to allow the user

to select what account is charged, or even to Show the account selection popup ]

confirm print jobs before they are sent to the

printer. These aptions require running the user

client toal on workstations, L This setting requires this user to run the dient software

at all times.

Information to show in popup
] Alow user to charge to ther personal account
Allow user to select shared accounts (from list)
Allow user to select shared accounts (usng a PIN)
Allow user to perform printing as another user

When shared account is selected
@ Charge shared account
O Charge parsonal account (and allocate to shared account for reporting)

Figure 8.14. The user's popup settings under User -> User Details

Note

It is also possible to automatically charge printing to a single shared account without the need for the
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popup. This can be useful in environments where a user only ever needs to charge to a single shared
account, and it is not desirable to display the popup.

@ Important

Users need to restart their workstation (or manually restart the PaperCut client software) for this
change to take effect.

Users with the Show the account selection popup option enabled need to be running the client
software at all times. Print jobs will not print until the user has selected the account.

In addition to granting users access to the popup they also need to be granted access to a shared account. Shared
accounts access can be controlled using two methods:

* Network group membership
¢ PINs (also known as security codes or passwords)

If an account is allocated a PIN (an alpha-numeric access code) users with knowledge of the PIN can select the
account. A PIN based system would be a sensible selection in an organization when PINs are already in use for
other systems such as photocopiers or door access codes.

Eé Tip

PINs/codes can also be used when using parent and sub-accounts. To select a specific sub-account
from the client software, both the parent and sub-account pins are required. They should be entered in
the format of: [ par ent PI N| - [ subPI N] (i.e. they are separated by a hypen).

An alternate method is to delegate access to the shared account via network group membership. One advantage of
group based control is that users do not have to remember PINs. Most medium to large organizations will already
have their network structured into suitable groups representing their position, title, department or work area. These
existing groups may be used to control access. Access to shared accounts can also be granted on an individual
user basis, however best practice suggests group-based management for medium to large networks.

B Tip

In a Windows Active Directory environment, Organization Units are treated as special groups. Hence
they also can be used to control access to a shared account.

Controlling access to shared accounts via group membership rather than individual user accounts is
recommended. By using group based control, new users created on the network inherit the correct
account access by virtue of their network group membership. This alleviates the need for additional
user modification inside PaperCut NG.

To grant access to a shared account for all members in a given network group:

Log into the system as an administrator (i.e. admin account).
Select the Accounts tab.

Select the appropriate shared account from the list.

Click on the Security tab.

o s~ wbd e

Select the appropriate group from the drop-down list.
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6. Click the Add button.

[a Account Details: English Department

Details Adjustments & Charges Security Transactions Print History
- Control access to this account:
Allow the following groups to select this account without a PIN:

Groups:

O English Teachers

. " [Add H Remove Selected ]

Allow the following users to select this account without a PIN:

Users:

Mo users selacted
| paa—— g P |

Figure 8.15. Setting up shared account security

= |Tip

Security settings of multiple shared accounts can be changed simultaneously by clicking on the Bulk
account actions... link under the Accounts tab. More information is available in Section 6.4, “Bulk
User Operations”.

8.3.1. Using account security with PIN/codes

PIN/codes provide a convenient way to select shared accounts. However this convenience may compromise
security when short or guessable PINs are used. For this reason PaperCut NG allows the user/group security to be
also applied to PIN/code access. This allows sites to use convenient and short codes with confidence that only
authorized users are granted access.

To enforce user/group security for PIN/code access:

Log into the system as an administrator (i.e. admin account).
Go to the Options tab, to the Account Options section.

Change the Access rules defined on shared account security tab apply to: setting to both PIN/code and
selection from list.

4. Click the Apply button.

With this setting changed, users can only select an account using PIN/code when they:

1. know the PIN/code; and
2. are in the shared account's user/group security

8.4. The Account Selection Popup

The account selection popup is a feature of the User Client that allows allocating printing to shared accounts. There
are two types of account selection popup:
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Standard account selection popup

The standard account selection popup provides the basic features required to charge to shared accounts. It's
ideal for sites with simple account structures.

Advanced account selection popup

The advanced account selection popup includes additional features that are suitable when shared accounts are
used frequently, and especially when many shared accounts exist.

Manager mode popup

The manager mode popup is designed for "print managers" that allows charging printing to any user or shared

account, and apply adjustments to the job costs (e.g. for charge for special paper, binding, etc). The manager
mode popup is often used in print rooms where staff perform printing on behalf of other users.

Automatically charge to a single shared account

This is a special mode that allows automatically charging all printing to a selected shared account, without any
user interaction or popup.

8.4.1. Standard Account Selection Popup

The standard account selection popup offers four account selection types:

A w DR

Charge to personal account.

Charge/allocate to a shared account selected by a PIN.

Charge/allocate to a shared account from list (taking into account security settings).
Perform print as another user (username and password required).

" Print Job Notification X

Dacument mame Btber, odk

=
:ﬂ Print Job Notification

E Loonfirm the pnnt and select the pnnt action

1
Prink job details

Frinter Library MFP

Pages 2 Cost 40.20

Prink job ackions
(3) Eharge t my personal account
(") Charge to shared account
ACcount
() Charge to shared account using PIN | Code
PIN | Code
() Parform print as usar
Usernanme

Passward

[ Asely to all documents in queue (Jobs: 1) | pont || cancel
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Figure 8.16. The standard account selection popup

When a user selects a shared account, there is the option to:

1. Charge the print to a shared account.
2. Charge the print to personal account (and allocate to shared account for reporting).

The option to charge a to personal account allows printing to be tracked against shared accounts while allowing the
use of user-based quotas. When this option is selected, the cost of the print job is deducted from the user's personal
account, but the job is allocated against the shared account which allows for account based print reporting.

The Default shared account can be set to speed up the process of selecting a commonly chosen account. When
entered the selected account will be pre-selected in account selection popups.

System administrators can control on a per-user basis what options are available in the user's popup.

Note

Changes to the options available in the account selection popup come into effect immediately. There is
no need to restart the client software for these settings to take effect.

Account Selection
. Print account selection
Account selection can be used to allow the user
to select what account is charged, or even to Show the account selection popup bl

confirm prnt jobs before thay are sent to the
printer. Thesa options require running the user

dlignt tool on workstations, A9\ This setting requires this user to run the dient software

at all times

Information to show in popup
[ Allow user to charge to ther personal account
] Alow user to select shared accounts (from list)
[¥] Alow user to select shared accounts {usng a PIN)
[ alow user to perform printing as another user

When shared account is selected
® Charge shared account
O Charge personal account (and allocate to shared account for reporting)

Figure 8.17. Client popup options defined on a per-user basis

The Charge to personal account with popup notification option displays a popup with no account selection
features. This option is useful in environments where the system administrator desires to provide users with cost
confirmation prior to printing.

# Print Job Notification &

— . "

i Print Job Notification
= Confirm the print
Print job details

Docurment name  Microsoft 'Word - Document 1

Printer |serveriponter
Pages |16 Cost $1.60
[T] Apply to sll documents in queue (Jobs: 1) Cancel

Figure 8.18. The print job confirmation dialog (no account selection options)
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‘ % Tip

To educate the users about the pop-up confirmation window, administrators might find the End-user
handout example helpful.

8.4.2. Advanced Account Selection Popup

The advanced account selection popup allows charging to personal or shared accounts, and has the following
additional features:

1.

A searchable account list

The account list can be searched by the account name or code, making it much easier to find an account when
there are many in the list. The search can also be remembered for next time.

Structured account list

The account list is hierarchical; that is, sub-accounts are shown indented from their parent accounts for clarity.
A preferred list of accounts

The most commonly used accounts can be saved to a list. This is a useful feature when many accounts exist,
but each user mostly just uses a few of them.

A list of recently selected accounts

The accounts that have been recently selected are saved to a list for quick selection.
Comments on print jobs

The advanced account selection popup allows assigning a comment to a print job for future reference.
Cost Adjustments

Cost adjustments offer the ability to apply various adjustments to the cost of a print job. Adjustments can be a
percentage rate, a per job adjustment or a per page adjustment. For example, a 200% adjustment could be
defined for manually loading photo paper (charge twice the standard cost). Other common examples of
adjustments include; Mylar Film, draft paper, draft printing mode, discounts for "special" customers/jobs, and
extra for binding and manual handling. Cost adjustments are defined at either a global or printer level and are
documented in detail in Section 7.9, “Cost Adjustments”.

Option to not show a print job on invoices

Sometimes there are print jobs that need to be allocated to an account but not appear on any invoice reports.
The advanced account selection popup has an option to allocate a 'non invoiceable' print job to an account.
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¥ Print Job Notification

[ . N
1 Print Job Notification

Confirm the print and selact the print action

-
Prinit job detais
Document name | P-D Floonplan.odg

Prinkar Library MFP

Pages 2 Cost [$0.50
Comment:  Floorplan (building C)| [] Remember
Charge rabe: |Default (100.0%) |+ [+#] Shaw on inveice

all Accourts | Preferred List | Recent Selections

Search: [¥] Remember
BACCOUnt Code Preferred
Iy Personal Account O -
Accounting ACC ||
Infarmation Technology Ir )
Help Dask; IT-H 0
Irfrastructure IT-1 )
Projects P O
Alph P-a l
Bravo P-E E
Daka (5 1] =
Faustrot P-F .d|
Sakes SAL O
Genessl saL-G O
Project SAL-P (.|
Support: P O -
e - =
] Agply to sll documents in queus (Jobs: 1) Cancel

Figure 8.19. The advanced account selection popup

As in the standard account selection popup, there are two charging options for shared accounts:

¢ Charge shared account
« Charge personal account (and allocate to shared account for reporting)

The Default shared account can be set to speed up the process of selecting a commonly chosen account. When
entered the selected account will be pre-selected in account selection popups.

8.4.2.1. Enabling the Advanced Account Selection Popup For All Users

In a professional (client billing) installation the advanced account selection popup is often enabled for all users, so
that every user is prompted for a shared account (client) to charge when printing.

Once the client software is deployed on user workstations (covered in Section 5.2.1, “User Client Deployment”), the
account selection popup may be enabled. The popup can be enabled on one user at a time or can be enabled for all
users in bulk. To enable the popup for all users in bulk:

Log into the admin interface.

Navigate to Usres — Actions — Bulk user actions...

By default the action will be applied to all users (the special [ Al | Users] group). To apply the action to a
subset of users (a user group), select that group from the dropdown list.

4. In the section Change settings, enable the option Change account selection setting and select the option
Show the advanced account selection popup from the dropdown list.

5. If you do not want to allow users to charge printing to their personal account (i.e. they must select a shared
account) then disable the option Allow user to charge to their personal account.
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6.

Press OK and confirm the operation. Once completed, the selected users will have the account popup enabled.

Once the popup has been enabled on all users some testing should be performed from users' desktops. To test, log
into a user workstation, perform a print and confirm that the account popup appears and the job is logged as
expected.

8.4.3. Manager Mode Popup

The manager mode popup popup is designed to be used by authorized users to perform printing on behalf of other
users (e.g. in a school's print room when jobs are emailed in with often complex instructions such as binding, color
paper covers, etc.). The approved user can charge printing to users' personal accounts or any shared account. This
popup provides the following features:

1.

Charge printing to any user

The manager enters the user's username or ID number. The printing will be logged under this user's account.
Charging to any account

The print job may be charged from the user's personal printing account or any of the shared accounts in the
system. The shared accounts may be selected from a list, or using the account code/PIN.

Standard cost adjustments

Standard cost adjustments provide a list of adjustments that can be applied to the cost of a print job. The print
manager can select one or more standard adjustments to apply to a given print job. Adjustments can be a
percentage rate, a per job adjustment or a per page adjustment. For example, a 200% adjustment could be
defined for manually loading photo paper (charge twice the standard cost). Other common examples of
adjustments include; Mylar Film, draft paper, draft printing mode, discounts for "special" customers/jobs, and
extra for binding and manual handling. These adjustments can be defined on the server at a global or printer
level and are documented in detail in Section 7.9, “Cost Adjustments”.

Custom cost adjustments

If none of the standard adjustments are applicable, the print manager can easily apply a custom per page or per
job adjustment. Examples could include special binding, delivery, etc.

Comments on print jobs

Allows assigning a comment to a print job for future reference. e.g. to explain the reason for the cost
adjustments.
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% Print Job Notificetion

£ (-]
'y ay PrintJob Notification
-

Print job details

Document name | Budget - OpenOffice.org Calc

Printer  server\printer

Pages | 160
L Select a user

Username or ID matt

verified - Matt Johnson (matt)
2. Select an account

Account Sdence Faoulty
Or enter FIN/code

1. Adpustments

Standard | /] Binding (+52.00 per job)

Staff Discount (-30.0%)
Custom 0.00 per page

4. Camments

Extra for color cover sheet

Apply to all documents in quews (Jobs: 1)

Manager mode popup (for approved users only)

Color Paper (+30.20 per page)

Cost |$1.60

| Verify ]

E1 per job

Frint Cancel |

Figure 8.20. The manager mode popup

8.4.4. Automatically charge to a shared account

This special account selection mode allows all printing to be automatically charged to a single shared account,
without user interaction or the need to run the User Client software on the workstation. This mode is useful when a
user will only ever charge printing to a single shared account and does not want the inconvenience of responding

the account selection popup then they print.

An example of where this would be useful is in a school or business environment where shared accounts represent
a department within the organisation. In this situation user printing should be automatically allocated to a single
shared account without any user interaction. Although this can mostly be achieved with the standard account

selection popup, it requires the user to respond to each popup when they print.

This option can be selected for an individual user, set on multiple users using the Bulk User Actions or set in the
initial user settings in the Group section. Once the Automatically charge to a shared account option is selected,
charge. To select a sub-account the account name must be entered in the

then enter the account name to
parent\sub-account format.

Account Selection

Account selection can be used to alow the user to
select what account is charged, or even to confim
print jobs before they are sent to the printer. These
options require running the user client tool on
workstations.

Print account selection
Automatically charge to a shared account

Charge to account
Science Deparment
2.9, "Scence Department” or "Acme Corp'Reports”

When shared account is selected
@ Charge shared account
O charge personal account (and allocate to shared account for reporting)

Figure 8.21. Account selection option to automatically charge to a shared account
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8.5. Account Selection in Non-Domain Environments (Workgroups)

Many small networks may not be controlled via a central domain server. These networks are sometimes referred to
as workgroups or peer-to-peer networks. On these networks users may not log on to their desktop, or computers
may be shared by multiple users. The Allow user to perform printing as another user option may be useful in
non-domain/logon environments. User accounts can be set-up in the system hosting the printers and users can
select their account using usernames and passwords for each print job, irrespective of which user account is
currently logged onto the workstation.

Information to show in popup
[ allow user to charge to their personal account
[0 allow user to selact shared accounts (fromn lst)
L Allow user to select shared accounts (using a PIN)
[ mllow user to perform printing as another user

Figure 8.22. Configuration allowing only selection of other user accounts

@ Print Job Notification

i & . )
A .9 Print Job Notification

- Confirm the prnt and select the prnt action
Prink job details

Docunent name  Microsoft PowerPoink - Presentation
Frinter Library MFP
Cost |$0,93 Pages 93 I
Prink job actions

(%) Perform print as anather user
Username chris

Password CETETIXNY

Figure 8.23. Popup requesting the user to enter their username and password

Tip

PaperCut NG can also be configured to manage its own set of user accounts. See Section 32.1,
“Internal Users (users managed by PaperCut NG)” for more details.

8.6. Batch Shared Account Import and Update

The batch import and update feature allows the administrator to import accounts, and optionally update existing
account details by reading data from a simple text file or directory structure. In addition to being able to create
accounts, it enables administrators to update the following account data:

e Enabled / disabled status

* Account PIN / Code

* Credit balance

* Restriction status

e Users allowed to use the account
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¢ Groups allowed to use the account
¢ Invoicing options

« Comment options

¢ Notes

Examples of where the batch import feature is useful include:

< When importing account and balance data from another external system (e.g. a project management or
accounting system).

* To reset the account balances at the end of a billing period (year/term/semester).

* To bulk update the users and groups who are allowed to use/access the accounts (security).

@ Tip

To update shared accounts from a tab delimited file on a regular basis, see Section 8.7, “Shared
Account Synchronization” instead. You can also synchronize shared accounts against the directory
structure of a file system, for example when there is a separate folder for each department or
customer.

To perform a batch import:

1. Manually inspect your file in a text editor and ensure it's in the prescribed tab-delimited format as detailed at
Section 8.6.1, “Batch Account Import File Format”.
Navigate to the Accounts section.
Click the Batch Import / Update tab.

Click Browse to select the file to import. (The format of the file is described in Section 8.6.1, “Batch Account
Import File Format”).

Choose whether you want to delete accounts that exist in PaperCut NG but not in the import file.
Press the Test Settings button.

The window shown will tell you how many lines were processed, and how many shared accounts will be
imported, updated or deleted when Import is pressed.

8. If you are happy with the results of the test, press the Import button.

@ Tip

Consider testing your import file format with a small sample first (e.g. maybe a copy of the file
containing only the first five lines). This way any formating mistake will only propagate to a few
accounts rather than all!

Some example shared account import files can be found at
[ app- pat h] / server/ exanpl es/ i nport/ shar ed-account s/ in both Excel and TSV (tab separated values)
formats. The Excel format may be used to produce the TSV format by saving as Text (Tab delimted).
Examples include a flat list of accounts wusing the example of departments in a school
(school - depart ment s. t sv) and another with subaccounts using the example of a client-matter layout for a
business' clients (cl i ent - matter. t sv).

8.6.1. Batch Account Import File Format

The import file is in tab delimited format and contains the following fields in the given order.
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No.

Field

Parent Account Name

Description

The name of this account's parent.
When creating a top level account,
leave the sub-account name blank
(and this will be the account's name).

Optional?

Mandatory

Sub-account Name

When creating a sub-account (1 level
deep only), enter its name here.

Optional - account will be top level if
blank

Enabled

Whether or not this account is
enabled. (Y/N where Y = YES, and N
=No).

Optional - account will be enabled if
blank

Account PIN/Code

The account PIN/Code. For parent
accounts, the code must be unique for
all parent accounts. For sub-accounts,
the code must unique amongst
accounts with the same parent
account.

Optional - PIN not set if blank

Credit Balance

The account balance.

* When updating an existing user, a
blank balance indicates that the
existing balance will be maintained
without modification.

Optional - Balance set to 0 if blank

Restricted Status

The account's restricted status. (Y/N
where Y = YES, and N = No).

Optional - if blank, set to a
configurable default

Users

Modifies the users that are allowed to
select this account from the list (no
CODE/PIN required). The access list
may be modified as follows:

* To replace the previously defined
access list, use a pipe (|)
delimited list of usernames. e.g.
user 1| user 2| user 3 sets the list
to these three users (removing any
previously defined).

« To add users to the existing
access list, prefix the pipe
delimited user list with a plus sign
(+). e.g. +userl|user2|user3
adds these three users to the
access list.

* To remove users from the existing
user list, prefix the pipe delimited
user list with a hyphen (-). e.g.
-user 1| user2|user3 removes
these three users from the access
list.

e To remove all users from the
access list, enter a hyphen (- ).

Optional - users are not updated if
blank

Groups

Modifies the groups that are allowed
to select this account from the list (no
CODE/PIN required). To reference the
special 'All Users' group, use the
syntax [ Al | User s] . The access list
may be modified as follows:

* To replace the previously defined
access list, use a pipe (|)
delimited list of groups. e.g.
groupl| group2| group3  sets
the list to these three groups
(removing any previously defined).

e To add groups to the existing
access list, prefix the pipe
delimited group list with a plus sign
(+). eg.
+groupl| group2| group3 adds
these three groups to the access
list.

e To remove groups from the
existing group list, prefix the pipe
delimited group list with a hyphen

Optional - groups are not updated if
blank
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No. Field Description Optional?

-).
- groupl| group2| group3
removes these three groups from
the access list.

e To remove all groups from the
access list, enter a hyphen (- ).

e..

9. Invoice Option The invoicing option defines how | Optional - set to USER_CHOICE_ON
prints allocated to this account are | if blank
invoiced. Available values are:

ALVWAYS_| NVO CE - prints allocated
to this account are always invoiced

NEVER_| NVO CE - prints allocated to
this account are never invoiced

USER CHO CE_ON - it is up to the
user whether or not to invoice prints
allocated to this account. The default
is yes.

USER _CHO CE_OFF - it is up to the
user whether or not to invoice prints
allocated to this account. The default
is no.

10. Comment Option The comments option defines whether | Optional - set to
or not comments should be added to | COMMENT_OPTIONAL if blank
prints allocated to this account.
Available values are:

NO_COMVENT - comments may not be
added

COMMENT_REQUI RED - comments
must be added

COMMENT_OPTI ONAL - it is up to the
user whether or not to add a comment

11. Notes Notes about the shared account | Optional - notes not set if blank
(placed in the Notes field).

Table 8.1. Shared Account Import File Format

Other limitations: Although any actual limit to the size of an import file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

Tip
A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, and then save
itinthe Text (Tab delim ted) format.

8.6.1.1. Import File Format Examples

The following lines shows importing all the above fields. (The fields are separated by tabs).

Mat hs Y 12 5 N user1|user2 groupl|group2 ALVWAYS | N\VO CE COMMENT_REQUI RED
Sci ence Physics Y 1620 100 Y user3 NO_COMMENT A Not e

Science Biology N 16 12.50 N group3 USER CHO CE_OFF

The following lines show updating only the groups that can access the account. NOTE: The tabs still exist for the
enabled status, pin, balance, restriction and users fields, but each entry is blank.
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Mat hs groupl| group2| group3
Sci ence Physics groupl
Sci ence Bi ol ogy group3

@ Tip

The shared account import process can be triggered via the command-line scripting tool
server-command. See Section A.1, “Server Commands (server-command)”.

8.7. Shared Account Synchronization

The shared account synchronization feature allows the administrator to define an external source for shared
accounts. This is useful for situations where shared accounts are managed by an external system, and allows
PaperCut NG to mirror the accounts without any additional administration.

To enable shared account synchronization:

Navigate to the Accounts section.

Click the Account Sync tab.

Choose appropriate settings. The available settings are discussed in Section 8.7.1, “Synchronization Options”.
Press Test Settings

g s~ wDd e

The window shown will tell you how shared accounts were processed, and how many shared accounts will be
imported, updated or deleted when Synchronize Now is pressed.

6. If you are happy with the results of the test, press the Synchronize Now button. This will trigger a shared
account synchronization, and synchronization will continue to occur at the chosen interval.

8.7.1. Synchronization Options

Shared Accounts can be synchronized against two possible sources: a text file or a directory structure. This is
configured in the first option on the Account Sync tab: Sync source.

« Text file - Synchronize shared accounts against a text file. The format of this text file is discussed in
Section 8.6.1, “Batch Account Import File Format”.

« File System Directory Scan - Synchronize shared accounts against a directory structure. Many organizations will
have a 'Customers' folder or similar in their file system which will contain one folder per customer. For example,
given Custoners/ Client 1 andCustoners/dient 2, synchronizing against the Cust oner s directory will
importClient 1andd ient 2 asshared accounts.

B Tip

The location of the text file or directory (the sync source) is relative to the system where PaperCut NG
is installed, not the system being used to access the admin interface. The sync source should either be
physically on that system, or accessible via a mapped / mounted drive. Additionally, the source should
have permissions to be readable by the Local System account on Windows, or the paper cut
account on Mac or Linux.

The other options include:

« File location / directory location - The location of the file or directory to sync against. The location is relative to the
server.

« Perform sync - How often the account sync should take place. The available options are Hourly and Overnight.
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If new accounts are being added regularly throughout the day, Hourly is probably the best choice. The
Overnight sync occurs nightly at approximately 12:55am.

Treat subdirectories as sub-accounts - This option is only available with directory synchronizing against a
directory. When checked, subdirectories will be treated as sub-accounts. For example, a directory structure of
Custoners/Client 1/Project 1 will produce a top level account called Cl i ent 1 and a sub-account of
Client 1calledProject 1.

Delete accounts that do not exist in the selected source - This option will delete accounts that exist in PaperCut
NG but not in the sync source. Use this option to clean out 'old' accounts. This option is not 'remembered' for the
automatic synchronization, so accounts can only be deleted by checking this box and pressing Synchronize
Now. Deleting is a destructive operation. Don't forget to perform a test first and a backup is also advised!

8.8. Bulk Shared Account Operations

A bulk shared account operation refers to an operation that is applied to more than one shared account. There are
occasions where the same task needs to be performed on multiple accounts. With a large number of shared
accounts, it may take too long to perform the task manually on each one; this is where bulk account operations are
useful.

Bulk account actions... can be found in the Actions list while on the Accounts tab.

Some examples of where bulk account operations might come in useful include:

Shared account balances need to be reset at the start of a new billing period.

A new printing policy or account model is being introduced, and needs to be rolled out across all shared
accounts.

Shared accounts are to be temporarily disabled. For example over the holiday period when there should be no
shared account based printing.

A particular group needs to be given access to all the shared accounts.

EE‘} Warning

The bulk account operations are one-way and cannot be undone. Always carefully consider the
operation before proceeding. If you are unsure of the function or behavior, performing a backup prior
to undertaking the operation is advised.

The following tasks can be performed through bulk account operations:

Adjust of set the accounts' credit (perform a transaction)
Change the accounts' restriction status

Disable the accounts for a specified period of time
Change the invoicing option

Change the comments option

Change the cost multiplier

Change the security settings

Change quota scheduling settings

8.9. Shared Account Quota Allocation

Sometimes organizations want to control printing to shared accounts. This can be done by allocating quotas on a
periodic basis.

To allocate a $100.00 weekly quota to Sci ence account:
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Navigate to the Accounts tab.

Select the account.

Under the Quota Scheduling section, select a period of Weekly and enter 100.00 in the Schedule amount.
Click Apply.

Quota for shared accounts gets allocated very similar to group quota. See Section 6.2, “Setting up quota allocations”
for more details about quota scheduling.

For details about scheduling times please refer to Table 6.1, “Quota schedule times”.

8.10. Shared Account Cost Multiplier

Sometimes organizations will want to charge different amounts to different shared accounts. This can be done by
setting a cost adjustment multiplier on a shared account. For example, by setting the Multiply cost by to 50%, then
printing to the shared account will cost 50% less. Setting the Multiply cost by to 125% will cost 25% more.

To provide a discount to the example "Administration” shared account please follow the steps listed below:

P ow DR

Navigate to the Accounts tab.
Select the "Administration" account.
Under the Advanced Options section, select the option Multiple cost by and enter 50.

If you want to apply same cost adjustment to all it's sub accounts of "Administration”, then select the option
Apply to all sub accounts.

Click Apply.

If you want to apply same settings to multiple accounts you can use Bulk account actions. For details please see
Section 8.8, “Bulk Shared Account Operations”.

8.11. Advanced Shared Account Options

It is possible to customize the functionality of shared accounts to suit a wide range of uses. There are several
advanced options available throughout PaperCut NG to control this customization:

Make shared account PIN/code visible

When this option is active, the purpose of the shared account PIN is changed. Usually the PIN is equivalent to a
password, and can be required before a user is able to charge to a shared account. When this setting is active,
the PIN is treated as a 'code' instead; that is, a unique identifier for a given shared account. For example, an
organization dealing with projects might allocate a shared account the project code 123.

When this option is active it has several effects throughout PaperCut NG, including:

e The shared account list (on the Accounts tab) includes the shared account code.

» Reports dealing with shared accounts display the code.

« On the account selection popup dialogue of the user client tool, the code is visible when entering (i.e. it is no
longer hidden by stars). This allows charging to a shared account by code, rather than scrolling through the
dropdown list to find the correct account by name.

To activate this option:

» Go to the Options tab

» Check the option Make shared account PIN/code visible

*  Press Apply

Apply to all documents in queue

This option appears at the bottom of both the standard and advanced account selection popups. When checked,
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the settings being applied to the current print job will be applied to all waiting jobs automatically. The text will let
you know how many jobs this will affect (e.g. "Jobs: 5").

This setting is useful when printing a batch of documents for the same purpose. For example, when printing a
letter, diagram and spreadsheet for a client, the client account can be selected on the account selection popup
along with any other appropriate settings, and the settings will be applied to all three jobs. This saves the time
taken to apply the settings for each job.

Changing the time after which jobs are deleted when awaiting popup response
If a user does not respond to the account selection popup after a defined time, their print job will be automatically

deleted. This is to prevent a buildup of old jobs in the print queue. For more information see Section A.5, “User
Client Options”.
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A report is a representation of data, often in a printable tabular format. PaperCut NG provides a set of built-in
reports. These include simple pre-built reports accessed via one-click, up to more advanced reports constructed
using custom filters.

-
?

PaperCut NG is an open system. System administrators with database management experience may
choose to run the system on an external database system. 3rd party reporting tools can then be used
to construct custom reports. The PaperCut Software Development team can also consult on custom
report development.

-
?

PaperCut NG reports are generated for a single Application Server. If your site has multiple Application
Servers and you want consolidated reports, see Chapter 10, Central Reports.

Reports can be produced by selecting the date range and then clicking on one of the report format icons. Common
date ranges, such as Last 30 days, and Previous Month can be selected via the drop down box. The Ad-hoc
option may be used to generate the reports with custom date ranges and filters (e.g. generate a User printing -
summaryreport limited to a particular department). A sample of each report can be seen by clicking on the Show
sample link. A sample report gives an indication of what the final report will look like.

User printing - printer summa :
° P v Llast30days | T @
Show sample

Frevious Month

Last 7 days
Today
Ad-hoc

Figure 9.1. An example report displaying different date ranges

€. Ad-hoc Report: Largest print users

Report Title e

Enter the tile of the report, or use the default tite. Largest printusers

Parameters From date: 24 Feb 2009 T Time:  00:00
Enter the report parameters to fiter the report data as required Inclide report data starting from this date.
To date: T Time:
Include report data up to thi date
Department:
Limit to users from one department. Leave blank to include users from al departments.
Offica:
Limit to users from one office. Leave blank to indude users from al offices.
Only show printing allocated to: -
Choose whather to anly show printing alacated to usar accounts, shared accounts.
Job Type: -

Choase to show pint or copy jobs only.

Report Format —rn

Choose the output format to create for the repart. POF -

Run Report || Cancel |
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Figure 9.2. Selecting Ad-hoc date ranges and filters for reports

9.1. Report types

The one-click reports accessed under the Reports section can be grouped into the following areas.

9.1.1. User Reports

These are reports producing information about users. They range from a list of users, their names and current
account balance, to detailed reports listing all print jobs printed by a user over a particular time-frame.

9.1.2. Printer Reports

Printer reports produce information on printers including configuration, usage summaries and statistics.

9.1.3. Print Log Reports

The print log is a detailed list of all printing performed on the network. The print log reports allow administrators to

produce reports list all jobs over a given date range with simple one-click version for today's print jobs and largest
print jobs.

Largest print jobs (Last 30 days)

For the period of Dec 31, 2006 to Jan 30, 2007.

Date Printer Usemame Document Pages Cost Allowed Afiributes
. - r— Awesome Presentation - Open(ffice.og - FOOLSCARP, Duplex Yes,
Dec 31, 2006 B:36:46 AM  printserverLibrary MFP mait 30 528.00 ‘fes - & Yes, 57570kb, Li 2
e e T Awesome Presentation - Open(ffice.og . A3, Duplesc Yes, Grayscale: Yes,
Dec 31, 2006 3:44:36 AM  linuxseryenOffice Printe: mark an 31800 fes E3ETok, Libraryl
Jan 1, 2007 1:23:36 AM nueserverilibrary Printer bob reseanch paper paf 141 $14.10 fes ﬁw%‘getggv?me Mo,
. SR = = T FOOLSCAF, Duplex: Yes,
Jan 1, 2007 5:5300 AM  windowsserveriOffice MFP cathy Sitats - OpenCffice ong Witer a8 56.60 ‘fes

Grayscale: No, 7230kb, Office2
Figure 9.3. Printer log PDF report

9.1.4. Group Reports

These reports group printer usage by network group allowing system administrators to determine which group of

users performs the most prints. These reports are ideal for gaining a quick overview of printing costs performed by
work area, department, floor, management level, etc.

9.1.5. Shared Accounts Reports
Administrators may use the shared account reports to track printing allocated to shared accounts via the popup.
9.1.6. Transaction Reports
These provide a summary of the transactions / balance adjustments.
9.1.7. Environmental Impact Reports
These reports summarize the environment impact of printing.
9.1.8. Ratio Reports
These reports compare relative printing usage.
9.1.9. Period Comparison Reports
These reports compare printing activity between two periods.

9.2. Report Formats
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All reports are available in three different formats. Access to all formats depends on the software installed on your
system. Alternate formats are accessed via the three icons located next to the report period drop down box.

€. User Reports

User Printet Group Account Environment =nsaction Schedule / Emal Reports

£ User Reports

- B

User focused reports providing information about users,
their account balance and actvity. - .

rgest print users -
Additional reports for individuzl users are located under R —— Last 30 days - @
the user's ransaction and actvity history sections. e
Al reports are avaiable in PDF, HTML and Excel/CSV User printing - summary o
formats. _ Last30days ~ T @

Show sar pe

Department printing - summary

o Last30days - T @
2Now sampe

Office printing - summary Lasti0days ~ @

Show sample

User printing - job -
- DR LTS S Last 30 days >~ @
Show sample

User printing - printer summai 2
_ » a-pn v Last 30 days - 8@
Show sample

Figure 9.4. Clickable report icons to run reports in different formats (PDF, HTML, CSV (Excel)).

There are three report formats available.

Format Description

PDF Reports PDF is the most appropriate format for printing. To view these reports your
computer must have a PDF viewer installed. Adobe Acrobat Reader is a free
PDF viewer available from adobe.com.

HTML Reports HTML Reports will work on all systems and don't require an external PDF
viewer. These reports may not print or format as well as the PDF versions and
are designed for either a quick review of data or for systems that don't have a
PDF viewer.

CSV/Excel Reports The CSV/Excel reports can be used to access the data in plain text format. The
format is suitable for importing data into programs such as Microsoft Excel.

Table 9.1. Report Formats

9.3. Combining Filters and Reports

All data list views in PaperCut NG have export/print option linked at the bottom of the list. The export/print links run
a report over the data currently displayed in the list. The lists column order and filter options are taken into
consideration when generating the report data. This functionality can be used to produce ad-hoc or custom reports.
This functionality is best described by example.

To run a report to see who and how much people have printed against a shared account over the month of
September:

Navigate to the Accounts.

Click on the appropriate shared account.

Select the Job Log tab.

Click the Show Filters link.

Select the 1st of September in the from date and enter the 30th of September in the to date.

Click Apply Filter button. The data displayed in this list should be all print jobs printed against this shared
account for the month of September.

I

7. Click on the Summary by user link to produce the PDF report.
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@@ Account Details: IT Support

Details Adjustments & Charges Security Transactions Print History
& Hide Filter
between dates: 01 Sep 2005 ™ to |30 Sep 2005 B

comment contaning:

[ Apply Filter | [ Clear |

Transaction Date Transacted By Amount Balance Usage Log Comment
13/09/2005 09:52:45 [system] -50.15 545.34 Printer Usage
13/09/2005 09:48:02 [system] -£0.08 $45.49 Printer Usage
13/09/2005 08:29:01 [system] -£0.15 $45.57 Printer Usage

Figure 9.5. Filters applied to the shared account print log

To run a report listing all transactions issued against a user's account over the month of September ordered by
transaction amount:

Navigate to the Users tab.

Click on the appropriate user account. The user details page will display.

Select the Transactions tab.

Click the Show Filters link.

Select the 1st of September in the from date and enter the 30th of September in the to date.

Click Apply Filter button.

Click on the Amount column to order the data by amount value.

© N o g A~ wDd R

Click on the Export/Print button at the bottom of the list to produce the report.

9.4. Scheduling and Emailing Reports

The one-click reports in the PaperCut NG web interface are good for finding important data fast, however sometimes
it is more convenient to have important data 'pushed' to interested parties. This can be achieved through the use of
scheduled reports.

PaperCut NG can schedule reports to run periodically and have them automatically sent out via email or saved to a
folder. Scheduling reports can be used for a variety of purposes, for example:

¢ Sending a department manager a summary of the department staff's printing.

¢ Sending a teacher a summary of printing for each student in their class.

¢ Producing and using a CSV report saved to disk to import into an external system, such as an accounting
package.

¢ Producing a regular report for billing or invoicing purposes.

9.4.1. Usage

The scheduled reports page can be found at Reports - Scheduled Reports.
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Important

Before scheduled reports can be sent via email, PaperCut NG needs to know where to find a SMTP
server (outgoing email server). For information about how to configure email notifications, see
Section 13.6.1.3, “Configuring Email Notifications”.

€. Schedule / Email Reports

User || Printer || Group || Account Envronment Transaction Schedule | Emal Reports

:l? Schedule a Report

Type Group prnting - user summary -

Reports can be scheduled for automatic delivery via email or can Tide

be saved to disk.
Group printing - user summary

o Schiadcla 2 apart, S the darsis e e St 2nd pracs n cptional bte to aopear at the top of the repart
@ More Information.... Optional parameters
User group name: students

Limit to one group. Leave blenk to include all groups.

Only show printing
allocated to:

L
Choose whether to only show printing alocated to user accounts, shared accounts.

Format
CsV -

Report
Weekly =

Delivery
ToFile -

File name
siudents-group-prining-summary-

¥ Append date-stamp to file name

Location C:\Development\pc-ng\sarver\warking)datz)scheduled-reports\students-group-printing-
summary-[yyyy-mm-dd).csv

)

Type Title Parameters Format | Period & Redi| ts/ Location

[show example]
frun now]
[edi]

[delets

User printing - summary Usar printing - summary Department = Scence Department POF Daily Matt

Figure 9.6. The Scheduled Reports page

To create a scheduled report, choose the desired report options and press Add. The process is best described by
way of example:

9.4.1.1. Example 1: Faculty based reporting in education

Joe is head of the science faculty at a university. Faculty staff have the ability to charge printing back to the faculty.
Joe would like to see, on a regular basis, how much printing each user charges to the faculty.

To do this:
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Navigate to the Scheduled Reports page.

Click Schedule a new report... if the panel is not already displayed.

Choose the report Type of Shared account printing - user summary.

Under Optional parameters — Account name, enter Joe's faculty shared account name, Science.
Change the report title to "Science Faculty Account Printing".

Leave the report Format as PDF.

Make the report deliverable every week by setting Report to Weekly.

Set the Delivery to By email.

© © N o s~ Dd R

Enter Joe's email address under Recipients.
10. Press Add.

The report is now scheduled to run every week, and should now be shown in the table on the bottom of the page.
Joe will receive an email every Sunday showing the previous week's printing in his faculty. To find out exactly when
the report will be sent, see Section 9.4.2, “Details”. To see an example of what the report will look like, press [show
example] next to the report. To manually run the report (generate it and email to Joe now), press [run now]. The

The [run now] operation also provides a convenient way to resend the previous period's report if the original
delivery failed or if the email was accidentally deleted.

9.4.1.2. Example 2: Division based reporting in business

Mary is head of the marketing division at a company. She would like to see which printers her staff use most, to
make decisions about printer redistribution and purchasing. Also of interest are the sizes of paper being used, and
how much color printing is being performed.

To do this:

Navigate to the Scheduled Reports page.

Click Schedule a new report... if the panel is not already displayed.

Choose the report Type of Group printing - printer summary.

Under Optional parameters — Group name, enter Mary's division group name, Marketing.
Leave the report Format as PDF.

Make the report deliverable every fortnight by setting Report to Fortnightly.

Set the Delivery to By email.

Enter Mary's email under Recipients.

Press Add.

© ©o NG A~ Dd PR

The report is now scheduled to run every fortnight, and should now be shown in the table below. Mary will receive
an email every second Sunday showing the previous fortnight's printer usage by her division.

9.4.1.3. Example 3: Create reports to import into external system

John is the head of the accounting department in the organization and wants to charge his clients for invoiced
printing allocated to their account. He wants that data in the external accounting system. He can schedule shared
account printing - summary report to be saved to disk so that he can access the same file periodically and import
the data into his external system.

Navigate to the Scheduled Reports page.

Click Schedule a new report... if the panel is not already displayed.

Choose the report Type of Shared account printing - summary .

P wbdPR

Under Optional parameters - Invoiced, select, yes.
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Set the Delivery to To file.

© ® N o o

Press Add.

Change the report Format to CSV.

Make the report deliverable every week by setting Report to Weekly.

Enter a file name client-summary.This will be the name under which file will be saved on the disk.

Tip

Selecting the option Append datestamp to file name is optional. If the option is selected, then the
report will be saved with a unique name, including the date every time, otherwise the report will be

overwritten periodically.

The report is now scheduled to be written to disk every week, and should now be shown in the table below. John will

see a new report

being generated

under the name of

[ app- pat h] / server/ dat a/ schedul ed-reports.

9.4.2. Details

client-summary.csv,

every week under

Each report Period determines when the report will run. When the report includes date based usage information
(such as printing usage), the period also determines the date range of the data to include.

Period Report Run Time Report Date Range
Daily Early every morning, about 12:55am. The previous day.
Weekly Every Sunday in the early morning, about 12:55am. | The previous week, from Sunday to Saturday
Fortnightly Every second Sunday in the early morning, about | The previous fortnight, from two Sundays ago to
12:55am. Fortnightly reports are run on even | Saturday.
weeks, i.e. the second week of the year, the fourth
week of the year, etc.
Monthly Early morning on the first day of every month, about | The previous month.
12:55am.
Quarterly Early morning on the first day of every quarter, | The previous quarter.
about 12:55am. Each quarter of an year is 3 months
long. For example: First quarter of the year is from
1st of January to 30th of March.
Yearly Early morning on the first day of every year , about | The previous year.
12:55am

Table 9.2. Scheduled reports delivery times

Tip

Reports scheduled to write to a file are always written to a folder on the server located at
[ app- pat h] / server/ dat a/ schedul ed-reports. This is a local folder on the server where
PaperCut NG is installed. It is not possible to change this target location to point to say a network
share on another system. The reason for this is that PaperCut runs as a system service/daemon with
limited rights and hence will not have access to other locations/servers. If the file needs to be
accessible/consumed from another system, consider sharing the target folder, or using a scheduled
task running as a privileged user (e.g. Windows Task or Cron job) to copy the file.
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Tip

If a user has their email address set in PaperCut NG, their username can be entered in the Recipients
instead. For example, instead of entering joel23@domain.org, entering just joe will work.

9.5. Advanced Reporting Options

The following configuration keys can be used to configure report behavior. Configuration keys can be edited at
Options — Actions — Config editor (advanced).

Config name

Description

reports.max-rows

The maximum number of rows that a report will produce. Once the number of
rows in a report reaches this value, the data in the report will be cut short (and
the report will contain a message to indicate this has happened). This is a
‘sanity limit', intended to avoid producing overly large reports by accident. The
default value is 10000.

reports.top-x-rows

The number of rows to display in 'top X' reports, such as the Largest print users
report. The default value is 100.

scheduled-reports.day-of-month

The day of the month when the monthly scheduled reports are run. By default,
the monthly scheduled reports are set to run on the first day of the month. So,
the default value is 1. The other valid values are between 2 to 28.

reports.csv-display-comment-headers

Determines whether to display the comment headers in CSV reports (e.g. The
report name and report parameters in the first few rows of the file). It may be
appropriate to remove the headers if the CSV files are to be post processed or
imported into a 3rd party system such as an accounts database. To display
comment headers set the value to Y, to hide set the value to N.

Table 9.3. Advanced Reporting Config Keys

Please see Section 13.10, “Using the Config Editor” to find out how to change config keys.
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Early Access Program

Central Reports is currently offered under an Early Access Program. It has been extensively tested
pre-release and there is a high level of confidence in its quality. However, as all customer scenarios
are different we seek the assistance of our customers and partners to help ensure that any problems
encountered are reported and addressed. We ask that customers:

1. Be aware that some issues may exist with Central Reports.
2. Work with PaperCut Software to quickly address issues if they occur.

During the early access period you should check the following PaperCut knowledge base article
discussing any known issues: http://www.papercut.com/kb/Main/KnownlssuesCentralReporting
[http:/iwww.papercut.com/kb/Main/KnownlssuesCentralReporting]

10.1. Overview

Organizations with multiple sites will typically follow one of two deployment strategies: centralized or decentralized.
This includes businesses with offices in multiple cities and education institutes with international campuses. Each
model comes with its own pros and cons.

One advantage of the decentralized model is that a system administrator at one site can't inadvertently make
changes that affect the other sites. Poor inter-site link reliability and simplified site administration are other
motivators for adopting the decentralized model. The main disadvantage of decentralization is the difficulty of
gaining a unified view of print data and reporting. Central Reports solves this problem.

This chapter covers how Central Reports provides you with a consolidated data and reporting view across multiple
primary/application servers (decentralized model). If you are using a single application server (centralized model)
this is not required as the regular reports provide the data you need - see Chapter 9, Reports.

A typical scenario is an organization with multiple sites and one application server per site. With Central Reports
organizations like this can access consolidated reports for the entire organization.

Mame | ColorPages | Total Pages Mame | Color Pages | Total Pages
Ivlary 0 150 John 5 A5
Tirn 45 55 I ary 25
Perth
Mame | Color Pages | Total Pagzes
Mame | ColorPages | Total Pages
lohn 5 5
lohn 10 53
Titn 20 150
blary 25 1a0
Tirn &5 205
Melboume

Central Report

Figure 10.1. Central Reports across multiple application servers

Central Reports works by running the same SQL query on all remote PaperCut databases and consolidating the
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result. This is done by first concatenating the result data from all databases, then grouping, sorting and aggregating
as appropriate. For this purpose, entities such as users, groups, printers and accounts are matched by name. For
example, if print usage records matching username "Mary" are received from multiple sites, they are all considered
as coming from the same user and are aggregated. In other words, users (and some other entities) are considered
to be unique across all sites.

We've taken most reports that are suitable for aggregation across systems and made them available in Central
Reports. This includes the Executive Summary report and most usage reports. Not included are configuration
reports, transaction reports and print log reports.

Central Reports may be scheduled for automatic generation and email distribution just like standard reports and we
anticipate that most customers will want to use Central Reports in this way.

2 [

Central Reports is not a centralized management system. Your multiple PaperCut application servers
must continue to be operated and managed independently. All configuration and balances remain local
to each application server, including user and shared account configuration, admin rights and user
balances.

10.2. Prerequisites for Central Reports

Your organization needs at least two production application servers to use Central Reports. You can configure
Central Reports on one or both of these application servers. You can also configure Central Reports on a separate
PaperCut installation used solely for the Central Reports feature.

In addition:

1. Each PaperCut application server (including the reporting server) must be configured with an external database
(see Section 20.1, “Overview” in the external database chapter). This database must be accessible for read
access from the central server by a nominated URL, user and password.

Central Reports works by running SQL queries on the remote PaperCut databases directly. It is therefore
possible as an alternative approach to use other mechanisms to replicate the remote databases to your
reporting server and run reports from the local read-only replicas. In this manual, however, we will document
only the usual approach of accessing remote databases directly.

2. All databases must be of the same type. For example, if you use Microsoft SQL Server at one site, this
database type must be used at all sites, including the site doing the reporting.

3. You should ensure the same PaperCut version is installed at each location, including the central reporting
location. More specifically, the databases at all sites must use the same database schema (which can change
between PaperCut versions).

4. Central Reports will not work if any remote databases are unavailable or return errors. We believe it is better to
log these events as errors rather than generate potentially incomplete and misleading reports. Central Reports
has a Status page which gives you a quick snapshot of the readiness of the system and flags any errors.

10.3. Setting up Central Reports

Before setting up Central Reports, please review the prerequisites in the previous section. If you have not yet set up
your external databases at each site, including the reporting site, you must do this first by following the instructions
in Section 20.2, “Upsizing to an External RDBMS”".

1. Select a server as your reporting server. This is the server at which you will configure and run Central Reports.
You may choose whichever server is most convenient for you. In fact, it is possible to configure several or all
servers to be able to run Central Reports.

2. On the server, open the server config file [ app- pat h]/ server/server. properti es in a text editor (e.g.
Notepad).
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3. At the bottom of the file, add central - r eport s configuration statements as documented in Section 10.3.1,
“Server Configuration” below and save the file

4. Log into the PaperCut admin interface to configure admin rights and email notifications:

To grant Central Reports admin rights to users who need access:
a. Navigate to the Options — Admin Rights page.

b. Select the group you wish to add Central Reports rights for and click Add Group. Or if adding a single
user, enter the user and click Add User.

c. By default the group or user you added will have access to all features. To change this, click on the edit
link to the right of the group or user entry. You may then select the specific rights you wish to apply. In
particular, ensure that Access Central Reports is checked and click Apply to save your changes.

Enabling an email (SMTP) server allows scheduled Central Reports to be sent. Additionally, enabling email
error notifications is recommended so that administrators are notified of any issues that would prevent Central
Reports from running successfully). E.g. if a scheduled central report fails, this allows administrators to be
notified by email rather than needing to log into the admin interface and check the App. Log tab. To enable
email notifications, navigate to Options — Notifications and:

a. Under Email Options, enter an SMTP server and other details so that PaperCut can send emails.
b. Recommended: under System Notifications, enable Notify on error level events.

5. Log into the Central Reports interface using the URL https://[server-nane]: 9192/ central -reports
and check the Status page for any errors. If this page is not available, please check that you have added
Central Reports admin rights to your login.

6. Select the Central Reports tab and run several reports to test. Verify that the reports run and that the results
are as expected.

10.3.1. Server Configuration

Central Reports is enabled by configuration statements in [ app- pat h] / server/ server. properti es. Changes
to the Central Reports related settings in this file do not require a restart of the PaperCut application server
(although most other settings in this file do).

This file should include template examples for configuring Central Reports. If it does not then you can see the
[ app- pat h] / server/server. properties.tenpl at e (which is kept up to date with every upgrade) and copy
the Central Reports related settings into your ser ver . properti es file.

As an example, if using Microsoft SQL Server as the external database, the following statements configure a
Melbourne application server to run consolidated reports across the Melbourne, Perth and Sydney sites:

central -reports. enabl ed=Y

central -reports. dat abase. | ocal . i ncl ude=Y
central -reports. dat abase. | ocal . | abel =Mel bour ne HQ

.l abel =Pert h Branch

.url=jdbc:jtds: sql server://perl. exanpl e. com paper cut
. user nane=admi n

. passwor d=xJf 569y

central -reports. dat abase.
central -reports. dat abase.
central -reports. dat abase.
central -reports. dat abase.

central -reports. dat abase.
central -reports. dat abase.
central -reports. dat abase.
central -reports. dat abase.

. | abel =Sydney Branch

.url=jdbc:jtds: sql server://sydl. exanpl e. com paper cut
. user nane=admi n

. passwor d=dF95FCd

NNNDN PR

Note that in this example the server. properti es file is for the "Melbourne HQ" site, and it would contain
configuration for its own SQL Server database above (as documented in Section 20.2, “Upsizing to an External
RDBMS").
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The database statements detailed below must be specified for each remote server. Where specified, n is a numeric
ID (e.g: 1, 2, 3) used to associate statements for the same site, as per the example above.

Key

central -reports. enabl ed

Description

Central Reports is enabled (but not configured) by default. The purpose of this
setting is to allow you to disable Central Reports if required. This will result in
users not being able to log into the Central Reports interface, and scheduled
Central Reports will not run. Values: Y or N. Default: Y.

central -reports. dat abase. | ocal . i ncl ude

Specify whether to include the local server in the aggregated Central Reports.
Values: Y or N. Default: Y.

You would specify N if your local server was set up for running reports only and
is not to be used as a PaperCut application server.

central -reports. dat abase. | ocal . | abel

Provide a meaningful name for the local site. Default: "Local Site".

central -reports. dat abase. n. | abel

A text label to identify the remote server n, in the Central Reports status page
and reports.

central -reports. dat abase. n. url

Specify the JIBDC URL providing remote access to your database. This URL is
specified in the same way as for the external database you have already
configured on this system.

central -reports. dat abase. n. user name

A database username providing read access to the remote database.

central -reports. dat abase. n. passwor d

A database password for the supplied username.

Table 10.1. Central Reports statements in server.properties

10.4. Running Central Reports

Access Central Reports at the URL htt ps:// [ server-nane] : 9192/ central - report s. You will see two tabs:

1. Status - check the remote server status and whether you are ready to run reports

2. Reports - generate on-demand and scheduled reports

10.4.1. Status Tab

The Status Tab shows the status of each configured remote servers and displays any errors that may prevent

Central Reports from running.
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Figure 10.2. Central Reports Status Tab

Reports will not be generated if any server has an error. Typical errors include:

1. Failing to connect to the database (incorrect authentication, firewall blocking access, configuration error).
2. Servers have mis-matched application versions or database types.

10.4.2. Central Reports Tab

The Central Reports tab shows the reports available under Central Reports and allows reports to be generated on
demand or to be scheduled for email delivery. Central Reports provides a sub-set of the reports available in the
admin Reports interface, but the usage is the same. Please refer to Chapter 9, Reports for instructions on how to
run reports and configure filters.

Select the Schedule / Email Reports tab to schedule Central Reports for periodic generation and automatically
have them emailed to the appropriate people in your organization.
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Chapter 11. Hold/Release Queues & Print
Release Stations

In a standard network printing environment, when a user prints from an application, the job is sent directly to the
printer and starts printing immediately. In some environments it may be advantageous to place the job in a holding
state prior to printing. Some common examples include:

e Secure Printing - In a secure printing environment jobs are only printed when the user arrives at the print area
and confirms his or her identity. This ensures the user is there to collect the job and other users can't
"accidentally" collect the document.

« Approved Printing - In some organizations it may be appropriate to hold jobs until they are approved by selected
individuals. A good example would be a teacher approving printing on an expensive color printer.

¢ Authentication - Hold/Release queues can be used as a form of authentication in an unauthenticated
environment. Users must authenticate prior to releasing their jobs allowing PaperCut NG to confirm their identity.

PaperCut NG provides the framework and software interface to implement hold and release queues.

Users can interact with the Hold/Release Queues (e.g. release their jobs) in a number of ways. This normally takes
the form of a Release Station - a dedicated computer terminal located next to the printers, however other interaction
methods include access via a browser-based interface. Hold/Release Queues are used for a wide variety of
purposes depending on the requirements of the organization. This section outlines a number of these scenarios,
and also how to install and configure the release interface.

The simplest way to get started with hold/release queues is to read through the scenarios below (see Section 11.2,
“Hold/Release Usage Scenarios”), and decide which best suits your needs. These scenarios will outline the steps
required to configure and manage a queue.

‘ ,a Tip

Hold/release queues may be used to implement a find me printing environment. See Chapter 12, Find
Me Printing and Printer Load Balancing for details.

11.1. Release Station Interfaces

PaperCut NG includes four different interfaces to manage hold/release queues. Three of these are variations of a
web-based interface and one is a software version that is typically used for dedicated release stations. These
interfaces are described below.

11.1.1. Standard Release Station

The standard release station is typically used on dedicated workstations located near-by the printers. It usually runs
in a full-screen mode that cannot be exited. The release station can be run in a number of modes that changes its
behavior depending on your needs. These modes are described in Section 11.3.3.1, “Release Station Modes".

For more information regarding deployment of the Standard Release Station see the
[ app- pat h] \ r el ease\ README. t xt file. For information regarding configuration of the Standard Release Station
see Section 11.3.3, “Standard Release Station Configuration”.

The release station scenarios below describe which mode to use for different situations.
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- - -
@ Print Release Station
__ .. LI Your balance: §$297.58

Time User  Document Printer Machine Cost | Pages Action
) 16:04:16 |chris my file PDF printserver' John's P... WinXP $10.00 200 Print Cancel =
16:04:16 chris Microsoft PowerPoint - ... Win2003'\HPLaser] [192.168.0....| $2.75 55/ Print Cancel

16:04:16 matt http://www slashdot.org/ printserver\Xerox C... [192.168.1.1 $4.90 98| Print Cancel
16:04:16 l lhltp:ffwww.slasl'ldot.urg;‘ Win2003\Xerox Col... [laptop I $11.25l 225lm Cancel
) 116:04:15 | my file PDF Win2003\HP Laser)... WinXP | $7.40 148 print Cancel
) 16:04:15 | lDther test document printserver\HP Lase... Libary2 I $3.95l ?Qm Cancel
) 16:04:15 | lMicrosnft Word - Docum... Win2003\HPLaser ] 192.168.0.... I $6.?t]l lﬁlm Cancel
) [16:04:15 |mac-u... (Other test document  printserver\John's P... My Computer| $4.85 97| Print Cancel

Figure 11.1. The Standard Release Station

To educate users about printing using a release station, administrators might find the sample
information sheet helpful.

11.1.2. Manager-mode web-based release station

The manager-mode web-based release station provides functionality equivalent to the standard release station
running in "Manager mode". However, the web-based release station may be more convenient because it can be
run from anywhere using a web browser. It allows release managers and PaperCut administrators to manage held
jobs and release or cancel jobs printed by any user.

A filter can be applied to the jobs table. The default filter is the one that was last used by the user (except for the
default admin user).

The web-based release station can be access by visiting the following URL, and logging in as a user with admi n or
release station manager permissions.

http://[servernane]: 9191/ rel ease

where [servername] is the name of the PaperCut NG server. To make a user a hold/release queue manager see
Section 11.3.2, “Hold/Release Queue Managers”.
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Jobs Pending Release

Jobs awaiting approval prior to printing are listed below:

[ Release All ] [ Cancel All ] [ Refresh an] Auto refresh (Refresh in: 52) Your balance: $0.00

|| swmenmey MMQ--W

\_;1 Decd, 2012 1:49:51 PM 18500 ffice Assignment 1.doct 1 $0.00 ce

'f}' Dec, 2012 1:48:36 PM 18504 fice Full page photo T1850 1 $0.00 nce

Figure 11.2. Manager-mode web-based release station

11.1.3. Web-based release station within the admin pages
When logged into the admin pages, an administrator can view all jobs held by release stations by:

« Navigating to the Printers section.
« Selecting the Jobs pending release tab.

This interface is identical to the full-screen web-based release station, but can be more convenient for users already
logged into the administration pages.

. Jobs Pending Release

Prnter Lst || Jobs Panding Release Motifiation Options Print Log
[ Release All ] Cancel All { Refresh Mow J [ Auto refresh (Refres
w Show Fiter
<c<123>>>
Submit : -
Time Printer User Document Client Pages | Cost | Action
Mar 18, i
v e R Microsoft PowerPoint - . = [prin
¥ 2006 NUXEENVENOMCE MEPR  ghig 192.168.0.200 55 $2.75
4:04:16PM L [Lﬂ cel
Mar 38, it
¥ 2006 fomiLibrary Printer Bmes  htip:/fevw.slashdot.org/  laptop 225 $11.25 jomt]
404: 16 PM mj
Mar 73, - [peint]
¥ 2006 nugserverlbrany TR ches  my fle.POF Wink? 200 $10.00 =T
404:16PM [cancel]

Figure 11.3. Web-based release station within the admin pages

11.1.4.