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Preface
1. About This Guide

'\

ff"‘-f“ig PaperCut

The PaperCut NG User Guide covers the setup, management and configuration of PaperCut NG.

For information regarding how to configure and install PaperCut NG, see the Quick Start Guide in Chapter 4, Quick
Tour, and the accompanying sections like Chapter 14, Configuring Secondary Print Servers and Locally Attached
Printers. Prior to installing the application please take a few moments to read key sections of this manual. In
addition, people new to print/internet control may also find the accompanying implementation guide available from
the PaperCut Software website useful in managing the deployment process.

The latest version of this manual in HTML and a printable PDF format are available from the PaperCut Software
International Pty Ltd website at http://www.papercut.com/.

2. Expectations & Prerequisites
PaperCut NG is a network based server application. Experience with basic network concepts such as server
administration and network connectivity is expected. Prior to installing or evaluating PaperCut NG you should be

familiar with:

« The concept of sharing printers and print servers
« Understanding of client-server relationships
« Understanding of basic security concepts such as permissions, groups and users.

3. Terminology used in this document

To make reading this manual easier, the names of all of the screens, tabs and actions from PaperCut NG are
marked up in a different font. The User Details screen for instance.

A sub-screen or tab is indicated with an arrow. User Details — Adjustments means: select Adjustments & Charges
tab from the User Details screen.

User Interface Buttons are indicated like this: Press OK to continue.
System output and keyboard input is indicated with a di f f er ent font as well.

Field labels are indicated like this Username.

@ Important

Important notes are marked like this.

@ Tip

Tips provide useful advice to make your life easier.
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Preface

‘ | Caution
L

Indicate situations where you have to be careful what you are doing.

|E Warning

Where extreme care has to be taken.

4. Notice

While every effort has been taken to ensure the accuracy and usefulness of this guide, we cannot be held
responsible for the occasional inaccuracy or typographical error. If you do find an error, please let the PaperCut
Software Development Team know.

Information in this document is subject to change without notice. The names of companies, products, people,
characters, and data mentioned herein are fictitious and are in no way intended to represent any real individual,
company, product, or event, unless otherwise noted. No part of this document may be reproduced or transmitted in
any form without the express written permission of PaperCut Software International Pty Ltd.

PaperCut is a trademark of PaperCut Software International Pty Ltd.

(c) Copyright 1999-2010 PaperCut Software International Pty Ltd. All rights reserved.
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Chapter 1. Introduction

1.1. What is PaperCut NG?

18 PaperCut

PaperCut NG is a comprehensive print and Internet management system designed to seemlessly monitor and
control your resources with easy to use administrative and user tools that can be securely accessed from anywhere
on the network though a web browser.

This chapter provides an overview of print management functionality and concepts. Details of the Internet control
module can be found in Chapter 15, Net Control in Detail.

Print management requirements vary from organization to organization, and often change dramatically within an
organzation over time. PaperCut NG is designed for flexibility and scalability and can be configured to meet your
print management needs now and in the future. It is used in a wide variety of environments ranging from universities
with large printer fleets supporting over 100,000 users to smaller organizations that track printing for a fewer than 50
users on 3 or 4 printers. You can implement a basic system within a few minutes, or if you need more than simple
monitoring and reporting, you can configure powerful features that include differential pricing, blocking filters and
programatic control via APIs and scripting. No matter where you start, you can easily adjust parameters to
implement changes as gradually or quickly as you wish.

Possible implementations can include:

« Silent activity monitoring

« Visible activity monitoring and expense tracking by work area, projects and departments
¢ Quota/allowance enforcement

¢ Charge per-print system

« Combinations of all of the above to accommodate various user / group profiles

In addition PaperCut NG provides system administrators with a kit of tools to manage printers including:

¢ Detailed logging and reporting
< Notifications for printer errors and low toner
¢ Job blocking filters and re-direction

1.1.1. Benefits

J Some of the key benefits of PaperCut NG are:

< Transfers accountability to users or departments by individually tracking activity.

¢ Creates environmental awareness by drawing users' attention to the impact of their specific usage.
« Reduces overall printing cost through job filtering, enforcing flexible quotas, or direct cost recovery.
« Discourages overuse of IT resources by establishing a managed print environment.

« Improves efficiency by allowing administrators to create rules that can steer printing to designated printers for
load balancing, to implement 'Find Me' printing, or to redirect print jobs based on criteria defined using advanced
scripting tools.

¢ Improves network reliability by implementing rules to prevent printer queue jams, queue hogging, and
inappropriate printing types.
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1.1.2. Key Features

J Some of the key features of PaperCut NG are:

.

Track all printing activity by user, client account, printer and document metadata.
Enforce per user quotas, or group account budgets

Differential print cost/charging allowing costs to be assigned on a per printer basis with advanced options to
charge different amounts based on document type (e.g. color, grayscale or duplex), page size, user or group.

Hardware neutral solution supports all major printer types and operating systems. No hardware vendor lock-in!

Both cross-platform and multi-platform support. Run a mix of Windows and/or Linux print servers and support
clients ranging from Windows, Mac, Linux, Unix and Novell OES.

User Web Tools allow end-users to track usage, transfer funds, request refunds and upload documents from
unauthenticated (wireless) laptops.

Provides end-users with advanced options to allocate print jobs to shared accounts, cost centers, faculties or
departments.

Single sign-on user authentication with native Active Directory integration or synchronization with LDAP user
accounts. (no separate passwords to manage!)

Flexible hold/release queue support with Release Station software allowing administrators to implement
management approved or secure user release printing environments.

Service Oriented Architecture utilizing the latest software design methods including, test driven development,
XML Web Services and layered architecture. This ensures scalability and stability by design.

Advanced reporting and charts available in standard formats including PDF, Excel, and HTML. All reports
accessible from anywhere on the network via a standard web browser.

Ability to run on top of leading 3rd party Relational Database Management Systems (RDBMS) including
Microsoft SQL Server, Oracle, MySQL and PostgreSQL Database.

Enterprise level security and encryption based on SSL.
Open architecture with a powerful scripting language, source code access and API documentation.

1.1.3. System Requirements

PaperCut NG supports the following server platforms:

.

Microsoft Windows Server 2008 (any edition)

Microsoft Windows Server 2003 (any edition)

Microsoft Windows 2000 (Pro and Server)

Microsoft Windows XP (Pro and Pro x64)

Microsoft Windows Vista (any edition except Home editions)
Microsoft Windows 7 (any edition except Home editions)
Macintosh OS X 10.4 - 10.6 (e.g. Tiger, Leopard, Snow Leopard) (both PowerPC and Intel supported)
Novell Open Enterprise Server 2 (OES2 SP1+)

Most modern Linux operating systems including:

* Red Hat Enterprise Linux (AS 3.0, ES 3.0, AS 4.0, ES 4.0)
* Novell SUSE Linux (8.2, 9.0+)

» Fedora Core

» Debian (3.1+) and Ubuntu
With print queues hosted via:

» Samba based print queues
* CUPS based print queues
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Servers and clients must use user ID/username based authentication (e.g. Active Directory, Windows NT, LDAP, or
local system accounts).

Sites with more than 500 users should consider a server class system with more than 512MB of RAM and 500 MB
of free disk space.

PaperCut NG supports approximately 90% of printers on the market. Where possible we recommend printers that
support one of the two major printer language standards - Postscript or PCL. Up-to-date information on printer
compatibility is covered on the PaperCut Software website knowledge base at: PaperCut Knowledge Base Printer
Information [http://www.papercut.com/kb/Main/SupportedPrinters]

On workstation clients:

« All supported Microsoft Windows platforms (Windows 95 and later)
¢ Macintosh OS X 10.3.9 or higher recommended
e Most modern Linux and Unix Operating Systems (Java 5.0+ required for optional client tool)

1.2. How does PaperCut NG work?

Before explaining how PaperCut NG works at a technical and end-user level, the reader should be familiar with the
following key concepts.

1.2.1. Key Concepts
1.2.1.1. Print Server

A print server is a system responsible for hosting print queues and sharing printer resources to desktop
clients/workstations. Users on the workstations submit print jobs to a print server rather then directly to the printer
itself. A print server may be a dedicated server but on many networks this server may also perform other tasks such
as file serving.

1.2.1.2. Web Print Server

Web print server is the PaperCut NG terminlogy for a server that allows laptop (wireless) users to upload Microsoft
Office and PDF files to be printed on network printers from personal computers that are not authenticated to the
network and do not have network printer drivers.

1.2.1.3. Print Queue
A print queue is first-in-first-out queue listing all jobs pending on a given printer.
1.2.1.4. User ID/Username

In a multi-user environment, users log on to a network or computer using a username and password. These are
often managed by services such as Active Directory or LDAP. The username is known as the user's identity.
PaperCut NG uses this identity to track printing.

1.2.1.5. Shared Account

A shared account is a PaperCut NG term used to represent an account (pool of funds or allocation group)
accessible to multiple users. Accounts usually represent "work areas" and the term can be used interchangeably
with terms such as Departments, Faculties, Projects, Clients, Client/Matter, or Cost Centers.

1.2.1.6. Client/Server Model
Client software is a small program that runs on each workstation and communicates with a server. The printing

process on most networks works on a client/server model with clients (workstations) submitting jobs to a server.
PaperCut NG also uses the client/server model in the optional client software to commumicate with end-users.
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1.2.1.7. Application Server

An application server is a server program responsible for centrally processing “business logic” and providing
services to end-users. PaperCut NG uses the application server model to provide a “business logic” unit for
calculating user costs and providing a web browser interface to end-users.

1.2.1.8. Information Provider

A provider is a software component or program responsible for providing information to an Application Server.
PaperCut NG uses providers to submit print queue/job information to its application server. This information provider
is called the Print Provider. Other important providers included with PaperCut NG include user directory and
authentication providers.

1.2.1.9. Web Application Interface

A web application is a software program that interacts with end-users via a web browser. Examples range from
Google, Microsoft SharePoint, Hotmail, Internet banking and router management consoles. PaperCut NG provides a
web-based interface for system administration and management. Web applications offer administration flexibility by
allowing access from any location on the network and avoid the need for installation of separate software.

1.2.1.10. Scripting Language

A scripting language is a programming language that allows control of one or more software applications. In
PaperCut NG scripting can be used to perform various administrative functions such as modifying perameters for
users, shared accounts or printers. It can also be used for programitic control during the print process to provide
functionality such as print job re-direction, user notifications / warnings and confirmation for large or expensive print
jobs.

1.2.2. Understanding the print process flow

To help explain what PaperCut NG is and how it works we'll introduce the system by example. We'll start with a
simple high school example:

The student's perspective (transparent quota control):

1. Chris is a student at a local high school. He has logged onto the network using his username,
chris.j.smth, and is surfing the Internet. He selects Print from his web browser to print out a web page for
his school assignment.

2. The network administrator has allocated Chris a printing credit budget of $20.00 a month. He can see his
current account balance of $10.00 in the PaperCut Client Tool window.

-T._f&- Balance for chris

Sana

< \; www.example.org &
' $10.00
-

< R RS 1 ) £ N 2 S

Details ...

Figure 1.1. The user client tool

A confirmation screen listing the number of pages and the cost of the print job is displayed on the Worksation.
Chris confirms the print job.
5 pages come out of the printer.

o g~ w

The network administrator has set a cost-per-page inside PaperCut on the printer at $0.10. Chris' 5 page
document costs $0.50.
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7. Chris' account balance is now at $9.50. He may continue to print until he submits a print job that has a cost that
is higher than the balance in his account.

The teacher's perspective (allocation to accounts):

1. Mattis a english and mathematics teacher at the same local high school.

N

Matt needs to print out a 279 page document for his next class.

w

The network administrator has configured PaperCut to charge users in the faculty group $.01 per page, and has
granted Matt access to charge to his personal account or to the english or math department's shared accounts.

4. Matt presses the Print button in the application.

o

The PaperCut client tool displays a popup and presents Matt with information about the print jobs and requests
an account selection. In this case accounts represent Departments but could also represent projects or other
work areas.

6. Matt selects the english department's shared account from the list.

& Print Job Motification

*
Lf. Print Joh Notification

Confirm the print and select the prnt action

1
r-
Print job details
Document naime  Micnesoft Ward - kst doc
Frinker |printserveriHP Laser Jet SMP
Cost |$2.79 Pages 279

Print yob ackions

(") Charge to my personal account
(%) Charge to shared account
Pl lect the shared account to charge ... v]

Sedect the shared account bo charge ..
Maths Department

Figure 1.2. The User Client account selection popup

7. The print job is printed and the english department account is charged $2.97 for the print job.

The technical perspective (behind the scenes):

1. When the teacher, Matt, prints from his application, his workstation transfers the print job to the server and
places it in the print queue.
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& HP LaserJet 2000

N

Printer Docuthent View Help

Document Name Status Cwmer Pages Size Submitted

=) Printing - Google Search | Ervor -Paused .., matt 2 109K8  443:25PM 19/09/3
jls:u'ngﬁame.\-m'f..nrg matt 5 247 KB 4:43:40PM 1905/
[w] Micrasoft Carparation matt 1 220 KB 4:43:59PM 1909/
£ >

3 docurnentis) in queue

Figure 1.3. The Windows print queue

2. The PaperCut Print Provider intercepts the print job in the queue prior to printing, pauses it, and analyzes the
information determining:

a. Who printed the document
b. The number of pages in the document
c. Other information such as duplex, grayscale mode, paper size, etc.
3. The Print Provider submits the job's information to the Application Server to process the “business logic”.

The Application Server determines that Matt needs to select the account to charge. It notifies the Client
Software on Matt's desktop.

The Client Software displays the Popup requesting for the user to select an account.

After Matt selects the account, the Application Server is notified of Matt selection. The “business logic” validates
that Matt is authorized to charge to the selected account.

7. The Application Server charges the appropriate account, logs the job and instructs the Print Provider to resume
or unpause the print job in the print queue allowing it to proceed to the printer.

1.2.3. Architecture Overview

PaperCut NG was developed using the latest software development strategies, a strong influence being Service
Oriented Architecture (SOA). The Print Provider, Application Server and Client Software all communication uses
XML based web services over HTTP.
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Application Server Print Servers
Running PaperCut NG Windows SBrver s amba ::Tdu; CUPS)

Aanning Pagerlt NG Print
Provider componenl
[secondary sena

XML over HTTP

Database Server

optional
og :LLESGL S};Nﬁ Workstations print via shared
= rinters hosted on print sarvers
or Postgresgl DB Culilolic nper v
XML over HTTP
Ruming PaperCal NG
Print Prawvidar
covmpoTE
S SO T
PC Macintosh Lirue Unix
Local Desktop Printer Workstations. Workstations Workstations Workstations

Figure 1.4. PaperCut NG Architecture - an advanced configuration

A more detailed explanation of the architecture and support for multiple servers, web print servers, server clustering,
and payment gateways can be found in subsequent sections of this User Guide.

1.3. The Top-Ten Hidden Features!

e

,::3 PaperCut

Much of PaperCut NG flexibility and usefulness comes not from the features you can see, but from the advanced
hidden features. PaperCut NG is packed full of handy tools, utilities and options and you will read about these
throughout this guide. To provide a quick overview now, the most popular hidden features are:

1.3.1. One: Zero-install Client Deployment
PaperCut NG is implemented using 100% server-side logic and no client software is required. A simple lightweight
client tool is however provided so end-users have access to advanced features such as shared accounts and the
option of viewing their account balance in a popup window.
Deploying client software can be a time consuming and fiddly process. To streamline the process PaperCut NG
allows its client to be run directly off a network share - no need to install locally, or mess around with deployment
tools! Just set the executable as a startup program and it will run and auto-update itself thereafter.

See Section 5.2, “User Client” for more information.
1.3.2. Two: Remote Administration
PaperCut NG is a 100% web based application. Full system administration can be performed from anywhere on the

network via a standard web browser - no special admin software is required! To access the administration section,
point a browser at the server on port 9191:
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http://[server_nane]: 9191/ adm n
Encrypted SSL/HTTPS access is also available on port 9192:
https://[server_nane]: 9192/ adm n

Access is granted to the built-in admi n, or to any user that has been granted administrator level access.
1.3.3. Three: Web Print

Web Print enables printing from user-owned devices without the overhead of installing printer drivers and managing
workstation authentication to the server.

Microsost Office or Adobe PDF files are uploaded using the same User Web Tools available on network computers.
Web Print is fully integrated into PaperCut's standard print charging/accounting/quota process. It does not matter if
you're a staff user allocating to a faculty or department account, or a student charging to your free print quota, the
user account allocation experience the same as that seen when printing from a networked desktop system.

PaperCut's Web Print has been deployed across hundreads of education campuses and is an ideal solution for
offering print services via student owned laptops and netbooks.

See Chapter 20, Web Print (Driver-less printing via a web browser) for more information.
1.3.4. Four: Shared Accounts

Many organizations would like to track their printing on more than a per-user level. With the Shared Accounts
feature, users can allocate jobs to cost areas such as Faculties, Departments, Projects, Clients, Cost Centers, or
Pools. Shared accounts are selected via a customizable popup window. Two popup window types are available:

e Standard - A simple account selection window design ideal for most users.

¢ Advanced - An advanced acount selection window designed for the power user including features such as
search, preference list, recent selections, comment entry and invoicing options. This is ideal for businesses
including Engineering, Law, Accounting and Architecture Firms.

Access to accounts is controlled via integrated network group membership or optionally PIN's.

See Chapter 8, Shared Accounts for more information.
1.3.5. Five: Secondary Servers and Local Printers

PaperCut NG is an enterprise level application designed to be managed and controlled from a central location.
Multi-server environments are common in large organizations and PaperCut NG handles them with ease. All servers
are configured to report back to the central Application Server. This ensures that all management, logging and
control is centralized. Secondary servers and workstations with local printers simply run a light weight monitoring
component that communicates to the central server via XML Web Services calls.

Servers and workstations can run the seconary server software on any supported operating system no matter what
operating system is used on the Application Server because PaperCut NG supports mixed or heterogeneous
networks as well!

See Chapter 14, Configuring Secondary Print Servers and Locally Attached Printers for more information.
1.3.6. Six: Scripting

Scripting can be applied on a per printer basis to provide programatic control during the print process. Possible
applications include:

* Route the job to the cheapest compatible printer and notify the user of the change (least-cost routing)
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« Prompt users to print large color jobs on a compatible low cost grayscale printer
¢ Charge printing during class time to the department
¢ Inform user when printer is in error and suggest a compatible alternative

See Chapter 17, Advanced Scripting for more information.
1.3.7. Seven: Customizable Web Interface

Did you know that the end-user interface can be quickly customized to make it look like an official part of your
organization's infrastructure? With some simple HTML, you can make the PaperCut NG end-user interface look just
like your existing web site or intranet site.

See Section 16.3, “Customizing the User web pages” for more information.
1.3.8. Eight: XML Web Services and Command-line Control

It seems like everything these days is Web Services enabled. Not to be outdone, PaperCut NG exposes dozens of
API's via secured XML Web Services. This provides advanced administrators and developers with the ability to
programmatically remotely control, integrate and manage the application. The possibilities are endless... some of
our users now have their library fines hooked into the PaperCut NG system!

In addition to the Web Services API's, system administrators may hook into the inner workings of PaperCut NG
using server commands and scripting.

With server commands you can use batch files or scripts to automate system functions such as:

« Schedule "online" backups to coordinate with your existing backup processes. No need to take the system down
to take a data snapshot.

« Create users in PaperCut NG automatically and as part of your existing user creation scripts.

« Automatically import/sync list of accounts from a file, 3rd party system or existing directory structure. (Great for
Engineering and Architecture firms)

See Section A.3, “The XML Web Services API" and Section A.1, “Server Commands (server-command)” for more
information.

1.3.9. Nine: 3rd Party Database Support

PaperCut NG ships with its own preconfigured and self-maintaining database. The system however is database
independent and can be run on top of a number of leading database systems. Maybe you have an existing Microsoft
SQL Cluster and would like to take advantages of this infrastructure. No problem! PaperCut NG can be quickly
configured to hook into your preferred database.

See Chapter 19, Deployment on an External Database (RDBMS) for more information.

1.3.10. Ten: The Development Team

Software is only as good as the development process. PaperCut NG is developed in an open and transparent
fashion by a small development team. Suggestions and feedback are encouraged and source code access is
provided to our customers. The team works closely with key system users to architect new features. A member of
the development team is online for 8 hours a day and is always happy to chat. Come visit us on our Live Web Chat

page!

See the PaperCut Software website http://www.papercut.com/ for more information.
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Chapter 2. Installation

This chapter covers the initial installation and configuration of PaperCut NG in your network environment. Initial
installation takes only a few minutes on a currently configured server. This guide will walk you through installation
and configuration step-by-step. The process is summarized below:

SARE I A

System requirements check
Downloading and installing PaperCut NG
Completing the configuration wizard
Testing client software

Testing printing and remote access

PaperCut NG is a cross-platform solution and the installation procedure will vary depending on the target operating
system(s). Please jump to the appropriate section below:

Windows: Section 2.1, “Installation on Windows”

Mac: Section 2.2, “Installation on Apple Mac”

Novell: Section 2.3, “Installation on Novell OES Linux (iPrint)”
Linux: Section 2.4, “Installation on Linux (CUPS and/or Samba)”

For additional information on setting up the optional Internet Control module see Chapter 15, Net Control in Detail.

2.1. Installation on Windows

@ Important

This guide assumes that you are using Windows Server 2003. The process is similar for other
Windows operating systems such as XP, Server 2008 or Vista.

If you're upgrading from a previous PaperCut NG version, please refer to the directions outlined in
Appendix F, Upgrading From a Previous Version.

2.1.1. Step 1 - System Requirements & Network Setup

Before installing PaperCut NG for either evaluation or production use, the system administrator should take a few
minutes to verify system requirements.

Is the operating system version supported and patches up-to-date? Take a few minutes to verify the system is
current and supported (see Section 1.1.3, “System Requirements”).

In workgroup environments (i.e. where no domain is present), some additional configuration may be required.
For more details see Chapter 25, Running in a Workgroup Environment.

Are printer(s) installed and hosted on this system? PaperCut NG needs to be installed on the system directly
hosting the printer(s). The printer should be installed as a "Local Printer" with a connection method such as
TCP/IP Port, LPR, or JetDirect or directly connected to the system via USB or LPT Port.

In a multi-user environment, printers are often shared with other network users. Other workstations should
connect to these printers as "Network Printers". Ensure workstations are configured to print to the shared print
queues. For example a Windows workstation may connect to a printer via a path like:
\\[sanba_server]\[printer].

Ensure that printers are configured correctly and work before installing PaperCut NG.

10



Installation

Parallel Printer | ‘?

Windows print sewerx\

Windows Clients (90X /NT [ 2000)

Figure 2.1. Network printer configuration

@ Important

If you are running the PaperCut NG server on Windows XP (Professional) you must disable "Simple
file sharing". For more information please see Appendix B, Troubleshooting & Technical FAQ's.

If you are running a Windows workgroup network or using Windows XP/Vista Home workstations,
please see Chapter 25, Running in a Workgroup Environment.

2.1.2. Step 2 - Print queue configuration

When using release stations or account selection popups it is recommended to secure the print queue so that users
do not have permission to pause/resume documents in the queue. This allows PaperCut NG to have full control of
documents without interference from users. To do this:

Log onto the server hosting the printers as an Administrator.

Open the printer configuration screen: Start — Printers

Right-click a printer and select Properties.

Select the Security tab.

o s~ 0w Dd e

Select the CREATOR OWNER user and uncheck the Manage Documents permission. See Figure 2.2,
“Configuring Windows print queue permissions”

Press the OK button.
7. Perform these steps for each of the monitored printers.

o

11
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Figure 2.2. Configuring Windows print queue permissions

2.1.2.1. Windows Server 2008 R2 only

Windows Server 2008 R2 installations may experience a bug where print jobs are not removed from the print queue
when completed. To work around this you will need to configure the Printer Driver Isolation so that jobs are removed
from the queue when completed.

Log onto the server hosting the printers as an Administrator.

Using the Server Manager, navigate to the Print Management Console: Server Manager - Roles - Print and
Document Services — Print Management - Print Servers — PrintServerName - Drivers

3. Right-click a printer driver and select Set Driver Isolation — None.
Perform these steps for each of the monitored printers drivers.

2.1.3. Step 3 - Download and install

PaperCut NG is supplied as a standard Windows set up. exe install program. The latest version may be
downloaded from http://www.papercut.com/. After the download is complete, run the setup wizard as an
administrator level user. A system restart is usually not required but administrators are advised to perform
installation on live production systems during periods of low activity - for example, not during backup operations or
other administration activities.

12
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i, Setup

e
Welcome to the Setup Wizard

This wall install the application on your computer.

It is recommended that you close all cther appications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Ned> | | Cancel

Figure 2.3. Setup wizard

Select the "standard install" option and install PaperCut NG onto a hard drive with adequate free disk space. The
default options will suffice for most systems.

2.1.4. Step 4 - Configuration Wizard
After installation, the install will open a web browser window. The configuration stages are explained below:
2.1.4.1. Administrator Password
This is the master password for the main in-built admin account. This password is independent of the operating

system or domain passwords. Keep knowledge of this password secure! This screen also sets the system's physical
location. Ensure the location and language setting are correct.

Setup Wizard : Configuration Wizard

-B - @ itp:/ local host-3191 /admin © HlQ- Google

4‘1}3 Configuration Wizard

Welcome!
This wizerd will help you configure initel options and ready the system for usa.

I this is the first time installing the spplicstion, we highly recommend reading the quick art guide in the user
manual. Open the wser manual.

Typit in the password to be assigned to thie master administrator account. Phease keep this password secunt.

WVerify password: i

Your system location is currently set o English (United m: If this not comect, please change the
sstting below. The location defines default cumency and date fol

Location: | System Default E]

Figure 2.4. PaperCut NG Configuration wizard

13



Installation

‘ % Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.1.4.2. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per-printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.1.4.3. Initial User Credit

Users can be assigned an initial starting credit. This ensures they have funds in their account as soon as the system
is enabled. An option also exists to control what happens when users run out of credit/quota. If you are evaluating
PaperCut NG it might be appropriate not to disable printing when a users funds run out. This way you can be
assured that user printing is not disrupted during the evaluation. These settings may be changed after setup.

2.1.4.4. User/group synchronization

PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users
from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.

1) 2 User/group synchronization

The system will synchronise user and group iInformation from a network, domain or computer. Plaase select
the user information source.

@ Import all users

O Import 3 subset of the users
e.g. a group or org unit. {This wil be selected on the next page)

[ < Previous | [ Next>

Figure 2.5. User sync configuration wizard page

Options on Microsoft Windows include Windows Standard, Active Directory, or LDAP. In a domain enviroment,
Active Directory is the default option as this offers access to Organization Units, Nested Groups and other AD
features.
Use the Test Settings to test and confirm your settings before continuing.

2.1.4.5. Wizard Completion
After completing the configuration wizard you will be presented with a user synchronization status screen and an
option to Login. Take some time to log in and browse the interface. There are many options and now is a good time
to have a look at some of the key areas of the application. Take some time to explore!

2.1.5. Step 5 - Printer Configuration

The printers should be automatically detected, and listed under the Printers section. If the printers do not display,
try printing a document as the first job will trigger registration.

2.1.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the directory [ app- pat h]/cli ent. This software needs to be

14
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shared over the network so workstations can access/install the client application. The directory is automatically
shared in read-only form as PCCl i ent as part of the install process. Confirm that you can access the client
software via the network by browsing to\ \ server\ PCO i ent .

2.1.7. Step 7 - Testing

It is now time to test the system.

Print a test document such as a web page or basic document.
Navigate to the printer section and select the Print Log tab.
Navigate to the Printers — Print Log tab.

Your print job should now be listed in the log.

SARE T A

Your user account should also be charged an appropriate amount.

2.1.8. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

To set up the optional Internet Control module, see the instructions in Chapter 15, Net Control in Detail.

2.2. Installation on Apple Mac

@ Important

This guide assumes that you are installing on Mac OS X (either server or workstation) hosting and
sharing printers. This guide will refer to this system as the 'server'. This represents the role of the
system rather than the 'edition' of the operating system. PaperCut NG equally supports both the server
and workstation versions of Mac OS. If you're upgrading from a previous PaperCut NG version please
refer to the directions outlined in Appendix F, Upgrading From a Previous Version.

The following section assumes the reader has knowledge of general Mac OS X server management.
Although the installation process is graphical, it would be an advantage to have knowledge of the
command-line, creating users, editing configuration files and an understanding file permissions.

2.2.1. Step 1 - System Requirements

Before proceeding with the installation the system administrator should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? Take a few minutes to verify
the system is current and supported (see Section 1.1.3, “System Requirements”). A system prerequisite is Java
version 5.0 or higher. If your Tiger or Leopard server is fully patched, this requirement will be satisfied.

2.2.2. Step 2 - Print Queue Setup

Most small to medium Mac networks will have their workstations configured to print directly to the physical printers.
This method of printing is not supported by PaperCut NG and instead administrators will need to set up global
server hosted print queues. Some administrators will be familiar with server queues, while others will need to invest
some time into understanding Mac printing in more detail. The topic of Mac printing is complex and is hence
deserves its own chapter! Please read the first section of Chapter 24, Mac Printing in Detail and ensure your
organization's printers are set up as required.

Administrators should ensure that the server based print queues are set up and working as expected before
attempting to install PaperCut NG.
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2.2.3. Step 3 - Download and install

PaperCut NG is supplied as a standard disk image containing the installer. Log on as an admi n level account.
Download and double-click Mac installer. Double-click on the installer package named Paper Cut NG St andard
I nstal | ati on. pkg. Follow the directions on the screen. The installation process will take between two and five
minutes depending on the speed of the system. A system restart is not required but administrators are advised to
perform installation on live production systems during periods of low activity - for example, not during backup
operations or other administration activities.

The default install location is / Appl i cat i ons/ Paper Cut NG

@ | Important

Make sure you're installing the correct package. The similarly named Paper Cut NG Secondary
Server Installation. pkg only installs part of the application and is designed for more advanced
networks.

w Install PaperCut NG Standard Installation

Installing PaperCut NG Standard Installation

@ Intreduction

& Read Me

© License

@ Select Destiation
© Installation Type Finishing Installation

@ Install

# Fin \Iﬁ: Running PaperCut NG Standard Installation Installer script

Time Remaining: Less than a minute

Figure 2.6. The Mac installer

2.2.4. Step 4 - Configuration Wizard
After installation, the install will open a web browser window. The configuration stages are explained below:
2.2.4.1. Administrator Password
This is the master password for the main in-built admin account. This password is independent of the operating

system or domain passwords. Keep knowledge of this password secure! This screen also sets the system's physical
location. Ensure the location and language setting is correct.
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ana Setup Wizard : Configuration Wizard

|« » ||+ @nmp://localhosta191/admin

[T Apple (167} News (571} =

.Z‘m Configuration Wizard

Welcome!
This wizerd will help you configure inital options and ready the system for use.

IF this is the first time installing the spplication, we highly recommend reading the quick start guide in the user
manual. Dpen the wser manual.

Type in the passwond to be assigned to the master administrator account, Phease keep this password sacune.
Username: admin
Password: ssssass
Verify password: | ssassee

Yiour System location is currently set to  English (United States). I¥ this not comect, plesse change the
satting below. The location defines default cumency and date formats.

Location: | System Default 2}

{ Newt =)

Figure 2.7. PaperCut NG Configuration wizard

Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.2.4.2. Select Modules

PaperCut NG contains modules for both printing and Internet usage control. Both of these modules are optional and
licensed separately. Select the modules to enable on this system.

NOTE: The Internet control module requires an authenticating web proxy server like Microsoft ISA Server or Squid
Proxy. For more information, see Chapter 15, Net Control in Detail.

2.2.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.2.4.4. Initial User Credit

Users can be assigned an initial starting credit. This ensures they have funds in their account as soon as the system
is enabled. An option also exists to control what happens when users run out of credit/quota. If you are evaluating
PaperCut NG it might be appropriate not to disable printing when a users funds run out. This way you can be
assured that user printing is not disrupted during the evaluation. These settings may be changed after setup.

2.2.4.5. User/group synchronization

PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users
from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.
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1) 2 User/group synchronization

The system will synchronise user and group iInformation from a network, domain or computer. Plaase select
the user infarmation source.

@ Import 3l users

() Import 3 subsat of the users
e.g. & group or org unit. {This wil be selected on the next page)

|_<Previous ] Next > |

Figure 2.8. User sync configuration wizard page

Options include Mac Standard (PAM, Local Netinfo, etc.), LDAP (Open Directory), or Samba. Select Mac
Standard if the user accounts are setup and defined on the local system. This option will work with most Mac
networks.

The LDAP option is appropriate for large networks with existing Open Directory domains. This includes networks
running Mac OS X Server with Open Directory, and Windows domains running Active Directory. PaperCut NG will
do it's best to auto discover LDAP settings, but some knowledge of LDAP and/or Open Directory will be required.
More information on LDAP is available in Section 12.2.9, “Using LDAP for user synchronization”.

Use the Test Settings to test and confirm your settings before continuing.
2.2.4.6. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen and an
option to Login. Take some time to log in and browse the interface. There are many options and now is a good time
to have a look at some of the key areas of the application. Take some time to explore!

2.2.5. Step 5 - Printer Configuration

The printers should be automatically detected, and listed under the Printers section. If the printers do not display,
try printing a document as the first job will trigger registration.

2.2.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the directory / Appl i cati ons/ Paper Cut NG cli ent. It may be
useful to share this directory over the network so workstations can access/install the client application. If you're
running Mac OS X Server, use Server Admin to add a read-only file share called PCC i ent. Sharing with
Protocols AFP for Mac clients, and SMB for Windows clients is recommended.

2.2.7. Step 7 - Testing
It is now time to test the system.

Print a test document such as a web page or basic document.
Navigate to the printer section and select the Print Log tab.
Navigate to the Printers — Print Log tab.

Your print job should now be listed in the log.

o~ wDd e

Your user account should also be charged an appropriate amount.

2.2.8. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
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client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

To set up the optional Internet Control module, see the instructions in Chapter 15, Net Control in Detail.

2.3. Installation on Novell OES Linux (iPrint)

@ Important

The following section assumes the reader has knowledge of general Novell OES Linux system
management including using the command-line, creating users, editing configuration files and
understanding file permissions.

2.3.1. Step 1 - System Requirements & Printer Setup

Before proceeding with the installation the system administrator should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? Take a few minutes to verify
the system is current and supported (see Section 1.1.3, “System Requirements”). PaperCut NG is designed to
integrate with iPrint on Novell OES Linux. If your printers are currently hosted on iPrint on a Netware server or even
under legacy NDPS, you will first need to migrate your queues over to a OES Linux based server. Ensure your
printing is correctly working under iPrint on OES Linux before continuing to the next step.

Important: iPrint and the print queues must be configured and confirmed to work before progressing to step 2.
2.3.2. Step 2 - Create the host user account and firewall settings

PaperCut NG runs and installs under a non-privileged user account called "papercut”. The paper cut user's home

directory location denotes the application install location. / hone/ papercut is recommended, however

Administrators may consider alternate install locations depending on personal preference. Alternatives may include:

e Jusr/local/ papercut

e /opt/ papercut

The host user account is not an eDirectory account but a local system account. One way to create the "papercut”
account on OES Linux is:

1. Open YaST Control Panel and select User Management under Security and Users.

2. Click Add to create a new user.

3. Onthe User Data tab, enter a username of paper cut and assign a secret password.

& New Local User

User Data | Details | Password Settings

User's Full Name

PaperCut System Account

Username

papercut Suggestion

Password

.......

Disable User Login
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Figure 2.9. Creating the host user account - part 1

4. On the Details tab, select Enpty Honme with permissions 755 and change the Home Directory path to
define an alternate install location.

@ New Local User

User Data |Details | Password Settings

User ID (uid) Groups
1002 0O users E
0O at
dio
Home Director 0 au
L O bin
/optipapercut Browse. O cdrom

i rmission Mode 0O console
O daemon
[rss B dialout
X Empty Home O disk

O floppy
= 0O fp
Use Encrypted Home Directory - O games
0O gdm
0O haldaemon
O iprint
0O kmem
Login Shell E o
mail

/bin/bash ~ |0 maildrop

0O man
Default Group 0 messagebus
users - O modem

0O news

0 ar

Additional User Information

Figure 2.10. Creating the host user account - part 2

5. Create the account by clicking the Accept button.

@ Important

This quick start guide assumes the install location is / hone/ paper cut . If an alternate home location
is defined, some of the paths listed in subsequent sections will require modification.

A default OES Linux installation imposes strict resource usage limits on user accounts (ul i m t). The paper cut
account is a special account used for hosting an application and hence should be granted satisfactory resource
limits such as the ability to open many files. Larger sites should consider adding the following line to
/etc/security/limts.conf:

paper cut - nofile 65535

Novell OES Linux has a strict default firewall policy. PaperCut NG uses ports 9191 (for HTTP) and ports 9192 (for
HTTPS/SSL) and these ports must be open. To open these ports:

Open YaST Control Panel and select Firewall under Security and Users.

Select Allowed Services, then click the Advanced... button.

Add ports 9191 and 9192 to the TCP Ports list (separated by spaces).

Click OK, Next, then Accept to apply the changes.

p 0D PR

2.3.3. Step 3 - Download and installing

Important: Please make sure you download the correct architecture for your distribution. i 686 is for 32-bit operating
systems. x64 is for 64-bit systems (also known as x86_64 or and64).
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PaperCut NG is supplied as a self-extracting and self-installing archive. The installation is performed under the
rights of the newly created paper cut account and temporary r oot access will be required. Please have the root
password handy. (Administrators who are after a detailed explanation of the install process should also consult the
background information in Chapter 22, PaperCut NG on Linux).

Log on as the newly created paper cut user and download and execute the installer from the command prompt.
Here is an example using wget to fetch the installer:

shel | > su - papercut
shel | > wget [downl oad url from PaperCut Software website]
shel | > sh ./pcng-setup-novel | -oes-1inux. sh

Follow the installation instructions and enter the root password when requested.

@ Important

Ensure you | ogi n as the user paper cut so that the user's environment is sourced and the home
directory (install location) is correctly defined.

plying
etting pern
Setting pern

The install Las wt., Ta include:
= Setti d 1t A cation der
= Installing .
# Conf igure the s

yes or nol

«...started (pid: 4361).

Figure 2.11. The Novell OES Linux install process

The installation process will take between two and five minutes depending on the speed of the system. A system
restart is not required but administrators are advised to perform installation on live production systems during
periods of low activity - for example, not during backup operations or other administration activities.

2.3.4. Step 4 - Configuration Wizard

After installation, you will be prompted to open a web browser at http://[server-nane]: 9191/ adm n to
complete configuration. The configuration stages are explained below:

2.3.4.1. Administrator Password
This is the master password for the main in-built admin account. This password is independent of the operating

system or domain passwords. Keep knowledge of this password secure! This screen also sets the system's physical
location. Ensure the location and language setting is correct.
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ana Setup Wizard : Configuration Wizard

|« » ||+ @nmp://localhosta191/admin

[T Apple (167} News (571} =

.Z‘m Configuration Wizard

Welcome!
This wizerd will help you configure inital options and ready the system for use.

IF this is the first time installing the spplication, we highly recommend reading the quick start guide in the user
manual. Dpen the wser manual.

Type in the passwond to be assigned to the master administrator account, Phease keep this password sacune.
Username: admin
Password: ssssass
Verify password: | ssassee

Yiour System location is currently set to  English (United States). I¥ this not comect, plesse change the
satting below. The location defines default cumency and date formats.

Location: | System Default 2}

{ Newt =)

Figure 2.12. PaperCut NG Configuration wizard

Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.3.4.2. Select Modules

PaperCut NG contains modules for both printing and Internet usage control. Both of these modules are optional and
licensed separately. Select the modules to enable on this system.

NOTE: The Internet control module requires an authenticating web proxy server like Microsoft ISA Server or Squid
Proxy. For more information, see Chapter 15, Net Control in Detail.

2.3.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.3.4.4. Initial User Credit

Users can be assigned an initial starting credit. This ensures they have funds in their account as soon as the system
is enabled. An option also exists to control what happens when users run out of credit/quota. If you are evaluating
PaperCut NG it might be appropriate not to disable printing when a users funds run out. This way you can be
assured that user printing is not disrupted during the evaluation. These settings may be changed after setup.

2.3.4.5. User/group synchronization

PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users
from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.
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‘{3 LDAP Server Details
e

The LDAP source requires connection and authentication informaticn about your LDAP server

Enler the following details for your LDAP server. Completing these selfings require a good understanding af
LDAP and your LDAP configuration. For mere information see the manual below

The system has atiempled Lo automatically discover your LDAP configuration. Carefully review thess setlings

& See the LDAP documentation for more information

LDAP sarvar typs | Novell eDirectory |

LDAP server address: |OES-\.I"M

¥ Use SSL (Must be enabled on LDAR server)

Base DN: |O: myorg

Admin user DN: ||: n=admin,O=myeorg

l Test LDAP Settings |-= Previous | MNext >

Figure 2.13. eDirectory/LDAP configuration wizard page

Admin iser password: |“ Ll

PaperCut NG has native support for eDirectory LDAP schemas. This will be the default user import option for most
sites. PaperCut NG will do it's best to auto-discover LDAP settings, but some knowledge of eDirectory and/or LDAP
will be required. More information on LDAP is available in Section 12.2.9, “Using LDAP for user synchronization”.

2.3.4.6. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen and an
option to Login. Take some time to log in and browse the interface. There are many options and now is a good time
to have a look at some of the key areas of the application. Take some time to explore!

2.3.5. Step 5 - Printer/iPrint Configuration

PaperCut NG works by directly integrating with the Novell iPrint Print Manager. iPrint must however be configured to
use PaperCut NG as an accounting control source. In the current release, this configuration is done manually at the
individual print queue level:

1. Log into iManager, expand iPrint, and select Manage Printer Manager

2. Select the Printer Manager associated with one of your print queues.

3. Click the Manage health monitor link. A list of all your printers should appear.

-
- Shutdowm _ |
Move |
Refresh
Status: Active

Metwork address: oes-vm lesipaper

Manager health monitor
Printer agents conhguralion report

4. Select a Printer Agent from the list.
5. Click Configuration Options.
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Printer Agent "hp' Information

Next Prnter

: - Printe ¥ Appl
Printer Agent Status Printing Shutdown Printe 7| _ Apply |

Job List Shutdown/Startup History Message from Admin Configuration Options

Job Processing Information Scheduled Active Requested Last Job Finished Printing

Jabs -] 1 Q 0716/2008 08:45.34 PM

Job History Since 07/28/2008 08:15:00 AM Since 07/28/2008 12:00:00 AM Sinc

6. Enter paper cut under the Accounting Autoload Command. Take care to write this all in lower case with no
spaces.

onfiguration Options for Printer Agent "hp’

[~ Enable Auditing
[T LPR Enabled
[T Require SSL

Printer Location

Gateway Autoload Command

||pr|rm;|w POAT=-RAW HOSTADDRESS=1592.168.1.1M

Accounting Autcload Command

|I?ﬂl-“‘="'-1| R

Apply Cancel

Click Apply.

Click Back, then Back and repeat steps 4 through 7 for all printers that should be monitored/controlled by
PaperCut NG

9. In line with best practice, backup the new printer configuration (padbt xt . xm ) as follows:
a. IniManager open up the active Print Manager.
b. Select Manager health monitor — Advanced iPrint Manager Information — iPrint Manager Internal
c. Click the button Backup Database.

10. Finally restart the Printer Manager in iManager by pressing Shutdown then Startup. After this, all jobs on the
queues should be tracked.

2.3.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the local directory:

/ hone/ papercut/client

This software needs to be shared over the network so workstations can access/install the client application. Novell
iManager provides a number of file sharing options. One simple solution is to add a read-only NCP or Samba share
called PCCl i ent pointing to / hone/ paper cut/ cl i ent . Established networks will benefit from ensuring the client
files are available in their Distributed Files Services. The deployment of the client software (e.g. zero-install
deployment) is covered in Section 5.2, “User Client”.
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2.3.7. Step 7 - Testing
It is now time to test the system.

Print a test document such as a web page or basic document.
Navigate to the printer section and select the Print Log tab.
Navigate to the Printers — Print Log tab.

Your print job should now be listed in the log.

SARET I A

Your user account should also be charged an appropriate amount.

2.3.8. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

To set up the optional Internet Control module, see the instructions in Chapter 15, Net Control in Detail.

2.4. Installation on Linux (CUPS and/or Samba)

@ Important

The following section assumes the reader has knowledge of general Unix/Linux system management
including using the command-line, creating users, editing configuration files and understanding file
permissions.

2.4.1. Step 1 - System Requirements

Before proceeding with the installation the system administrator should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? Take a few minutes to verify
the system is current and supported (see Section 1.1.3, “System Requirements”).

Are printer(s) installed and hosted on this system and are they exposed to the network either via CUPS or Samba?
Administrators should ensure that the print queues are set up and working as expected before attempting to install
PaperCut NG.

In a multi-user environment, printers are often shared with other network users. Other workstations should connect
to these printers as "Network Printers". Ensure workstations are configured to print to the shared print queues. For
example a Windows workstation may connect to a samba exposed printer via \\ [ sanba_server]\[printer].
Other Linux or Mac workstations will use IPP via CUPS.

If the printers are currently not installed and configured, this task should be performed and verified before
proceeding further.

2.4.2. Step 2 - Create the host user account and firewall settings
PaperCut NG runs and installs under a non-privileged user account called "papercut". The installation location for
the application is the paper cut user's home directory. Create a user account on this system called paper cut .

This is usually done by logging in as r oot and using a user management GUI tool or at the command prompt
entering:

shel | > useradd -m -d /hone/ paper cut papercut
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The syntax for user add and gr oupadd may differ slightly on different versions of Linux. They may also be called
adduser and addgr oup.

The user's home directory (the - d option) denotes the install location. / home/ paper cut is the recommended
location. Administrators may however also consider alternate install locations depending on personal preference.
Alternatives may include:

e [usr/local/papercut

* /opt/ papercut

@ Important

This quick start guide assumes the install location is / hone/ paper cut . If an alternate home location
is defined, some of the paths listed in subsequent sections will require modification.

Some Linux distributions impose strict resource usage limits on user accounts (ul i i t). The paper cut account is
a special account used for hosting an application and hence should be granted satisfactory resource limits such as
the ability to open many files. The methods of setting user-level ul i ni t levels vary from distribution to distribution,
however the common solution is to add the following line to/ et ¢/ security/limts. conf:

paper cut - nofile 65535

Many Linux distributions have strict default firewall policies. PaperCut NG uses TCP ports 9191 (for HTTP) and
ports 9192 (for HTTPS/SSL) and these ports must be open. Take some time now to ensure these ports are open.
Consult your distribution documentation for details on how to open firewall TCP ports.

2.4.3. Step 3 - Download and installing

Important: Please make sure you download the correct architecture for your distribution. i 686 is for 32-bit operating
systems. x64 is for 64-bit systems (also known as x86_64 or and64).

PaperCut NG is supplied as a self-extracting and self-installing archive. The installation is done under the rights of
the newly created paper cut and temporary r oot access will be required for part of the install. Please have the
root password or sudo password handy. (Administrators who are after a detailed explanation of the install process
should also consult the background information in Chapter 22, PaperCut NG on Linux).

Log on as the newly created paper cut user and download and execute the installer:

shel |l > su - papercut
shel | > wget [downl oad url from PaperCut Software website]
shel | > sh ./pcng-setup-*-1inux-*.sh

Follow the installation instructions and enter the root password when requested.

@ Important

Ensure you | ogi n as the user paper cut so that the user's environment is sourced so the home
directory (install location) is correctly defined.
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= on Print Pro
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on the
end
boot scripts

w? [y

Figure 2.14. The Linux install process

The installation process will take between two and five minutes depending on the speed of the system. A system
restart is not required but administrators are advised to perform installation on live production systems during
periods of low activity - for example, not during backup operations or other administration activities.

2.4.4. Step 4 - Configuration Wizard

After installation, you will be prompted to open a web browser at http://[server-nane]: 9191/ adm n to
complete configuration. The configuration stages are explained below:

2.4.4.1. Administrator Password
This is the master password for the main in-built admin account. This password is independent of the operating

system or domain passwords. Keep knowledge of this password secure! This screen also sets the system's physical
location. Ensure the location and language setting is correct.

Setup Wizard : Configuration Wizard

ana

» || & || + | @ mp://localhost:a191/admin

[0 Apple (167)* News (571pv

.‘-:{3 Configuration Wizard

Welcome!

Thig wizard will help you configure initel options and ready the system for usa.

IF this is the first time installing the applicetion, wa highly recommand resding thee quick sart guide in the user
manual. Doen the uesr manual

Type in the password to be assigned to thie master administrator account. Phease keep this password secunt.
Username: admin
Password: ssessee

Verify password: | sisssse )

Your system location is currently set io English (United States). I¥ this not comect, plesse change the
seiting below. The kecation defines default cumency and date formats.

Location: | System Default M

Neut =

e
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Figure 2.15. PaperCut NG Configuration wizard

‘ % Tip

Treat this password like your router/modem management passwords. It is independent of your domain
accounts and needs to be kept secure.

2.4.4.2. Select Modules

PaperCut NG contains modules for both printing and Internet usage control. Both of these modules are optional and
licensed separately. Select the modules to enable on this system.

NOTE: The Internet control module requires an authenticating web proxy server like Microsoft ISA Server or Squid
Proxy. For more information, see Chapter 15, Net Control in Detail.

2.4.4.3. Default Print Cost

This is the default cost-per-page assigned to the printers. This setting can be changed on a per printer basis after
installation. Choosing a sensible cost now will help minimize future setup. For example in the USA, a value of $0.05
would be appropriate for many standard black & white printers.

2.4.4.4. Initial User Credit

Users can be assigned an initial starting credit. This ensures they have funds in their account as soon as the system
is enabled. An option also exists to control what happens when users run out of credit/quota. If you are evaluating
PaperCut NG it might be appropriate not to disable printing when a users funds run out. This way you can be
assured that user printing is not disrupted during the evaluation. These settings may be changed after setup.

2.4.4.5. User/group synchronization

PaperCut NG extracts user information out of the System or Domain. The options presented here will vary
depending on the Operating System and its environment. During evaluation, most sites will opt to import all users
from the system/domain into PaperCut NG. An option also exists to import a subset of users from a given group.
This option is pertinent when it is known that only a subset of users will only ever use the printers.

o <2 User/group synchronization

The system wil synchronisa user and group information from a network, domain or computer. Please select
the user information source.

@ Import all users

O Import 3 subset of the users
e.9. a group or org unit. (This wil be selected on the next page)

[ <Previous | [ Next>

Figure 2.16. User sync configuration wizard page

Options on Linux include Unix Standard (PAM, NIS, etc.), LDAP, or Samba.

Select Unix Standard if the user accounts are setup and defined on the local system as standard Unix accounts or
mapped into the system from a central directory service such as LDAP via nsswitch.conf and PAM. Most large
established networks will use this option.

The LDAP option is appropriate for large networks with existing Open Directory domains. This includes networks
running Open LDAP and Windows domains running Active Directory. PaperCut NG will do it's best to auto-discover
LDAP settings, but some knowledge of LDAP and/or Open Directory will be required. More information on LDAP is
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available in Section 12.2.9, “Using LDAP for user synchronization”.

Select Samba if the central user directory is a Windows Domain. The Samba option is only available if Samba is
installed on the system. The Samba option is appropriate on medium to small networks currently operating in a
Windows Domain environment.

The Samba option requires additional information such as the name of a domain server, and login credentials for an
Administrator level account. This information is requested on the subsequent wizard screen. Take care to ensure
this information is complete and correct.

More information on user/group synchronization on Linux is available in Chapter 22, PaperCut NG on Linux.
2.4.4.6. Wizard Completion

After completing the configuration wizard you will be presented with a user synchronization status screen and an
option to Login. Take some time to log in and browse the interface. There are many options and now is a good time
to have a look at some of the key areas of the application. Take some time to explore!

2.4.5. Step 5 - Printer Configuration

Unlike Windows and Mac with single print system environments, Linux is a more complex environment with a choice
of print system implementations. At this stage some manual printer configuration is required. Please see
Section 22.1.3, “Linux Print Queue Integration” and follow the steps for integrating with the print queues in your
environment before returning to this section and following on with the next step.

Printers hosted a machine other than the PaperCut NG server will require additional installation steps to be
configured as 'secondary' servers. Please see Chapter 14, Configuring Secondary Print Servers and Locally
Attached Printers for details.

2.4.6. Step 6 - Sharing Client Software

The PaperCut NG client software is located in the directory [ app-pat h]/cl i ent. It may be useful to share this
directory over the network so workstations can access/install the client application. Common sharing methods
include:

e« Samba - used to share files to Windows based workstations. Mac OS X Server tools such as the Workgroup
Manager or other 3rd party tools such as SharePoint may help with sharing the client directory via Samba.
Similar GUI tools exist on Linux.

Advanced system administrators may be comfortable sharing this directory by hand-editing the / et ¢/ snb. conf
file. The following configuration will share the directory in read-only form:

[ pcclient]
path = /hone/ papercut/client
conment = PaperCut Cient
public = yes
only guest = yes
read only = yes

¢ NFS - a popular sharing method used for Linux/Unix based workstations.

2.4.7. Step 7 - Testing
It is now time to test the system.

Print a test document such as a web page or basic document.
Navigate to the printer section and select the Print Log tab.
Navigate to the Printers — Print Log tab.
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Your print job should now be listed in the log.
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5. Your user account should also be charged an appropriate amount.

2.4.8. What next?

This concludes the Install Guide. You may like to take some time to explore the features of PaperCut NG before
continuing reading at Chapter 3, Implementation by Example or Chapter 4, Quick Tour. Business users may be
particularly interested in trying the popup client software as covered in Section 4.5, “Client Software”. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in Section 5.2, “User
Client”.

To set up the optional Internet Control module, see the instructions in Chapter 15, Net Control in Detail.
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Chapter 3. Implementation by Example

PaperCut NG is a feature-packed application designed to meet the print management requirements of all types of
organizations. It's unlikely that any single organization would use or need all the features in PaperCut NG. The key
to a successful implementation is with identifying the features that are most needed, and utilizing them in the correct
manner.

This chapter covers common implementation scenarios in a case study form. It discusses the requirements common
to the scenario, and how these requirements are satisfied using key features. The aim of this chapter is to guide
implementers towards identifying and utilizing the most appropriate features.

Locate the scenario that's the closest fit to your organization. It may also be beneficial to read other scenarios that
might apply to your situation. For example, a large business may benefit from some of the ideas presented in the
small business case and so on.

3.1. Scenario: The Small School

Fast River School has a student population of 200 and caters to students in Kindergarten through 6th grade. A
teacher is responsible for each class. The school has a two computers in each class room and a small computer lab
for older students. All computers are networked. A single server acts as a domain controller and a file and print
server. The students in each year level log on to the computers using the username and password allocated to their
class.

3.1.1. Requirements

Each grade level has a monthly printing budget of $50.
If the budget is exceeded, teachers may discuss additional funding with the school principal.
Student use of color printers should be approved by teachers.

The teacher for each grade level should have access to activity reports in order to track the class's printing
volume.

Ll

5. The school principal needs a summary report of class printing activity at the end of each semester.

3.1.2. Implementation

3.1.2.1. Initial Installation

PaperCut NG should be installed on the school's file and print server. The initial installation process is covered in
Chapter 2, Installation.

3.1.2.2. Requirement 1

The monthly budget can be automated by applying a $50.00 monthly quota to the [All Users] group. The
domain login accounts used for each year level are automatically placed in the [ All Users] group. See the
following areas for more information:

e Section 6.1, “Groups in PaperCut NG”
* Section 6.2, “Setting up quota allocations”

3.1.2.3. Requirement 2

Teachers can be warned when their class's balance has reached a low balance limit. The notification can be via
email. The notification option is located under: Options - Notifications — Low Balance Notifications. Enable the
email option for email notifications.

3.1.2.4. Requirement 3
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The system administrator can set up the printers so only selected users (i.e. teachers) can approve jobs issued to
color printers. By selecting the Only managers can release option on a given printer, jobs are held in a queue.
Teachers can then approve the student print jobs by accessing the web based release software accessed via the
URL:

http://server_nane: 9191/ rel ease

Where ser ver _nane is the name of the organization's print server.
3.1.2.5. Requirement 4

Teachers can view print activity and account balance by connecting a web browser to:
http://server_name: 9191/ user

Where server _nane is the name of the organization's print server. Access to the end-user pages is covered in
Section 4.6, “Interface Levels”.

3.1.2.6. Requirement 5

Summary reports can quickly be generated by any user with PaperCut NG's system administrator access. Granting
administrator access and running reports is discussed in Section 4.7, “Assigning Administrator Level Access”.

3.2. Scenario: The Large School

North Shore High has a student population of 2000 students. Their network consists of:

« Three student Windows PC labs and one Macintosh lab with other computers scattered around the school for
student use.

« A mixture of Mac and Windows laptops used by staff.

¢ A Windows Active Directory environment hosted on a number of servers.

¢ Printers are hosted on two separate Windows servers.

* Some teaching staff have desktop printers attached locally to their workstations.

« Each lab has a black and white laser printer.

« Two high-end color copier/printers and large format printers are located in a print room situated away from the
computer labs.

Students have their own login account and small home directories for storage.

3.2.1. Requirements

The system must support the mixed Mac and Windows environment.
The system should support multiple print servers and locally attached desktop printers.

The school would like to experiment with hosting printers on a Linux system with the aim of using Linux for print
serving tasks to help save on future Windows licensing costs.

4. Students are to be granted a small $5 a month printing budget. Final year students have a $10 a month
allowance.

5. If students need additional printing, they must purchase it. The payment process should be simple and easy to
manage.

6. Jobs issued to printers situated in the print room should be held in a queue and only printed on the physical
printers after the user has arrived at the room to collect the job.

7. Staff members should have the option of charging printing to department accounts or to a small personal
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account, depending on the type of print job.

3.2.2. Implementation

3.2.2.1.

3.2.2.2.

3.2.2.3.

3.2.24.

3.2.2.5.

3.2.2.6.

3.2.2.7.

3.2.2.8.

Initial Installation

The mixture of operating systems and multiple-servers makes this a complex installation. Prior to deployment, it is
advisable for the network manager and/or network administrator to plan the deployment and familiarize themselves
with the PaperCut NG software.

Requirement 1

PaperCut NG is a cross platform solution designed for all major operating systems. Given the existence of an
existing domain environment, the installation of Windows systems is typically straightforward. The Macs however
can be set up in a number of different ways. Network administrators should consult Chapter 24, Mac Printing in
Detail.

Requirement 2

Multi-server installations are commonplace on larger networks. One system needs to be nominated as the primary
PaperCut NG server. This system is responsible for running the "brains" of the system and storing all data. The
other servers, secondary servers, report back to the central primary server via XML Web Services. The system
architecture, deployment considerations, and recommendations are outlined in Section 14.5, “Multiple Print
Servers”.

Requirement 3

Linux is becoming ever popular in the server space. First web hosting, and now common file and print services are
being serviced with the Linux operating system. PaperCut NG is available for Windows, Mac and Linux systems. Not
only that, its architecture allows all three systems to run side-by-side sharing a common central server. This school
may experiment with hosting printers on Linux by running a Linux based secondary server alongside their main
Windows servers. See Section 14.3, “Configuring a Linux or Novell iPrint Secondary Print Server” for additional
information.

Requirement 4

Quotas or allowances are allocated to users on a per-group basis. By adding network domain groups to PaperCut
NG that represent the respective student groups, system administrators can automate the allocation process. See
Section 6.2, “Setting up quota allocations” for further information.

Requirement 5

The purchase of additional quota/credit is best managed by the TopUp/Pre-Paid Card system. The system reduces
the data entry and management requirements associated with manual transactions. More information on
TopUp/Pre-Paid Cards is covered in Chapter 13, TopUp/Pre-Paid Cards.

Requirement 6

Print release in the print room is best achieved with the release station. By running a special full-screen application
on a dedicated terminal in this room, students can release their jobs once they arrive at the room. The release
station and secure printing in general is covered in detail at Chapter 10, Hold/Release Queues & Print Release
Stations.

Requirement 7

Tracking and allocating staff printing to departments is best achieved by using Shared Accounts. When set up,
teaching staff are presented with a popup window asking them to select an account to charge. Account access can
be controlled via domain group membership or via PINs. More information on shared accounts is available at
Chapter 8, Shared Accounts.

3.3. Scenario: The University
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West Face University has a student population of 10,000 full-time students and off-campus and part-time students.
IT services are centrally control the network, however individual faculties and departments also offer and manage
some of the specialist IT infrastructure. All major operating systems are in used on both the workstations and
servers.

3.3.1. Requirements

1. Centrally managed printers are hosted in a clustered print server environment. The solution needs to support
clustering.

2. IT services wants to provide the option for department labs to also have their printers controlled via the central
system.

3. Client software needs to be optional. It would be preferable for students to have access to their account details
via a web browser.

The design of the web interface should be customizable.
The system must be secure and support SSL-based encryption.

The system should run on top of a database system and allow data access to facilitate custom reports using
packages such as Crystal Reports.

7. An open source system would be preferable.

3.3.2. Implementation
3.3.2.1. Initial Installation

University-wide deployments can be quite involved. Most large universities that have deployed PaperCut NG have
worked closely with the PaperCut NG development team during implementation. A lot can be gained by arranging a
teleconference or similar with the development team. We're always happy to help our larger customers deploy the
ideal solution.

3.3.2.2. Requirement 1

PaperCut NG supports clustering at all application layers including the print server, the database server, and the
application server on both Microsoft Windows and Linux. Setting up PaperCut NG in Microsoft Clustering Services is
covered in Chapter 21, Clustering and High Availability. The PaperCut NG development team has experience using
Linux-HA (High-Availability Linux) and other tools to support customers who use Linux.

3.3.2.3. Requirement 2

Printers and labs hosted by individual faculties and departments outside the central IT services area can optionally
be joined into the campus-wide system via PaperCut NG's secondary server support. Central IT staff can approve
these secondary servers via IP address and grant selected staff administrator level access to the system's admin
web interface on a case-by-case basis. See Chapter 14, Configuring Secondary Print Servers and Locally Attached
Printers for more information on secondary servers.

3.3.2.4. Requirement 3
PaperCut NG's client software is optional in a basic charging/quota environment. Users can access their accounts
and view their account balance, transaction and printing history, and use advanced tools such as TopUp/Pre-Paid
Cards and transfers. More information on the web-based users tools is available at Section 4.6, “Interface Levels”.
3.3.2.5. Requirement 4

The design and layout of the end-user web interface can quickly be changed using HTML and Cascading Style
Sheets. Customizing the end-user web design is covered in Section 16.3, “Customizing the User web pages”.

3.3.2.6. Requirement 5

PaperCut NG provides secure connections for report access and administration via SSL-based encryption. Larger
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universities often have their own certificate signing procedure for SSL based servers. PaperCut NG can even accept
these signed certificates. SSL-based encryption is set up by default and is accessed via a URL such as:

https://[server_nane]: 9192/ adm n

Information on using a custom SSL certificate is covered in Section A.4, “SSL/HTTPS Key Generation”.
3.3.2.7. Requirement 6

Hosting the PaperCut NG system on top of an external database system such as Microsoft's SQL Server offers a
number of advantages including easy data access, better performance and scalability, and the ability to take
advantage of existing backup processes. More information on external RDMS support is available at Chapter 19,
Deployment on an External Database (RDBMS).

The data structure is simple and administrators with report writing skills will quickly be able to access the data for
custom reporting via tools such as MS Access or Crystal Reports.

3.3.2.8. Requirement 7

PaperCut NG is a commercial system with commercial level support. However unlike many other commercial
applications, PaperCut Software International Pty Ltd does offer source code access. A number of universities have
used the source code access for:

« auditing - verifying that the software is secure.

e customization - knowing how the application works and how to implement add-ons.

Large universities should also look at the large school scenario. Features such as shared accounts and secure
printing are also applicable to many university environments.

3.4. Scenario: The Small Business

Northwoods Inc. is a small twelve-person Engineering and Architect Drafting office serving the local area. Their
network consists of a mix of Windows XP and Windows Vista workstations connected on a Workgroup based
network. Wireless network access is also provided to employees with laptops. Most staff work on a project basis and
there is a need to track use by project code and sub-project. Some staff work on a freelance basis and management
would like to track and charge for color printer use on a monthly basis.

3.4.1. Requirements

The system must be easy to set up and maintain as there is no full-time IT staff.
The system must work in a Windows workgroup environment.
Staff are to have unlimited access (i.e. no budgets).

Staff need to allocate their printing to projects and cost centers so printing and drafting costs can be passed
back onto the clients (chargeback).
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Managers need access to view real-time reports.
6. Data should be able to be exported to Excel on a monthly basis for billing.

3.4.2. Implementation
3.4.2.1. Initial Installation
One system on the network needs to be allocated the task of hosting the printer and the PaperCut NG application.

Users will print via this system so it needs to be left on most for most of the time. An existing file server is ideal,
however someone's desktop system will also suffice (must be left on at all times).
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3.4.2.2. Requirement 1

PaperCut NG is well known for its ease-of-use. It is a self-maintaining system with a simple to use web-based
interface. Apart from the initial set up, and the recommendation to incorporate the application's data into a backup
procedure, no further technical administration and support is required.

3.4.2.3. Requirement 2

Workgroup environments are common on small networks. They differ from a domain environment in that they are
not centrally authenticated via a server. Users may use a system that automatically logs in as "a user" or maybe
they just log in locally on their workstations. See Chapter 25, Running in a Workgroup Environment for more
information on the ways in which PaperCut NG can be installed in a workgroup environment.

3.4.2.4. Requirement 3

All users can be set up as "unrestricted". In this mode, users can start of with a zero balance and count down as
they print. Their balance indicates their printing value to date.

3.4.2.5. Requirement 4

Shared accounts can be created to represent the current projects with sub-accounts used to represent areas under
these projects (sub-projects). The client popup software can be enabled on user accounts forcing users to allocate
printing to the project/client. In addition, the advanced client popup will allow premiums to be charged for special
printing such as reporduction of expensive mylar film.

Selected staff can run monthly or quarterly invoice reports at any time to quickly determine printing associated with a
given client/project. More information on shared accounts and reporting can be found in Chapter 8, Shared
Accounts.

3.4.2.6. Requirement 5

PaperCut NG records data in real-time. Full print logs and reports are available at any time and can be accessed
using a standard web browser. The manager can log into the administration interface and access the reports at any
time.

3.4.2.7. Requirement 6

All reports and activity lists can be exported to Microsoft Excel. To access the Excel data, click on the small Excel
icon located next to the report name, or the icon at the bottom of the print log.

3.5. Scenario: The Medium to Large Business

SandComp is a large manufacturing company consisting of 3000 employees spread over 4 sites. All sites are
connected via a fast Wide Area Network (WAN). Printers are hosted on local servers with the largest site hosting
printers in a Microsoft Cluster environment.

3.5.1. Requirements
Must support a Microsoft Cluster environment.

Must centrally store print data on a server located at the main office.
Must not cause disruption if the WAN link goes down between offices.
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The consulting division needs to be able to track printing by project (client/matter format) so costs can be
passed back to their clients.

5. The finance department needs secure print release on their shared printers stored in the utility room.

3.5.2. Implementation

3.5.2.1. Initial Installation
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The implementation of PaperCut NG in this environment would best be managed using staggered or step-by-step
approach. First, the software should be installed and tested on the central offices' clustered environment, then rolled
out to the other offices, and finally the secure printing and client popups should be implemented. A staggered
approach is likely to minimize disruption allowing network administrators to focus on the tasks at hand.

3.5.2.2. Requirement 1

PaperCut NG supports Microsoft Clustering Services. The installation process is documented at Chapter 21,
Clustering and High Availability.

3.5.2.3. Requirement 2

The print servers at the remote locations can be installed as secondary servers reporting back to the primary server.
All data will be stored in one location. The services communicate using XML Web Services and only consume a few
bytes per print job. Hence the system will work well over the WAN.

3.5.2.4. Requirement 3

PaperCut NG has a fail-open design. This means that if a failure occurs, such as the network fails between servers,
printing will continue as normal.

3.5.2.5. Requirement 4

The consulting division can make use of the share accounts feature to track their printing by client. More information
on shared accounts is available in Chapter 8, Shared Accounts. These advanced users would benefit from using the
advanced popup. The advanced popup offers advanced searching features allowing end-users to quickly located
the appropriate account and enter job comments as required.

3.5.2.6. Requirement 5

Secured print release can be facilitated by setting up a terminal (a low-end PC will do) in the finance department's
utility room. When a member of the finance department prints to a shared printer, their document will hold in the
queue until that member goes to the utility room and releases the print job with his or her username and password.
This process ensures that documents stay secure and can't be "accidentally” collected by other people.

3.6. Scenario: The Public Library or Internet Cafe/Kiosk

The Sandy Beach Cafe is a typical Internet cafe offering Internet access, faxing, printing and other services. This
business has 50 computers and two printers. A black & white laser printer called "Black and White Printer" and a
high-end color inkjet system named as "Color Printer". They would like to implement a pay-per-print system that
meets the following process and requirements:

3.6.1. Requirements

The customer prints the job to the appropriate printer.
At the front desk, the customer pays a staff member for the print job.
The staff member releases the job for printing.
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The customer collects the print job.

3.6.2. Implementation

PaperCut NG's hold/release queues are ideally suited to the Internet cafe scenario. More information on the
hold/release queues are available at Chapter 10, Hold/Release Queues & Print Release Stations. PaperCut NG
provides both an application interface for release station managers (i.e. desk staff) as well as a convenient web
browser-based interface. To summarize a typical implementation:

1. The PaperCut NG server software is installed on the system hosting the printers. An existing server or desktop
system will suffice.

2. Workstations are configured to print to the printers shared on the system set up in step 1.
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3. Inside the PaperCut NG admin interface, the printers should have the manager only release option selected.

4. Desk staff can view and control pending print jobs, their cost, and other details via the web based release
interface accessible at the URL:

http://server_nane: 9191/ rel ease
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Chapter 4. Quick Tour

This section will guide you through the main areas of the application and cover some common management tasks.

4.1. Navigation

Before we jump in and start our tour of PaperCut NG it is important to take some time to understand the
application's navigation tools. The subsequent sections detail the major user interface elements.

41.1. Tabs

Papercm

Users roups | Accounis Printers Repao Cards Oiptions App. Log About
Location: lr.ra.r’ = ser List

Figure 4.1. Application navigation tabs

Application areas are grouped into tabs that logically separate parts of the system. Selecting a tab displays the
controls and information related to that area. Users will be familiar with the concept of tabs from many other

applications.
4.1.2. Actions
Actions
i) Reset counts
.:I-L Copy settings to other
printers
x Dedate thiz orinte
W 2% CNargmng nies
i [~ = Ies
" ew recent jobs
L eV SIRUSNC

Figure 4.2. The Actions area. Click to perform the action.

Throughout the application, the Actions area lists a number of tasks or actions that can be performed. The Actions

list is always located in the top left-hand corner of the application window. Actions are adaptive and the list of
actions changes depending on the area of the application being viewed.

4.1.3. Buttons

Figure 4.3. Buttons to validate and save settings
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Changes made to options, user settings or configurations are only validated and applied after submitting the
change. Screens that you can save in the application will have the following buttons located at the bottom:

« Apply - Validate and save the changes and return to this location/object
« OK - Validate and save the changes and return to the data list ready to select and edit another object.

e Cancel - Don't save and changes.

4.1.4. Crumb Trail

Users | Groups | Accounts Printers

Location: Prnters = Printer List > Printer Details

Figure 4.4. The crumb trail highlighting the location

The crumb trail serves two purposes. It maps out the navigation path followed by the user and provides a way to
navigate up (back) the navigation path. For example, while editing a user's account, the crumb trail provides a
hyperlink up one level back to the User List.

4.1.5. Status Messages

e E! Page cost must be a numeric value,

iy F 5

e | [, Printer Details: linuxserver\Canon B] 2000
i Oclete this prinker Swmmary || Advanced Charging || Fiters || Recent Jobs || Statistics

,‘. = CNAanDIreg Nuess.

A Ve fter rufes Configuration osted on

" Ve recent jobs Simple printer

configuration EVLOCER V!
€. Ve stabshes options, Advanced

aptions covening the  Location  Department
printer are lcated
under the

aporopriate tabs.
Page cost

g x
LEIOES )

Figure 4.5. A red status message indicating a validation error

Important status messages are displayed in the top section of the application window. Messages relating to an error
or requiring user intervention are displayed in red. Standard messages are displayed in green and cautions in
yellow.

4.1.6. Fields
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Configuration

9 Hosted on
Simple printer

configuration linuxserser

options. Advanced
options coverng this Location/Department
printer are located
under the
appropriate tabs.
Page cost

E =" (gimpls)
Figure 4.6. A field highlighted indicating a validation error
Configuring printers, users or settings are often done via text fields. Changes made to fields are validated after
pressing OK or Apply buttons. If the field fails validation, the offending data is marked with a red asterisk. Typical
validation errors include invalid number or currency formats.

4.2. Sections

The PaperCut NG administration interface is grouped into task oriented sections. These are denoted by the tabs at
the top of the screen. The sections are:

PaperCut’

Users Groups AcCcounts Printers Repo Cards Oplions App. Log About

Location: Lsers = User List

Figure 4.7. Application navigation tabs

4.2.1. 33 Users

* View a list of all users
* View and change a user's credit balance
* View a user's statistics and charts
e List a user's printing activity
* Change user privileges and settings
* Related sections:
e Section 4.3, “Basic User Operations”
e Chapter 6, Advanced User Management

4.2.2. 3'3 Groups

« Add/Remove domain or network groups required for user management
« Define rules controlling how new users are created
e Perform bulk user operations
¢ Control user quota allocations
¢ Related sections:
* Section 6.1, “Groups in PaperCut NG”
» Chapter 6, Advanced User Management
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4.2.3. W Accounts

* View, edit and create shared accounts
« View and change the shared accounts credit balance
¢ List all charges against shared accounts
e Set account access security
¢ Related sections:
* Chapter 8, Shared Accounts
* Section 5.2, “User Client”

4.2.4. "> Printers
9

« View and edit printer costs and settings
« Define printer filter rules and restrictions
« View all recent print jobs
* View printer statistics and charts
¢ Related sections:
» Section 4.4, “Basic Printer Operations”
* Chapter 7, Advanced Printer Management

4.2.5. @ Internet

« View and edit Internet costs and settings
« Define uncharged sites and users
« View all recent Internet usage
* View Internet usage statistics and charts
* Related sections:
» Chapter 15, Net Control in Detail
» Appendix D, Proxy server configuration

4.2.6. ¢, Reports

¢ Access to standard reports for viewing, export and printing
« Run “one click” reports for quick overviews
¢ Run reports over Ad-hoc date ranges
¢ Related sections:
» Section 4.8, “Charting, Statistics, Reports and Logs”
» Chapter 9, Reports

4.2.7. @ Cards
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¢ Managed TopUp/Pre-Paid Cards (also known as vouchers)
« View card use and activity
¢ Download and install the card creation wizard
¢ Import new cards
¢ Related sections:
e Chapter 13, TopUp/Pre-Paid Cards

4.2.8. Options

« Access general system settings
« Control administrator access and security
e Perform network user and group synchronization tasks
« Perform backup snapshots
* Related sections:
e Chapter 12, System Management
* Appendix A, Tools - database, server-command scripting, and APIs (Advanced)

4.2.9. J} Application Log

« View system audit, security and application events
¢ Related sections:
e Chapter 12, System Management

4.2.10. i/ About

e List version and build information
e Access update news
¢ Install and view license information
¢ Related sections:
» Chapter 18, Licensing and Support

4.3. Basic User Operations

The user section is dedicated to user management. Common user oriented tasks include assigning additional credit
to users, viewing a user's activity, and controlling user privileges.

Users in PaperCut NG can be assigned either:

* Restricted access where access to resources is denied once their credit drops to zero (or to the overdraft limit).
« Unrestricted access meaning the user is never denied access.

To change a user's restriction privileges:

1. Login as the built-in admi n user.
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Click on the Users section.

Select the user from the list (or enter the user name in the quick find).
Scroll down to the Account Details section.

Click on the Restricted checkbox.

I

Click on the Apply button to save the change. A save success message will appear.

To increase a user's account balance by $10.00:

Select the user from the list (or enter the user name in the quick find).
Select the Adjustments and Charges tab.

Enter $10. 00 in the adjustment field.

Enter a comment to associate with the transaction.

Click the Apply button.
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2.2 User Details: chris

Dakaiks Adjustments & Charges Transaction History Print Historny

Enter the adjustment amount to apply to account. A negative value subtracts,

Transaction Details

Enter the adjustmeant amaunt
to apply to this account. A
nagative valua subtracts fram Aﬂ_‘ll.lil]'l'b&ﬂt to apphr
the account (3 deduction). 21000
Comments wil appear in the

transaction kst and are used to Comment

brack the reason far the
adjustment. Added $10.00 after cash payment]|

Current bakance: $10.00

Figure 4.8. Adjusting a user's credit up $10.00

To view a user's transaction and print history:

1. Select the user from the list (or enter the user name in the quick find).
2. Select the Transaction History tab to view the user's transaction.
3. Select the Job Log tab to view the user's recent print activity.

4.4, Basic Printer Operations
All printers managed by PaperCut NG are configured under the Printers section. Printer configuration may include:

« Setting a cost-per-pages or defining more complex charging rules.
« Defining advanced filter and restriction rules. For example, configuring a printer to deny jobs of a selected size or
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automatically removing duplicate documents.
¢ Controlling the enabled/disabled status via time-latches.

To define a basic cost-per-page of $0.10:

Log in as the build-in admi n user.

Select the Printers section.

Click on the printer who's page cost is to be defined.

Enter a page cost of $0. 10 under the configuration section.
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Press the Apply button to save the change.

To define an advanced cost model offering a 40% discount for duplex (double sided) printing:

Under the Printers section, select the printer whose cost model is to be modified.
Click on the Advanced Charging tab.

Select a charge type of by category.

Enter 40% in the duplex discount field and select Percent less from the dropdown list.
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Click the Apply button to save the change.

Charging type: by category hd

Charging by Paper
Size Category

This charging model provides

th [ ntrol

Dneci?:eltg\‘(; Eg;a’,\"tigjgg?.te pased Large paper surplus (zrgsr than Lagal or A4)
charged at the base $0.00 | Extra perpage v
cost-per-page. Documents
printed on large paper can be vory la I .
charged at a higher rate (3 erY 1afne Dapey SUFLS (enger fian AZ)
surplus) while grayscale and $0.00 | Extra per page ¥
duplex documents offered a

discount.

Base cost
£0.10

Grayscale discount
$0.00 | Less perpage ¥

Duplex discount
40.00% | Percentless | v

Figure 4.9. A 40% discount applied to double-sided printing

Filters provide administrators with access to a set of rules to control what type of documents are allowed access to
the printer. Filter rules can be used for a variety of tasks such as:

« Enforcing good printing practices
¢ Preventing queue jamming and hogging
« Ensure printers are used for the purpose they are designed for

Filter options include:

¢ Control by the jobs cost
¢ Control by a document's page count
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« Denying jobs based on their color mode
* Filtering by document name
« Automatically denying and deleting duplicate documents

Example - To apply a filter preventing jobs over 100 pages:

1. Under the Printers section, select the printer to which the filter should be applied.
2. Click on the Filters tab.
3. Scroll to the Page Count section.
4. Click and select the deny jobs based on number of pages.
5. Enterin 100 in the maximum filed.
Sumimary Advanced Charging Filters & Restmctions Scripting || Job Log || Statistics

Filter Scope [¥ Only apply fiters to restricted users
Specify how filters should be applied to users.

Group Restriction [ only allow the following groups:

Specify which groups should have access to this
printer.

Maximum Cost

Fiter by document cost. This fiter is used to prevent
users from acodently using an excesswe amount of
ther allowance in a sngle document. Manxirmurm: $1000.00

[¥ Deny print jobs based on document's cost:

Page Count

Filter by the number of pages within a document,

This filter may help accomplish tasks such preventing

large documents on slow printers or small documents Minimum: 0
on specalst high volume printers,

[¥! Deny print jobs based on number of pages:

Maximurm: 500

Figure 4.10. Printer Filters and Restrictions

To disable a printer for the next hour using a time latch:

Under the Printers section select the printer to lock or disable.
On the Summary tab, scroll to the Configuration section.
Select Disable for next hour from the drop-down list.

P w DR

Click the Apply button to save the change.
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:_-‘3 Printer Details: maestro\HP DeskJet 930C/932C/935C

Summa Advanced Charging Filters Recent Jobs Statistics
| g | 1 1

Configuration
Simple printer configuration options. Advanced

Hosted on

options covering this printer are located under ~ M2estro
the appropriate tabs.
Location/Department
On the admin front desk
Page cost
EE Gimois)

Enable/Disable printer
f) Disabled untd 19/09/2005 18:49:43 (Enable

Figure 4.11. A printer disabled for 1 hour

4.5. Client Software

The client software is optional and not required for basic logging, however it does provide users with access to
advanced features. These features include:

« Real-time feedback to the user including their account balances and event messages such as "print job denied"
reasons.

e Access to the account selection popup so users can allocate print jobs to shared accounts - for example,
accounts representing departments, projects, clients, etc. This is particularly important in a business
environment.

% Print Job Notification

[ N " :
5 Print Job Motification
e Confirmn the print and selact the print action

Prink job detais
Dacument name | P-D Floosplan.odg
Prinker maestroCK1 9800 GA (Color PS)

Pages |2 Cost | $0.80
Comment:  Floorplan {bulding )| [[] remember
Charge rabe: | Default (100.0%) £| Shave on invoice

All Accounts | Brefierred List | Recent Selections:
Search: [#] Remember
AUt Code Preferrad
Iy Personal Account 0O ~
Accounting ACC O T
Infarmation Technolooy g
Haalp Dk IT-H 0O
Irfrastructure IT-1
Projects P [
Alph -2 [
Eravn =] O
Deka PD
Foutrot P-F L
Sales saL O
Genera SAL-G O
Project SAL-P O
Suppart: P O
o — | SR s m 1
] Apply to sl documents in queus (Jobs: 1)
47



Quick Tour

Figure 4.12. The user client displaying the "Advanced Account Selection Popup”

4.5.1. Demonstrating the client software and account selection process

Create a Shared Account:

I

7.

Log into PaperCut NG as an administrator (e.g. admin account).

Select the Accounts tab.

Click the Create a new account action.

Enter an appropriate name for the account. For example "test account".
Click the Apply button to save the account.

Select the security tab and ensure the [ Al | User s] group has access to the account. If not, add the group by
selecting it from the drop-down and pressing Add.

See Chapter 8, Shared Accounts for more details about creating and managing shared accounts.

Grant account selection access to your account:

w0 bd PR

Select the Users tab.

Locate and click on your personal user account.

Under the Account Selection section, select the option Show the advanced account selection popup.
Print the OK button to save and apply changes.

Launch the client software (Windows Platform):

1.

Log into a workstation using your user account as modified above (note: The server itself can also be used for
this testing if desired)

Open Windows Explorer (File Explorer).

In the address bar, enter \\ server _nane\ pccl i ent where "server_nane" is the name of the server
hosting the PaperCut NG software. This will bring up files located on the PCO i ent share.

Launch the pc- cl i ent . exe program by double-clicking on the file. An icon should appear in the task tray.

Print a test page (for example a web page). The advanced client popup should appear allowing you to select
the "test account” set up in the preceding section.

More information about shared accounts can be found in Chapter 8, Shared Accounts and information about client
software deployment is covered in Section 5.2, “User Client”.

4.6. Interface Levels

PaperCut NG provides two layers of system access, Admin and User.

4.6.1. Admin Access

Admin access provides access to the system for administration and management. This level is usually only granted
to selected individuals in the organization, such as network administrators or management staff. To assign admin
rights to an individual or group of users see Section 4.7, “Assigning Administrator Level Access”.

4.6.2. User Access

End users are granted access to a set of basic web pages providing them with access to:

View their account balance
List recent account activity
Use tools such as TopUp/Pre-Paid Cards and funds transfers to other users
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The User Client Tool (PaperCut NG User Client Software) complements the web pages by providing users with a
quick view of their current account balance.

@ Important

Access to the user area, like the admin area, requires authentication - that is the user must enter their
network username and password. Authentication is required because user information such as print
history is confidential. Access to the user's funds transfer feature also needs to be protected. This is
particularly important in schools. Students can rest assured that should they leave their workstation for
a few minutes another student can't transfer their account balance to themselves!

To access the user pages via the User Client Tool:

1. Start the client software if it is not already running. On the server this may be started via the Client Start menu
item. See the client software section for details on how to start this on a remote workstation or desktop.

o n
'% Balance for chris

Sana

"T.I_- -‘\,; '.-".".".".-'-.'.EXEII'I'IFI|E.I:Il'g @
' $10.00
o

< R RS 1 ) £ N 2 S

Details ...

Figure 4.13. The user client tool

2. Click the Details... link. The web browser will open.
Enter your username and password and click Login.
The user page pages will display.

To access the user pages directly via a web browser:

Open a standard web browser.

Enter the URL http://[servernane]: 9191/ user where [ server _nane] is the network name assigned
to the system running PaperCut NG. The login screen will appear.

3. Enter your username and password and click Login.

4.7. Assigning Administrator Level Access

PaperCut NG sets up one administrator account called “admin”. This is the master administrator account, with
access to all features, whose password is assigned during the configuration wizard. In large organizations it is likely
that administrator level access will need to be granted to more than one person. One solution is to give all persons
the master password; however the recommended approach is to assign administrator rights to these individual's
network user accounts. The advantages of this approach are:

« They can access the administration pages using their own username and password (they don't have to
remember another password!).

« Different levels of administrator access can be assigned to different users. PaperCut NG includes an advanced
Access Control List (ACL) allowing different administrators access to different functions and areas of the
application.

* Most activity is audited so changes can be sourced to an individual.
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For more information see Section 12.3, “Assigning Administrator Level Access”.

4.8. Charting, Statistics, Reports and Logs

One of the key features of PaperCut NG is the advanced charting, statistics, reporting and logging. This information
can be used by administrators to:

« Determine which printers are most used
* Spot areas where printers may be inappropriate for the task.
« View user and printer trends over time.

4.8.1. Charts

Charts are ideal for obtaining a quick visual overview. All users and printers have a line chart displaying activity over
the last 30-days.

Balance history for peterm

3.00 {
2.00 1
1.00 {
0.00 {
-1.00 1
-2.00 1
-3.00 1
-4.00 1
5,00
8,00 1
7.00 4
21-.i'Aun 28-Aug ¢§pp I‘I..Sep 19.;3..,:
Day

Balance

Figure 4.14. User 30-day account balance history

The Charts Tab under the Printers section hosts a set comparison charts allowing administrators to compare
printers side by side.
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Utilization

printservenA1s = 18
>\— printsevenA2 = 08

printseven 2 = 225 ——

printsenve&7 Colowr=
B0

" |Secandary Copier= 28

[pri 1= 28} printsenvenEsL = 23|

® printservertA13 =0 ® printserverA15=16 @ printservenA2 = 98 © printserverA7 Colour = 80
@ printserverddmin Secondary Copier= 28 ® printserveB0=0 © printserverESL = 23
printserveriG1 = 26 ® print: G2 =225 @ print AMusic = &

Figure 4.15. Printer utilization chart

Under each individual printer the Statistics section provides information on all jobs printed on a given printer.

printserver\Library Copler
200
240
220
200
180
= 160 4
o 140
o 120
100 4
80
=1n]
.ﬂ -
20
o N . . .
21-Aug 28-Aug 4Sep 11-Sep 18-Sep
Day

Figure 4.16. Print page history for a single printer

4.8.2. Reports

Reports provide a tabular data display, often in a printable format, of system information ranging from activity
histories, summaries, transaction details, etc. Reports are typically run to print a summary of user activity, printer
activity, or group or account activity. To streamline access to common reports, PaperCut NG provides a series of
predefined one-click report links under the Reports section. Most reports can be generated over a variety of
common date ranges or user defined date ranges.

Standard reports include:

e User Reports
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» Print summary statistics grouped by user
* Quick list of the most active print users
« Printer Reports
e Summary of print activity grouped by printer
* Quick lists of the most active/busiest printers
* Group Reports

e Summary of print activity grouped by network group (Note: The group needs to be defined under the Groups
section.)

« Shared Account Reports

* Summary of print activity grouped by shared account charged
e Print Log Reports

» Detailed lists of all print jobs over a given period

* Quick list of the largest print jobs

Printer List Report

Printer Total Pages Total Jobs Page Cost Charge Type
orintsenieriLibrary Copier 1,404 547 50008 smple
orintsenveriE3 aar 230 5008 smple
orimt=eneeriLibrary Colour 203 154 5050 smple
orintsenveriz2 225 72 50008 simple
primtsenveriH Block Pod 186 B2 S00E simple
primtsenverLibeary Colour A3 155 122 505D simple
primtsenverAdmin Man Copler 13 L S00E simple

Figure 4.17. Printer report in PDF

Standard reports are provided in a variety of output formats including, HTML, PDF and MS Excel. PDF reports are
ideal for printing. HTML versions of the reports are provided for systems without a PDF viewer.

2 [

In addition to the standard reports, administrators can run other reports on ad-hoc data by using the
Export/Print option available under most of the data lists. This is covered further in the subsequent
report section (See Chapter 9, Reports).

4.8.3. Logging

The PaperCut NG activity logging can be classed into the following areas:
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4.8.3.1. Usage Logging
Usage logging records information about usage events such as printing. Information includes:

e The date of the use
¢ Who performed the use
« Details of the type of user including, cost and other attributes

-'E;ff v | User mﬂg_omd Pages Cost Document Name = _;me Attrib. | Allowed
DINS faz0002  (pensoral) 1 s0.08 Meresefiiond - Romes g e030182 4;1:: Kb Yes
LIS |a0001  (pesoral) 2 20.16 x’f’r‘f‘ré""d : e P Yes

PCLE
1GANE 3ce0001 (personal) 7 $0.56 perewerd o 1080344 %:b Yes
:gii?s acel00l (persoral) 7 $0.56 g:rfn:'::;it e 10.80.34.41 £3L:b Yes
togee 00001  (pessoral) 3 §0.24 Nosehviee-fehion Lo i;: o ves

Figure 4.18. Printer usage log

4.8.3.2. Transaction Logging

All modifications or deductions to an account (user or shared) are recorded in the transaction log. Information
recorded includes:

¢ The date of the transaction
¢ Who performed the transaction
« Any comment or note associated with the transaction (if performed by a user)

Transaction Date v | Transacted By | Amount Balance Usage Log Comment
19/05/2005 17:31:24  admin $10.00 §3.02 user paid $10 at the front office

6/09/2005 14:45:11  [system] -50.50 46.98 Printer Usage

6/09/2005 14:44:47  [system] -50.50 -$6.48 Printer

6/09/2005 14:41:39  [system] -$1.00 -$5.98
6/09/2005 14:41:31  [system] -51.00 -$4.98
6/09/2005 14:40:36  [system] -50.50 -$3.98

Figure 4.19. User account transaction log

4.8.3.3. Application Activity Logging
The Application Log records system events messages such as:

e User logins

e Security errors such as incorrect password attempts
« Backup times and scheduled tasks

* Any system errors or warning

It is similar to the operating system's event log. It is recommended that system administrators view this log on a daily
basis for the first week and weekly thereafter.
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Chapter 5. Services for Users

5.1. Introduction

How a user experiences and interacts with PaperCut NG will vary depending on how it is implemented. When
configured as a silent monitoring solution, users may not even know PaperCut NG is in use. In other environments,
users will make extensive use of the various services that are available.

Services are provided to users through one of two interfaces:

the User Client
The User Client is an optional piece of software that provides additional functionality. The client software may
be used to serve a number of purposes including to:

« Display the user's account balance (for print charging or quota environments)

« Display account selection or print conformation popups.

« Show system messages such as "low balance" notifications.

« Display popup warnings as configured by the administrator (e.g. Print policy discourage printing of emails).
« Provide popup authentication services in anonymous desktop environments.

™ O ™ Balance for chris

> www.example.org €9

194,98

Details ...

Figure 5.1. PaperCut user client on Mac OS X

The appearance of the user client tool may be customized to fit in with your organization. More information is
available in Section 16.1, “Customizing the User Client Tool window”. The features visible to the user (e.g.
popup dialogs) are a function of server-side settings and are configured by the administrator.

the User Web Pages
The User Web Pages provide additional features that may be of use to users. Functionality includes summaries
and logs of usage, using TopUp/Pre-Paid Cards, transferring funds and displaying usage costs. The User Web
Pages are accessed either via the Details... link on the User Client window, or via the browser URL
http://[server_nane]: 9191/ user .
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Y2 G

PaperCut NG : Summary

@ @ "® hip://192.168.1.123:9191/app?se rvice=page/Usersummary |

Rates Summary

== oername
Transfers
Transaction History

Total print jobs 15
Recent Print Jobs

Total 877
Jobs Pending Relesse

Logout Activity

Balance history for tom

Figure 5.2. PaperCut user web pages

The appearance of the user web pages may be customized to fit in with your organization's existing intranet,
web pages or color scheme. More information is available in Section 16.3, “Customizing the User web pages”.

[ papercut G Surmmany - arima P SEE

Be G ver b bwiesis T ben

et hoeabost-979 Yars henicempaou e Surmary

Balance history for tom

e e £ 2
Cay

Figure 5.3. Example of customized user web pages
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More information about each of these areas is available in the following sections.

5.2. User Client

The PaperCut NG activity tracking and charging is implemented using 100% server-side technology. User Client
software is not required as part of the activity monitoring process.

Note

The use of client software for activity monitoring could open up security problems as client software is
readily accessible to end-users. By design PaperCut Software International Pty Ltd developers
endeavor to implement all monitoring at the server level eliminating client-side loopholes. The client
software supplied with PaperCut NG is simply a presentation layer around server-side implementation.

Client software is provided to facilitate four tasks:

¢ Allow users to view their current account balance via a popup window.

« Provide users with a "last chance" before printing, confirming what they are about to print.

¢ Allow users to select shared accounts via a popup, if administrators have granted access to this feature.
« Display system messages such as the "low credit" warning message.

o ——
% Balance for chris

www.example.org &

‘-
L £10.00

Figure 5.4. The user client balance window

[ % Print Job Natification S

Ty N
i & Print Job Notificatiomn

£ Carifirrn the print

-
Prink job detais
Document name |[Skaks - Opendffice. org Writer

Frinter |printseryerderos Color 1930

Pages 73 (Grayscalk) Cost |$5,14

|| Appty ko al documents in quewe (Joos: 1) [ Cancel

Figure 5.5. The user client's confirmation popup
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& Print Job Motification

. 1‘1* E Print Joh Notification
L Caonfirm the print and select the print action
Print job details
Document name: | Micrcesoft Word - st doc
Printer |printserveriHP Laserdet SMP
Cost |$2.79 Pages 279

Prink: job actions

(") Charge to my personal account
(%) Charge to shared account

Maths Department

Figure 5.6. The user client's standard account selection popup

% Print Job Notification

]
. 'l".. . Print Job Notification
- Confirm the print and select the print action
Prink job detais
Dracumant name | P-0r Floorplan. odg
Printer | masstroy k] CO800 GA {Calor PS)

Fagas [2 Cost | $0.80
Comment:  Floorplan (bulding )| [] Rmmamber
Charge rate: | Default (100.0%) |w| Show on nwvoice
| &l Accounts | prefemed List | Recent Selactions
Search: Remember
Aceaur Code Preferred
Iy Personal Account [l [
Accounting acc O I
Information Technology It
Help Desk IT-H O
Infrastructure IT-1 [
Projects P O
alpha BA 0 =
Bravo P& O
. Deka PO
Fostrok PF B
Sales SAL 0O
General SAL-G il
Project SAL-p O
Suppart P O
it e = [}

] Ay to &l documents in queus (Jobs: 1) [(eme_]
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Figure 5.7. The user client's advanced account selection popup

The client software is available for most major platforms including:

¢ Microsoft Windows
¢ Macintosh OS X
¢ Linux and Unix

™ O ™ Balance for chris

-‘\P: www.example.org &9

©$4.98

o Details ...

ﬁ—

Figure 5.8. PaperCut Client on Mac OS X

The client software and deployment tools are installed automatically on the server under the [ app- pat h]\ cl i ent
directory. On a Windows based server this directory is automatically shared in read-only form providing network
users with access to the client executables.

The following chapters contain further information about the user client:

« Command line and config options are discussed in Section A.5, “User Client Options”.
« Customization of the user client is discussed in Section 16.1, “Customizing the User Client Tool window”.

-
’

The behavior of the user client, such as where on the screen it pops up or which option is selected by
default, can be customized. This is discussed in Section A.5, “User Client Options”.

To educate the users about the user client, administrators might find the sample information sheets
helpful.

5.2.1. User Client Deployment
5.2.1.1. Deployment on Windows

The PaperCut NG client software may be deployed to workstations using a variety of deployment methods. The
deployment options are covered in details in the [ app- pat h] \ cl i ent\ README. t xt file.

Options include:

1. |If you're after a manual "setup wizard" style installer, run the program cl i ent - | ocal -i nst al | . exe located
in the network share PCO i ent. You can access this share by typing the following address into Windows
Explorer. \\ <MySer ver >\ PCCCl i ent \ wi n, where MySer ver is the name of the server where PaperCut NG
is installed.

2. Administrators looking for an automated install/deployment option should consider the “zero install" strategy.
See below for details.
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The recommended approach with Windows Domains is the "zero install" strategy. This involves configuring the
workstations via group policy or otherwise, to run the client executable directly off the PCC i ent share - a share set
up during installation. This avoids the need to undertake a separate installation process on each workstation and
ensures the client software is automatically updated in conjunction with server updates.

The client can simply be run directly from the PCCl i ent share setup on the server. Two executables provide this
launch functionality:

pc-client.exe
pc-client-Ilocal -cache. exe

pc-client.exe wil launch the client directly off the network share. The 'local-cache" version
(pc-client-1ocal -cache. exe), is a smarter version that first copies itself and associated files to the local drive
and launches itself from there. The local-cache version has the advantage that any future startups will use the local
copy and hence minimize network traffic. The cache is self-managing and kept up-to-date ensuring that any new
versions of the client are automatically and transparently copied down to the client.

Using pc-client-1ocal -cache. exe is recommended on large networks. It does however require a globally
writable cache directory. By default the cache is created in a directory on the system drive (normally C: \ Cache). An
alternate cache can be specified with the --cache command-line switch. Administrators should ensure than
standard users have write access to the system drive, or manually create the cache directory if required.

The zero-install deployment option is not appropriate for all situations. A local install is recommend on Windows
Laptop systems that are not permanently connected to the network or centrally managed by network administrators.
The client-1ocal -install.exe program can assist end users with a standard "setup wizard" install process.
This installer may also be streamlined / automated by using command-line options, see Section A.7, “Automating /
Streamlining Installation on Windows” for more details.

For more information on alternate deployment options see the [ app- pat h] \ cl i ent\ README. t xt file.

5.2.1.2. Deployment on Mac OS X
This section covers the installation of the PaperCut NG client on Apple Macintosh systems. The complexities of Mac
printing in general are discussed in Chapter 24, Mac Printing in Detail. Before installing the client software, we

recommend that administrators study Chapter 24, Mac Printing in Detail and ensure printing is working as expected.

The Mac client is a supplied as a native Macintosh . app package. It's a universal application supporting Mac OS X
10.3.9 (fully patched) or higher on both PowerPC and Intel hardware.

o

MaC Universal

Figure 5.9. PaperCut NG requires Mac OS X v 10.3.9 or later

The three common installation methods are outlined below cover most situations. The instructions for the "single
user install* is very standard and should be able to be conducted by any Mac end-user. The other installation
methods are more technically focused and aimed at Mac network administrators.

The client software will work best if Java 5 is installed. Java 5 is available for OS X 10.4 or higher. If Java 5 is not
already installed, the installer is available from the Apple website at:
http://www.apple.com/support/downloads/java2se50release3.html.

5.2.1.2.1. Single User Install

This method is suitable for a Mac computer used by a single user. For example, a personal Mac desktop or laptop.
The installation process simply involves clicking on the client-1ocal -install program. This copies the
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PCCl i ent application into the over to the system's Appl i cati ons folder and starts the client in the "confirm
network identity" mode. The simplest way to run the install process is to connect to the server's pccl i ent share
over the network, however alternate methods such as copying the folder contents via a USB key or drive are also
possible.

To install the Mac client from the server's share:

Start and Log into the Mac computer. Ensure it's connected to the network.
Open the Finder.
From the Go menu, select Connect to Server....

Window Help
Back [

Enclesing Folder £

8 Computer O8C
# Home {+3H
# Network 8K

H £ iDisk b
M .4 Applications aga form

L4 Utilities {8y
Recent Folders »
Go to Folder... KRG

Connect to Server... 3K

Figure 5.10. Connecting to a Windows server

4. Enter the pcclient share's connection details like: snb: / / server _nane/ pccl i ent

amn Connect to Server
Server Address:
smb://192.168.1.50/peclient |+] [0,

Favorite Servers

Figure 5.11. The PCClient share's connection string

Enter password information if requested.

Double-click the client-local -install file. This will execute a small AppleScript program that will
commence the install/copy process.

7. Test the application by double-click on the PCC i ent application icon in the system's local Appl i cati ons
folder.

If the user needs the client for printing - for example to use the shared account popup - it's advisable to configure the
application to automatically open upon start-up:

1. Open System Preference... from the Apple menu.
2. Select Accounts.
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3. Select your login account.

Click the Login Items tab.

5. Click the + button and browse and locate the PCC i ent application.

Teer
l[q ») [Showal |

id
lo
iy
n
G
5

Christ...r Dance
Admin

Matt D
_{-_J _al oran

Accounts

Q

Password  Picture | Login Items | Parental Controls

These items will open automatically when you log in:

Hide Item Kind
= %o Growl HelperApp Application
! 'EASkype Application
| @ iTunesHelper Application

To hide an apolication when you log in, click its Hide checkben

s

il
B Click the lack 1o make changes.

Figure 5.12. Add PCClient as a Login Item

6. Test by restarting the computer. The client should automatically after the reboot and login is complete.

5.2.1.2.2. Multi-User Install

On a multi-user Mac system, setting up a Login Item for each user would be a tedious task. To streamline this
process, the PCCl i ent application can be configured to start on login via the login hook. A login hook is an
advanced Mac feature that works by running a script when a user logs in. The PCCl i ent package includes a
command script resource that installs the login hook.

To install the client on a multi-user system:

2 e o

Open the Finder.

commence.

From the Go menu, select Connect to Server...

Enter password information if requested.

Start and Log into the Mac computer. Ensure it's connected to the network.

Enter the pcclient share's connection details like: smb: / / server _nane/ pccl i ent

Drag the PCO i ent package over to the local hard disk's Applications folder. The copy process will

7. Control-click on the newly copied PCCl i ent application in the Applications directory. Select Open Package
Contents.
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Enable Folder Actions
Configure Folder Actions...

Figure 5.13. Control-click and open the package contents

Navigate to Cont ent s/ Resour ces/ .
9. Double-click onthe i nstal | -1 ogi n- hook. commrand script.

e

< a

B imac . N - o
3 newwork » E

o

i ‘_-‘ Macintosh HD client-icon.lens config.properties install-login-
| [l Deskrop s
T c —
X

ﬁ Applications Java ogin-heok-start
' | Documents
E - -
é Music Py —
) Pictures set-permissions.command pe-client-mac.command

1 of 7 selected, 126.9 GB available

Figure 5.14. Double-click to install the login hook

10. Restart the system and verify the client starts on login.

Important

If you're already using a login hook for other script tasks, the setup process will be different. Instead in
step 9, double-click on the set - per m ssi ons. comrand file. Then insert the following line at the end
of your current login script (all on one line):

| Appl i$cat i ons/ PCCl i ent . app/ Cont ent s/ Resour ces/ | ogi n- hook- st art
PSL:

The set - per mi ssi ons. conmand script ensures the software is set up with the correct permissions,
ensuring it's accessible to all users.

The login hook, once installed, can be removed with the terminal command:
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sudo defaults del ete com appl e. | ogi nwi ndow Logi nHook

5.2.1.2.3. Zero-Install Deployment

This deployment method is for advanced Mac network administrators and is suitable for medium to large Mac
networks. Knowledge of the Mac's Unix underpinning and scripting is required.

A more flexible option over locally installing the PCCl i ent package on each Mac system, is to directly launch the
client from the pccl i ent share. The advantage of this deployment method is that any updates applied on the
server (and hence updates to the client directory) will automatically be propagated to all workstations.

The process of setting up zero-install deployment will vary form network to network depending on the directory
environment in use and administrator preferences. The process can however be summarized as:

1. Configure the Macs to mount the pccl i ent share as a volume on login or start-up.

2. Configure a login hook to start the client off the share. The i nstal | - | ogi n- hook. comand resource script
explained in the multi-user install above may help.

The typical way to mount the share is to use nount _snbfs in a boot script. See the Apple documentation on
mount _snbfs at:
http://developer.apple.com/documentation/Darwin/Reference/ManPages/man8/mount_smbfs.8.html

Further information on Mac printing is available at Chapter 24, Mac Printing in Detail.
5.2.1.3. Deployment on Linux and Unix

The PaperCut NG user client software may be deployed on Linux and other Unix based operating systems using the
following installation procedure.

5.2.1.3.1. Step 1 - Install Java 5.0+

Linux and Unix workstations are supported via Java. Java version 5.0 or higher is required. Your Linux distribution
may come with Java pre-installed or have the option to install. If no Java option exists, Sun Microsystems provides a
self-install Java distribution for Linux and other major Unix platforms.

Ensure Java 5.0 is installed and the JAVAHOVE environment variable is defined on the PATH.

5.2.1.3.2. Step 2 - Copy (or Mount) the PaperCut NG user client files
Like the Windows version of the client software, the Linux/Unix Java version is installed in the ~/ cl i ent directory
on the server. All files in this directory need to be copied, or make available to the Linux/Unix workstation. Common
methods include:

« Copying the files from the server using file transfer programs such as FTP or scp.

« If the server is Windows based, connecting using smbclient or the Gnome or KDE snb: // file browsing tools.
The client files are shared via a read-only share called\ \ [ server _nane] \ PCO i ent .

« If the server is Linux based, consider exporting the ~paper cut/ cl i ent directory via NFS and mounting on the
workstations. The client can then be ran directly from the mount.

If the workstation is used by multiple users, the client directory should be copied to a common location such as
lusr/1ocal /papercut/client.

5.2.1.3.3. Step 3 - File permissions

Open a command prompt and set execute permissions on the pc-cl i ent -1 i nux. sh file as follows:
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cd /usr/local /papercut/client
chnod 755 ./pc-client-1inux.sh

5.2.1.3.4. Step 4 - Testing

Log on as a user (a user listed in the PaperCut NG system) in your preferred Linux desktop GUI environment.
Locate and execute the file / usr/ 1 ocal / papercut/client/pc-client-linux.sh. The PaperCut NG client
should open displaying the user's account balance.

It is usual to configure the client as a "Startup Program" or "AutoStart Program" launched during login. See your
desktop documentation to see how to define a startup program.

A number of command-line options are available to change the client's behavior. More information can be found in
Table A.2, “User Client command-line options”.

5.3. User Web Pages

The User Web Pages are accessed either via the Details... link on the User Client window, or via the browser URL
http://[server_nane]: 9191/ user .

The User Web Pages provide a range of services for users, including:

¢ Summary: A summary of usage and balance history.

« Shared Accounts: Lists the shared accounts that the user may use for printing.

« Rates: The current costs for printing and internet usage.

¢ Use Card: Add balance by using a TopUp/Pre-Paid Card.

« Add Credit: Add balance from an external payment system (when using the payment gateway module).
e Transfers: Transfer funds to other users.

¢ Transaction History: A history of balance transactions.

¢ Recent Print Jobs: A list of the user's recent printing.

¢ Recent Internet Use: A list of the user's recent internet usage.

« Jobs Pending Release: Print jobs pending release (when using a release station).

The services available provide a range of functionality that empowers users to make the most of PaperCut NG
without requiring intervention from administrators. The user web pages allows users to do what they need for
themselves, and quickly get back to what they were doing.

Many services can be switched on or off as required. This is useful for situations where a particular service is not
suitable for exposing to the users. For example, some organizations may like to disable the ability for users to
transfer funds.
Each service is discussed in the following sections.

5.3.1. Summary

This page provides a summary of the information most important for a user, including their current balance, a
summary of their printing and internet usage, and a graph of their balance history.

64



Services for Users

Summary

.

Activity

Balance history for tom

$40.00
335.00
30,00

$28.00

Balance

$20.00

$15.00

$10.00

¥5.00

©0--— —————

Figure 5.15. A user's summary information

5.3.2. Environmental Impact

One of the primary aims of PaperCut NG is to reduce printing levels by changing a user's printing behavior.
Implementing monitoring, quotas and charging are a good way of drawing a user's attention to their habits. The topic
of the environment, global warming, and waste management is currently an area of debate and interest to many.
Highlighting the environmental aspects of their activities is another good way of modifying a user's behavior.

The Environmental Impact section appears on the Summary page and provides the user with feedback on the
environmental impact or footprint associated with their activities. Information presented includes an indication on
how their printing equates to trees, CO2 emissions and energy.

For more information about how these values are calculated, see Section 12.7, “Environmental Impact”. If desired,
this option can be disabled via the Options section.

Equivalent to running a S0W bulk for 82.4 hours

Figure 5.16. Draw a user's attention to their environmental impact

5.3.3. Shared Accounts

Shared accounts page lists the balances of the shared accounts that a user can access.
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wesiricd

Arts Department $80.50 No
commerce Department $109.20 No
Economics Department £0.80 Mo
English Departmeant $10.00 Mo
Finance Department $10.00 Yes
History Department $160.90 Mo
Information Technology Department $10.00 Mo
Marketing Department $50.80 No
Mathematics Department £30.40 Yes
Science Department $110.00 Mo

Figure 5.17. A list of available shared accounts

More information about shared accounts can be found in Chapter 8, Shared Accounts.

5.3.4. Rates
The rates page lets users know the printing costs associated with each printer. It also includes a description of how
their internet usage will be charged. Displaying costs to users is a good way for them to see and understand the
costs involved without having to spend time distributing the information to them.

Armed with this information, users can seek the most cost effective way to manage their printing. With discounts for
grayscale and duplex printing clearly visible, ink and paper usage will be reduced by the users own accord.

Printing Rates

Quick Find:
2212
I S IV I T T
linuxserveryCana $1.00/5g. metre $0.10 Less per page %£0.20 Less per page
linuxserveryJohn's Printer $£1.00/sqg. foot  %0.20 Less per page 10% less
inuxserveryXerox Color 1930 $0.10
macserveriHP Laserlet SMP $0.12
windowsserver\Gestatner NRG MP C4300 30.13 B80% less 50.20 Less per page [
“Large paper = larger than Legal or [SO A4 windowsserve stetner NRG MP C4500 1“

*Wery large paper = larger than 11x17 or 1SO A2

Large paper £0.10 Extra per page
Very large paper 20% more

Figure 5.18. Printing costs as seen by the user

Internet Usage Rates

» Cached data is free
# Sent [upstream) data is charged

Cost details

Figure 5.19. Internet usage costs as seen by the user
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5.3.5. Use Card

From here users can use a TopUp/Pre-Paid Card. When a valid card number is entered, the value of the card is
transferred to the user's balance. More information about cards is available in Chapter 13, TopUp/Pre-Paid Cards.

Use Card
Enter the Card number and press the "Use Card" button to redeem.

NOTE: All requests to use cards are logged.

Figure 5.20. Using a TopUp/Pre-Paid Card

5.3.6. Add Credit

The Add Credit page is used to transfer funds into a user's account from an external source. This option is available
when using the payment gateway module for integration with an external system.

5.3.7. Transfers

This page allows users to transfer credit to other users. Transferring balance can be useful in situations such as:

* A student transferring credit to a fellow student for printing something for them
« Ateacher transferring credit to a student for extra printing
e Teachers trading printing credit between each other

Transfers
tom
Available credit 525.00
£2.00
Transfer to user paul
Comment For printing my assignment - thanks!

Transter

Figure 5.21. Transferring funds to another user

5.3.8. Transaction History

The transaction history page displays a user's balance history in detail. Here a user can see how, when any why
their balance was affected. If there is ever doubt about why a user's balance is at the current amount, or what they
have been spending their credit on, the transaction history page has the answer.
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w Show Filter [ filker active: remove ]

May 29, 2007 12:22:44 PM  admin $24.30 $25.00 Adjustment

May 23, 2007 2:42:12 PM [eystem] -20.75 $0.70 Printer Usage

May 21, 2007 2:50:51 PM  [system] £0.10 $1.45 Adjustment Bulk credit adjustment for group [All Users])
May 21, 2007 10:06:18 &AM [system] -£0.50 $1.35 Prnter Usage

May 21, 2007 10:02:36 &AM [system] -$0.50 $1.85 Printer Usage

May 21, 2007 9:55:21 AM  [system] -50.50 $2.35

May 21, 2007 9:37:57 &AM [system] -$0.50  $2.85

Printer: windowsserver\Canon ColorPASS
Z500a (Color PS)
May 21, 2007 9:34:27 AM  [system] -%0.50 $3.85 Prin| = Pages: 2

a4~ . + Document: OpenOffice - New Documeant
May 21, 2007 9:34:04 AM  [system] -%$0.75 §4.35 Ponl o ooy $0.50
Export/Print [& &)

Usar: tom
Figure 5.22. A user's recent balance transactions

May 21, 2007 9:35:21 AM [system] -%£0.50 $3.35 Po

5.3.9. Recent Print Jobs

This page displays the user's printing history. It allows a user to see the cost of their print jobs, or to find a particular
print job. The filter criteria allows for many different views of printing, and can be used to easily drill-down to find the
information required.
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w Show Filter [ filker active: remave |

a4 [150_a4)
Duplex: No
May 28, 2007 . i _ Grayscala: _
9:43:17 AM Administraticn macsarver 4P Color Laserlat 9500 2 $D_5D Microsoft Word = list.doc Mo Frintad
300 kb
MAESTRO
Postscript

Ad [150_ad)
Duplex: No

May 23, 2007 English windovssarvariGestatnar NRG 3 $0.75 Untitladl - :': yscale: Cancallad,

2:42:35 PM Department DSc424 OpenOffice.org Wriker 273 kb Refunded

MAESTAD
Pastscript

Ad (1SO_A4)
Duplex: No
. Grayscala:
May 23, 2007 linuxserver|, maestro'Dell Color -
2:42:15 PM tom Lasar 5110en 3 ¥0.95 cassanh papar-pof ::3 kb .
MAESTRO
Poatacript

a4 (180_a4)

Duples: Mo

Grayscala:

e

Coples: 3 .
PaperCut Software - 267 kb Cancelled (partial
Mozilla Firefoox MAESTRO print)

Postsoript

Mot Invoiced

|

Commant

May 23, 2007

5,233,538 B tom macserver HP Color Laserlet 3000 a9 $2.25

A4 (150 _A4)
Duplex: No
Grayscals:
No
Budget - OpenDffice.org 278 kb
Cak MAESTAO
Posksoript
|

Commant

May 23, 2007 Science

S:21134 AM Departmant linuxservar\HP Coler Laserlat 9300 1 $0.25 Printad

Export/Print [ &)

Figure 5.23. A user's recent printing

5.3.10. Recent Internet Use

This page displays the user's daily internet usage. If the user is curious about what they have been charged for
internet usage, here they can find exactly how long they were clocked using the internet, and the amounts of data
sent and received.

w Show Filter [ filker active: remove ]

m MB Received {(total}) | MB Received (not cached) | Cached MB Received

Apr 24, 2007 $0.05 0:03 1.55 1.47 0.08 0.08
Apr 23, 2007 20.22 0:16 5.38 5.04 0.33 0.28
Apr 22, 2007 $0.25 0:14 6.83 5.47 0.36 0.38
Apr 21, 2007 $0.12 0:08 291 2.86 0.05 0.11
Apr 20, 2007 £0.08 0:05 2.18 2.10 0.09 0.07
Apr 19, 2007 $0.17 0:11 4.46 4.15 0.21 0.21

Figure 5.24. A user's recent internet usage
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5.3.11. Jobs Pending Release

This page allows users to view and interact with jobs held in a hold/release queue. From here, jobs that have been
held in a managed queue can be released (printed) by the user. This allows for them to confirm the cost and details
of the job before printing, and/or confirm their identity before the job is released.

Jobs awaiting approval prior to pninbing are listed below:

| Release All | Cancel All ][ Refresh Mow |

B T T T S AN [ T
¥} May 25, 2007 2:14:10 PM  linuxservariferox Color 1920  PaparCut Softwara - Mozilla Firafox MyDasktop £2.00 [ rir L [Ld _]
*) May 29, 2007 2:13:02 PM  macssrver\HP Lasardet SMP  resesrch paper.pdf MyDesktop 403 $40.30 [print] [cancel]

Figure 5.25. The user's view of jobs pending release

More information about hold/release queues is covered in Chapter 10, Hold/Release Queues & Print Release
Stations.

5.3.12. Web Print

Web Print is a printing solution ideal for laptops and other non-domain connected systems. This page allows users
to upload documents for printing, rather than requiring the print queues to be installed on their system.

The user will be guided through a wizard where they can select a printer, choose options such as number of copies,
and select a document to upload. The document will then be queued for printing and the user can track its status
from this page.

Active Jobs
[ [suomit rime | printer | Document Name | pages | cost | satus
4" Jun 19, 2009 12:32:09 PM Win2003\HP Laserlet SMP Project.docx Submitting
Jun 18, 2009 12:29:49 PM  prinkt-sarvariLibrary - Lasar 1 Lattar 1 62 %6.20 Successfully queued for printing

Submit a Job =

Figure 5.26. Web Print jobs in progress

More information about Web Print can be found in Chapter 20, Web Print (Driver-less printing via a web browser).
5.4. Mobile User Web Pages

When the user web pages are accessed from a mobile browser (e.g. Mobile Safari from an iPhone) the user will be
presented with a lightweight interface that has been optimized for smaller screen sizes.
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il Carrier = 12:23 =
Summary
Username tom
Balance §3.20
@ Redeem Card >

Printing Environmental Impact

P Trees 0.239% of a tree
4 carbon 17kg
+ Energy 54.4 hours

+F m @

Figure 5.27. Mobile user web tools - summary page

The user may choose to view the user web pages in desktop mode instead by clicking View in Desktop mode.

anne ULl Lu, zuuo

Logout

View in Desktop mode

Figure 5.28. View in Desktop mode link

Features available in the mobile user web pages include:

e Checking user balance

Username tom

Balance $3.20
Figure 5.29. Mobile user web tools - balance

« Viewing environmental impact statistics

Printing Environmental Impact

P Trees 0.239% of a tree
4 Carbon 1.7 kg
+ Energy 54.4 hours
Since Oct 14, 2008

Figure 5.30. Mobile user web tools - environmental impact statistics

¢ Redeeming a TopUp/Pre-Paid Card
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N Redeem Card

Enter the Card number and press the
"Redeem Card" button to redeem.

NOTE: All requests to redeem cards are
logged.

Enter card
number

Figure 5.31. Mobile user web tools - redeem TopUp/Pre-Paid Card

logged.

Enter card
number

P-0810-1192-73

Figure 5.32. Mobile user web tools - entering a TopUp/Pre-Paid Card number

For more information about the full (desktop) user web pages see Section 5.3, “User Web Pages”.

5.5. Gadgets/Widgets and more...

Gadgets/Widgets are a lightweight application that sits on a user's desktop. Windows Vista has in-built support for
sidebar gadgets. The equivalent on the Mac is the Widget. PaperCut NG offers three useful Gadgets as well as a
series of AJAX/JSON style embeddable components that can be leveraged by intranet developers.

5.5.1. Paper-Less Alliance Widget

PaperCut has teamed up with Do Something, the non-profit organization behind many environmental initiatives
including the Paper-Less Alliance (http://www.paperlessalliance.com/). The Desktop Widget, developed in Adobe Air
works off the data in PaperCut. It is designed to help organizations reduce paper in a fun positive way. Highlights
include:

« Draw user's attention to their environmental impact upon login

« Allow users to compare/benchmark their usage with the company/organization average

¢ Highlight facts fun about the environment and paper use

* Support a non-profit organization leading the paper reduction initiative

To download the widget, visit: http://www.papercut.com/products/paper-less-widget/
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q 4
[ MyUsoge ] M)'Compﬂny

Volume of printing over the last 30 days
500

ah

3 Wesks Age 3 Wasks Ogo 1 Waek Ags  Cumant

' My Usage

Avg Usage

B

mowy nof pig

My Company's impact on the environment

& 9 —~a
o Trees Carbon  Energy  Monthly
2.4rees 95.2kg 213.5hrs §$1,203...

DO SOMETHING!

Figure 5.33. The Paper-Less Alliance Desktop Widget

Note

Organizations deploying the widget are asked to make a small donation of less than $1.00 a user to
the Paper-Less Alliance. All proceeds go to the non-profit supporting paper saving initiatives and
awareness.

5.5.2. Windows Vista Gadgets
Two small footprint Windows Vista Gadgets are available:

« The Print Balance Gadget: Used to display user's personal balance on the desktop or sidebar. This is called
PCBal ance. gadget .

« The Environmental Impact Gadget: Used to provide the users with feedback on the environmental impact
associated with their printing activities. Highlighting the environmental aspects is useful in modifying a user's
behavior towards printing. For more information about how these values are calculated, see the section called
Section 12.7, “Environmental Impact”. This gadget is called PCEnvi r onnment al | npact . gadget .
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Printing Impact

B s36k00fco2

’ 1,764.6 hours

since 2008-07-07

Figure 5.34. The Environmental Impact Gadget

@ $900.12

Figure 5.35. The Print Balance Gadget

To install a Gadget:

Log in as administrator
Browse to the share on the PaperCut NG server at\\ server\ PCO i ent\ wi n\ Gadget s
Copy all *. gadget folders to the local directory C: \ Program Fi | es\ W ndows Si debar\ Gadget s

P wbdPR

Users should now see the PaperCut NG Gadgets as available Gadgets on the system.

5.5.3. Web Widgets

PaperCut NG also provides web widgets that can be easily embedded within pages on your intranet site. These
widgets work in a similarly to Google Web Gadgets or the Google Maps APIs. All that is required is to paste a few
lines of HTML/JavaScript on your pages. There are two built-in web widgets that offer balance and environmental
impact (and look identical to the Vista widgets above). However if the built-in widgets do not suit your needs you can
create your own that better suit your site.

There are only two requirements to running web widgets on your intranet site:

You require edit access to the intranet pages to add the required HTML/JavaScript.

The username of the logged in user is required so the web widget knows whose details to load. This will usually
require that users login to the intranet. When using a Microsoft Active Directory domain and Microsoft 1IS web
server the user is automatically logged in and their username is available.

The simplest way to get started with web widgets is to look at some examples. There are detailed and well
commented examples available on the PaperCut NG server in the directory
[ app- pat h] / server/ exanpl es/ webwi dget s/ exanpl es. ht nl . These examples should be used as a starting
point to implement web widgets on your site.

The basic steps to adding a web widget to a page are:

1. Add a <di v> element to your page. The widget will be drawn within this tag. The div element must be given a
unique | D.
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a M DN

Include scripts into your page to load the widget and user data from the PaperCut NG.
Edit the included script to set pcUser nane to the logged in user.
Edit the included script to set pcSer ver URL to base URL of the PaperCut NG server.

Add some script to draw the built-in widgets to the page. You can use one of the built-in widgets, or create your
own.
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Chapter 6. Advanced User Management

This section covers some of the more advanced user management tasks. On large networks managing users on an
individual basis is not practical. Management needs to be handled either via a level of automation, or manually at
group level. Some common user management tasks that typically consume time on a large network include:

* Allocating user credit or quotas.
» Creating new user accounts
« Performing administration tasks such as allocating additional allowances or applying different privileges.

PaperCut NG offers a number of features to help automate these tasks.

6.1. Groups in PaperCut NG

Groups are collections of users. PaperCut NG uses the network domain or computer's groups, meaning
administrators can take advantage of the existing network structure. Groups in PaperCut are used in the following

ways:
1. To control how quota/credit is allocated to users on a regular basis.
2. To automate the addition of new (future) user accounts.

3. To assist with making modifications to user accounts by group.

4. For group based reporting.

PaperCut NG mirrors (caches) domain network group memberships for performance reasons. Hence changes in
group membership made at the domain level may not be immediately reflected in PaperCut. The group membership
can be refreshed at any time via the User/Group Sync option under the Options section. Groups are mirror/cached
for two reasons:

« For fast reporting and search performance.

¢ To ensure PaperCut NG is a good network application and does not overload domain controllers with group
membership requests.

Many large networks may contain hundred of groups and/or organizational units. In many cases only a small
percentage of these groups are pertinent to PaperCut NG management. To ensure administrators are not
overwhelmed with all groups, PaperCut NG only lists the groups selected as relevant by the administrator.

To add a group to PaperCut NG:

* Navigate to the Group section.

e Select the Add/Remove Group link at the bottom of the groups list.

¢ Select the group(s) required on the left-hand-side and click the Add arrow.
¢ Click the OK button to add the group(s).
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=) Add/Remove Groups

Select the groups from the network that are required for management tasks such as group level operations, security
and reporis. Large numbers of groups may have a performance impact so only add groups required for system
operations.

Available Selacted

Backup Operators ~ Administrators
Debugger Users Staff

Guests English Teachers
HelpServicesGroy $ Students

Metwark Configuration Operators

Power Users

Remote Desktop Users

Replicator

Test Group w

Enlarge Cancel

Figure 6.1. Adding/removing groups

PaperCut NG includes one built-in group called the [ al | users] group. This group is not related to any existing
network group and simply is a "catch all* group that represents all users list in the PaperCut system. It is similar to
the "Everyone" special group in Windows.

Note

PaperCut NG sources groups and group members from your selected directory/domain source. There
are however some situations where maintaining groups within the network directory source is not
possible. For example, may you only have read-access to the domain. If for technical reasons it's not
possible to define the required groups in your network directory, groups may also be defined via a text
file (e.g. a tab-delimited file). Simply place your group definition file at the location
[ app- pat h] / server/dat a/ conf/addi ti onal - groups. t xt. See the template file
addi ti onal - groups. txt.tnpl inthe same directory for an example and further information.

6.2. Setting up quota allocations

In many organizations PaperCut NG is used to control and restrict users to sensible use by allocating a quota or
allowance (a budget). For example a user may be allocated $10.00 a week. This type of control is particularly
popular in schools and universities. The process of quota allocation can be automated via the Groups section.

To allocate a $10.00 a week to members of the Students group:

Navigate to the Groups section

Add the St udent group via Add/Remove Groups if not already listed.

Select the Student group

Under the Quota Scheduling section, select a period of Weekly and enter 10. 00 in the Schedule amount.

o s~ 0w Dd e

Click the Apply button to save the change.
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3‘3 Group Details: staff

Details
Group Name
The group of organization unit's namea. .
uota Schedulin
Q g

Quota can be added to users’ accounts on 2 scheduled Weekly R
base either daiy, weekly or monthly.

If 'Only alow accurmulation up to' is not selected, the Schedule Amount

user's bakence will accumulate indefinately. 55.00

If 'Only alow accumulation up to' is selected, the user's .

baknce will only accumulate to the amount specified. Only allow accumulation up to:
$10.00

Figure 6.2. The Group Details screen

To configure quotas correctly it is important to understand how quota allocations work. Users receive quotas for all
groups they belong to. For example, consider the situations where St udent s and St udent Newspaper groups
are defined in PaperCut NG, with $20/month and $10/month quotas respectively. If a student belongs to both groups
they will receive a $30/month of quota. If they belong to only the St udent s group they will receive only $20/month.

If you configure a quota on the special [ Al | Users] group then all users in the system will receive this quota in
addition to quotas defined on other groups.

Credit will be assigned to group members at just past 12:00am (midnight) on the day of the schedule. Administrators
can verify that this has taken place by inspecting log entries in the Application event log and/or users' transaction

logs.
Daily Allocations Applied at 12: 10amevery day (7 days a week).
Weekly Allocations Applied at 12: 20amon Sunday.
Monthly Allocations Applied at 12: 30amon the first day of the month.
Custom Allocations Applied at 12: 10amon the given day (after the daily allocations).

Table 6.1. Quota schedule times

One potential issue associated with quota allocation in some organizations (for example Schools or Universities) is
that users can "bank up" their quota allowance over time leading to excessive use at periods of the year such as the
end of semester. The Only allow accumulation up to option can be used to implement a "use it or lose it" policy!

6.2.1. Custom Quota Scheduling Periods

In some cases quotas may need to be scheduled for unusual times. A good example of this is unusual term or
semester start dates. The Cust omquota scheduling period allows specifying any date for which to run quotas. To
set a custom quota scheduling period:

« Select the group for which to allocate quotas

* Under the Quota Scheduling section, select a Period of Custom.

« Enter a date in the ISO international date format YYYY- M DD (e.g. 2007- 03- 15). Multiple dates may be
entered, separated by a comma (e.g. 2007- 03- 15, 2007- 08- 20). * wildcards are supported.
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¢ Click the Apply button to save the change.

2 [

The year may be omitted or replaced with a * wildcard to specify that quota allocations should take
place on the same date every year. The same is true for months.

For example, entering *- 03- 15 or 03- 15 will result in quotas being allocated on March 15th every
year.

Entering * - *- 15 will result in quotas being allocated the 15th of every month of every year.

6.2.2. Advanced User Quota Management

Some organizations may require scheduling quota allocations for periods other than those available above. For
example, an education organization may like to schedule quota allocation per term, semester (period) or academic
year, which may not have set dates. This can be achieved by a manual update when necessary though Bulk user
actions ... in the Users or Groups tab. More information is available in Section 6.4, “Bulk User Operations”.

It is also possible to automate the allocation of user quota through the use of Server Commands (see Section A.1,
“Server Commands (server-command)”) or XML Web Services (see Section A.3, “The XML Web Services API").

6.2.3. Automated Quota Allocation Example

One way to automate quota allocation is through the use of Server Commands. Following is an example of how to
use Server Commands to automate quota allocation in a Microsoft Windows environment:

North Shore High would like to automate their quota allocation on a per-term basis. There are four terms in a year,
and terms do not necessarily start on the same date every year. Junior students are to receive $5 per term printing
budget, and senior students are to receive $10 per term. The domain has the groups j uni or - st udents and
seni or - st udent s to reflect the students' grade.

Using the information from Section A.1, “Server Commands (server-command)”, we can see that the Server
Command adj ust - user - account - bal ance- by- gr oup will meet the needs of this situation. Create a batch file
with a name like assign-term quotas. bat with content similar to the following (depending on your
environment):

cd "C \Program Fi |l es\ Paper Cut NG server\bi n\w n"

server-conmmand adj ust - user-account - bal ance-by-group "juni or-students" \
+5.00 "$5 term budget for junior students"”

server-conmand adj ust - user-account - bal ance- by-group "seni or-students” \
+10.00 "$10 term budget for senior students"

Note: backslash indicates text should appear on the same line.

Running this script will allocate $5 to all members of the group j uni or - st udent s, and $10 to all members of the
group seni or - st udent s. The script can then be scheduled to run at the specified dates by the use of a tool such
as Windows Task Scheduler ( Control Panel - Scheduled Tasks — Add Scheduled Task).

This example can be found with your PaperCut NG installation under
[ app- pat h] \ server\ exanpl es\ scri pti ng\ bat ch\ assi gn-t erm quot as. bat .

6.3. New User Creation Rules
It is inevitable that new users will be added to your network in the future. To streamline account setup, PaperCut NG

offers the option of having new users automatically assigned initial settings such as starting credit, privilege level,
and other settings based on their group membership. Users are automatically added to PaperCut NG when either:
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« The user sends his or her first print job

« Overnight during user/group synchronization

e When a manual user/group synchronization is performed

« When a user logs in (i.e. authenticates) to the user client, release station or user web pages

Taking the time to configure initial settings rules means one less job for administrators to perform! The group based
control offers maximum flexibility and ensures that it's possible to have a different set of initial settings rules for
different types of users. This flexibility is particularly important in an academic environment where students of
different year levels need different settings.

For example an administrator may wish for new users belonging members of the Seni or St udent s group to be
allocated $10 starting credit and r est ri ct ed access, while all other students receive $5.00 starting credit.

New user creation rules are controlled under the Groups - Group Details - New User Settings section. When a
new group is added it does not provide any new user settings. To enable user creation rules for a group the Use
this group to define new user settings option must be enabled.

New User Settings

[#] use this group to define new user settings
Hew wsar sattings help streamine the o i
satup of new future usars. Initial Credit

Thesa settings are automatically applied $10.00

to new users created that belong to thie
group. Thess sattings do HOT affect [¥] Inkialy Restricted
exisling user accounts.

Initial Owverdraft

Use default overdrafl ($0.00) |+ |

Initial Account Selection Settings _
Automatically charge to personal account i]

Advanced Initial Settings
) overide printer-devel settings

Figure 6.3. Initial settings applied to new users

@ Important

Changes made to new user settings are in the Groups section only affect users NOT yet listed in the
system. (i.e. future users). Any users already listed in the system are not affected. Initial user settings
also do not apply when users change groups. To modify settings or credit on existing users, see Bulk
user actions in the following section.

Tip

Initial settings can become confusing when a user belongs to more than one group. PaperCut NG
uses the following logic to allocate initial settings:

« The user obtains a starting credit that is the sum of all the matching groups (the special
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‘ % Tip

[al | -users] group is ignored).
« If any of the matching groups has unr est ri ct ed access, the user will inherit unrestricted status.

« If any of the matching groups has account selection popup settings, the user will inherited the ON
settings.

e If the user does NOT belong to any group with new user settings defined, they will inherit the
settings applied to the special [ al | - user s] group.

To control when users are automatically created, see Section 12.2.7, “On Demand User Creation”.

6.4. Bulk User Operations

A bulk user operation refers to an operation that is applied to more than one user. This operation was referred to in
previous PaperCut releases as "Group level functions". Bulk operations can be performed on a user group or a
comma separated list of users. Bulk user operations are best described by example.

6.4.1. Example 1: Bulk operation on a user group

John is a network administrator at a local high school. A number of students from each year level have been placed
on the school newspaper committee. The head teacher has requested that John allocated an extra $10.00 of
printing credit to these students. The students are all in a network group called "NewspaperCommittee". John
performs this operation as follows:

o M DN

Clicking the Bulk user actions link under the Users section.

Selecting NewspaperCommittee as the group to perform the action on.

Selecting the Adjust credit by option and entered $10.00 in the amount field.
Entering a transaction comment of "extra allowance for newspaper committee role".
Clicking the OK button to apply the change.

6.4.2. Example 2: Bulk operation on an ad-hoc list of users

Now, John wants to add $10.00 credit to a list of users he has saved in a Excel spread sheet. John will need to
perform this operation as follows:

1.
2.
3.

Clicking the Bulk user actions link under the Users section.
Change the Perform operation on users to in the list.

Cut and paste the list of names from the spread sheet. This would generate a comma separated list of
usernames.

Selecting the Adjust credit by option and entered $10.00 in the amount field.
Clicking the OK button to apply the change.

6.4.3. Additional information

Bulk user operations apply changes to all users matching the selected group and other criteria. Settings under the
Groups section or shared accounts are not affected.

Eﬁ |Warning
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Group level operations are one-way and cannot be undone. Always carefully consider the operation
before proceeding. If you are unsure of the function or behavior, performing a backup prior to
undertaking the operation is advised.

Other bulk user operations available under Bulk user actions include:

e Adjust or set the users' credit (perform a transaction).

e Change the users' restriction status

« Modify account selection popup options

* Reset the users' count statistics

« Apply user level overrides like print cost adjustments, and disabling printer filters for a user
« Disable printing for a specified period of time

« Disable Internet use for a specified period of time

6.5. Using Overdrafts

The overdraft setting applies to restricted users (and restricted Shared Accounts). An overdraft allows a user to
continue to use services even though their account has dropped below zero. In essence, the overdraft value moves
the "zero-point" allowing users to overdraw the account to the agreed limit. An overdraft can also be referred to as a
credit limit.

Reasons for using an overdraft include:
« Provide users with flexibility between budget, quote or allocation periods. For example, an overdraft will allow a
user to "draw on" a portion the next month's quota allocation.

« To Implement a credit system with credit limits rather than an up-front pay system.
« Grant trusted users a "loan" on a case-by-case basis.

An overdraft can be defined at two levels:

1. Globally as a default affecting all users and shared accounts.
2. On anindividual user or account basis.

The default overdraft is zero. This can be changed by Options - General — Account Options - Default
overdraft limit

Optionally, a separate overdraft can be applied to an individual user (or shared account) using the following
procedure:

Click on the Users section.

Select the user.

Ensure the account is set as Restricted.

In the Overdraft field, select the option Individual overdraft.

Enter a positive value in the adjacent overdraft balance field.

2 e o

Click Apply to save the changes.
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Balance
$1.70) (adiust)

¥ Restricted
Overdraft
Individual overdrait hd $20.00

Figure 6.4. Setting a user's overdraft to $20.00

6.6. Batch User Data Import and Update

The user data batch import and update feature allows the administrator to import users, user information and
optionally update existing users details by reading data from a simple text file. It enables administrators to update
the following user data:

e Credit balance

* Restriction status

¢ Full name

e Email address

* Department

« Office

e Card/ID Number
e Card/ID PIN

¢ Notes

Examples of where the batch user details import feature is useful include:

¢ To set the user email addresses that are stored in another system (like a student management system).
« When importing user and balance data from another external or legacy system.
« When moving user balances from previous PaperCut editions to PaperCut NG.

For more information on using the batch import to import data from previous PaperCut editions, please see
Appendix G, Upgrading from PaperCut Quota.

@ Tip

PaperCut NG is designed to import user information from the underlying system or network domain.
The batch user data import feature is not designed to replace this but rather complement it by allowing
importing of user data from other systems our sources. For information about managing a set of users
in addition to those in a user directory see Section 26.1, “Internal Users (users managed by PaperCut
NG)".

To perform a batch import:

1. Manually inspect your file in a text editor and ensure it's in the prescribed tab-delimited format as detailed at
Section 6.6.1, “Batch User Import File Format”.
Navigate to the Users section.
Click the Batch import ... action (on the left).

Click Browse to select the file to import. (The format of the file is described in Section 6.6.1, “Batch User Import
File Format”).
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5. Choose whether you want the import to create new users if they do not already exist. If you clear this checkbox,
lines that contain users that do not exist will be ignored and only existing users will be updated.

Press the Import button.
Upon completion you will be told how many users were updated and how many users were created.

Caution

Batch imports are a major operation modifying data en masse. Best practise suggests:

¢ Always run a backup before proceeding with the import.

« First experiment/test the import process with a small batch of users before moving onto the full
batch.

6.6.1. Batch User Import File Format

The import file is in tab delimited format and contains the following fields in the given order.

No. Field Description Optional?

1. Username The user's username Mandatory

2. Credit Balance The user's credit balance Optional - balance not set if blank

3. Restricted Status The user's restricted status. (Y/N) Optional - restricted status not set if
blank

4. Full Name The user's full name Optional - full name not set if blank

5. Email The user's email address Optional - email not set if blank

6. Department The user's department or faculty Optional - department not set if blank

7. Office The user's office or location Optional - office not set if blank

8. Card/ID Number The user's identity/card number Optional - card/id number not set if
blank

9. Card/ID PIN The user's card PIN number Optional - card/id PIN not set if blank.
If the field is *-' then the PIN is set to
zero.

10. Notes Notes about the user. Optional - notes not set if blank

Table 6.2. User Import File Format

Other limitations: Although any actual limit to the size of an import file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

Tip

A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, and then save
itinthe Text (Tab delim ted) format.

6.6.1.1. Import File Format Examples

The following lines shows importing all the above fields. (The fields are separated by tabs).
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matt 20.00 Y Matt Johnson mattj @nail.com Sci ence Dept Head office \
103251 Not eA

john 25.00 N John Jackson jj @onai n.com Admi nistration OGther office \
963254 Not eB

Note: backslash indicates text should appear on the same line.

The following lines shows importing user email addresses only. NOTE: That the tabs still exist for balance,
restriction, full name fields, but each entry is blank.

mat t mattj @nmail.com
j ohn j ] @omai n. com

The following lines shows importing the credit balance and full name for the first user and the credit balance and
email address for the second user. NOTE: That the tabs characters still exist for blank fields.

matt 10. 00 Matt Johnson
john 15.00 j ] @ormai n. com

6.7. Batch User Card/Identity Update

In PaperCut NG a unique card/identity number can be associated with each user. This number may represent
student or employee numbers and can assist in searching for a particular user using the quick find. (Do not confuse
this number with the TopUp/Pre-Paid Cards.) The number may also be used as an alternative to
usernames/passwords for authentication at software release stations, or at hardware terminals attached to
photocopiers.

The batch user card/ID update feature allows the administrator to update user card/ID numbers and optionally
import or update PINs by reading data from a simple text file. User card/ID nhumbers may also be imported using the
batch user import/update feature (see Section 6.6, “Batch User Data Import and Update”) or from a directory server
such as Active Directory or LDAP (see Section 12.2.6, “Importing Card/Identity numbers from Active Directory or
LDAP").

Example: To update/import the card/ID numbers or PINs of all the users in the import.txt file on a windows system.

C:\> cd C\Program Fil es\ Paper Cut NG server\bin\win
server-conmand bat ch-inport-user-card-id-nunbers "C:\card nunbers\inport.txt"

Note that the import path should be quoted if it contains spaces.

@ Important

The card/ID number must uniquely identify a user, so care should be taken to ensure that no two users
have the same card/ID number. This means that the card/ID numbers defined in the import file should
be unique. If PaperCut NG encounters a non-unique card/ID number that user will not be updated.

A batch user card/ID update may be performed by calling the batch-inport-user-card-id-nunbers
server-command. Use of server-command is detailed in Section A.1, “Server Commands (server-command)”. The
import file format is detailed in Section 6.7.1, “Batch User Card/Identity Update File Format”.
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‘ r! Caution

Batch updates are a major operation modifying data en masse. Best practise suggests:

« Always run a backup before proceeding with the import.

« First experiment/test the update process with a small batch of users before moving onto the full
batch.

6.7.1. Batch User Card/Identity Update File Format

The import file is in tab delimited format and contains the following fields in the given order.

No. Field Description Optional?

1. Username The user's username. Mandatory

2. User Card/ID Number A unique card/ID number for this user. | Optional (card/ID number not set if
blank)

3. User Card/ID PIN The user's card/ID PIN. Optional (card/ID PIN not set if blank)

Table 6.3. User Card/Identity Update File Format

Other limitations: Although any actual limit to the size of an update file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

If your card/ID numbers are stored in an external database, see Section 6.8, “Looking up card numbers in an
external database”.

Tip

A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, then save it in
the Text (Tab delimited) format.

6.8. Looking up card numbers in an external database

PaperCut NG can import user card/identity numbers from Active Directory and LDAP. This is the recommended
approach because it allows the card/ID numbers to be associated with users in a centralized location. For more
information see Section 12.2.6, “Importing Card/Identity numbers from Active Directory or LDAP”.

Card numbers can also be imported using the import file described in Section 6.7, “Batch User Card/ldentity
Update”.

In some circumstances the mapping between card numbers and users may be stored in another external database
(e.g. a database used for secure door access). In this case, it may be more convenient to look up the card numbers
in this database in real-time.

Tip

This also allows users to be associated with multiple card/ID numbers. This is useful where users are
allocated different types of authentication cards, or there are alternate card systems used throughout
the organization.

To allocate multiple card numbers to a user, simply populate the mapping table with multiple entries
per user where different card numbers map to the same username.
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Once external user lookups are enabled, PaperCut NG will do the following when looking up a user by card number:

Find a user with the matching card number in the PaperCut NG database.
If not found, the card number will be looked up in the external database.

If a match is found the information returned is used to find the matching user in the PaperCut NG database. If a
user is found the lookup is successful.

6.8.1. Database lookup configuration

To enable external card number lookups:

Navigate to Options — Advanced - External User Lookup.
Enable the option Use external database for card number lookup.

Select the database type. If using Oracle or MySQL you must install the database driver as described in the
Section 19.3, “Database specific configuration”, and the application server must be restarted.

Enter the database connection URL. For examples see Section 19.2.4, “Step 4 - Change the PaperCut NG
connection details” of Section 19.2, “Upsizing to an External RDBMS”.

Enter the database connection username and password.

The option SQL to map card number in external database to: allows you to choose what the card number in
your external database maps to. The options include:

e username, used if your external database contains a mapping between card numbers and usernames, and

e user's identity number, used if your external database contains a mapping between card numbers and
user ids (and the user ids have been imported and stored on users in PaperCut).

Select the option that matches the mapping in your external database.

Enter an SQL select query that looks up the card number in your external database and returns either a
username or user id as selected above. The query must return a single row with the first field being the
username or user id (as found in PaperCut NG). The SQL statement must contain { car dnunber }, which will
be replaced with the card number to find.

An example select query that looks up a card number and returns a username is:

sel ect user_nanme from users_tabl e where card_nunber = {cardnunber}

An example select query that looks up a card number and returns an indentity number is:

sel ect user_id fromusers_table where card_nunber = {cardnunber}

Note

The {cardnunber} replacement does not require quotations (it is sent as a parameter). This
also serves to prevent SQL injection attacks sent via card numbers.

6.8.2. Testing

To test the lookup is working as expected:

1
2
3.
4

Navigate to the Users tab.

Pick a card number from your external database that maps to a user in PaperCut NG.

Enter this card number in the Quick Find field and press Go.

Verify that the matching user is displayed. If the expected user is not displayed check the App. Log tab for
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errors.

6.9. Disabling user printing with time latches

PaperCut NG allows printing to be disabled for particular users using time-based locks. These time latches allow a
user's printing to be disabled for a predetermined amount of time. After this time has passed, the user's printing is
re-enabled without the need for manual intervention. Some examples of where time latches may be useful include:

e Student discipline - Under some circumstances it might be useful to disallow printing for a student who has been
misbehaving in class, abusing computer resources or for other disciplinary reasons. The user's printing can be
disabled for the duration of a class, or indefinitely. Once the time period has passed, printing will automatically be
enabled for this user.

¢ Classroom Management - Using the bulk user actions screen, printing can be disabled for a group of users. This
can be useful to stop a classroom from printing for a period of time.

« User Management - If a employee or student is away for an extended period of time and may return, printing can
be disabled so that their details and balance is unchanged but no-one can use their account for printing.

The disable printing option is located on each user on the user details screen.

£ User Details: Amy Jones (amy)

Detais Adjustrments & Charges Transaction History Print History
Details
. Username

General information about: this user. To _
send emai notifications to users their email 3™
address must be entered.

Full name

Amy Jones
Email

Enable | Disable printing

£} Printing disabled until Jun 28, 2006 6:24:01 PM (Enable)

Figure 6.5. User printing disabled using a time-latch

6.10. User Management Quick Reference
How do | add credit to a user?

Select the user from the groups list, and click on the adjust link next to the credit or select the Adjustment &
Charges tab.

How do | add a new user to the system?

PaperCut NG will automatically add users to the system the first time they print. If your new user initial settings rules
are defined correctly under groups section, the user will automatically be created with the designated starting credit
and settings.

If you have added a large batch of new users, you can force the addition of these users immediately via the
User/group synchronization option under the Options section. For more information see Section 12.2, “User and
Group Synchronization”.

How should | make a change to more than one user?
If you need to make a change to more than one user, consider using the Bulk user actions link located under either

the User or Groups section. This allows bulk modification of user settings based on their network group
membership. See Section 6.4, “Bulk User Operations”.
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How do | grant administrator access to a trusted person to manage a group of users?

Administrator level access can be granted to trusted individuals. See Section 4.7, “Assigning Administrator Level
Access”. By using advanced access control rights, administrators can be limited to a subset of users (a group) via
the option Limit access to users only in group.

How can | prevent new users from being added automatically?
See Section 12.2.7, “On Demand User Creation”.

Due to technical reasons I'm unable to create new groups in my domain. Can | create groups in PaperCut
NG?

Yes. Groups may also be defined via a text file (e.g. a tab-delimited file). Simply place your group definition file at
the location [app-path]/server/data/conf/additional-groups.txt. See the template file
addi ti onal - groups. t xt. tnpl inthe same directory for an example and further information.

| have two different networks with different username naming conventions (e.g. j.smith and jsmith). Is this
supported?

Yes. There is a username aliases file that can be used to map usernames in one format to the format expected by
PaperCut NG. Aliases are defined in the file [ app- pat h] / server/ dat a/ conf/user nane-al i ases. t xt. See
the comments in this file for more information.

Can | manage my own set of users inside PaperCut NG (as well as / instead of importing users from a user
directory)?

Yes. PaperCut NG is designed to keep user management simple and automated, but it is possible to manage users
inside PaperCut NG as well as or instead of using users from a user directory. Users managed by PaperCut NG are
termed internal users. For more information see Section 26.1, “Internal Users (users managed by PaperCut NG)".
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Chapter 7. Advanced Printer Management

This section covers some of the more advanced printer management tasks. Advanced printer management can be
grouped into the following high-level concepts:

e Activity monitoring

« Encouraging appropriate use

¢ Managing the addition of new printers

This section addresses these management areas and covers tools available in PaperCut NG to assist
administrators.

7.1. Adding and Removing/Deleting/Ignoring Printers
7.1.1. On Windows

PaperCut NG tracks all print queues local to the system by default. Local print queues are those that have been set
up on the server running PaperCut NG with a local port, such as: a TCP/IP connection to a network printer, an LPR
connection, or a printer attached locally via USB or LPT. Standard Windows print queues that are hosted on a
different system, or “re-shared”, are not tracked (these queues may be tracked by setting up a secondary print
server, see Chapter 14, Configuring Secondary Print Servers and Locally Attached Printers).

New print queues added to the system should show up automatically in PaperCut NG, however in some rare
situations the printer may only show up after the first print job has been sent.

Under some situations it may not be desirable to track all printers. Some examples of why an administrator may
choose not to monitor a printer include:
« The printer is a “virtual printer” such as a PDF generator, FAX, or document management program.

¢ The administrator may wish to offer free printing on a selected printer and not be concerned with monitoring
(silent monitoring with a zero page cost will also achieve this).

* The printer may not be supported by PaperCut NG and may need to be ignored.

The Print Provider component is responsible for locating and tracking the printers. To instruct it to ignore a printer:

1. Open the file [app_dir]\providers\print\wi n\print-provider.conf in a text editor such as
Notepad.

2. Locate the line | gnor ePri nt er s= and enter the full name of the printer on the right-hand-side of the equals
line. For example:

IgnorePrinters=Cffice Printer

Note: This is the printer's locally assigned name and not the name of its network share.

If you have multiple printers to ignore, then separate the each printer name with a comma. For example:

I gnorePrinters=Ofice Printer, Copy Room Printer

3. Restart (stop then start) the Paper Cut Print Provider component under Start — Control Panel -
Administrative Tools - Services

4. |If the printer data is no longer required for reporting purposes, log into PaperCut NG's admin interface and
select the Printers section, then click on the printer to be removed and select Delete printer from the Actions
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list.

5. Test the changes by printing to the deleted printer and ensuring the printer does not re-register itself in the
system. It if does, verify the name assigned under the | gnor ePr i nt er s= setting is correct.

Mac

The list of monitored printers is configured when installing PaperCut NG. To change the list of monitored printers,
run the script at / Appl i cati ons/ Paper Cut NG Control Printer Monitoring. conmand. Please read the
script's instructions carefully and ensure that the Print Setup Utility is closed/quit when running this script.

After running the script, print a test document (i.e. using a text editor or printing a web page from Safari). The act of
printing for the first time will register the printer with the primary server. Log into PaperCut NG as admi n and verify
that the printers are now listed under the Printers section. Perform a test print on each printer and verify that the
jobs are tracked correctly.

Note

At the technical level, Mac systems use the Common UNIX Printing System (CUPS). PaperCut NG
tracks printing by integrating with CUPS. (For system administrators familiar with CUPS, PaperCut NG
integrates by wrapping or proxying the CUPS backend). The Control Printer
Moni t or i ng. command script simply edits the file /etc/cups/printers.conf and prefixes the Devi ceUR]
with paper cut : , enabling monitoring on the selected printer.

System administrators experienced with the terminal may prefer to edit the printers. conf file
directly with a text editor. See Section 7.1.3, “On Linux” for more details.

To delete a printer:

Double click on the Control Printer Mnitoring. command script.
Choose to disable monitoring on the printer(s) to delete.

If the printer data is no longer required for reporting purposes, log into PaperCut NG's admin interface and
select the Printers section, then click on the printer to be removed and select Delete printer from the Actions
list.

4. Test the changes by printing to the deleted printer and ensuring the printer does not re-register itself in the
system. It if does, verify that it is not being monitored using Control Printer Monitoring. comrand.

Linux

PaperCut NG tracks printing by integrating with the Common UNIX Printing System (CUPS), the printing system on
Linux. For a printer to be tracked, CUPS needs to be told to route print jobs through PaperCut NG before printing.

To do this, the printers.conf file must be edited. This can either be done manually, or assisted via the
confi gur e- cups script.

To use the script, run the script file at [ app- pat h]/ provi ders/ print/1inux-*/configure-cups. Please
read the script's instructions carefully to enable monitoring on the desired printers.

To edit the file manually:

1. Open your printers.conf in a text editor such as vi m On most Linux distributions pri nters. conf is
located at/ et ¢/ cups/ printers. conf.

2. Prepend paper cut: to the Devi ceURI of the printers you wish to track. After the modification a Devi ceURI
line might look like:

Devi ceURlI papercut:ipp://1.2.3. 4/ printers/My_Printer
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3. Restart CUPS in the way appropriate to your distribution. E.qg.:

/etc/init.d/ cupsys restart

4. Perform a test print on each printer. This will cause the printers to be registered. This step is not required with
the conf i gur e- cups script, because the script registers the printers automatically.

5. The printers should now be registered. Log into PaperCut NG as adni n and verify that the printers are now
listed under the Printers section. Verify that the test prints sent previously were tracked correctly.

To delete a printer:
1. Double click on the confi gure-cups script (or manually edit printers. conf), and choose to disable
monitoring on the printer(s) to delete.

2. If the printer data is no longer required for reporting purposes, log into PaperCut NG's admin interface and
select the Printers section, then click on the printer to be removed and select Delete printer from the Actions
list.

3. Test the changes by printing to the deleted printer and ensuring the printer does not re-register itself in the
system. If it does, verify that it is not being monitored using conf i gur e- cups.

7.2. The Template Printer
The Information Technology field is a rapidly moving environment. Change is driven by two main forces:

« Business and end-user requirements
¢ Technology advances

It is change that often consumes a network administrator's time. PaperCut NG endeavors to alleviate some of the
more mundane tasks via automation. The New User Initial Settings section under Groups assists with the creation
of new user accounts. The addition of new printers, although less common, is also inevitable. PaperCut NG helps
administrators streamline new print setup using a concept of a template. A template is a pattern or initial condition
used as a starting point. PaperCut NG has a special virtual printer called the [t enpl ate printer]. Thisis not a
real printer, but a special printer used as a template for printers added in the future.

The[tenpl ate printer] is bestdescribed by an example:

1. Jane is a network administrator at a local business. She has implemented a print policy across all printers as
follows:
a. The page cost for a standard page is $0.10.
b. Double sided printing is encouraged with a 40% discount.

c. A filter exists on all printers to prevent jobs of over 100 pages. This prevents users from holding up the
queues with large single jobs.

2. Jane has set up her policy on all existing printers and then adjusted settings on a printer-by-printer basis
depending on the type and functions.

3. She has also set up this policy onthe [t enpl ate printer].

Two months later Jane adds 4 new printers. No change in PaperCut NG needs to take place as the printers
automatically set themselves up based on the settingsinthe [tenpl ate printer].

5.  When Jane has spare time later in the month she fine tunes printer configuration as required.

As the example shows, the template printer not only helps alleviate future configuration work, but also ensures a
consistent policy is applied on printers by default. It brings PaperCut NG one step closer to the "zero-administration”
goal.
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It is recommended the administrators take a few minutes to configure the template printer on any network of more
than 100 users.

> Printer List

Printers HNotification Options Print Log [ charts

<<<12>z2>
i Total Total
Printer & Page Cost Filtered Pa Jobs

@9 Printer

2 lnuxserver\HP |aserlet SMP 50.08 (gimpls) No fiters 0 0

$0.50 (zimgls)

Figure 7.1. The Template Printer

7.3. Copying Printer Settings

Another way to quickly configure printers and have a consistent charging policy is to copy printer settings (costs,
filters, etc.) from one printer to another.

E Warning

Copying settings to printers is a one-way operation and cannot be undone. Always carefully consider
the operation before proceeding. If you are unsure of the function or behavior, performing a backup
prior to undertaking the operation is advised.

To copy printer settings from one printer to another:

Navigate to the Printers tab.

Select the printer you wish to copy the printer settings from. The Printer Details screen appears.
Click the Copy settings to other printers action link.

Choose which settings to copy. There is a choice of the cost and the filter settings.

Select the printers to copy the settings to.

o g A~ wDd R

Press Copy to perform the copy.
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5 Copy printer settings

Source

Select the printer and type of informaton
Lo copy.

Copy settings from:  [Template printar] -

¥ Copy cost settings
| Copy fiker settings
Tl copy release staton settings
| Copy user-level overmde settings
7] Copy authentication settings
] Copy colar detection settings
| Copy charge rate settings
| Copy Web Print settings
1 Copy printer group settings
=l Copy scripts

Target

Select the printers that the above
information should be copied to. Pleass be — 3 N
careful as the operation is not reversisle, ¥ lnux-server|Wide Format Printer

| mac-servar\Inkjet

To printers:

| mac-cerver|Laser Printer
¥| mac-server\Library MFP
7] mzc-serveriLibrary Printer

|_mar-carwarinffice MFR
| Selact all printers

' Capy | Cancel

Figure 7.2. Copy settings from one printer to others

7.4. Renaming a printer

To uniquely identify a print queue PaperCut NG uses a combination of the hostname the print queue is hosted on
and the printer's queue name. If either of these change, for example because if the print queue is renamed, or
because the print queue was migrated to a new print server, then a new entry will be created for the Printer List.
Future print logs will be tracked against the new printer name, and the old printer name will still be available along
with all its logs.

In some cases this is the desired behavior. In other cases it may be preferred to rename the "old" printer to its new
name so that logs and settings are maintained.

To rename a printer, log into the administration interface and:

1. Select the printer to rename via Printers — Printer List
2. Click Rename this printer from the Actions menu.
3. Enter the new server and print queue name.

Important

The print queue name may not be the same as the print queue's share name. On Windows the
print queue name appears in Control Panel - Printers. On Mac the print queue name can be
found on the printer's Printer Info sheet under Name & Location — Queue Name. Take care to
enter the name exactly as it appears in the OS, as case sensitivity can be important.

4. |If there is already a printer with the chosen name, for example because the print queue has already been
renamed in the OS and was automatically added to PaperCut NG, ensure the checkbox If a printer with the
new name already exists, delete and replace it is enabled.

5. Press Apply.
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6. Perform a test print to ensure that printing is logged under the new name.

7.5. Disabling printers with time latches

A new feature introduced in PaperCut NG is time latch based locks. Time latches allow a printer to be disabled for a
predetermined amount of time. After the disable time has expired, the printer is re-enabled without the need for
manual intervention. Some examples of where time latches may be useful include:

« Printer maintenance - A printer may be consistently jamming and require maintenance. The administrator can
lock the printer for 24 hours until the maintenance is performed. Users receive a notification message if they try
to use the locked printer.

¢ Classroom management in schools - A teacher may wish to disable printer use to force students to focus on their
work for the duration of the class. The printer can be locked for the duration of the class. After the class has
finished the printer is re-enabled automatically ready for the next class.

The disable option is located on each printer under the printer configuration area.

& Printer Details: maestro\HP DeskJet 930C/932C/935C
Summary Advanced Charging Filters Recent Jobs Statistics

Configuration

Simple printer configuration options. Advanced
options covering this printer are located under
the appropriate tabs.

Hosted on

maescro

Location/Department
On the admin front desk

Page cost

50, DoEmm

Enable/ Disable printer
) Disabled unti 19/09/2005 18:49:43 (Enable)

Figure 7.3. Printer disabled using a time-latch

7.6. Managing printing using differential charging

In a quota-based or charged environment, one of the most important tools at the administrator's disposal is the
ability to charge different amounts for different types of documents or on different types of printers. Printers are
designed for a particular task and a particular work rate. For example an inkjet color printer is ideal for photos or the
occasional color page but should not be used print 1000-page black and white documents when the heavy duty
laser printer is located just down the corridor.

PaperCut NG allows administrators to:

« Charge different cost-per-page amounts for each printer

* Charge different amounts based on the type of document including:
» Discounts for black and white printing
» Discounts for double-sided or duplex printing
» Different amounts based on the size of the page

Administrators can use differential charging to encourage users to use the correct printer and printer settings for the
task at hand. This ensures maximum utilization of the resources available.

Example: David is a network administrator at a local university. The printer comparison charts in PaperCut NG
suggest that one of the printers on the 4th floor in the computer science wing is only used half as much as other
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printers. Upon investigation he finds that students prefer to use the closer printer located in the corridor outside the
lab. David decides to relocate the printer at the end of semester. In the meantime he encourages its use by reducing
the price thereby taking load off the other printers.

7.6.1. Charging modes available

PaperCut NG offers a very powerful array of charging rule possibilities. To help simplify configuration, charging
options are divided into modes.

7.6.1.1. Simple Mode

Simple mode is the default mode and is appropriate to all types of printers. It allows administrators to define a simple
cost-per-page setting only. For example if the cost per page was defined at $0.10, 50 pages would cost $5.00.

7.6.1.2. Charging by Category

Category based charging is the most commonly used mode for printers that support advanced print attributes
including:

* Duplex or double-sided printing
e Color or Black & White printing modes
e Multiple paper trays offering standard and large sizes

Category based charging allows administrators to define costs based on the document's attributes. Black and white
(grayscale) documents can be granted a discount over full color. An option also exists to discount and encourage
double-sided printing. Discounts can be applied either as fixed amounts or as a percentage of document cost.

A practical example, Mary has a color printer that supports letter and legal paper and duplex. She would like to
define rules to:

e Charge $1.00 per page for letter (standard size) color printing.

« Charge $0.40 per page if the users select grayscale (black & white) - a $0.60 discount for grayscale
e Charge an extra $0.80 if they use large legal size paper

« Offer a 50% discount for duplex to encourage double sided printing.

To accomplish this complex set of charging rules, Mary should setup the Advanced charging options for the
particular printer as defined in the screenshot below.

Charging by Paper Size
Category
This charging model provides the abilty to

control cost based on categories. Al jobs are Lar Tt o -
charged at the base cost-per-page. Arge PApEr SUNAUS (larger than Legal or A4)

Documents printed on large paper can be $0.80| | Exira per page *
charged at a higher rate (a surplus) while

la | ffar
S:?g;ﬂ: e Very large paper surplus (argsr than 22)

$0.00) Exira perpage ¥

Base cost
5100

Grayscale discount
$0.60 | Less perpage »

Duplex discount
50.00%| Percentless v

Figure 7.4. Advanced differential charging example
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7.6.1.3. Charging by Paper Sizes

The charging by paper size mode is designed for printers with multiple trays and a variety of available paper sizes.
Administrators have full flexibility to define cost for each of the paper sizes support by the printer. For example,
printing a letter size page would cost less than printing a legal size page. This mode includes options to enable
discounts for grayscale and/or duplex jobs. Discounts can be applied either as fixed amounts or as a percentage of
document cost.

7.6.1.4. Charging by Paper Area

This mode is designed for plan printers, plotters or printers that support a variety of paper sizes. For example, many
engineering firms use these types of printers for plotting CAD design diagrams. Charging by area allows the cost of
the print job to be a function of the paper area.

7.6.1.5. Charging by Paper Length

This mode is designed for plotters or printers that use a paper roll or fixed width media. Charging by length allows
the cost of the job to be a function of the paper/plot length.

7.6.2. How duplex discounts are calculated

Many of the supported cost modes allow a discount to be applied to printing duplex documents. The discount is
entered as either a percentage or a constant amount per page. It is important to understand that PaperCut NG
counts a single side of printing as a one page. For example, if you have a 50 page Word document, PaperCut NG
will count this as a 50 page document, whether it is printed single-sided or duplex.

When calculating the cost of a job, the duplex discount is only applied to pages when there is printing on both sides
of a sheet paper. If a document contains an odd number of pages, the duplex discount is not applied to the last
page. For example, if a 11 page document is printed as duplex, the duplex discount is applied to the first 10 pages,
but not the last page.

Some printers allow multiple copies of a document to be printed as a single job. PaperCut NG will calculate the cost
using the above rules. i.e. If a copy contains an odd number of pages, it will not apply the discount to the last page
of each copy.

7.7. Using filters and restrictions

PaperCut NG offers advanced filter options to provide network administrators with the ability to filter or restrict print
jobs using a set of rules. Filtering options available include:

« Restrict printer access to one or more user groups

« Detect and delete duplicate print jobs

« Define the maximum cost of a single print job

« Define the maximum number of pages allowed in a single print job

« Filter documents based on the file extension or name

« Allow only selected paper sizes

« Set a printer to allow only color or black and white documents

Each printer has its own set of restrictions. The rules can either apply to all users or restricted users only (the filter
scope). You access these settings by selecting the appropriate printer in the charging list and clicking the Filters &
Restrictions tab.
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SUMITEN Advanced Charging Filers & Restrictions =Crpong J00 Log STaUsTIcs

Filter Scope 41 Only apply fiters to restricted users
Specify how filters should be applied to users.

Group Restriction Only alow the following groups:

Specify which groups should have access to this
printer.

Maximum Cost

Fitter by document cost. This fiter is used to prevent

users from acodently using an excesswve amount of

therr allowance in a sngle document. Mancimum: $1000.00

¥ Deny print jobs based on document’s cost:

Page Count

Filter by the number of pages within 2 document.

Thig filker may help accomplish tasks such preventing

large documents on slow printers or smal documents Minimum: 0
on specilst high volume printers,

¥| Deny print jobs based on number of pages:

Maximum: &S00
Figure 7.5. Some of the available printer filters and restrictions

The printer restrictions provide network administrators with advanced control over printer usage. Some common
examples include:

7.7.1. Reduce printer jams

Many printers expect print jobs to be on single size of paper, or maybe two sizes if the printer has multiple paper
trays. A non-standard size will cause the printer to enter a manual load state causing the queue to halt. PaperCut
NG Filters & Restrictions section allows Administrators to select the allowed sizes. Non-standard sizes are
automatically deleted before they're sent to the printer. It's an effective way of reducing one of the most common
causes of queue jams.

7.7.2. Controlling documents on slow Inkjets

Inkjet printers have very low throughput rates. A large color document can hold up a queue preventing other users
from getting their "fair share" of print time. By setting an upper page count via the printer's Filters & Restrictions
section, network administrators can prevent large print jobs. The page count forces users to split up large
documents and allows other users access to the printer.

7.7.3. Automatically deleting duplicate jobs

PaperCut NG can also monitor the print queues and automatically delete duplicate print jobs. This option is useful
on networks with novice users. New users often "double click" an application's printer icon causing two identical print
jobs to be sent to the queue. This wastes paper and users' print quota. Network administrators can enable duplicate
job detection via the Filters & Restrictions section. A popup message warns the user and the duplicate job is
removed from the queue.

@ Important

This option can affect multiple prints from Microsoft Excel and some other applications. Users wishing
to print multiple prints from Excel may need to reprint the document 30 seconds apart.

7.7.4. Force sensible use

Restrictions can be set to define a maximum cost per job. This will prevent users from accidentally spending all their
credit/quota in one print job.
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7.7.5. Automatically deny documents based on file extension or name
There are many reasons why users should not print certain files. For example, maybe a report from the accounting
application consists of 400 pages. Users may not be aware of this and "accidentally" print the report expecting only
a few pages. PaperCut NG can be configured to match this document via its name and automatically delete it from
the queue. Use the Filters & Restrictions keyword filter to implement this functionality.
Additionally it's also possible to filter documents based on file extension by entering a keyword like . ht mor . pdf .

To filter a document name based on a regex (regular expression), enclose the keyword in forward slashes. Note that
the regex matches the entire document name. For example:

¢ To disallow printing of any documents ending in . ht m

[.*\ . htm

¢ To disallow printing documents of the form account - 12345. pdf :

[ account -\ d*\. pdf/

@ Important

This is not a security option. It is easy to circumvent the filter by simply renaming the document. Some
systems may not even report type information!

7.7.6. Control who can print in color (Advanced)

To control which group of users have access to color printing to a particular printer use one of the following

methods:

Method 1

1. On the print server, create a print queue.

2. Share the print queue as normal.

3. Add the printers to PaperCut NG and define appropriate costs.

4. From the printer's Filters & Restrictions tab in PaperCut NG select the groups which should have accesss to

color printing via Groups With Color Access restriction.

For example:

* To only allow group "staff" to print in color to this printer.

Groups With Color Access ¥ nly allow the folowing groups to print in color:
Spacly which groups should have access to colar prnting. [Intemal Usars)
¥ staff
students

Figure 7.6. Select "staff" from the list of groups
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Method 2

This method utilizes two print queues, each with different driver defaults. One queue is set to grayscale only and the
other have full color access. Group access is used to control who has access to the color queue.

To implement:

1. On the print server, set up two print queues that point to the same physical printer. Call one queue Grayscale
Only and the other Color. You will now have two printer icons (logical printers) each connected to the same
physical printer.

2. Share the printers as normal.

Set Windows access permissions on each queue as required. Users that require color access should be able to
print to the color printer. Other users should only be provided access to the "black and white" only printer.

Add the printers to PaperCut NG and define appropriate costs.

5. From the printer's Filters & Restrictions tab in PaperCut NG ensure that the Color Mode restriction is
configured to Allow grayscale documents only on the grayscale printer.

This method although being more complex to manage, sometimes offer better user experience as users do not need
to select driver color and black and white options for each print.

7.7.7. Advanced Setups

PaperCut NG provides printer management features that can be easily extended to more advanced network setups
including:

« Environments with multiple print servers

¢ Monitoring of locally attached network printers.

¢ Central monitoring over Wide Area Networks (WAN) or VPN.

These topics are an advanced subject and covered in subsequent sections.

2 [

For more flexibility in filtering print jobs, one should consider the Advanced Scripting capability. With
Advanced scripting, one can filter on more attributes of a print job. See Chapter 17, Advanced
Scripting for more details.

7.8. Managing printer groups

Administrators use groups to manage large number of users. Groups are used for all manner of purposes such as
reporting, access control and management. PaperCut NG also offers the ability to group printers offering
administrators the same level of management advantages they get from user groups. Printer groups are most useful
for organizations with a medium to large number of devices.

Printer groups allow administrators to tag or group printers by attributes. Group names are user definable and may
represent any attribute appropriate for printer management. Examples include printer type, location, make, function,
owner, age, etc. PaperCut NG's grouping is implemented using text based "tags" offering similar flexibility to that
seen in many modern online systems such as Flickr - the popular photo management website.

Some examples of where printer groups may be useful include:

« Grouping by printer type allowing an organisation to compare volume on inkjets vs. laser printers.

* Grouping by floor, departments, or work areas providing comparison reports to identify areas that may need
additional printers.
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« Quickly locate printers by attributes or tags defined by administrators.

« Implement fine grained access control by ensuring administrators can only apply adjustments to devices under
their ownership/responsibility.

« Facilitate group-level management of devices settings such as copying new rules, costs and policies between
like devices.

To group printers that support color output the admin will follow the following procedure:

Locate and click a color printer via the Printers tab.
On the printer details screen scroll down to the Printer Groups/Tags section.

Enter an appropriate group name (tag) such as Type: Col or . Read best practises in Section 7.8.1, “Suggested
best practises for naming printer groups”

Printer Groups/Tags Printer Groups

Printer groups can be used to group or tag printers. The Type:Calor

groups can then be used for reporting, fitering or access T H
control. Common groupings include location, type/make { Zed o g )
fmodel and the department or office responsible for the Choose from recent groups
printer.

E.g.: "Type:Laser, Department:Scence”

Figure 7.7. Adding a new printer group "Type:Color"

Click OK to save the change.
Repeat step 1 and 2 selecting another color device.
This time select Choose from recent groups and click Type: Col or.

Printer Groups/Tags Printer Groups

Printer groups can be usad to group o tag printers. The Depanmeant Science, Type: Color
groups can then be used for reporting, filtering or access ted Bt of printer
control. Common groupings include location, type/make/mode {2 comma separ Lot gm‘_pf}

and the department or office responsble for the printer. dick to add: {E} Location: ITBuldin

E.g.: "Type:Laser, Department:Science”

Figure 7.8. Adding an existing printer group
7. Repeat step 6 for all color devices.

E Tip

An alternate method to apply a set of printer groups to multiple printers is to use Copy settings from
printer to printer action.

7.8.1. Suggested best practises for naming printer groups

An important requirement of group management is to have clear and consistent naming conventions for your
groups. This convention needs to be followed by all involved in group management leveraging the Choose from
recent groups link is a good way to ensure consistency. A group name may contain any character except for ", ".
Administrators are encouraged to use a key-colon-value format such as:

e Type:Laser
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¢ Location:Floorl

¢ Department:Science
e Subnet:192.168.4.*
e Office:NewYork

Prefixing the value with a type makes it easier to compare and locate groups of interest.

Like user groups, it's important to keep printer groups up-to-date. Ensure someone is tasked with assigning printer
groups when new devices are added to your network.

7.9. Cost Adjustments

Cost Adjustments are used in conjunction with the User Client's Advanced Popup (see Section 8.4.2, “Advanced
Account Selection Popup”) or Manager Popup (see Section 8.4.3, “Manager Mode Popup”). They allow an
administrator to define a user selectable list of adjustments to apply to the current print job. These adjustments can
be in the form a percentage adjustment, a per job fixed adjustment or a per page adjustment. Charge Rates are
commonly used in the Engineering and Architectural Drafting fields. Examples include:

« Charging different rates for premium print material. For example 150% for use of Mylar drafting film.

« Offering a discount of selected situations. A 2nd copy of an architectural plan printed on draft quality paper may
be charged at 50% normal rate.

¢ Charging a fixed cost for services like document binding. For example, binding might cost an additional $5.00.
¢ Increasing the per-page cost of a job for color paper (e.g. an additional $0.20 per page).

Cost adjustments are defined at both a global and printer level - allowing common adjustments to be applied
globally to all printers, with the flexibility to also define printer specific adjustments. The adjustments are defined in
the format:

adj ust 1: 100% adj ust 2: 150% adj ust 3: 3. 0pj , adj ust4: 0. 10pp

(A comma separated list of rates in the format of "Name" and "Amount" separated by a colon). The first rate listed is
the default rate and is automatically selected in the Advanced Client Popup. The format of the "Amount" depends on
the type of adjustment. Each of the formats is defined below:

Type Description Format Examples

Percentage Applies a percentage adjustment to | 0. 00% 120%- increases cost by 20%
the job cost. Rates above 100% will .
increase the cost, while those below 75%- discounts the cost by 25%

100% will discount the job.
0%- sets the cost to zero
(NOTE: When multiple adjustments
are applied with the manager popup,
the percentage adjustments are

applied last)
Per Job Adds/subtracts a fixed amount to the | 0. 00pj 3.00pj - increases total cost by
total job cost. $3.00
-1.00pj - reduces total cost by $1.00
Per Page Adds/subtracts a fixed amount to each | 0. 00pp 0. 10pp - increases cost by $0.10 per
page in the job. page

- 0. 05pp - reduces cost by $0.05 per
page

Table 7.1. Cost Adjustment Types

If the option Always require manual selection is enabled then the default selected rate will read “Select...”,
requiring that users manually select a charge rate every time they print.
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Global cost adjustments are defined in Options — Client Software. These will be available for all printers. Any
adjustments defined at the printer level will be in addition to the global adjustments. The printer level adjustments
are defined in Printers -~ Summary - Advanced Configuration - Define cost adjustments. If an adjustment
with the same name is defined at both the global and printer level, the printer adjustment takes preference.

[¥ Define cost adjustments

Global cost adjustments
Hot configured

Additional cost adjustments
Default 100% . Discounted:50% Premium: 150%
(The user must run the popup in advanced mode to access cost adjustments, Format: rate: 100%, Binding: 2.00p], ColorPaper:0. 20pp)

| Always require manual selection

Figure 7.9. Three cost adjustments defined at the printer level

% Print Job Notification =]
2. Print Job Notificati
7.y Print Jo on
& Confirrn the print and selact the print action
Prirk job details
Document name | Chapter 7. Shared Acoounts
Printer  maestro\Brother HL-2700CH { Color PS)
Papgas |4 Cost | $0.40
[ Remember
Charge rate: | Photo Paper (200.0%) || shaw on inveice
2l M(mmsﬂraft Paper (B0,0%%)
[standard Paper (100,09
search: | |'rensparency (130.0%) Remembes
IPhato Paper (200.0%)
accoure Mylar Film (400,0%) Code Preferred
00003001 o d
Marine park obby 00003-004 O
Tortolse trainng whesls 00003-003 =
Wombat colocation 00003002 |
0004 O
Design 00004-003 i
Distribuber contacts 00004-002 O
Ganeral 00004-001 &
Intellectual property 00004-010 F
oont O
audic 00001002 O
EPA compliance 00001-003 #
Ganeral 00001-001 0 |
Irkellectual property 00001-100 F o)
] Apply to all documents in queue (Jabs: 1) E

Figure 7.10. Cost adjustments displayed in the Advanced Client Popup

3. Adpstments

Standard | [¥/] Binding (+$2.00 per job)
| Color Paper (+50,20 per page)
| Staff Discount (-30.0%)

Custom 0,00 per page | per job

Figure 7.11. Cost adjustments displayed in the Manager Mode Popup
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7.10. Popup Authentication

PaperCut NG normally relies on the underlying operating system and the associated print queues to perform
authentication. For example, in normal operation, a user logs into a workstation using a domain/network level
authentication method such as a username and password. The print queues also use this authentication and
PaperCut NG can trust the supplied identity. However in some network environments, relying on network level
authentication may either not be possible, or may not be reliable. Common examples include:

e All users log in with a common generic username and password meaning that it's not possible to distinguish
between users.

« A print queue that does not enforce authentication.

For a detailed explanation of print authentication, please Chapter 23, Print Authentication.
7.10.1. Where Popup authentication is used

Some real life examples covering these two situations include:
7.10.1.1. The Student Lab

Some student labs are set up so everyone logs in using a generic username and password. For example,
username: student, password: student. This is common in Apple Mac labs, where enabling multi-user authentication
is complex and can often prevent selected applications from running correctly.

7.10.1.2. LPR/LPD or CUPS

The Line Printer Daemon print protocol, often used in UNIX environments, is a non-authenticated system. The
username associated with the print jobs is passed through to the print queue, however the name is not verified and
can easily be forged. An extra level of authentication is required.

CUPS, the modern print system often used on Linux, Apple Mac and some Unix systems, is often implemented in a
non-authenticated fashion. Although CUPS can support authentication, technical considerations such as the inability
to interface with Active Directory domain authentication often prevent its use.

7.10.1.3. Mac Print Queues

Mac OS X server use the CUPS print system. Current Apple implementations prevent administrators from enabling
CUPS authentication. This is not usually a problem in an environment where logins can be controlled at individual
workstation level. It does however pose a problem if users have local admin access - for example, individual owned
laptops. PaperCut NG popup authentication provides a way to work around the non-authentication issue.

More information, including a discussion of platform specific issues is available in Chapter 23, Print Authentication.
7.10.2. How does popup authentication work?

The popup authentication works by authenticating the user via the PaperCut NG client software. The client software
pops up a window requesting the user's username and password. The password is sent to the server via an SSL
encrypted connection and is validated. On successful validation, a session is formed that associates the user with
this workstation. The session is valid for a length of time as selected by the user - the default being 5 minutes - or
until the user logs out.

7.10.3. Macs and popup authentication
Popup authentication is often required on Mac networks supporting a mix of lab systems authenticated via a
directory service and unauthenticated laptop systems. Advance administrators may wish to review Section 24.3,
“Eliminating PopUp Authentication via Mac Login Hook” to streamline login on the secured lab systems.

7.10.4. Configuration

The following sections cover how to enable popup authentication on either the user account level or the print queue
level.
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7.10.4.1. Popup authentication and generic user accounts

The following notes explain how to enable popup authentication when a user logs in under a generic user account -
for example, st udent .

Add the account to the domain called st udent . You may already have such as account set up.
Perform a User/Group Sync or print a job from this account so the username is listed in PaperCut NG

Select the generic user and set the account to a zero balance and a restricted status. This will ensure that users
can't charge against this account.

Check the Unauthenticated option and click on the Apply button to save the changes.

Advanced Options

Advanced options including
overriding printer level settings, and o
changing authentication behavour. ¥! Unauthentbicated user (enable popup authentication)

O overde printer-level sattings

Figure 7.12. Turning on popup authentication at the user level

Install client software on workstations. See Section 5.2, “User Client” for details.

When a user logs in as the generic st udent, they will be prompted for their domain level username and
password.

' * Login

)

., & Logn
‘four login credentials are required for printer access

Username: |

Pasawiord:

Remember: |For neet S minutas

Figure 7.13. PaperCut NG client requesting for authentication

7.10.4.2. Popup authentication on a print queue

The following notes explain how to enable popup authentication when a user attempts to print to a
non-authenticated printer such as one hosted via an LPR/LPD queue or a CUPS print queue:

Add the printer to the system and normal. Perform a few test prints to ensure the printer is functioning and
tracking as expected.

Log into PaperCut NG and check the Unauthenticated option under the relevant print to enable the popup
authentication.

Install the client software on any workstation that will print to this printer. See Section 5.2, “User Client” for
details.

When a user attempts to print to this printer, they will be prompted for their username and password.

7.10.4.3. User Interaction
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When running in popup authentication mode, the client makes available a number of additional options including:

* Logout
« Login as another user

The Logout option is available on Windows via either the right-click option on the task try icon, or when running on
Mac or Linux, via a right-click popup menu (Option Click) access via the icon on the balance window.

The Login as... option is made available if the client starts as an unauthenticated user. This option allows users to
authenticate or quickly switch user identity.

7.10.4.4. Advanced Popup Configuration
The login box displayed to the user offers the choice of how long their authentication details should remain active.
An administrator can control the options presented to the user by modifying the following system configuration keys.
These configuration keys are edited under Options — Actions - Config editor (Advanced)

Config name Description

client.config.auth.ttl-values A comma separated list of values to display in the popup authentication login
box. Positive numbers represent the number of minutes to remember the
authentication for. The value of O indicates that the authentication is
remembered for "this print job only". The value of -1 indicates that the
authentication is remembered until the user logs out or exits the client. The
value of - 2 indicates that the authentication is remembered indefinitely, even
after restarting the client. For security reasons the client does not save the
password. Instead a server generated cookie is placed in a file in the user's
home directory.

The default is: 1, 5, 15, 30, 60, - 1

client.config.auth.ttl-default-minutes The default time-to-live value automatically selected when the login
authentication window displays.

client.config.auth.popup-on-startup-if-unauthenticated Determine if the client should request authentication when the client starts if the
operating system user is unauthenticated. Set to Y (yes = enabled) or N (no =

off).

Table 7.2. User Client Popup Config Keys

Important

User client tools that are already running will pick up changes made via the config editor the next time
they are restarted.

Please see Section 12.8, “Using the Config Editor” to find out how to change config keys.
7.11. Color Detection

The color detection setting determines the method used by PaperCut NG to analyze documents for the presence of
color. Changing the detection method may require some additional printer configuration. Please read this section in
its entirety.

The standard way used by PaperCut NG to handle color in documents is to see if the printer's driver has set the
grayscal e flag. When this flag has been set on a document sent to a color printer, the grayscale discount is
applied. Otherwise, the document is charged at the printer's standard rate. This may be an inconvenience for users
when a large document is printed with just a few color pages.

For example, a user prints a 21 page document to a color printer. The document is all grayscale except for a color
header on the first page. When using standard color detection, the user is charged for 21 pages at the color printer's
standard rate. As a workaround, the user could send the document as two print jobs (one with just the first page
containing color, and another with the rest of the document), but this is an inconvenience. An enhanced alternative
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is to use page-level color detection. When this option is selected, the user would be charged for one page at the
color printer's standard rate, and receive the grayscale discount for the other 20 pages.

PaperCut NG has three options for document color detection:

« Grayscale only (for grayscale printers)
« Standard color detection (also referred to as document-level detection)
« Page-level color detection

The color detection setting is available for each printer controlled by PaperCut NG. To access the setting, click on a
printer from the Printers tab to bring up the Printer Details page.

Color detection mode
O This s a grayscale printer
O This s a color printer (use standard detection)

i) This & a color printer (use page-evel detaction)

Figure 7.14. The color detection setting for a printer

'This is a grayscale printer'

This option indicates that the printer is not capable of printing color documents, so color detection should be
bypassed. This will ensure that the color page count for this printer is always zero.

'This is a color printer (use standard detection)’

When this option is active, documents are treated as being either grayscale (where a printer's driver has set the
grayscale flag) or color. This mode is available in almost all color printers, and is the standard color detection
method in PaperCut NG. Where users print documents containing both grayscale and color pages, this option
encourages users to use color printers only for their color printing.

'This is a color printer (use page-level detection)'

Page-level color detection is a relatively new feature for PaperCut NG (introduced in November 2006), and
continues to be under active development. This feature scans each page of a document for traces of color. The
grayscale discount is applied to any grayscale pages, and other pages are charged at the printer's standard rate.

Currently, PaperCut NG can perform page-level color detection with most PostScript, PCL5, PCL6 (PCLXL) and
HPGL printer drivers Many manufacturers offer PostScript and PCL drivers as well as proprietary ones - check your
printer manufacturer's website for availability.

Important: To use page-level color detection:

Ensure the printer is using a PostScript or PCL printer driver on both the server and workstations.
Apply the page-level detection option for the printer in PaperCut NG.

On Windows based servers the Print Provider service will be notified of the setting change every 2
minutes. This can be sped up by manually restarting (stop and starting) the Paper Cut Print Provider
service via Control Panel - Administrative Tools — Services. Linux and Mac systems will pick up the
change immediately.

4. For Windows based servers, disable the setting Enable advanced printing features on the Advanced tab of
the printer's Windows Properties page. This option needs to be changed on the print server. This forces
documents to spool in the driver's native PostScript or PCL language that PaperCut NG can analyze.

5. Print a few test documents with both grayscale and color pages and ensure PaperCut NG is correctly charging
the document. The Print Log under the Printers tab is a good place to monitor the detection in real-time.

7.11.1. Limitations of Page-Level Color Detection

Page level detection works by inspecting the contents of the document looking for color use. The aim is to track
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down simple black and white only pages so it can offer the user the grayscale discount on these pages. There are a
few situations that may cause a seemingly grayscale page to list as color - referred to as a 'false positive'. These
situations are rare and are discussed below:

« The use of some image formats, even if they look grayscale, may detect as color. For example, JPEG is a lossy
format and artifacts as a result of compression may cause speckles of color. PaperCut NG will handle most of
these situations but grayscale JPEG images in PDF files can cause false positives.

« The use of 'color' white-space in Microsoft Word can cause a false positive with some print drivers. For example,
the user selects a color font, enters a single space or new-line, and then changes back to black. PaperCut NG in
most cases will correctly filter out the 'color space' but may experience problems with some drivers leading to a
false positive.

7.12. Watermarking/Job Annotation

Watermarking is a feature that allows a small portion of text to be written to the bottom (or top) of every page.
Watermarking is a powerful and flexible feature. Typical uses of watermarking include:

« adding a username to the bottom of every page to help identify the owner

« writing job metadata in the footer such as print time, printer or document name

< applying a digital signature to help track and verify documents

Watermark text is defined by the PaperCut administrator and can be applied to printers individually. Print scripting
makes it possible to change watermarks dynamically (see Chapter 17, Advanced Scripting). Watermarks may
contain substitution variables allowing the insertion of document metadata such as date/time, username, document
name, etc.

A typical watermark is shown the picture immediately below. This watermark uses the %user % %dat e% and
%si gnat ur e%substitution variables described in the Substitution Variables section.

Printed by sally at 08/12/2010 3:46:43 PM (659d08184bd030cf4b7d9d6Bacab02e0)

Figure 7.15. An example watermark using variables

@ Important

Watermarking is a new feature that uses advanced printer techniques that can be implemented
differently by each device manufacturer. Please report any problems that you may experience to our
support team for investigation.

7.12.1. Typical Uses

1. Owner Identification. Add the username to each page so it is easy to find the owner (e.g. uncollected print
jobs).
Suggested Watermark: Pri nted by %user %
2. Student Assignments. Add the username and time of printing to each page. This will help teachers match up
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student work and help students prove that assignments were delivered on time.

Suggested Watermark: Pri nted by %user % at %late% on printer %rinter%

Tracking an Organization's Physical Documents. Add a sequentially allocated number to every document
printed. This number is a document-level Bates number (http://en.wikipedia.org/wiki/Bates_numbering). It is
recorded in the PaperCut NG database and is useful for organizing document trails.

Suggested Watermark: Docurrent No.: %bat es% conposed of Ypages% pages

Identification and Source Tracking. Add a unique and secure digital signature to each document. This can be
used to verify the origin and generation details of a document. (Note: see Digital Signatures in Detail section
below if security is required).

Suggested Watermark: %si gnat ur e%

Protecting Value of Documents. The copy protection aspects of watermark signatures described above can
be used to protect valuable documents where royalties apply.

Suggested Watermark: Copyright ABC Corporation. Al rights reserved. Docunent
Si gnature: %signature%

Behavioral Change. The cost of each print job is added to the bottom of each page. This gives the user
immediate feedback on the cost of their printing.

Suggested Watermark: The cost of this print job is: %ost%

B Tip

To configure watermarking based on the user (e.g. a user's group membership) or job attributes,
consider the Advanced Scripting feature. Advanced Scripting allows the watermarking to be
enabled/disabled and the watermarking text to be adjusted to meet any need. See Chapter 17,
Advanced Scripting for more details.

7.12.2. Requirements

Watermarking is currently available for printers using PostScript and PCL5 drivers. You should ensure that the
printer driver uses the PostScript or PCL5 language rather than PCL6 or GDI languages. This can be verified by
observing the word Post scri pt or PCL5 in the Job Log as shown in the screenshot below.

‘9 Job Log

tar List obs Pending Release Notification: Options Job Log harts Refunds

w Show Filter [ fiter active: remgye |

Printer Pages Cost Document Name Attribs. Status
A4 (150_A4)
Dupissc: No
c‘ml:'-“": Yes = Printed
Aug 13, 2010 7:44:45 | H43kk
N‘J petar peter 1 $§0.20 pomng-manualpdf DESKTOR- [refund]
e T

Figure 7.16. Print Job Log showing the PostScript metadata

On Windows systems, if the language lists as EMF then you will need to turn off "Advanced Printing Features" as
described in Section 7.12.5, “Troubleshooting”.
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7.12.3. Enabling Watermarking

Watermarking is enabled in a printer's Printer Details — Advanced Configurationsettings via the options Apply
watermarks to all pages.

van ] d leval satt
. 4 Uvemde user-evel seromgs
Configuration :
Bdvanced and less 7] Unauthenticated printer (enable popup authentication)
often used
configuration items Define cost adjustments

are ksted here,
| Enable Web Print [users may upload documents to print)

¥| Apply watermark to al pages [Watermarking s a new experimentsl featurs

Text
Printed by %userd at Yedate%

Gray bevel
Medium 3
Font size (points)

8 [=]
Position
Bottom of page El

Figure 7.17. Enabling watermarking in the Admin Console

7.12.3.1. Options

Text is the text that will be printed on the watermark. It is possible to use macro substitution variables such as
duser %and Ydat e% Substitution variables are described in the Substitution Variables/Macros section below.

Gray level determines how dark or light the text will appear. Medium is the default. Light should be just viewable.
Font size determines the watermark text size.

Position can be bottom left of page, top left of page, or custom. Custom is intended for advanced situations where
some tweaking is required due to differences in page printable area. Custom positions are specified as the distance
from the left of the page and distance from the bottom of the page in millimeters.

7.12.3.2. Substitution Variables/Macros

Field Description

Yuser % The name (username) of the user that printed the document.

Yuser _i d% The user's ID code.

Yuser _ful |l _name% The full name of the user that printed the document.

Yuser _emai | % The email address of the user that printed the document.

%lat e% The date/time that the document was printed. The date is formatted in according
gl'\(/el locale of the server. An example of a %dat e%is 12/ 12/ 2010 3: 12: 37

Y%docunent % The name of the document that printed.

Yserver % The server name that is hosting the printer that printed the print job.
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Field Description

%rinter% The name of the printer where the print job was printed.

%! ient_i p% The IP address of the workstation the job was sent from.

%! i ent _machi ne% The name of the workstation that sent the print job.

% ob_i d% The PaperCut NG job id of the job.

% opi es% The number of copies of the document that was printed.

Y%€ost % The cost of the print job.

%pages% The total number of pages in the print job.

Ybat es% A sequentially incrementing number based on a Bates Numbering

(http://en.wikipedia.org/wiki/Bates_numbering) scheme. All pages in the
document are stamped with the same number. The number is recorded as a
signature in the print log.

%si gnat ur e% A unique secure digital signature (in text form) generated via an MD5 HMAC.
The signature is recorded in the print log. See Digital Signatures in Detail
(Advanced) below for technical details.

%li gest % A unique digital signature (in text form) generated using an MD5 of various
document attributes.

Y%si g_nmd5% Same as %si gnat ur e%

%li gest _nmd5% Same as %li gest %

%si g_shal% Same as %si gnat ur e%but based on the SHA1 message digest algorithm.
%li gest _shal% Same as %li gest %but based on the SHA1 message digest algorithm.

Table 7.3. Substitution Variables/Macros

7.12.3.3. Restrictions and Limitations

To ensure a document that has a unique single signature, only one digital signature macro should be used in a
watermark. The digital signature macros are:

e Obates%

e OUsignature%
e Ui g_nmd5%

e 9ig _shal%

7.12.4. Digital Signatures in Detail (Advanced)
7.12.4.1. Signature Algorithm

PaperCut NG document digital signatures are generated using a cryptographic technique called an HMAC
(http://en.wikipedia.org/wiki/HMAC). This works by taking various print job attributes such as print time, username,
printer name and document hame and combining them with a secret key. The result is then passed through a digest
algorithm such as MD5. The resulting signature is unique to the document. The secret key portioning ensures that it
is not possible to predict a signature. Two message digest algorithms are available: MD5 And SHAL. In our opinion
MD5 will be secure enough for print job signature applications, however for cryptographic completeness SHAL is
provided as an option. Using MD5 makes it easier to enter keys to find matching print jobs because the signatures
are shorter.
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Note

The algorithm used is:

e Digest = Hash(date tine || username || server nanme ||
docurment nane || event id)

e Signature = Hash(Di gest || Key)
where

e key is a random string generated on first use and stored
"print.signature.hmac-key" and hash is either MD5 or SHA1.

The time is local time (not UTC). E.g. "20100130T141059"

7.12.4.2. Verifying a Signature

printer nanme ||

in the config key

« date tine is formatted in ISO 8601 basic format from year to second ("yyyyMMddTHHmMmss").

If a document is located, say due to an information leak, the signature can be used to track down the print event

details such as the originating user, time of print, and other details. This is done as follows:

Printers -> Job Log
Expand the filter section
Enter the signature in the signature signature field.

P bd PR

Press Apply. The matching job should list.

For example, the following screenshot shows how to search for the print
b608c7a39f 08643768051217f 2f 5315a in the job log.

job with signature

Summa Advanced Charging || Fitters & Restrictions || Seripting || Job Log
 Hide Fiker
Between dates: |- Aug 2010 - to m
Group: [«]
User:
Document: Name:
Pages batween: and
Client:
Duplex: El
Grayscale: E
Paper Size: -]
Status: | (Any Paper Status) E {Any Cancelled Statusﬁzl (Any Refunded Status) E
Denied: |-]
Reason: [=]
Invoiced: Z
Comment:
Job Type: -
Web print: Izl
Apply Fitter | | Ciear |
Usage Date v User Charged To Pages Cost Document Name Attribs. Status
A4 (1SO_k4)
Dupien: Na
Grayscale: Yes %, Printed
Aug 19, 2010 12:41:10 PM peter peter 1 $0.20 pong-manual.pdf Dzsigop — refind] feci]
Sostscr

o
3 Scnature

Figure 7.18. Searching job log for signature b608c7a39f 08643768051217f 2f 5315a
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7.12.5. Troubleshooting

Watermarking requires print jobs to be printed in PostScript or PCL5 format. If your document is printing in EMF you
may be able to print in PostScript or PCL5 by following the procedure listed in the EMF section below. For all other
drivers please see Section 7.12.5.2, “PCL6 and Other Printer Languages”.

7.12.5.1. EMF

On Windows systems, if the printer language for a job lists as EMF then you will need to turn off "Advanced Printing
Features". Disabling this option will cause print jobs to be rendered into their printer language on the client side.
Enabling it can result in rendering on the server side, which is usually unwanted.

LETTER (ANSI_A)
Duplex: Mo
Grayscale: Yes
3351 kb

G5

Figure 7.19. Job Log showing an EMF job

You can do this by following these steps:

1. On the print server, navigate to: Start — Control Panel - Printers - [right-click printer] — Properties —
Advanced

2. Turn off (disable) the option Enable advanced printing features.
3. Test printing and check the printer language to ensure that it is now PostScript or PCL5.

You can read more about this setting on the Microsoft website at: http://support.microsoft.com/?kbid=268093.
7.12.5.2. PCL6 and Other Printer Languages

If the printer language for a job is listed as a language other than PostScript or PCL5, such as PCL6, then the printer
may also support PostScript or PCL5. Please check the printer manufacturer's website download page for details.

A4 (ISO_Ad)}
Duplex: No
Grayscale: No
kb
BOLLYWOOD

Figure 7.20. Job Log showing a PCL6 job

7.12.5.3. Updating Printer Drivers

When updating printer drivers, it is important to update the printer drivers on both the client and the server.
7.13. Behavior on Server Connection Failures

There are various scenarios where the users want to print their print jobs but the PaperCut Application Server is
unable to receive the information about the printing, including when:

e The Application Server's machine is being rebooted,

« The network link is down between a Secondary Print Server on a remote machine and the Application Server,

e The administrator has decided to shutdown the Application Server for maintenance.

When this occurs PaperCut must decide on how to handle the print job without communicating with the Application
Server. The administrator can configure PaperCut to handle new jobs in 3 ways:

1. Allow new print jobs to print but do not log (default),
2. Allow new print jobs to print and log after reconnection,
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3. Do not allow new print jobs to print but hold and wait for reconnection.

Each of these options offer different compromises, and the best option will depend on the needs and priorities of a
particular installation. For example, if it's important to never interrupt printing then options 1 or 2 can be selected. If
it's important to strictly enforce quotas (i.e. allow the job to be cancelled if they do not have enough quota) and it is
acceptable to delay printing until the connection is reestablished then option 3 can be chosen. These options are
discussed in further detail below.

These configuration options are controlled under the Printers+[select printer] — Failure Mode.

Failure Mode Action on failure
Control behavior under errar canditions such as connection Allow new pant jobs to print and log after reconnection -
problems between primary and secondary servers.
After reconnection, record job as
@ The user reported by the print queve

This user:

Charge cost to
@ User's personal account (or auto-charged to single shared account)
Shared account:

e.g. Delayed Loggng Jobs™

Figure 7.21. Failure mode settings

7.13.1. Failure Mode Settings

7.13.1.1. Mode 1: Allow new jobs to print but do not log

This is the default mode and will allow jobs to print when the connection to the server is down (a "fail open" mode).
The jobs printed during this period will not be logged in the Application Server. This mode can be used when:

¢ Itis important to not interrupt printing when outages occur,

* The setup needs to be simple and easy to understand,

¢ Itis not important to log jobs printed during failures,

e Strict quota enforcement is not required, Users will not be charged for printing that occurred during the outage.

7.13.1.2. Mode 2: Allow new jobs to print and log after reconnection

This mode allows jobs to print when the connection to the primary server is down, but when the connection is
re-established these jobs are re-sent to the Application Server and logged (a "fail open" mode with re-send). This
mode can be used when:

¢ Itis important to not interrupt printing when outages occur,

¢ Itis important to log/charge every job printed during failures,

e Strict quota enforcement is less important. Users may end up using more credit than they have available.

In this failure mode the administrator can configure how these resent jobs are recorded in the job log:

1. Leave the job information unchanged (i.e. log the job against the user that printed it),
2. Change the recorded user to another nominated user,
3. Change the charging of the print job to a nominated shared account.
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The default reconnection option is 1, where we log and charge the same way we would if the recording was done
live. The administrator may consider this unfair to charge the user during this failure time (as there were no warning
popups or ways of telling that the user's quota was reaching its limit). It may be more reasonable to use the
reconnection options of 2 or 3. With option 2, the administrator can choose a new user such as "AppServerDown" to
record the job as and in this way completely divorce the user from jobs printed during the failure.

If the administrator would still like to track who did the printing but just thinks it is unfair to charge their personal
account, then reconnection option 3 can be chosen, and a new shared account such as "AppServerDown", or an
account corresponding to the department owning the printer can be charged. Jobs are still recorded under the user's
name.

When the connection to the Application Server opens up again, the print jobs will show up in the Application Server's
job log within a few minutes. They will show up with a special status and icon in the job log (see figure below).

fvanced Charging Filters & Rastrictions Scripting Job Log

w Show Fiter [ filter active: remave |
Usaqe Date v User | ChargedTo  Pages  Cost Document Name Attribs. Status
A4 (150_a4
Dupla: Mo
Aug 19, 2010 3:52:14PM tim $m 1 $0.10 Micosoft Word - ... r-test-document.docx e .
DESKTOR-TIM
EMF
A4 (150_A4)
Duplex: No = Printed
Aug 19, 2010 3:51:49 PM tim tim $0.10 Mirosoft Word - test-document.dooc 1"’;:;‘:“: i Delaved Log
E’iimap'-:m refund] [zdit]
A4 (150_A4)
bex: N
. Craymiat No 5 Prnted
Aug 19, 2010 3:50:05 PM tim m §0.10 Mioosoft Word - test-document. doox 1kb .
DESKTOR-TIH [refund] [edit)
EMF
A4 (150_Ad)
Duphe: N
- 5'$=‘;‘.‘NC ‘= Prnted
Aug 19, 2010 3:42:34 PM tm tim §0.10 Mirosoft Word - ... r-test-document.docx
Lo frefund) [zdit]
DESKTOR-TIM - !

Figure 7.22. Status of print jobs logged after reconnection

EMF

Ba pwma &an

7.13.1.3. Mode 3: Do not allow new print jobs to print bug hold and wait for reconnection

In this mode all jobs will be held in the queue while the connection to the server is down (a "fail closed" mode). Once
the connection to the server is reestablished the jobs will be sent to the server and printing will be processed as
normal. This mode can be used when:

e Strict quota enforcement is required,
¢ Secure Print Release or Find-me printing is used and jobs must not be printed until released by a user.

7.14. Toner Levels (for supported printers)

Managing printer toner on a large fleet of printers can be a time-consuming task. The administrator must track toner
usage and ensure that replacement toner cartridges are available when printer toner runs out. Often the
administrator is only made aware that a printer is out of toner after receiving complaints from users. PaperCut NG
can track the toner levels for supported printers and provide toner level information in reports or email notifications
when the toner is low.

Armed with this information the administrator can purchase toner supplies in advance and replace toner cartridges
before the printer runs out of toner. This saves the administrator time and ensures that printer downtime is
minimized.
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For more information on low toner notifications see Section 12.5.2.2, “Printer low toner notifications”.

Type/Model
SHARP MX-2300H

Physical identifier
net//192.168.1.7

Toner status
Black: 68%, Cyan: 959%, Magenta: 73%, Yelow: 85%

Figure 7.23. Toner level information on Printer Details screen

7.14.1. How toner level information is retrieved?

PaperCut NG retrieves toner information from supported printers using the SNMP network protocol. Most modern
network printers allow the toner information be queried via SNMP. PaperCut NG can retrieve toner information for
printers that meet the following requirements:

« The printer is networked (i.e. it is connected to your network and not directly to a computer with a USB or parallel
port).
« The printer supports SNMP and it is enabled.

* The printer supports the SNMP standard for printers (RFC 1759) that allows toner information to be retrieved in a
standardized way. Most network printers support this standard.

* The PaperCut NG server can establish SNMP connections to the printer. Ensure that your network (e.g. routers,
firewalls, etc) allow SNMP connections between the PaperCut NG server and your printers.

PaperCut NG regularly updates the toner information to ensure the data is kept up-to-date.
7.15. Printer Quick Reference
How do | view printing history?

Printing history can be quickly accessed via a number of areas. The most appropriate area depends on the
information required.

« To view a user's printing history select the Job Log under the user's details page.

« To view recent print jobs printed on a printer, select Job Log under the appropriate printer's details page.

« To view all print jobs printed on the network with advanced search and filtering options, use the global Print Log
under the Printers section.

How do | add a new printer?

On Windows systems, new printers will be added to the system automatically once the printer is added to a
monitored server. On a Mac or Linux system, after PaperCut NG is enabled on the printer, it will list in the
administration interface after first print. New printers are assigned initial settings based on the configuration
assigned tothe [ Tenpl ate Printer].

How do | delete a printer?
Once the printer has been removed from the operating system's print list, the printer may be deleted from PaperCut
NG via the delete printer action under the printer's detail page. This action will remove the printer from the monitored
list. Print history logs are still maintained allowing access to historical data. Always confirm your action before
proceeding with the delete!

How do | disable a printer?
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Printers can be disabled indefinitely or for a specified time via the Disable option under the printer's details section.
How do I tell PaperCut NG to ignore (not monitor) a printer?

By default on Windows systems all printers are tracked by PaperCut NG. The Print Provider can be instructed to
ignore a printer by setting the | gnor ePri nt er s= attribute in the pri nt - provi der. conf file. A restart may be
required for this to take affect. Note: This setting only stops monitoring. The printer will continue to be listed under
the printer list section until it is manually deleted via the Delete printer action.

For more information see Section 7.1, “Adding and Removing/Deleting/Ignoring Printers”.
What can | use the printer notes field for?
The Notes field under each printer is useful for tracking all manner of information. Typical uses include:

e Tracking configuration changes

* Recording maintenance and/or toner replacements

¢ Documenting problems

¢ Leaving notes/comments to assist other administrators.

7.16. Refunding Print Jobs

Paper jams, toner problems and print quality issues will always occur. Larger organizations will require a policy to
address these situations and under what conditions a print job may be refunded. The assessment to give a refund or
not is subjective and needs to be managed by responsible administrators. To streamline and partially automate the
process PaperCut NG provides a browser based refund management process.

Highlights include:

e Users can request refunds via a simple form and track their status.
« Administrators can quickly approve/deny requests with one click.
« Administrators can be alerted via email when requests are pending.

¢ Issue partial and manual refunds.

7.16.1. Enabling End-User Refunds
Users request refunds via the end user web pages. This feature is enabled as follows:

Log into PaperCut NG admin interface.
Navigate to Options — General.
Under User Features, enable the option Allow users to request refunds.

l: ¥ Alow users to request refunds )
¥ Alow users to enter a reason for ther request
Refund policy/instructions (shown to the user when requesting a refund)
All refund requests will be reviewed by the '
adminiscracar.

Figure 7.24. Enabling end-user print job refund requests

4. Click Apply.
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End-users may enter a reason why they are requesting a refund. Some organizations may prefer to disable this

feature, e.g. where users may write inappropriate comments. To disable end-user comments/reasons, deselect the
Allow users to enter a reason for their request checkbox.

It is recommended that organizations follow a formal refund policy. This policy may be outlined via Refund
policy/instructions option. This text may also include basic HTML markup such as a link to an external policy page.

7.16.2. Managing Refunds

The refund process is best described in the form of an example.

7.16.2.1. How users request refunds

John's print job failed to fully print due to a printer jam, forcing him to reprint the remainder of the job on another

printer. He would like to request a refund of approx. 50% of his job cost for the first failed job. John would place the
request as follows:

1. Log in to the user web interface at htt p: //[ server_nane] : 9191/ user using his network username and
password.

Locate the first, failed print job on the Recent Print Jobs page.
Click the [Request Refund] link.

w Show Filter [ filter active: remove ]

I B [ I TS S MR

Sep 4, 2009 12:04:28 PM john mac-szrverOffice MFP 55 $5.50 Micrascht Poy

Printed [£aquest Refund

Sep 4, 2009 12100128 PM jahn mac-azrver Wide Format Printer 78 o, 5280 sk Word - Do

Sep 4, 2009 12:04:28 PM john linux-server\Wide Format Frinter 114 $11.40 Fresentation - OpenOffice.org

Sep 4, 2009 11:56:20 AM john mac-server\Library MFP 100 $10.00 Untitieds - OpenOffice.crg Writer

Figure 7.25. A [Request Refund] link on the Recent Print Jobs

4. Enter areason.
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Refund Request

all refund requests will be reviewed by the administrator.

Job Details

¥ Time Sep 4, 2009 11:56:20 AM

v Pages 100

T Cost §10.00

|| Document Name Untitledl - OpenOffice.org Writer
= Printer mac-server'Library MFP

Refund Details

Refund Amount Full amount

@ partial amount: 5500

Reason for Request printer out of toner. Omly 50%

of the job was completed.

| S.em:l | Car]pel

Figure 7.26. Sending refund request

5. Click Send.

7.16.2.2. The administrator approval process

Jenny is an IT administrator at John's school. She has just received an email indicating that refund requests are
pending review. To approve John's request Jenny would:

Log into PaperCut NG admin interface.

2. Navigate to Printers - Refunds.
3. Locate John's request and review.
4. Click the Approve link.

5 User Refund Requests
roter Lt || Jobs Pendng Reease || totfiation optons || punt Log || charts || Refuncs
%) There are 6 refund requests pending.

v Show Fier [t actve: renave ]

Request Date » Userame Amount Requested Reason

The prnter was out of toner.

» s0.10
Sep 3, 209 320:41PM b cost $0.10)

$4.50

Sep 3, 209 ARG FH o

fezerows) e o)

. $5.50
Sep 4, 209 12120794 (ob cost $5.50)

Eecorove [reect foter]

prnter out of toner. Only 50% of the ob was completed.

$5.00
S 4, 209 1216437 b cost: $10.00)

Figure 7.27. Approving a refund request from the Refunds tab in the admin interface.

Jenny could have denied the refund request by clicking on [reject] link. Clicking the [other] option would have
allowed Jenny to review John's previous requests for refunds, edit the requested amount and write a comment.
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» Refund Print Job

Print Job Details

Job details of the job to be refunded.

Refund Request Detail

Information about the refund requested.

Refund Action

Take an appropriate action.

Date: Sep 4, 2009 11:56:20 AM
Charged to: john

Pages: 100

Document: Unttied] - OpenOffice.org Writer
Cosk: §10.00

Printer: mac-gerver {Library MF?

Date

Sep 4, 2009 12:16:43 PM

Username
john (History: 1 Accepted, 1Rejected)

Amount Requested
§5.00

Reason
printer out of toner. Only 50% of the job was completed.

Deny @ Refund Amount $5.00

Comment

OK

Figure 7.28. Overview of user's refund request

7.16.3. Admin Notifications

Administrators may receive regular emails about pending refund requests. Email notifications can be enabled via
Options - Notifications - System Notifications - Notify when there are pending refund requests. More
information is available in Section 12.5.2.4, “Pending refund request notifications”.

Emails may be delivered hourly or daily. By default daily messages are delivered at 7 a.m. This hour of day can be
configured via the config key noti fy. pendi ng-r ef und-r equest s. dai | y- hour - of - day. See Section 12.8,

Canecel

“Using the Config Editor” for information about changing config keys.

7.16.4. User Notifications

Users may receive an email notification when their refund request has been actioned by an administrator. To enable

this feature:

* Enable the option at Options - General - User Features - Allow users to request refunds — Email user

when their request is processed.

¢ An SMTP server must have been defined so that emails can be sent (see Section 12.5.1.3, “Configuring Email

Notifications”).

« Either the user must have an email address defined, or the email suffix must be enabled.
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[¥ Email user when their request is processed

Email subject
Printing refund request actioned

Ervail body

Your printing refund request has been %fapproved-
or=-denied%.

(¥refund. response-reason®
rapproved-or-denied-messaget

The details of your refund request were as follows:
Date: %job.date%

Dacument : %job.documents

Princer: %job.princer:

Co=zt: %job.cosch

Pages: &job.pageak

The speaal text "$approved-cr—denied-messaget” will be replaced by the fields
belaw as approoniate.

Approved message

frefund. refund-amount® has been credited teo your
account.

Denied message

If vou would like to discuss thiz izsus furcher
pleage contact your system adminiscrator.

Figure 7.29. Printer refund request user notification options

The Email subject and Email body options make up the subject and body of the email that is sent to the user. The
Approved message and Denied message options are used for the replacement marker
%appr oved- or - deni ed- message%in the email body.

Other than the %appr oved- or - deni ed- nessage%marker, the following markers can be used in any of the above
four fields:

Field Description

%job.copies% The number of copies in the print job.
%job.cost% The original cost of the print job.
%job.date% The date the original print job was sent.
%job.document% The document name of the print job.
%job.pages% The number of pages in the print job.
%job.paper-size% The paper size of the print job.
%job.printer% The printer the print job was sent to.
%refund.refund-amount% The amount that was refunded.
%refund.request-amount% The refund amount requested by the user.
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Field Description

%refund.request-date% The date the user made the refund request.

%refund.request-reason% The reason the user gave for the refund request.
%refund.request-username% The username of the user making the refund request.
%refund.response-date% The date the refund was actioned.

%refund.response-reason% The reason the admin user gave for approving/denying the refund request.
%refund.response-username% The username of the administrator who actioned the refund request.
%refund.status% The status of the refund request as it appears in the Job Log.

Table 7.4. Fields available printer refund request user notifications

7.17. Custom Printer Fields

To assist with device management, custom fields may be enabled on printers. Custom fields can be assigned
user-defined names and can represent any data you would find useful for printer management in your organization.
Common examples include recording metadata such as, asset number, lease period, device status, date of
acquisition, last maintenance date, department ownership, etc.

Up to six custom fields may be defined. The names are set by the administrator as per the site requirement. In turn,
these custom fields may be used for many purposes such as recording data, filtering lists, and creating/exporting
reports.

7.17.1. Defining Custom Printer Fields

To define a custom printer field(s):

Log into the PaperCut NG admin interface.
Navigate to Options — General.
Under Printer Options, select Enable custom printer fields.

Printer Options (4" Enable custom printer fields )
Custom fields

Defines custom fields and metadata.
Mame 1: Lease Penod

Mame 2: Date of Aquisition
Name 3: Maintainence Data
Hame 4:

Name 5:

Namea 6:
Figure 7.30. Defining custom printer fields

Enter an appropriate name for Name 1 and repeat for any other fields that you plan to use.
5. Click Apply.

Once enabled, the custom fields will be visible in the Printer Details page.
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Custom Fields

Lease Period
These custom fields can be used for fitering and
reporting purposes.
Date of Aguisition
10/1/2009

Maintainence Date
10/1/2010

Figure 7.31. Custom printer fields

The custom field may also be used in other areas of the application such as filtering the printer list, and applying
ad-hoc reporting conditions.
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Chapter 8. Shared Accounts

PaperCut NG has two types of accounts - personal accounts and shared accounts. Each user has a personal
account. This is the default account charged under normal operation. In some organizations and businesses it may
be useful to provide users, or selected users with the option to charge printing to a shared account. Some uses of
shared accounts include ...

In business:

¢ Allocate and budget printing by business areas (e.g. cost center)
e Track printing by project, phase, client or account
e Track printing by client/matter - popular in legal and accounting firms

In a school or university:

* Budget staff use via shared faculty or department accounts
« Provide share accounts for classes or subjects
e Track printing costs by subject areas

Shared account scenario

East Beach High School has implemented PaperCut NG to control their printing. Students are allocated a $5.00 a
month budget. Pre-paid cards are sold at the library for students who need extra credit above this allowance.

Teachers and staff are given a small personal budget to cover casual printing with curriculum material to be
allocated to share accounts. Shared accounts exist for each faculty. The network administrator has granted staff
members access to the share account popup. Access to faculty accounts is controlled via Active Directory group
membership.

Sarah is a Science and English teacher at the school. When she prints she is able to allocate the print job to either
her personal account or either the Science or English shared account via a drop-down list. She can also view the
shared accounts balances from the User web pages.
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& Print Job Notification

= ]

O Print Job Motification

Confirm the print and select the print action

1
-
Frink job diabails
Document name | Other best document
Frinter linuserver | John's Prinker

Cost 40,91 Pages 91

Frint job achions
(") Charge to my personal account
(#) Charge to shared account

- a1y A F roglich Departrrenk .v]

() Charge ta shared sccount using PIN
PIN
() Perform print as another user
LIgername

Password

i Frint ][ Cancel

Figure 8.1. Selecting a shared account with the User Client popup

To educate the users about shared accounts, administrators might find the sample information sheet
helpful.

8.1. Creating a Shared Account

Personal user accounts are automatically created when users are first imported into the system. Shared accounts
are created manually on an as-need basis. Normally shared accounts are created manually via the administration
interface, however organizations with many accounts and good IT skills can automate the account creation process
by importing accounts. Import options include via a file (for example Excel, or an export from a 3rd party system) or
by scanning an existing directory structure. More information on automatic importing can be found in Section 8.6,
“Batch Shared Account Import and Update”.

To create a shared account:

Log into PaperCut NG as an administrator (e.g. admin account).

Select the Accounts tab.

Click the Create a new account action.

Enter an appropriate name for the account. Account names should be as descriptive as possible.
Complete other details such as starting balance, restrictions status and notes as appropriate.

I

Click the OK button to save the changes and return to the accounts list.
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H Account Details

Dakais

Details & Balance Account Name

Sebected users may charge to Marketing
shared accounts. The account
name should be umique amnd

descriptive. Account Pin
marketing3827

AC0ess To the account &

controled eikher via a simple

PIN 0r via group level control  Balance

2z defned under tha Security $0.00( (adiust)

tab.

| Rastrict the use of this account when
balanca drops to peno

Figure 8.2. Creating a shared account

By default shared accounts default to an unrestricted status. This means that the account's balance is allowed to
drop below zero. Many organizations use shared account to track printing expense. A common strategy is to start
the account off at a zero balance and let it count down into the negative. By setting the account to restricted and
allocating an initial starting balance, shared accounts can be used as a budget control system as printing to the
account is denied once credit is exhausted.

-
’

PaperCut NG has support for advanced parent/child account structures. The subsequent account
naming conventions section covers many of the common practices. See Section 8.2, “Account Naming
Guidelines” for more details.

Each account can also be assigned a PIN/Code that helps uniquely identify an account. Many users use the codes
to represent cost-centers, clients, projects, etc. These codes are often also used in other systems (like the
accounting system) to identify these accounts consistently across the organization. Once defined, these codes can
be used in the client software to quickly search for accounts, and can also displayed in account-based reports.

The account PIN/code can be entered on both parent and sub-accounts. For example, it is common to use parent
accounts to represent clients and sub-accounts to represent projects for those clients. In this scenario, the parent
account code would represent a client code, and the sub-account code would represent the project code.

8.1.1. The Template Account

The [ Tenpl ate Account] is designed to save time by applying the most common settings to all newly created
accounts. The [ Tenpl at e Account] can be found on the Shared Account List page of the Accounts tab.
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i Shared Account List

Shared Account List Batch Import [ Update Account Sync

Quick find: Go || Clear

Name 4 Balance Restricted
ntl $50.00 Ho
Finance £0.00 No

Figure 8.3. The template account
Any settings applied to the template account will be applied to new accounts when they are created.

@ Account Details: [Template Account]

Detais Security

Details & Balance

Balance
Sebected users may charge to shared accounts. $50.00
The account name should be unigue and
descriptive.

[] Rectrict tha use of this account when balnce drops to 2am

Access to the account & controlled akther via a
simple PIN or via group level control as defined  Epable/ Disable
under the Secunty tab.
Enablad w

Figure 8.4. Template account settings

Some examples of where the template account might prove useful include:

« Applying common security settings. For example, if the St af f group should have access to all accounts, adding
the group to the template account will ensure group members can also charge to future accounts.

« Applying a starting balance. The starting balance might represent the standard department print quota or the
amount of ‘free printing' a customer has before they are billed for the excess.

8.2. Account Naming Guidelines

Administrators are encouraged to create accounts as logically related groups. Doing so makes for easier searching
and charging, and better integration with existing accounting systems.

Different account models may be adopted by organizations depending on their requirements. Common models are:

« Faculty or Department - a simple flat list familiar to schools, colleges and Universities.

¢ Client / Matter model - familiar to legal and accounting firms

* Project / Phase model - familiar to engineering and technology firms

e Customer / Job model - familiar to other customer based firms and common in accounting software

The following sections describe how to configure PaperCut NG to best match the three advanced models.
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8.2.1. Client / Matter Naming Model

The client / matter model is one with which legal and accounting firms are familiar. In this model:

« Top level accounts are created for each client
¢ Sub-accounts are created for each matter under the relevant client

Usually, charging directly to a client (without a matter) is not allowed in this model. Instead users should charge to
the relevant matter. System administrators should set each top level account to be inactive (disabled), and all
sub-accounts to active, as shown in Figure 8.5, “Client / Matter Naming Model example”. This will enforce use of
sub-accounts only.

g Shared Account List

Shared Account List Batch Import pdate

Quick find: |ﬂl [ Clear |
Name Code Balance Restricted

[Termplate Account] £0.00 No
Envigtech 00002 $0.00 No
Alr Filtes 00002-002 £0.00 No
Emplovee soreements 00002-010 50.00 Nao
General 00002-001 $0.00 No
Intelectual propert 00002-100 50.00 No

PCH remgval 00002-003 $0.00 No
PBublic kahiity 00002012 50.00 No

(X 00002011 £0.00 No

Fnands of the earth 00003 50.00 No
General 00003-001 20.00 No
Hahitat nrmemrumbion NN &n nn Nin

Figure 8.5. Client / Matter Naming Model example

As shown in the example, the shared account code is used as the client code for the top level client accounts, and
the matter code for the matter sub-accounts. In the account list, the sub-account codes are displayed as
[ par ent Code] - [ subCode] . For the shared account code to be visible, the option Make shared account PIN /
code visible must be enabled. For more information see Section 8.10, “Advanced Shared Account Options”.

By including both the client/matter code and name, users are able to search for a particular account by either client
code, matter code, client name or matter name. The following examples demonstrate this:

1. Searching by client name will display the client plus all matter codes for the client.
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ﬁ_i Print Job Motification
|~ Confirm the print and selact the print action

Prink job detais
Dacumant ruarme |G1q:lﬂ}'.9'umdﬂmuﬂs

Printer masstrolCanan CLCR, C3220-C2 {Color PCLSC)
Pages |4 | Cost 40,40

Charge rabe: |Default (100.0%) (» [#] Showe on inveice:

All Azeounts | Preferred List | Recenk Selections

Search: enviro| ] [#] Remember
Accourt Code Prefesred

Erwiratech o000z ]

woezelz O
Emplayes ageements 00002-010 ]
General 00002-001 O
Irkellectual property 00002-100 0o
PCB remanval 00002-003 0
Public lisbilty 00002-012 ]
Wiorkcover 00002-011 O

[ esy to ol documees v G 1) (o]

Figure 8.6. Searching accounts by client name in the client/matter code naming model

Searching by client code will display the client plus all matter codes for the client.
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ﬁ_i Print Job Motification
| Confirmn the print and selact the print action

Prink job detais
Dacumant ruarme |G1q:lﬂ}'.9'umdﬂmuﬂs

Printer masstrolCanan CLCR, C3220-C2 {Color PCLSC)
Pages |4 | Cost 40,40

Charge rabe: |Default (100.0%) [» [#] Showe on inveice:

All Azeounts | Preferred List | Recenk Selections

Search: IDDDO\Zi ] Remember
| Account Code Prefesred
Erwirotech o000z ]
. AcFiker  oozez O
Emplayes ageements 00002-010 ]
General 00002-001 O
Irkellectual property 00002-100 (]
PCB remanval 00002-003 0
Public isbilty 0000Z-012 ]
Workcover 00002-011 O

[ esy to ol documees v G 1) (o]

Figure 8.7. Searching accounts by client code in the client/matter code naming model

Searching by matter name will display the matching matters plus the client for each matching matter.
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ﬁ_i Print Job Motification
| = Confirm the print and select the print action

Prink job detals
Dhacumant ruarme |d1q:lﬂ' 7. Shared Accounts
Printer [ masstrolCanan CLC-R, C3220-C2 {Color PCLSC)

Pages |4 | Cost 40,40
Charge rabe: |D=fu|il {100.0%:) E [#] Showe on inveice:
&ll Aceounts | prefemed List | Recen Selections
Search: |Irtellect] ] [#] Remember
| Account Code Prefesred
Ervirotech 00002 Fi
. Intelectudlproperty  egolz-o0 [
Harvisy Pianos I 00004 O
Irkellectual property 00004-100 O
Lotek Electronics 00001 ]
Trtellectunl property 00001-100 0O

[ esy to ol documees e G 1) (o]

Figure 8.8. Searching accounts by matter name in the client/matter code naming model

Searching by matter code will display the matching matters plus the client for each matching matter.
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% Print Job Notification

&, Print Job Notification
Confirm the print and selact the print action

-
Prirk job details
Document name | Chapter 7. Shared Acoounts
Prinker maestro\Canon CLC-R C3220-C2 (Color PCLSC)
Pages 4 Cost [$0,40

Comment: [] Remember
Charge rake: | Default (100.0%) V-| [] Show on inveice

&ll Accourts | Preferred List | Recent Selections

Search: 100| [¥] Remember
BAccount Code Frefesred
0000z 0
Tritellectusl property 00002100 ]
00004 O
Irtellectual property 00004-100 Fl
00001 O
Irtelectual property 00001-100 F
[ Al to sll documents in queus (Jobs: 1) Print Cancel

Figure 8.9. Searching accounts by matter code in the client/matter code naming model

8.2.2. Project / Phase Naming Model
Engineering and IT firms will be familiar with the project / phase model:

« Parent accounts are created for each project
¢ Sub-accounts are created for each project phase or stage

Usually, charging directly to a project is not allowed in this model - instead users should charge to the relevant
project phase. System administrators should set each parent account to be inactive (disabled), and all the
sub-accounts to be active, as shown in Figure 8.10, “Project / Phase Naming Model example”.
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@ Shared Account List

Shared Account List Batch Import [ Update Account Sync
Quick find: @ Clear
€<l >
Hame . Code Balance Restricted
'\ £0.00 No
' Customer Contact History 034225 $0.00 No
§ Analyss - Dynamec modeling £0.00 No
o Analyss - Functional madeling £0.00 No
f Analvsss - Object modeling $0.00 No
§ Design - Obiject design £0.00 No
P esign - System n $0.00 Ho
§ Design - User interface design £0.00 o
0 Telamantation . Dhara 1 imalamatabion &n nn (1S

Figure 8.10. Project / Phase Naming Model example

When projects have a job or project number, it is recommended that it be included as the shared account code. For
the shared account code to be visible, the option Make shared account PIN / code visible must be enabled. For
more information see Section 8.10, “Advanced Shared Account Options”.

By including the project name, project number and phase name, users can search for a particular account using any
of these fields. The following examples demonstrate this:

1. Searching by project name or number will display the project plus all phases for that project.

' Print Job Notification

[ . . .
5 Print Job Notification

= Confirm the print and select the print action

Prink job detais
Document name | Chapter 7. Shared Accounts
Printer maestrolPanasonic KX-CL510 {Color PS)
Pages |4 Cost [$0.40

Comment: [ Remember
Charge rake: | Defoult (100.0%) | | Show on invoice
Al Accourits | Preferved List | Recent Selactions
Search:  customer prod| [¥] Remember

ACcournt Code Freferred
034227
Anabysis - Dynamic modeling
Anakysis - Functional modeling
Anabysis - Obpact modeling
Drsign - Object design
Design - System design
Desion - User interface design
Implementation - Phase 1 imglem...
Implementation - Phase 2 implem..,
Testing - Phase 1 UAT
Testing - Fhase 1 stress and volu...
Testing - Phase 2 UAT
Testing - Phase 2 stress and volu...
Tesking - Phase 3 UAT

> TSP WA W P W

b

Figure 8.11. Searching accounts by project name or number in the project/phase code naming model

H 1000000000000Og0

] Apply to all documents in queus (Jobs: 1)
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2. Searching by phase will display all matching project phases, plus the project name for each phase.

% Print Job Notification

[~ . N
5 Print Job Notification
- Confirm the print and salact the print action

Prinit job detais
Dacumant name | Chaprer 7. Shared Acoounts
Printer  maestrolPanasonic KxX-CL510 {Color P5)
Pagas |4 Cost 40,40

Comment: [ Rremember
Charge rate: | Defoult (100.0%) v [2] show on woxce
All Accounits | Preferred List | Recent Selections

Search: testingl [#] Remember

ACCOUnt Code Preferred
034225
Testing - Phase 1 LAT
Testing - Phase 1 stress and volume
Testing - Phase 2 UAT
Testing - Phase 2 stress and volums
034227
Testing - Phase 1 UAT
Testing - Phase 1 stress and volume
Tesking - Phase 2 UAT
Tesking - Phase 2 stress and volumie
Testing - Fhase 3 UAT
Testing - Phase 3 stress and volume

O00O00OooOooOogo

[T Al to sll documents in queus (Jobs: 1) Print Cancel

Figure 8.12. Searching accounts by phase in the project/phase code naming model

8.2.3. Customer / Job Naming Model

Organizations that deal with customers on a per-job basis will be familiar with the customer / job model, as will those
who use common accounting software packages. In this model:

« Parent accounts are created for each customer
e Sub-accounts are created for each job

The basic principals of the customer / job naming model are the same as the project / phase naming model. See
Section 8.2.2, “Project / Phase Naming Model”, substituting project for customer and phase for job.

8.3. Client Security

By default all printing is automatically charged to the user's personal account. For a user to be able to select a
shared account the user needs to be granted access to the account selection popup.

134



Shared Accounts

& Print Job Notification

1 g Print Job Notification
o Confirm the print and select the print action
Frink job diabails
Document name | Other best document
Frinter linuserver | John's Prinker

Cost 40,91 Pages |91

Prink job actons

() Charge to my personal accounk
(#) Charge to shared account

Account  [Spe Er il ER s

() Charge ta shared sccount using PIN
PIM

() Perform print as another user
LIgername

Password

(o ) [Ccana ]

Figure 8.13. Selecting a shared account from the popup

Access to the account selection popup, as shown in the above figure, is controlled at the user level on the user's
details page. The Show the account selection popup option needs to be selected for each user that requires
access to shared accounts. System administrators might find the Bulk user actions section under the User List
screen convenient for applying this change to many users.

Account Selection S )

Account selection can be used to allow the user

to select what account is charged, or even to Show the account selection popup ]

confirm print jobs before they are sent to the

printer. These aptions require running the user

client toal on workstations, L This setting requires this user to run the dient software

at all times.

Information to show in popup
] Alow user to charge to ther personal account
Allow user to select shared accounts (from list)
Allow user to select shared accounts (usng a PIN)
Allow user to perform printing as another user

When shared account is selected
@ Charge shared account
O Charge parsonal account (and allocate to shared account for reporting)

Figure 8.14. The user's popup settings under User -> User Details

Note

It is also possible to automatically charge printing to a single shared account without the need for the
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popup. This can be useful in environments where a user only ever needs to charge to a single shared
account, and it is not desirable to display the popup.

@ Important

Users need to restart their workstation (or manually restart the PaperCut client software) for this
change to take affect.

Users with the Show the account selection popup option enabled need to be running the client
software at all times. Print jobs will not print until the user has selected the account.

In addition to granting users access to the popup they also need to be granted access to a shared account. Shared
accounts access can be controlled using two methods:

* Network group membership
¢ PINs (also known as security codes or passwords)

If an account is allocated a PIN (an alpha-numeric access code) users with knowledge of the PIN can select the
account. A PIN based system would be a sensible selection in an organization when PINs are already in use for
other systems such as photocopiers or door access codes.

Eé Tip

PINs/codes can also be used when using parent and sub-accounts. To select a specific sub-account
from the client software, both the parent and sub-account pins are required. They should be entered in
the format of: [ par ent PI N| - [ subPI N] (i.e. they are separated by a hypen).

An alternate method is to delegate access to the shared account via network group membership. One advantage of
group based control is that users do not have to remember PINs. Most medium to large organizations will already
have their network structured into suitable groups representing their position, title, department or work area. These
existing groups may be used to control access. Access to shared accounts can also be granted on an individual
user basis, however best practice suggests group-based management for medium to large networks.

B Tip

In a Windows Active Directory environment, Organization Units are treated as special groups. Hence
they also can be used to control access to a shared account.

Controlling access to shared accounts via group membership rather than individual user accounts is
recommended. By using group based control, new users created on the network inherit the correct
account access by virtue of their network group membership. This alleviates the need for additional
user modification inside PaperCut NG.

To grant access to a shared account for all members in a given network group:

Log into the system as an administrator (i.e. admin account).
Select the Accounts tab.

Select the appropriate shared account from the list.

Click on the Security tab.

o s~ wbd e

Select the appropriate group from the drop-down list.
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6. Click the Add button.

[a Account Details: English Department

Details Adjustments & Charges Security Transactions Print History
- Control access to this account:
Allow the following groups to select this account without a PIN:

Groups:

O English Teachers

. " [Add H Remove Selected ]

Allow the following users to select this account without a PIN:

Users:

Mo users selacted
| paa—— g P |

Figure 8.15. Setting up shared account security

= |Tip

Security settings of multiple shared accounts can be changed simultaneously by clicking on the Bulk
account actions... link under the Accounts tab. More information is available in Section 6.4, “Bulk
User Operations”.

8.3.1. Using account security with PIN/codes

PIN/codes provide a convenient way to select shared accounts. However this convenience may compromise
security when short or guessable PINs are used. For this reason PaperCut NG allows the user/group security to be
also applied to PIN/code access. This allows sites to use convenient and short codes with confidence that only
authorized users are granted access.

To enforce user/group security for PIN/code access:

Log into the system as an administrator (i.e. admin account).
Go to the Options tab, to the Account Options section.

Change the Access rules defined on shared account security tab apply to: setting to both PIN/code and
selection from list.

4. Click the Apply button.

With this setting changed, users can only select an account using PIN/code when they:

1. know the PIN/code; and
2. are in the shared account's user/group security

8.4. The Account Selection Popup

The account selection popup is a feature of the User Client that allows allocating printing to shared accounts. There
are two types of account selection popup:
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Standard account selection popup

The standard account selection popup provides the basic features required to charge to shared accounts. It's
ideal for sites with simple account structures.

Advanced account selection popup

The advanced account selection popup includes additional features that are suitable when shared accounts are
used frequently, and especially when many shared accounts exist.

Manager mode popup

The manager mode popup is designed for "print managers" that allows charging printing to any user or shared

account, and apply adjustments to the job costs (e.g. for charge for special paper, binding, etc). The manager
mode popup is often used in print rooms where staff perform printing on behalf of other users.

Automatically charge to a single shared account

This is a special mode that allows automatically charging all printing to a selected shared account, without any
user interaction or popup.

8.4.1. Standard Account Selection Popup

The standard account selection popup offers four account selection types:

A w DR

Charge to personal account.

Charge/allocate to a shared account selected by a PIN.

Charge/allocate to a shared account from list (taking into account security settings).
Perform print as another user (username and password required).

" Print Job Notification X

Dacument mame Btber, odk

=
:ﬂ Print Job Notification

E Loonfirm the pnnt and select the pnnt action

1
Prink job details

Frinter maestrojCanon CoborPASS 2500 (Colar FS)

Pages 2 Cost 40.20

Prink job ackions
(3) Eharge t my personal account
(") Charge to shared account
ACcount
() Charge to shared account using PIN | Code
PIN | Code
() Parform print as usar
Usernanme

Passward

[ Asely to all documents in queue (Jobs: 1) | pont || cancel
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Figure 8.16. The standard account selection popup

When a user selects a shared account, there is the option to:

1. Charge the print to a shared account.
2. Charge the print to personal account (and allocate to shared account for reporting).

The option to charge a to personal account allows printing to be tracked against shared accounts while allowing the
use of user-based quotas. When this option is selected, the cost of the print job is deducted from the user's personal
account, but the job is allocated against the shared account which allows for account based print reporting.

The Default shared account can be set to speed up the process of selecting a commonly chosen account. When
entered the selected account will be pre-selected in account selection popups.

System administrators can control on a per-user basis what options are available in the user's popup.

Note

Changes to the options available in the account selection popup come into effect immediately. There is
no need to restart the client software for these settings to take effect.

Account Selection
. Print account selection
Account selection can be used to allow the user
to select what account is charged, or even to Show the account selection popup bl

confirm prnt jobs before thay are sent to the
printer. Thesa options require running the user

dlignt tool on workstations, A9\ This setting requires this user to run the dient software

at all times

Information to show in popup
[ Allow user to charge to ther personal account
] Alow user to select shared accounts (from list)
[¥] Alow user to select shared accounts {usng a PIN)
[ alow user to perform printing as another user

When shared account is selected
® Charge shared account
O Charge personal account (and allocate to shared account for reporting)

Figure 8.17. Client popup options defined on a per-user basis

The Charge to personal account with popup notification option displays a popup with no account selection
features. This option is useful in environments where the system administrator desires to provide users with cost
confirmation prior to printing.

# Print Job Notification &

5 [~ " " v paparout . biz
i Print Job Notification
= Confirm the print
Print job details

Docurment name  Microsoft 'Word - Document 1

Printer |serveriponter
Pages |16 Cost $1.60

[T Apply to &ll documents in queue (Jabs: 1) Cancel

Figure 8.18. The print job confirmation dialog (no account selection options)
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‘ % Tip

To educate the users about the pop-up confirmation window, administrators might find the End-user
handout example helpful.

8.4.2. Advanced Account Selection Popup

The advanced account selection popup allows charging to personal or shared accounts, and has the following
additional features:

1.

A searchable account list

The account list can be searched by the account name or code, making it much easier to find an account when
there are many in the list. The search can also be remembered for next time.

Structured account list

The account list is hierarchical; that is, sub-accounts are shown indented from their parent accounts for clarity.
A preferred list of accounts

The most commonly used accounts can be saved to a list. This is a useful feature when many accounts exist,
but each user mostly just uses a few of them.

A list of recently selected accounts

The accounts that have been recently selected are saved to a list for quick selection.
Comments on print jobs

The advanced account selection popup allows assigning a comment to a print job for future reference.
Cost Adjustments

Cost adjustments offer the ability to apply various adjustments to the cost of a print job. Adjustments can be a
percentage rate, a per job adjustment or a per page adjustment. For example, a 200% adjustment could be
defined for manually loading photo paper (charge twice the standard cost). Other common examples of
adjustments include; Mylar Film, draft paper, draft printing mode, discounts for "special" customers/jobs, and
extra for binding and manual handling. Cost adjustments are defined at either a global or printer level and are
documented in detail in Section 7.9, “Cost Adjustments”.

Option to not show a print job on invoices

Sometimes there are print jobs that need to be allocated to an account but not appear on any invoice reports.
The advanced account selection popup has an option to allocate a 'non invoiceable' print job to an account.
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¥ Print Job Notification

[ . N
1 Print Job Notification

Confirm the print and selact the print action

-
Prinit job detais
Document name | P-D Floonplan.odg

Printar  maestrofOK1 C9800 GA (Color PS)

Pages 2 Cost [$0.50
Comment:  Floorplan (building C)| [] Remember
Charge rabe: |Default (100.0%) |+ [+#] Shaw on inveice

all Accourts | Preferred List | Recent Selections

Search: [¥] Remember
BACCOUnt Code Preferred
Iy Personal Account O -
Accounting ACC ||
Infarmation Technology Ir )
Help Dask; IT-H 0
Irfrastructure IT-1 )
Projects P O
Alph P-a l
Bravo P-E E
Daka (5 1] =
Faustrot P-F .d|
Sakes SAL O
Genessl saL-G O
Project SAL-P (.|
Support: P O -
e - =
] Agply to sll documents in queus (Jobs: 1) Cancel

Figure 8.19. The advanced account selection popup

As in the standard account selection popup, there are two charging options for shared accounts:

¢ Charge shared account
« Charge personal account (and allocate to shared account for reporting)

The Default shared account can be set to speed up the process of selecting a commonly chosen account. When
entered the selected account will be pre-selected in account selection popups.

8.4.3. Manager Mode Popup

The manager mode popup popup is designed to be used by authorized users to perform printing on behalf of other
users (e.g. in a school's print room when jobs are emailed in with often complex instructions such as binding, color
paper covers, etc.). The approved user can charge printing to users' personal accounts or any shared account. This
popup provides the following features:

1. Charge printing to any user

The manager enters the user's username or ID number. The printing will be logged under this user's account.
2. Charging to any account
The print job may be charged from the user's personal printing account or any of the shared accounts in the
system. The shared accounts may be selected from a list, or using the account code/PIN.
3. Standard cost adjustments
Standard cost adjustments provide a list of adjustments that can be applied to the cost of a print job. The print

manager can select one or more standard adjustments to apply to a given print job. Adjustments can be a
percentage rate, a per job adjustment or a per page adjustment. For example, a 200% adjustment could be
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defined for manually loading photo paper (charge twice the standard cost). Other common examples of
adjustments include; Mylar Film, draft paper, draft printing mode, discounts for "special" customers/jobs, and
extra for binding and manual handling. These adjustments can be defined on the server at a global or printer
level and are documented in detail in Section 7.9, “Cost Adjustments”.

4. Custom cost adjustments

If none of the standard adjustments are applicable, the print manager can easily apply a custom per page or per
job adjustment. Examples could include special binding, delivery, etc.

5. Comments on print jobs

Allows assigning a comment to a print job for future reference. e.g. to explain the reason for the cost

adjustments.

% Print Job Notification

£ [~
'y, g PrintJob Notification
Manager mode popup (for approved users only)

Print job details
Dacument name | Budget - OpenOffice.org Cakc

Printer | server \orinter

Pages | 160 Cost |$1.60
L Select a user

Username or I matt

verified - Matt Johrson (matt)

2. Select an account

Account | Sdence Faoulty
Or enter FIN/code

1. Adustments

Standard | ] Binding (+52.00 per job)
Color Paper (+50.20 per page)
Staff Discount (-30.0%)

4. Camments

Extra for color cover sheet

Custam 0.00  per page Bl per job

| Verify ]

Apply to all documents in queue [Jobs: 1) [ Print ] Canced I

Figure 8.20. The manager mode popup

8.4.4. Automatically charge to a shared account

This special account selection mode allows all printing to be automatically charged to a single shared account,
without user interaction or the need to run the User Client software on the workstation. This mode is useful when a
user will only ever charge printing to a single shared account and does not want the inconvenience of responding

the the account selection popup then they print.

An example of where this would be useful is in a school or business environment where shared accounts represent
a department within the organisation. In this situation user printing should be automatically allocated to a single
shared account without any user interaction. Although this can mostly be achieved with the standard account
selection popup, it requires the user to respond to each popup when they print.

This option can be selected for an individual user, set on multiple users using the Bulk User Actions or set in the
initial user settings in the Group section. Once the Automatically charge to a shared account option is selected,
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then enter the account name to charge. To select a sub-account the account name must be entered in the
parent\sub-account format.

Account Selection

Print account selection
Account selection can be used to alow the user to
select what account is charged, or even to confim Automatically charge to a shared account b
print jobs before they are sent to the printer. Thesa
options require running the user client tool on Charge to account
workstations.

Science Depariment
&.g. "Soence Department” or “Adne CorpRéports”

When shared account is selected
@ Charge shared account
(O Charge personal account (and alocate to shared account for raporting)

Figure 8.21. Account selection option to automatically charge to a shared account

8.5. Account Selection in Non-Domain Environments (Workgroups)

Many small networks may not be controlled via a central domain server. These networks are sometimes referred to
as workgroups or peer-to-peer networks. On these networks users may not log on to their desktop, or computers
may be shared by multiple users. The Allow user to perform printing as another user option may be useful in
non-domain/logon environments. User accounts can be set-up in the system hosting the printers and users can
select their account using usernames and passwords for each print job, irrespective of which user account is
currently logged onto the workstation.

Information to show in popup
O Allow wser to charge to their personal account
[0 allow usar to selact shared accounts (fram kst
L} Allow user to select shared accounts (using a PIN)
] allow user to perform printing as another user

Figure 8.22. Configuration allowing only selection of other user accounts

@ Print Job Notification

- . .
1\ Print Job Mofification

e Confirrn the print and select the print action
Print job details
Document name  Microsoft PoveerPaink - Presentation

Frinter MnuserveryCanon B 2000

Cost 40,93 Pages 93 I
Prink job actions
() Perform print as another usar
Usernsme  chris
]

Figure 8.23. Popup requesting the user to enter their username and password
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PaperCut NG can also be configured to manage its own set of user accounts. See Section 26.1,
“Internal Users (users managed by PaperCut NG)” for more details.

8.6. Batch Shared Account Import and Update

The batch import and update feature allows the administrator to import accounts, and optionally update existing
account details by reading data from a simple text file or directory structure. In addition to being able to create
accounts, it enables administrators to update the following account data:

.

Enabled / disabled status

Account PIN / Code

Credit balance

Restriction status

Users allowed to use the account
Groups allowed to use the account
Invoicing options

Comment options

Notes

Examples of where the batch import feature is useful include:

‘ % Tip

When importing account and balance data from another external system (e.g. a project management or
accounting system).

To reset the account balances at the end of a billing period (year/term/semester).
To bulk update the users and groups who are allowed to use/access the accounts (security).

To update shared accounts from a tab delimited file on a regular basis, see Section 8.7, “Shared
Account Synchronization” instead. You can also synchronize shared accounts against the directory
structure of a file system, for example when there is a separate folder for each department or
customer.

To perform a batch import:

1.

Manually inspect your file in a text editor and ensure it's in the prescribed tab-delimited format as detailed at
Section 8.6.1, “Batch Account Import File Format”.

Navigate to the Accounts section.
Click the Batch Import / Update tab.

Click Browse to select the file to import. (The format of the file is described in Section 8.6.1, “Batch Account
Import File Format”).

Choose whether you want to delete accounts that exist in PaperCut NG but not in the import file.
Press the Test Settings button.

The window shown will tell you how many lines were processed, and how many shared accounts will be
imported, updated or deleted when Import is pressed.

If you are happy with the results of the test, press the Import button.
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Tip

Consider testing your import file format with a small sample first (e.g. maybe a copy of the file
containing only the first five lines). This way any formating mistake will only propagate to a few
accounts rather than all!

Some example shared account import files can be found at
[ app- pat h] / server/ exanpl es/ i nport/ shar ed-account s/ in both Excel and TSV (tab separated values)
formats. The Excel format may be used to produce the TSV format by saving as Text (Tab delimted).
Examples include a flat list of accounts wusing the example of departments in a school
(school - depart nment s. t sv) and another with subaccounts using the example of a client-matter layout for a

business' clients (cl i ent - matter. tsv).

8.6.1. Batch Account Import File Format

The import file is in tab delimited format and contains the following fields in the given order.

No. Field

i Parent Account Name

Description

The name of this account's parent.
When creating a top level account,
leave the sub-account name blank
(and this will be the account's name).

Optional?

Mandatory

2. Sub-account Name

When creating a sub-account (1 level
deep only), enter its name here.

Optional - account will be top level if
blank

3. Enabled

Whether or not this account is
enabled. (Y/N where Y = YES, and N
= No).

Optional - account will be enabled if
blank

4. Account PIN/Code

The account PIN/Code. For parent
accounts, the code must be unique for
all parent accounts. For sub-accounts,
the code must uniqgue amongst
accounts with the same parent
account.

Optional - PIN not set if blank

5. Credit Balance

The account balance.

Optional - Balance set to 0 if blank

6. Restricted Status

The account's restricted status. (Y/N
where Y = YES, and N = No).

Optional - if blank, set to a
configurable default

7. Users

The usernames of users that are
allowed to select this account from the
list (no CODE/PIN required). The list
of users is pipe (]) delimited. To
specify that all access users should
be removed, enter a hyphen (-).

Optional - users are not updated if
blank

8. Groups

The groups that are allowed to select
this account from the list (no
CODE/PIN required). The list of
groups is pipe (|) delimited. To
reference the special ‘All Users'
group, use the syntax [ Al | Users].
To specify that all access groups
should be removed, enter a hyphen

)

Optional - groups are not updated if
blank

9. Invoice Option

The invoicing option defines how
prints allocated to this account are
invoiced. Available values are:

ALWAYS_| N\VO CE - prints allocated
to this account are always invoiced

NEVER_| NVO CE - prints allocated to
this account are never invoiced

USER CHO CE_ON - it is up to the
user whether or not to invoice prints
allocated to this account. The default

Optional - set to USER_CHOICE_ON
if blank
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No. Field Description Optional?
is yes.

USER_CHO CE_OFF - it is up to the
user whether or not to invoice prints
allocated to this account. The default
is no.

10. Comment Option The comments option defines whether | Optional - set to
or not comments should be added to | COMMENT_OPTIONAL if blank
prints allocated to this account.
Available values are:

NO_COMVENT - comments may not be
added

COMMENT_REQUI RED - comments
must be added

COMMVENT_OPTI ONAL - it is up to the
user whether or not to add a comment

11. Notes Notes about the shared account | Optional - notes not set if blank
(placed in the Notes field).

Table 8.1. Shared Account Import File Format

Other limitations: Although any actual limit to the size of an import file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

Tip

A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, and then save
itinthe Text (Tab delimted) format.

8.6.1.1. Import File Format Examples

The following lines shows importing all the above fields. (The fields are separated by tabs).

Mat hs Y 12 5 N userl|user2 groupl| gr oup2 ALWAYS | NVO CE COMVENT_REQUI RED
Sci ence Physics Y 1620 100 Y user3 NO COMMENT A Not e
Science Biology N 16 12.50 N group3 USER CHO CE OFF

The following lines show updating only the groups that can access the account. NOTE: The tabs still exist for the
enabled status, pin, balance, restriction and users fields, but each entry is blank.

Mat hs groupl| group2| gr oup3
Sci ence Physics groupl
Sci ence Bi ol ogy group3

Tip

The shared account import process can be triggered via the command-line scripting tool
server-command. See Section A.1, “Server Commands (server-command)”.

8.7. Shared Account Synchronization

The shared account synchronization feature allows the administrator to define an external source for shared
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accounts. This is useful for situations where shared accounts are managed by an external system, and allows
PaperCut NG to mirror the accounts without any additional administration.

To enable shared account synchronization:

o~ wDd e

Navigate to the Accounts section.

Click the Account Sync tab.

Choose appropriate settings. The available settings are discussed in Section 8.7.1, “Synchronization Options”.
Press Test Settings

The window shown will tell you how shared accounts were processed, and how many shared accounts will be
imported, updated or deleted when Synchronize Now is pressed.

If you are happy with the results of the test, press the Synchronize Now button. This will trigger a shared
account synchronization, and synchronization will continue to occur at the chosen interval.

8.7.1. Synchronization Options

Shared Accounts can be synchronized against two possible sources: a text file or a directory structure. This is
configured in the first option on the Account Sync tab: Sync source.

2 [

Text file - Synchronize shared accounts against a text file. The format of this text file is discussed in
Section 8.6.1, “Batch Account Import File Format”.

File System Directory Scan - Synchronize shared accounts against a directory structure. Many organizations will
have a 'Customers' folder or similar in their file system which will contain one folder per customer. For example,
given Custoners/ Client 1 andCustoners/dient 2, synchronizing against the Cust oner s directory will
importClient 1andd ient 2 asshared accounts.

The location of the text file or directory (the sync source) is relative to the system where PaperCut NG
is installed, not the system being used to access the admin interface. The sync source should either be
physically on that system, or accessible via a mapped / mounted drive. Additionally, the source should
have permissions to be readable by the Local System account on Windows, or the paper cut
account on Mac or Linux.

The other options include:

File location / directory location - The location of the file or directory to sync against. The location is relative to the
server.

Perform sync - How often the account sync should take place. The available options are Hourly and Overnight.
If new accounts are being added regularly throughout the day, Hourly is probably the best choice. The
Overnight sync occurs nightly at approximately 1:15am.

Treat subdirectories as sub-accounts - This option is only available with directory synchronizing against a
directory. When checked, subdirectories will be treated as sub-accounts. For example, a directory structure of
Custoners/Client 1/Project 1 will produce a top level account called C i ent 1 and a sub-account of
Client 1calledProject 1.

Delete accounts that do not exist in the selected source - This option will delete accounts that exist in PaperCut
NG but not in the sync source. Use this option to clean out 'old' accounts. This option is not 'remembered' for the
automatic synchronization, so accounts can only be deleted by checking this box and pressing Synchronize
Now. Deleting is a destructive operation. Don't forget to perform a test first and a backup is also advised!

8.8. Bulk Shared Account Operations

A bulk shared account operation refers to an operation that is applied to more than one shared account. There are
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occasions where the same task needs to be performed on multiple accounts. With a large number of shared
accounts, it may take too long to perform the task manually on each one; this is where bulk account operations are
useful.

Bulk account actions... can be found in the Actions list while on the Accounts tab.
Some examples of where bulk account operations might come in useful include:

¢ Shared account balances need to be reset at the start of a new billing period.

¢« A new printing policy or account model is being introduced, and needs to be rolled out across all shared
accounts.

¢ Shared accounts are to be temporarily disabled. For example over the holiday period when there should be no
shared account based printing.

* A particular group needs to be given access to all the shared accounts.

E& Warning

The bulk account operations are one-way and cannot be undone. Always carefully consider the
operation before proceeding. If you are unsure of the function or behavior, performing a backup prior
to undertaking the operation is advised.

The following tasks can be performed through bulk account operations:

¢ Adjust of set the accounts' credit (perform a transaction)
* Change the accounts' restriction status

« Disable the accounts for a specified period of time

* Change the invoicing option

e Change the comments option

¢ Change the security settings

e Change quota scheduling settings

8.9. Shared Account Quota Allocation

Sometimes organizations do want control printing to shared accounts. It can be done by allocating quotas on a
periodic basis.

To allocate a $100.00 weekly quota to Sci ence account:

Navigate to the Accounts tab.
Select the account.
Under the Quota Scheduling section, select a period of Weekly and enter 100.00 in the Schedule amount.

w0 bd PR

Click Apply.

”

Quota for shared accounts gets allocated very similar to group quota. See Section 6.2, “Setting up quota allocations
for more details about quota scheduling.

For details about scheduling times please refer to Table 6.1, “Quota schedule times”.

8.10. Advanced Shared Account Options

It is possible to customize the functionality of shared accounts to suit a wide range of uses. There are several
advanced options available throughout PaperCut NG to control this customization:
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Make shared account PIN/code visible

When this option is active, the purpose of the shared account PIN is changed. Usually the PIN is equivalent to a
password, and can be required before a user is able to charge to a shared account. When this setting is active,
the PIN is treated as a 'code' instead; that is, a unique identifier for a given shared account. For example, an
organization dealing with projects might allocate a shared account the project code 123.

When this option is active it has several effects throughout PaperCut NG, including:

» The shared account list (on the Accounts tab) includes the shared account code.

» Reports dealing with shared accounts display the code.

» On the account selection popup dialogue of the user client tool, the code is visible when entering (i.e. it is no
longer hidden by stars). This allows charging to a shared account by code, rather than scrolling through the
dropdown list to find the correct account by name.

To activate this option:

* Goto the Options tab

* Check the option Make shared account PIN/code visible

* Press Apply

Apply to all documents in queue

This option appears at the bottom of both the standard and advanced account selection popups. When checked,

the settings being applied to the current print job will be applied to all waiting jobs automatically. The text will let
you know how many jobs this will affect (e.g. "Jobs: 5").

This setting is useful when printing a batch of documents for the same purpose. For example, when printing a
letter, diagram and spreadsheet for a client, the client account can be selected on the account selection popup
along with any other appropriate settings, and the settings will be applied to all three jobs. This saves the time
taken to apply the settings for each job.

Changing the time after which jobs are deleted when awaiting popup response
If a user does not respond to the account selection popup after a defined time, their print job will be automatically

deleted. This is to prevent a buildup of old jobs in the print queue. For more information see Section A.5, “User
Client Options”.
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A report is a representation of data, often in a printable tabular format. PaperCut NG provides a set of built-in
reports. These include simple pre-built reports accessed via one-click, up to more advanced reports constructed

using custom filters.

Tip

report development.

PaperCut NG is an open system. System administrators with database management experience may
choose to run the system on an external database system. 3rd party reporting tools can then be used
to construct custom reports. The PaperCut Software Development team can also consult on custom

Reports can be produced by selecting the date range and then clicking on one of the report format icons. Common
date ranges, such as Last 30 days, and Previous Month can be selected via the drop down box. The Ad-hoc
option may be used to generate the reports with custom date ranges and filters (e.g. generate a User printing -
summaryreport limited to a particular department). A sample of each report can be seen by clicking on the Show
sample link. A sample report gives an indication of what the final report will look like.

User printing - printer summary
Show sample

Figure 9.1. An example report displaying different date ranges

€. Ad-hoc Report: Largest print users

Report Title
pol Report Title
Enter the title of the report, or use the default title. Largast print usars

Parameters From date:

Enter the report parameters to fiker the report data as required
To date:

Incude report data up to this date.

Department:

24 Feb 2009

Include report data starting from this date.

Last30days = © @

Previous Manth
Last 7 days
Today

Ad-hoc

T Tme:  00:00

Time:

Limit: to users from one department. Leave blank to incide users from al departments.

Dffice:

Limit to users fram one office. Leave blank to ndude wsers fram al offices.

Onily show printing allocated to:

Choose whether to only show printing alocated to user accounts, shared accounts.

Job Type:

Choase to show prnt or copy jobs only.

Report Format
Report Format
Choase the outout format to create for the repart, POF ~

Figure 9.2. Selecting Ad-hoc date ranges and filters for reports

9.1. Report types

RunReport || Cancel

The one-click reports accessed under the Reports section can be grouped into the following areas.
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9.1.1. User Reports

These are reports producing information about users. They range from a list of users, their names and current
account balance, to detailed reports listing all print jobs printed by a user over a particular time-frame.

9.1.2. Printer Reports
Printer reports produce information on printers including configuration, usage summaries and statistics.
9.1.3. Print Log Reports
The print log is a detailed list of all printing performed on the network. The print log reports allow administrators to

produce reports list all jobs over a given date range with simple one-click version for today's print jobs and largest
print jobs.

Largest print jobs (Last 30 days)

For the period of Dec 31, 2006 to Jan 30, 2007.

Dale Printer Usemame Document Pages Cost Allowed Atiributes
e Yo Awesome Presentation - Openiifice.ong o FOOLSCAP, Duplex: Yes,
Dec 31, 2006 6:36:45 AW Win2003HP Laserlet SMP matt 230 SO ves A e e b2
e T Awesome Presentation - OpenJiffice.ong 1 A3, Duplex Yes, Grayscale: Yes,
Dec 31, 2006 34435 AW Win2002HP Lassrlet SMP mark 8 SBE  Yes  ghimerves|
Jan1,2007 12335 8M  printserveriXenox Color 1930 bob research paper. pof 141 s ves 4 Dumler g;vﬁ*me Mo,
Jan 1, 2007 55300 AM  linuxssrvenCanon EJ 2000 cathy Stats - OpenCiffics ong Witer 88 s880  Yes  OOLSCAR.Duplec¥es o

Figure 9.3. Printer log PDF report

9.1.4. Internet Use Reports
These provide a summary of Internet usage by users on the network.
9.1.5. Group Reports
These reports group printer usage by network group allowing system administrators to determine which group of
users performs the most prints. These reports are ideal for gaining a quick overview of printing costs performed by
work area, department, floor, management level, etc.
9.1.6. Shared Accounts Reports
Administrators may use the shared account reports to track printing allocated to shared accounts via the popup.
9.1.7. Transaction Reports
These provide a summary of the transactions / balance adjustments.
9.1.8. Environmental Impact Reports
These reports summarize the environment impact of printing.
9.1.9. Ratio Reports
These reports compare relative printing usage.
9.1.10. Period Comparison Reports
These reports compare printing activity between two periods.
9.2. Report Formats

All reports are available in three different formats. Access to all formats depends on the software installed on your
system. Alternate formats are accessed via the three icons located next to the report period drop down box.
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€. User Reports

Usar Printer Groud Account Environmant =ncaction chadule | ETa

£} User Reports

- 5@
User focused reports providing information about usars,
their account balance and actvity. - .
rgest print users -
Additional reports for indiiduzl users are located under Show samp Last 30 days - 5@
the wser's transaction and activity history sections. Srb e
All reports are avaiable in PDF, HTML and Excel/C5V User printing - summary .
formats. . Last30days ~ T @
Show sample

Department printing - summary

o Last30days ~ T @
2Now sampe

Offi inting - mary ~
e prifting - sum Last30days ~ B &
Show sample

User printing - job -
er printing - job type summary Last30days ~ @
Show sample

User printing - printer summary oA

of Last 30 days -
2NoW sampe

Figure 9.4. Clickable report icons to run reports in different formats (PDF, HTML, CSV (Excel)).

There are three report formats available.

Format Description

PDF Reports PDF is the most appropriate format for printing. To view these reports your
computer must have a PDF viewer installed. Adobe Acrobat Reader is a free
PDF viewer available from adobe.com.

HTML Reports HTML Reports will work on all systems and don't require an external PDF
viewer. These reports may not print or format as well as the PDF versions and
are designed for either a quick review of data or for systems that don't have a
PDF viewer.

CSV/Excel Reports The CSV/Excel reports can be used to access the data in plain text format. The
format is suitable for importing data into programs such as Microsoft Excel.

Table 9.1. Report Formats

9.3. Combining Filters and Reports

All data list views in PaperCut NG have export/print option linked at the bottom of the list. The export/print links run
a report over the data currently displayed in the list. The lists column order and filter options are taken into
consideration when generating the report data. This functionality can be used to produce ad-hoc or custom reports.
This functionality is best described by example.

To run a report to see who and how much people have printed against a shared account over the month of
September:

Navigate to the Accounts.

Click on the appropriate shared account.

Select the Job Log tab.

Click the Show Filters link.

Select the 1st of September in the from date and enter the 30th of September in the to date.

Click Apply Filter button. The data displayed in this list should be all print jobs printed against this shared
account for the month of September.

7. Click on the Summary by user link to produce the PDF report.

S T o
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@@ Account Details: IT Support

Details Adjustments & Charges Security Transactions Print History
& Hide Filter
between dates: 01 Sep 2005 ™ to |30 Sep 2005 B

comment contaning:

[ Apply Filter | [ Clear |

Transaction Date Transacted By Amount Balance Usage Log Comment
13/09/2005 09:52:45 [system] -50.15 545.34 Printer Usage
13/09/2005 09:48:02 [system] -£0.08 $45.49 Printer Usage
13/09/2005 08:29:01 [system] -£0.15 $45.57 Printer Usage

Figure 9.5. Filters applied to the shared account print log

To run a report listing all transactions issued against a user's account over the month of September ordered by
transaction amount:

Navigate to the Users tab.

Click on the appropriate user account. The user details page will display.

Select the Transactions tab.

Click the Show Filters link.

Select the 1st of September in the from date and enter the 30th of September in the to date.

Click Apply Filter button.

Click on the Amount column to order the data by amount value.

© N o g A~ wDd R

Click on the Export/Print button at the bottom of the list to produce the report.

9.4. Scheduling and Emailing Reports

The one-click reports in the PaperCut NG web interface are good for finding important data fast, however sometimes
it is more convenient to have important data 'pushed' to interested parties. This can be achieved through the use of
scheduled reports.

PaperCut NG can schedule reports to run periodically and have them automatically sent out via email or saved to a
folder. Scheduling reports can be used for a variety of purposes, for example:

¢ Sending a department manager a summary of the department staff's printing.

¢ Sending a teacher a summary of printing for each student in their class.

¢ Producing and using a CSV report saved to disk to import into an external system, such as an accounting
package.

¢ Producing a regular report for billing or invoicing purposes.

9.4.1. Usage

The scheduled reports page can be found at Reports - Scheduled Reports.
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Important

Before scheduled reports can be sent via email, PaperCut NG needs to know where to find a SMTP
server (outgoing email server). For information about how to configure email notifications, see
Section 12.5.1.3, “Configuring Email Notifications”.

€. Schedule / Email Reports

User || Printer || Group || Account Envronment Transaction Schedule | Emal Reports

:l? Schedule a Report

Type Group prnting - user summary -

Reports can be scheduled for automatic delivery via email or can Tide

be saved to disk.
Group printing - user summary

o Schiadcla 2 apart, S the darsis e e St 2nd pracs n cptional bte to aopear at the top of the repart
@ More Information.... Optional parameters
User group name: students

Limit to one group. Leave blenk to include all groups.

Only show printing
allocated to:

L
Choose whether to only show printing alocated to user accounts, shared accounts.

Format
CsV -

Report
Weekly =

Delivery
ToFile -

File name
siudents-group-prining-summary-

¥ Append date-stamp to file name

Location C:\Development\pc-ng\sarver\warking)datz)scheduled-reports\students-group-printing-
summary-[yyyy-mm-dd).csv

)

Type Title Parameters Format | Period & Redi| ts/ Location

[show example]
frun now]
[edi]

[delets

User printing - summary Usar printing - summary Department = Scence Department POF Daily Matt

Figure 9.6. The Scheduled Reports page

To create a scheduled report, choose the desired report options and press Add. The process is best described by
way of example:

9.4.1.1. Example 1: Faculty based reporting in education

Joe is head of the science faculty at a university. Faculty staff have the ability to charge printing back to the faculty.
Joe would like to see, on a regular basis, how much printing each user charges to the faculty.

To do this:
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Navigate to the Scheduled Reports page.

Click Schedule a new report... if the panel is not already displayed.

Choose the report Type of Shared account printing - user summary.

Under Optional parameters — Account name, enter Joe's faculty shared account name, Science.
Change the report title to "Science Faculty Account Printing".

Leave the report Format as PDF.

Make the report deliverable every week by setting Report to Weekly.

Set the Delivery to By email.

© © N o s~ Dd R

Enter Joe's email address under Recipients.
10. Press Add.

The report is now scheduled to run every week, and should now be shown in the table on the bottom of the page.
Joe will receive an email every Sunday showing the previous week's printing in his faculty. To find out exactly when
the report will be sent, see Section 9.4.2, “Details”. To see an example of what the report will look like, press [show
example] next to the report. To manually run the report (generate it and email to Joe now), press [run now]. The

The [run now] operation also provides a convenient way to resend the previous period's report if the original
delivery failed or if the email was accidentally deleted.

9.4.1.2. Example 2: Division based reporting in business

Mary is head of the marketing division at a company. She would like to see which printers her staff use most, to
make decisions about printer redistribution and purchasing. Also of interest are the sizes of paper being used, and
how much color printing is being performed.

To do this:

Navigate to the Scheduled Reports page.

Click Schedule a new report... if the panel is not already displayed.

Choose the report Type of Group printing - printer summary.

Under Optional parameters — Group name, enter Mary's division group name, Marketing.
Leave the report Format as PDF.

Make the report deliverable every fortnight by setting Report to Fortnightly.

Set the Delivery to By email.

Enter Mary's email under Recipients.

Press Add.

© ©o NG A~ Dd PR

The report is now scheduled to run every fortnight, and should now be shown in the table below. Mary will receive
an email every second Sunday showing the previous fortnight's printer usage by her division.

9.4.1.3. Example 3: Create reports to import into external system

John is the head of the accounting department in the organization and wants to charge his clients for invoiced
printing allocated to their account. He wants that data in the external accounting system. He can schedule shared
account printing - summary report to be saved to disk so that he can access the same file periodically and import
the data into his external system.

Navigate to the Scheduled Reports page.

Click Schedule a new report... if the panel is not already displayed.

Choose the report Type of Shared account printing - summary .

P wbdPR

Under Optional parameters - Invoiced, select, yes.
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© ® N o o

Change the report Format to CSV.

Make the report deliverable every week by setting Report to Weekly.

Set the Delivery to To file.

Enter a file name client-summary.This will be the name under which file will be saved on the disk.
Press Add.

Tip

Selecting the option Append datestamp to file name is optional. If the option is selected, then the
report will be saved with a unique name, including the date every time, otherwise the report will be
overwritten periodically.

The report is now scheduled to be written to disk every week, and should now be shown in the table below. John will

see a new

report being generated under the name of client-summary.csv, every week under

[ app- pat h] / server/ dat a/ schedul ed-reports.

9.4.2. Details

Each report Period determines when the report will run. When the report includes date based usage information
(such as printing usage), the period also determines the date range of the data to include.

Period Report Run Time Report Date Range
Daily Early every morning, about 01:15. The previous day.
Weekly Every Sunday in the early morning, about 01:15. The previous week, from Sunday to Saturday
Fortnightly Every second Sunday in the early morning, about | The previous fortnight, from two Sundays ago to
01:15. Fortnightly reports are run on even weeks, | Saturday.
i.e. the second week of the year, the fourth week of
the year, etc.
Monthly Early morning on the first day of every month, about | The previous month.
01:15.

Table 9.2. Scheduled reports delivery times

Tip

Reports scheduled to write to a file and always written to a folder on the server located at
[ app- pat h] / server/ dat a/ schedul ed-reports. This is a local folder on the server where
PaperCut NG is installed. It is not possible to change this target location to point to say a network
share on another system. The reason for this is that PaperCut runs as a system service/daemon with
limited rights and hence will not have access to other locations/servers. If the file needs to be
accessible/consumed from another system, consider sharing the target folder, or using a scheduled
task running as a privileged user (e.g. Windows Task or Cron job) to copy the file.

Tip

If a user has their email address set in PaperCut NG, their username can be entered in the Recipients
instead. For example, instead of entering joel23@domain.org, entering just joe will work.

9.5. Advanced Reporting Options
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The following configuration keys can be used to configure report behavior. Configuration keys can be edited at
Options - Actions — Config editor (advanced).

Config name Description

reports.max-rows The maximum number of rows that a report will produce. Once the number of
rows in a report reaches this value, the data in the report will be cut short (and
the report will contain a message to indicate this has happened). This is a
‘sanity limit', intended to avoid producing overly large reports by accident. The
default value is 10000.

reports.top-x-rows The number of rows to display in 'top X' reports, such as the Largest print users
report. The default value is 100.

reports.csv-display-comment-headers Determines whether to display the comment headers in CSV reports (e.g. The
report name and report parameters in the first few rows of the file). It may be
appropriate to remove the headers if the CSV files are to be post processed or
imported into a 3rd party system such as an accounts database. To display
comment headers set the value to Y, to hide set the value to N.

Table 9.3. Advanced Reporting Config Keys

Please see Section 12.8, “Using the Config Editor” to find out how to change config keys.
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Chapter 10. Hold/Release Queues & Print
Release Stations

In a standard network printing environment, when a user prints from an application, the job is sent directly to the
printer and starts printing immediately. In some environments it may be advantageous to place the job in a holding
state prior to printing. Some common examples include:

e Secure Printing - In a secure printing environment jobs are only printed when the user arrives at the print area
and confirms his or her identity. This ensures the user is there to collect the job and other users can't
"accidentally" collect the document.

« Approved Printing - In some organizations it may be appropriate to hold jobs until they are approved by selected
individuals. A good example would be a teacher approving printing on an expensive color printer.

¢ Authentication - Hold/Release queues can be used as a form of authentication in an unauthenticated
environment. Users must authenticate prior to releasing their jobs allowing PaperCut NG to confirm their identity.

PaperCut NG provides the framework and software interface to implement hold and release queues.

Users can interact with the Hold/Release Queues (e.g. release their jobs) in a number of ways. This normally takes
the form of a Release Station - a dedicated computer terminal located next to the printers, however other interaction
methods include access via a browser-based interface. Hold/Release Queues are used for a wide variety of
purposes depending on the requirements of the organization. This section outlines a number of these scenarios,
and also how to install and configure the release interface.

The simplest way to get started with hold/release queues is to read through the scenarios below (see Section 10.2,
“Hold/Release Usage Scenarios”), and decide which best suits your needs. These scenarios will outline the steps
required to configure and manage a queue.

‘ ,a Tip

Hold/release queues may be used to implement a find me printing environment. See Chapter 11, Find
Me Printing and Printer Load Balancing for details.

10.1. Release Station Interfaces

PaperCut NG includes four different interfaces to manage hold/release queues. Three of these are variations of a
web-based interface and one is a software version that is typically used for dedicated release stations. These
interfaces are described below.

10.1.1. Standard Release Station
The standard release station is typically used on dedicated workstations located near-by the printers. It usually runs
in a full-screen mode that cannot be exited. The release station can be run in a number of modes that changes its
behavior depending on your needs. These modes are described in Section 10.3.3.1, “Release Station Modes".
For more information regarding deployment of the Standard Release Station see the
[ app- pat h] \ r el ease\ README. t xt file. For information regarding configuration of the Standard Release Station
see Section 10.3.3, “Standard Release Station Configuration”.

The release station scenarios below describe which mode to use for different situations.
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- - -
@ Print Release Station
_ . LI Your balance: §$297.58

Time User  Document Printer Machine Cost | Pages Action
) 16:04:16 |chris my file PDF printserver' John's P... WinXP $10.00 200 Print Cancel =
16:04:16 chris Microsoft PowerPoint - ... Win2003'\HPLaser] [192.168.0....| $2.75 55/ Print Cancel

16:04:16 matt http://www slashdot.org/ printserver\Xerox C... [192.168.1.1 $4.90 98| Print Cancel
16:04:16 l lhltp:ffwww.slasl'ldot.urg;‘ Win2003\Xerox Col... [laptop I $11.25l 225lm Cancel
) 116:04:15 | my file PDF Win2003\HP Laser)... WinXP | $7.40 148 print Cancel
) 16:04:15 | lDther test document printserver\HP Lase... Libary2 I $3.95l ?Qm Cancel
) 16:04:15 | lMicrosnft Word - Docum... Win2003\HPLaser ] 192.168.0.... I $6.?t]l lﬁlm Cancel
) [16:04:15 |mac-u... (Other test document  printserver\John's P... My Computer| $4.85 97| Print Cancel

Figure 10.1. The Standard Release Station

@ |'P
To educate users about printing using a release station, administrators might find the sample
information sheet helpful.

10.1.2. Manager-mode web-based release station

The manager-mode web-based release station provides functionality equivalent to the standard release station
running in "Manager mode". However, the web-based release station may be more convenient because it can be
run from anywhere using a web browser. It allows release managers and PaperCut administrators to manage held
jobs and release or cancel jobs printed by any user.

The web-based release station can be access by visiting the following URL, and logging in as a user with adni n or
release station manager permissions.

http://[servernane]: 9191/ rel ease

where [servername] is the name of the PaperCut NG server. To make a user a hold/release queue manager see
Section 10.3.2, “Hold/Release Queue Managers”.
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. Jobs Pending Release

[ Release All || Canceal Al |[ Rafrash Mow |A|..I:n refresh (Refresh in: 56

w Show Fiter

<<<123zz2>
Submit Time ¥ Printer User Document Client Pages Cost Action

¥ Mar 28, 7006 0416 PM  Win2003\HPLaser) chris Micrasoft PowerPoint - Presentation 192, 168.0,200 55 $2.75 [pont] [cancel]
) Mar 2, X006 0416 PM  Win2003Werox Color 1930 james hip: /fervew . slashdot.org/ laptop 225 $511.25 [prnt] [cancel]
¥ Mar 28, 7006 %:04: 16 PM  printeerveriJdohn's Printer chrig my file. FOF WinxP 200 %10.00 [prnt] [cancel)

Mar 28, 2006 4:04:16PM  printserver'¥erox Calor 1930  matt hittp: /e, slashdot.org/ 192.168.1.1 %8  $4.90 [pont] [cancel]
*)  Mar 28, 2006 #04:15PM  Win2003\Canon B 2000 kelty Microsoft PowerPaint - Presentation  Server 12 $10.20 [print] [cancel]
> Mer 28, 2006 0415PM  Win2003\Canon B 2000 mac-user  hitp:/fwven. slashdot.org/ laptop 16 $13.60 [prnt] [cancell

Figure 10.2. Manager-mode web-based release station

10.1.3. Web-based release station within the admin pages
When logged into the admin pages, an administrator can view all jobs held by release stations by:

« Navigating to the Printers section.
¢ Selecting the Jobs pending release tab.

This interface is identical to the full-screen web-based release station, but can be more convenient for users already
logged into the administration pages.

‘2 Jobs Pending Release

Printer List_|| Jobs Panding Release || Motifiation Options || Print Log

[ Release Al ] Cancal All { Rafresh Now JIZ Auto refresh

w Show Fiter

<<<123>3>>
Submit Printer Jser -

Document Client Pages | Cost | Action

Mar 28, i !

_ - Microsoft PowerPaint - o 5 oot

2 | e oer) | chvis 192.168,0.200 55 $275 HooL
EEC Presentaton lsnee]
5 SO ames s e, slashdot.org/  lapiop 225 51125 [r;-:-'n]
i chis  my fie.POF Wine 200 $10.00 %?3;91

Figure 10.3. Web-based release station within the admin pages

10.1.4. End-user web-based release station

When end-users are logged into the user web interface, they can view their print jobs that are currently held pending
release. The administrator can decide whether this interface is visible to end users, and which type of jobs a user
may release. More information can be found at Section 10.3.4, “End-User Web Based Release Interface
Configuration”.
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) PaperCut NG : Jobs Pending Release - Microsoft Internet Explorer

=0
. Fle Edt Help i

Q-

Wiew Favorites  Tools

: & 55 @I11m:_rfaahst:?:9 | /apprservice =page UserReleass Jobs ﬂ Go

Logged in as: matt

Summary ) ) . ]
Jobs awaiting approval prior to printing are listed below:

Use Card

Transfers [ Release All ] [ Cancel All ] [ Refresh Mow ]

Transaction History

. Submit

Recent Print Jobs .- Action

Mar 28, 20068 printsarveriarow [ ]
httpi/fwwrslashdot.orgd  192.168.1.1 $4.90

4:04:16 PM Color 1330 cance

Logout I'_ ]
Mar 28, 2006 Win2003\HP Laser)at Microsoft Word - i [Q I'I-'_]
4:04:14PM  IMP Documantl o 17 $0.85 [ oncan
Mar 28, 2008 Microsoft PowerPoint - i = print]

] AT linusssrver HPLagsr] Frasantation Libary2 70 %3.50 [cancel]
Mar 28, 2008 Microsoft BowarBoint - [[ [ |'|r_]
4:04:06 PM linuxserveriHPLaser] Prasantation 192.168.1.123 47 §2.35 [cancel]
-
&) %4 Local infranet

Figure 10.4. End-user web-based interface listing held jobs

10.2. Hold/Release Usage Scenarios

This section describes various usage scenarios discussing why and how to use a hold/release queue. They provide
a good starting point for your own implementations.

10.2.1. Saving paper and toner

A large source of wasted paper in organizations are documents that were never collected from the printer. Some of

t
t

hese uncollected documents are caused by accidental printing, and others were just forgotten. But the majority of
hese documents end up in the bin.

If the document is not printed until a user walks to the printer to collect it, then this source of waste can be mostly
eliminated.

To implement a release station to save paper:

Set up a low-end workstation near the printer(s).

Run the Standard Release Station in the default mode (Release Any mode). More information can be found at
Section 10.3.3.1, “Release Station Modes”.

In PaperCut NG, enable the printer(s) for release station use. More information can be found at Section 10.3.1,
“Enabling hold/release support on a printer”.

To allow users to release jobs via the end-user web based release station, also enable Release Any mode for
the web tools interface. More information can be found at Section 10.3.4, “End-User Web Based Release
Interface Configuration”.

10.2.2. Secure Printing

When users print documents that contain sensitive information, it is important that no one else picks up the
document from the printer. Even when the printers are close-by, people can be distracted and accidentally leave
sensitive documents on the printer. Print release stations can be used to implement Secure Printing, which ensures
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that a document can only be released by the person who printed it and only when that person is standing near the
printers.

Secure printing is implemented as follows:

¢ Setup a low-end workstation near the printer(s).

« Run the Standard Release Station in "Secure" mode. More information can be found at Section 10.3.3.1,
“Release Station Modes”.

« In PaperCut NG, enable the printer(s) for release station use. More information can be found at Section 10.3.1,
“Enabling hold/release support on a printer”.

Secure printing requires users to be authenticated on the network when printing (i.e. an Active Directory domain).
This allows the release station to enforce the secure printing so that users can only release documents they print.

10.2.3. Pay per print (e.g. Library or Internet Cafe)
Libraries and Internet cafes usually only allow printing once a user has paid for the cost of the printed document.
Previously, implementing pay-per-print often involved deploying expensive card-based payment solutions, however
PaperCut NG release stations allow this to implemented in a more cost effective way.

An example of how print release stations would be used in this scenario is:

Users print documents from a workstation without any assistance from staff.
The printed documents will be held in the queue until released by a staff member.
The user goes to the staff desk and asks for the document to be released.

A 0w DD PR

The staff member opens a release station (the program or a web page), finds the user's job, notes the cost and
collects the payment from the user.

The staff member presses the "Print" button, allowing the job to be printed.
6. The user then collects the printed document from the printer.

If the user never pays for a print then the print job will be automatically deleted without any staff interaction.
To implement a pay-per-print hold/release queue:
« In PaperCut NG, enable the hold/release option on the printer(s). See Section 10.3.1, “Enabling hold/release

support on a printer”.

« In PaperCut NG, setup the staff to be a "hold/release queue manager”. This will allow them to log in to the
"manager mode" release stations. See Section 10.3.2, “Hold/Release Queue Managers”.

« On the staff desk workstations, run the release station in "Manager mode". See Section 10.3.3.1, “Release
Station Modes”.

¢ There are two release interfaces to choose from:
» Standard Release Station in "Manager mode" - requires minimal setup.
* Web-based release interface - requires only a web browser.

10.2.4. Expensive Printers (Approved Printing)

At times it is necessary to restrict access to an expensive printer (like a color laser printer), or other printer that
should only be used with an administrator's permission. Instead of locking the printer away where no one has
access to it; the printer can be configured so that only administrators or hold/release managers can release print
jobs. In this situation:

1. The user prints the document to the restricted printer.
2. The document is held in the queue awaiting approval by an authorized person.
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3. The user talks to the administrator (or approved user) who would decide whether the user should be allowed to
perform the print.

4. The administrator logs into the web-based release interface from any machine on the network, and "Release" or
"Cancel" the job as appropriate.

To implement admin/manager only release interface:
« In PaperCut NG, enable the hold/release mode on the printer(s), and select the "Admin/Manager only release"
mode. See Section 10.3.1, “Enabling hold/release support on a printer” for more info.

e It is not necessary to set up a dedicated release station near the printer, because the web-based release
interface can be used from any machine on the network.

« ltis also a good idea to put a notice on the printer that tells users how to have their documents released.

10.2.5. Unauthenticated printing

In some environments it is not possible (or very difficult) to have users authenticated when printing. This could be
due to a technology constraint (like using Macs in mainly Windows environment) or could be for convenience (like
having kiosk computers in the library that people can use without logging in).

In these scenarios, print jobs are printed under one name, but charging should be allocated to another. For
example, a job is printed by an generic "library user", but there is a need to charge to the user's real account. In
order to charge the correct user for printing, PaperCut NG needs to identify the user to charge, and this can be
achieved by using a release station in "Release Any" mode.

This works as follows:

1. The user prints from a workstation but is not authenticated, so jobs are allocated to a generic user.
2. The print job is held in the queue awaiting release.

w

The user walks to the release station and enters a username and password. Alternatively the user may log into
the PaperCut NG web interface and select Jobs Pending Release.

4. All jobs held are listed. Jobs can be identified by document name or workstation machine name.
5. The user selects his or her jobs. Any jobs released are charged to that user's account.

- - -
@ Print Release Station
__ .. Your balance: $297.58

Time User Document Printer Machine Cost Pages Action

16:04:16 chris my file PDF printserver! John's P... WinXpP $10.00 200 print Cancel =
16:04:16 chris Microsoft PowerPoint - ... Win2003'\HPLaser] [192.168.0....| $2.75 55/ Print Cancel

= 16:04:16 |matt http://www slashdot.org/ .pl'htserva"\)(eru: C..[192168.1.1 $4.90 98| Print Cancel
' 16:04:16 l lhl‘tp:ffmvw.slasl'idot.urgf Win2003'Xerox Col... [laptop I $11.25l 225lm Cancel
) 116:04:15 | my file PDF Win2003\HP Laser]... WinXP | $7.40 148 print Cancel
b 16:04:15 | lDther test document printserver\HP Lase... Libary2 I $3.95l ?QM Cancel
) 16:04:15 | Microsoft Word - Docum...Win2003\HPLaser)  [192.168.0... $6.70 134 Print Cancel
) [16:04:15 |mac-u... (Other test document  printserver\John's P... My Computer| $485 97| Print Cancel
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Figure 10.5. All documents easily identifiable by document and machine name

To implement unauthenticated printing using a release station:

* Set up a low-end workstation near the printer(s).
¢ Run the Standard Release Station in "Release Any" mode. See Section 10.3.3.1, “Release Station Modes”.

* In PaperCut NG, enable the printer(s) for release station use, and select the "User release” mode. See
Section 10.3.1, “Enabling hold/release support on a printer”.

« To allow users to release jobs via the end-user web based release interface, also enable Release Any mode for
the web tools interface. More information can be found at Section 10.3.4, “End-User Web Based Release
Interface Configuration”.

To implement unauthenticated printing using the browser interface:

« In PaperCut NG, enable the Hold/Release mode on the appropriate printer(s). See Section 10.3.1, “Enabling
hold/release support on a printer”.

« Ensure end-users have the ability to view held jobs and can release any job (charging to their account). More
information can be found at Section 10.3.4, “End-User Web Based Release Interface Configuration”.

10.3. Release Station Configuration
This section describes various aspects to configuring release stations.

Some additional installation notes can also be found in the release station README file located here:

[ app- pat h] \ r el ease\ README. t xt

10.3.1. Enabling hold/release support on a printer

By defaylt, print jobs will be sent directly to the printer and will not be held. To turn on hold/release support on a
given printer:

1. Log on to the administration section.

Navigate to the Printers section.

Select the printer.

Select the option to Enable hold/release queue.

a s~ D

Choose the appropriate release mode for your needs.

The two release modes available are:

e User Release - this is the standard mode that allows users to release and view only the jobs printed under their
name/user account.

« Admin/Manager only release - in this mode, jobs can only be released by administrators or hold/release queue
managers.

‘ ,,a Tip

To configure multiple printers with hold/release queue support, the Copy settings to other printers
function can be used. To use this, configure one printer as required, press the Copy settings to other
printers and select the printers to copy the settings to.
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10.3.2. Hold/Release Queue Managers

A hold/release queue manager is a user that has additional privileges to manage release stations and jobs held in
hold release queues. Managers can:
« Log on to the "manager mode" release stations (both the software and web-based release station).

¢ Log on to the "secure mode" release stations which switches them into manager mode so that users' print jobs
can be released.

« Release jobs that can only be released by managers or administrators.
¢ Can close the Standard Release Station when running in full-screen mode.

To make a user or group a hold/release queue manager:

Log on to the administration pages.

Navigate to the Options — Admin Rights.

Add a user or group as an administrator.

To restrict their access to only the release station interface and deselect all the other admin rights.

SARE T A

Click on the Apply button to save the changes.

To get more information about assigning admin rights see Section 12.3, “Assigning Administrator Level Access”.
It is also possible to make a user a hold/release queue manager by following the steps below:

Log on to the administration pages.
Navigate to the Options section.
Find the Release Station security section.

P wDdPE

Enter user's username in Hold/Release Queue Managers field. To enter multiple users, separate usernames
with a comma (, ).

10.3.3. Standard Release Station Configuration

The Standard Release Station is configured using a configuration file located in the directory where the release
station executables are located. The default configuration file is:

[app- path]\rel ease\ confi g. properties

This configuration file allows you to configure the behavior and look of the release station in a number of ways. Each
of the configuration items are described in the table below:

Config name Description

mode The mode changes the behavior of the release station depending on the need.
The available modes are described in Section 10.3.3.1, “Release Station
Modes".

use-username-authentication (Y/N) - Enable username authentication. Users will be required to enter their

domain username to log into the release station. They may also be required to
enter their password, depending on the ‘mode’ setting. Default: Y (Yes).

use-card-authentication (Y/N) - Enable card-based authentication. This is designed for use with
dedicated hardware card readers. The card number is validated against the
user's card-number field. Default: N (No).

show-jobs-from-queues Filters the list of jobs to only those print queues listed. This is a comma
separated list of full printer names (i.e. server\printer). This is useful when there
are multiple release stations, each managing the queues of a different set of
printers.
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Config name Description

releases-on

This option applies to installations using Find Me Printing and sets the behavior
of jobs released from a virtual queue. For more information see Chapter 11,
Find Me Printing and Printer Load Balancing.

This setting defines the printer (or list of printers) that the jobs should be printed
to when released. This is usually the printer(s) in close proximity to this release
station.

confirm-printing

When enabled (Y) and users release a job that is charged to their personal
account, a confirmation dialog is displayed to confirm that the user wants to
print and be charged for the job. When disabled (N) the confirmation dialog is
never displayed.

display-columns

Used to customize the columns displayed and the order they appear in the list
of print jobs. The default value is:
date,user,printer,document,machine,pages,cost

display-column-widths

Used to customize the width of columns displayed. The setting can only be used
if the di spl ay- col ums is defined. The number of values must match the
number of values in the di spl ay-col utms setting. The default value is:
8,12,25,30,15,8,8

hide-printer-server-names

(YIN) - Used to hide the printer server names from the list of print jobs. Default:
N (No)

show-print-all

(YIN) - Indicates whether the Print All button should be displayed. Default: Y
(Yes)

show-cancel-all

(YIN) - Indicates whether the Cancel All button should be displayed. Default: Y
(Yes)

max-idle-secs

The number of seconds without user input, before the user is logged out of the
release station. The default is 30 seconds.

background-color

Allows for customizing the background color of the release station to match the
organization's colors. The color format is the hexadecimal color code used in
HTML - #RRGGBB (where RR is the red component, GG is the green
component and BB is the blue component).

font-color Allows for customizing the font/foreground color used in the release station. The
color format is the hexadecimal color code used in HTML.

title The title that appears at the top of the release station screen.

instructions The instructions to display at the login page. A <br > can be included to start a

new line.

card-and-username-instructions

The instruction text that appears when using both card authentication and
username authentication, appearing in-between the card entry and username
entry fields. A <br > can be included to start a new line.

logo-image

Allows a custom logo image to be displayed. For best results the image should
be between 50 and 80 pixels in height. PNG, JPG or GIF images are allowed.

scale-factor

Allows to adjust the size of text displayed in the release station. Higher value
increases the text size. Larger text may be preferable on high resolution
screens or touch screens. The default is 1.5.

release-cancel-gui-style

Allows to set the GUI style of the release station actions. The valid styles are
i nk and but t on.

Setting it to but t on is useful when running release station on touch screens.
The defaultis | i nk.

Table 10.1. Standard Release Station config settings

-
v 'P

When running release stations from the \ \ ser ver \ PCRel ease share, each workstation can have its
own configuration file. The "config.properties” is used for default settings for all release stations, but
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settings can be overridden by defining another configuration file for each release station. These files
should be put in the same directory and be named using the following convention:

config. [ machi ne- nane] . properties

where [machine-name] is the name of the machine running the release station.

Apple OSX servers may require the use of the fully qualified domain nhame of the machine running the
release station rather than the short name.

A custom configuration file may also be specified as a startup command-line option using the following
syntax:

pc-rel ease.exe --config "[config file path]"

10.3.3.1. Release Station Modes

The release station modes available are described below. The release station mode is changed in the configuration
file as described in Section 10.3.3, “Standard Release Station Configuration”.

Mode Description

ReleaseAny This is the default mode. It allows a user who logs onto the release station to
release any held jobs. Any jobs released will be charged to the logged in user.

Manager Manager mode allows only administrators or hold/release queue managers to
log in to the release station. In release station mode, all jobs are listed and
users are not automatically logged out due to inactivity.

Secure Secure mode allows users to only see and release print jobs that they have
printed. Release station managers can see and release all users' print jobs.

NoPassword This works similar to the secure mode, however users don't need to enter the
password to view jobs.

Table 10.2. Standard Release Station modes

In all modes except Manager mode, users are logged out automatically after a period of inactivity defined in the
configuration file, the default being 30 seconds.

10.3.3.2. Card-based User Authentication

In some environments, users are issued with identity cards that can be used for authentication. The cards might be
used to gain entry to buildings, or borrow from a library. The cards can also be used to authenticate users at the
standard release station. Using a card is often much more convenient and less error-prone than entering a
username and password.

To use card-based authentication an appropriate hardware card-reader is required. The card reader must be
connected to the machine running the release station and act like a keyboard. i.e. when the user swipes/scans their
card, the card reader outputs the digits just as if someone entered them using the keyboard. There are card readers
that can do this for all commonly used card types (e.g. magneetic stripe, barcode, etc). An easy way to test a card
reader is to open a text editor and place the cursor in a new text document. Then when a card is swiped the card
number will appear in the text file.

The card numbers entered at the release station are validated against the Card/ld number field for the user. This
can be found at the bottom of the user details screen in the admin interface. Before card authentication can be used,
the users' card numbers must be associated with the user record in PaperCut NG. The numbers can be entered
manually, automatically synchronized from Active Directory or LDAP (see Section 12.2.6, “Importing Card/ldentity
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numbers from Active Directory or LDAP”) or imported in bulk using the Batch User Import file (see Section 6.6,
“Batch User Data Import and Update”).

Once card numbers are associated with users, the card-based authentication can be enabled in the release station
by setting the use- card-aut hentication to Y in the release station's confi g. properti es file. Once the
release station is restarted it will be in card-authentication mode, and can be tested by swiping a card through the
card-reader.

The confi g. properti es file has some other settings to change how the card-number is read from the reader.
For example, you can change the header and trailer characters used by some card readers to indicate the start and
end of the card number. See the config file for details.

10.3.3.3. Friendly client machine aliases

In some environments (for example public libraries), it can be important for users to identify print jobs by the client
machine they were printed from. By default, the release station will list the either the IP address or the machine's
unique network name Neither of these are helpful to release station users. To avoid this problem the administrator
can define a list of aliases, that map the unfriendly names to a more user-friendly name.

For example, print jobs might appear in the release station as 192. 168. 1. 100 or wi npc0076, but would be more
meaningful for the user to appear as Publ i ¢ PC 1.

These aliases are defined in the [ app- path]/rel ease/client-machi ne-aliases. properties file. The
entries are in the format:

[ machi ne] =[ al i as]

It is also valid to have multiple entries that map to the same alias. So to add aliases for the example above the
following lines would be added to the cl i ent - machi ne- al i ases. properti es file:

192. 168. 1. 100=Public PC 1
wi npc0076=Public PC 1

10.3.3.4. Job timeout

If a user does not release their held job after a defined time, their job will be automatically deleted. This is to prevent
a buildup of old/abandoned jobs in the hold/release queue. The default timeout is 30 minutes, and can be changed
as follows:

1. Navigate to Options — General - Hold/Release Queues and find the option Delete held jobs if not
released after.
Enter the number of minutes to wait for users to release their job before it is deleted.
Press Apply

10.3.4. End-User Web Based Release Interface Configuration

Configuration options for the end-user web based release interface can be found in the administrative interface at
Options - General - User Features. These options control the availability of the Jobs Pending Release option
available to end users. The available options are:

[¥] Alow users to view held release station jobs

Users have permission to:
ralease thair own jobs hd

(4] Enable the ‘Release Al and "Cancel Al buttons

Figure 10.6. End-user web based release interface options
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Allow users to view held jobs - this option enables the Jobs Pending Release screen in the user web tools.
When this option is disabled, no related functionality is available from the user web tools interface.

Users have permission to: - this option changes which type of jobs users can see and/or release. The available
options are:

» view their own jobs only - users may see their own jobs that are held in the hold/release queue. Jobs
printed by other users are not displayed. They may cancel their own jobs, but cannot release them. This is
useful if users are required to be physically at the printer to release a job, where a standard release station is
running.

» release their own jobs - users may release or cancel their own jobs. Jobs printed by other users are not
displayed.

» release any jobs (charged to their account) - users may release or cancel any job that is being held,
including jobs from other users. If a user releases a job that was sent by a different user, the releasing user is
charged for the job. This option is equivalent to the Rel ease Any mode used in Release Station and is ideal
for authenticating printing in a unauthenticated environment.

Enable the 'Release All' and 'Cancel All' buttons - enabling this option allows users to release or cancel all held
jobs by clicking one button. When this option is disabled, users must release or cancel jobs individually.

This option is purely for the convenience of the users. It can save a user a few clicks when they want to release
all their jobs at once. However if the user is able to release jobs other than their own, a user might accidentally
release (and be charged for) many other users' jobs.
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Chapter 11. Find Me Printing and Printer
Load Balancing

This chapter covers two advanced concepts: printer load balancing and "find me" printing.

¢ Find Me Printing - solves the problem of finding the closest printer from a long list of available printers. It is a
roaming print service that allows print jobs to find users based on their physical location. It's sometimes referred
to as "Pull Printing”, "Push Printing" or "Follow Me" printing.

« Printer Load Balancing - covers the act of automatically distributing print load between multiple physical printers.

These are two advanced features pertinent to large sites with a large number of printers. These topics are
addressed together in this chapter as they both involve the concept of print job redirection, where a job is taken from
one queue and transferred to another.

The topics covered in this chapter are advanced in nature and targeted towards the administrator who is already
comfortable with PaperCut NG and print queue configuration. If implementing PaperCut NG for the first time it is
recommended to plan a simple configuration in the first phase, then return to implement find me printing or load
balancing in a later phase once users and administrators are comfortable with the basic features.

11.1. Find Me Printing

Find Me Printing is best described not by what it does but by the problem it solves. Consider a large organization
with hundreds of printers. The task of selecting the "best" printer from the list at the time of print can be daunting.
Organizations tend to mitigate this concern using a number of methods:

« Naming Conventions - network administrators will adopt a printer naming convention that helps users locate the
best printer. A common convention is to use the room name or floor number. This is usually complemented by a
sign on the printer itself.

« Location Adaptive Login Scripts - in many respects a location adaptive login scripts is a most elegant solution.
The login script automatically adds the printers to the workstation based on the workstation's physical location
(denoted by the computer name). For example, any workstation containing "Ivi2" in the name will have the two
printers on Level-2 by default. Users will only need to consult the full list of printers in the rare occasion that they
wish to print to a printer outside their physical level/room.

* Global Profile - administrators map the "best" printer based on location globally on the workstation (e.g. using
rundl 132 printui.dll,PrintU Entry /ga /n\\server\printer onWindows). Any user that logs on
to the workstation will have the most appropriate printer selected by default.

All these methods have their drawbacks and require careful planning on the part of administrators, and the need for
end-users to understand conventions/processes. Find Me Printing solves the problem by "asking the job to find the
user, rather than having the user find the printer". It works as follows:

1. The user prints to a single site-wide global queue.
2. The user then walks up to a Release Station logs in, locates their job and releases it.
3. The job will then proceed to automatically print to the closest physical printer.

Find Me Printing is referred to by users as other terms such as Follow-me printing (because print jobs follow you to a
printer), Pull Printing (because the job is pulled from the global queue) or Push Printing (because the release station
pushes the job to the nearest printer).

Before implementing a Find Me Printing scenario, the administrator should be familiar with release stations (see
Chapter 10, Hold/Release Queues & Print Release Stations). Administrators will also need to consider and plan
hardware and driver compatibility. Find Me Printing works by re-directing a job targeted at one queue to another and
hence printer compatibility is important. For example, a job designed to print on an inkjet photo printer will not
usually be suitable for printing on a laser printer. The topic of printer/driver compatibility is discussed in detail in the
section proceeding the examples below.
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11.1.1. Implementation by Example

Implementing Find Me Printing is best described by way of example. The following sections cover some common
scenarios for implementing Find Me Printing.

11.1.1.1. Example 1: Single Virtual Queue (High School)

11.1.1.1.1.

11.1.1.1.2.

Scenario

East Beach High School has seven high volume laser printers of the same model at various locations throughout the
campus. When sending a print job students must currently select the printer nearest to them before retrieving the
document. Students often send jobs to the wrong queue and rather than going to pick it up they re-send the
document to a closer queue and leave the original document uncollected.

The current print queues are named | aser - 1 through | aser - 7 with the number corresponding to a label on the
printer. All printers are hosted on the print server called pri nt - ser ver . All printers are the same make and model
(using the same driver).

In the library there are two printers, | aser - 6 and | aser - 7, side by side.

The goal is to implement one central queue to receive all print jobs. A release station will be set up next to each
printer. Each release station will allow users to have their job printed at the nearby printer.

Implementation

The first step is to create a new print queue on the print server. This queue will be a virtual queue with hold/release
enabled. When students print to the virtual queue their job will be held, and the release station the user releases the
job at will determine to which printer the job is sent (the job is pulled from the virtual queue to a printer near the
user).

A new queue will be called fi nd- ne- queue is created by the administrator on pri nt - server using the normal
methods for the operating system in use. The queue is created using the same driver that | aser -1 through
| aser - 7 use. The queue points to the IP address of one of the printers - this is not strictly necessary as the "virtual
gueue" is just a collecting queue that forwards jobs to real queues, however some printer drivers "complain” if they
do not point to a real printer.

The administrator ensures that the print queue has registered itself with PaperCut NG by checking the Printers tab
of the administration interface. Information about adding printers can be found in Section 7.1, “Adding and
Removing/Deleting/Ignoring Printers”.

After creating of the new virtual queue the administrator performs the following:

Navigates to Printers — find-me-queue - Summary in the PaperCut NG administration interface.

Changes the Queue type option to This is a virtual queue (jobs will be forwarded to a different queue).
This reveals the Job Redirection Settings section.

3. The option Jobs may be forwarded to these queues: determines which queues f i nd- ne- queue is capable
of redirecting to. The queues pri nt-server\ |l aser- 1 through pri nt-server\| aser -7 are selected.

4. Enables the option Enable hold/release queue and sets Release mode to User release (the default). This
ensures that jobs are held in the virtual queue and not automatically forwarded to one of the targets.

5. Clicks OK.

The next step is to configure the release stations:

1. The administrator first configures each release station as per Section 10.3, “Release Station Configuration”. The
administrator decides that students should only be able to see and release the jobs they have personally
printed, so sets up the release station in Secure mode.

2. Each release station should be configured to release jobs on the printer it is associated with by setting the
rel eases- on option in the release station config file. E.g. for the release station set up near the printer
| aser - 4, the option should be set to:
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rel eases-on=print-server\\l| aser-4

In the library (where there are two printers side by side) the administrator configures a single release station to
release to either printer by setting the option to:

rel eases-on=print-server\\laser-6, print-server\\l|aser-7

In this case when a user releases a job at the library release station PaperCut NG will select either | aser - 6 or
| aser - 7 based on a load balancing algorithm (see Section 11.4.1, “Example 1: Simple Load Balancing”).

Now when students print from a lab computer to the virtual fi nd- ne- queue queue their job will be held. The
student can visit any release station and see their job. When the student releases their job at a release station the
job will be pulled from the virtual queue into the queue or queues associated with the release station for printing.
This setup is illustrated in Figure 11.1, “Single Virtual Queue (High School)”. Administrators should also ensure that
the f i nd- me- queue queue is set as the default queue on all workstations.

The administrator may now optionally un-share all but the virtual queue. This would enforce that users use the "find
me" process rather than printing directly to one of the target printers.
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11.1.1.2. Example 2: Multiple Virtual Queues (Different Printer Types)

11.1.1.2.1. Scenario

West Face University has a Graphic Design department who use two wide format plotters and seven color laser
printers. The two plotters and two of the laser printers are located in the department print room, while the other laser
printers are scattered around various locations. The plan is to add more printers next year.

The two wide format plotter queues are named wf - pl otter-1 and wf - pl ot t er - 2, and the color laser printers
are named col or - | aser-1 through col or-1aser-7. Laser 1 and 2 are located in the print room with the

plotters.

The goals of the project are:

printers.

Implement Find Me Printing so users don't need to remember the names associated with the ever growing list of

Implement release stations. This will ensure the student/staff member is there to collect their work minimizing the

chance of one person accidently collecting another's work.
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« Ensure the procedure is similar for all types of printers, meaning users only have to learn one process.

¢ Automatic load balancing in the print room to ensure all printers receive an equal load and throughput is
maximized.

11.1.1.2.2. Implementation

This implementation differs from the previous implementation in that we have two distinct printer types. It is not
technically possible to have one "find-me-queue" as jobs rendered by the application for the wide-format printer can't
be printed on a laser printer and vice versa. See Section 11.2, “Requirements For Job Redirection (Load Balancing
or Find Me Printing)” for more discussion on compatibility.

The first step is to create a new print queue for each printer type on the print server. These queues will be virtual
gueues with hold/release enabled. When a student prints to a virtual queue their job will be held at displayed at the
release station. When a student releases their job, PaperCut NG knows which target queues are compatible (based
on configuration) and selects one of the available target queues using an intelligent load balancing algorithm.

Two new queues called wf - pl ot t er and col or -1 aser respectively are created by the administrator on the print
server gr aphi cs-print. wf-plotter is created using the same driver as the existing queues wf-plotter-1
and wf - pl ot t er - 2, and likewise col or -1 aser uses the same driver as its counterparts. Both new queues point
to any physical device of the same type, e.g. wi-plotter to wf-plotter-1. This last point is not strictly
necessary but some printer drivers complain if they do not point to a real printer.

The administrator ensures that both print queues have registered themselves with PaperCut NG by checking the
Printers tab of the administration interface. Information about adding printers can be found in Section 7.1, “Adding
and Removing/Deleting/Ignoring Printers”.

Following creation of the new queues the administrator performs the following:

Navigates to Printers — wf-plotter - Summary in the PaperCut NG administration interface.

Changes the Queue type option to This is a virtual queue (jobs will be forwarded to a different queue).
This reveals the Job Redirection Settings section.

3. The option Jobs may be forwarded to these queues: determines which queues wf - pl ot t er is capable of
redirecting to. The queues gr aphi cs-print\wf-plotter-1 and graphics-print\wf-plotter-2 are
selected.

4. Enables the option Enable hold/release queue and sets Release mode to User release (the default). This
ensures that jobs are held in the virtual queue and not automatically forwarded to one of the targets.

Clicks OK.
Repeats steps 2 through 5 for the col or - | aser queue, except the option Jobs may be forwarded to these
gueues: in step 4 is instead set to graphics-print\color-|aser-1 through

graphi cs-print\color-Ilaser-7.

The next step is to configure the release station:

1. The administrator first configures a release station as per Section 10.3, “Release Station Configuration”. The
administrator decides that students should only be able to see and release the jobs they have personally
printed, so sets up the release station in Secure mode.

2. Asingle release station should be configured to release jobs to the printers it is associated with by setting the
r el eases- on option in the release station config file. In the print room the administrator sets the option to the
four printers:

rel eases- on=graphi cs-print\\wf-plotter-1, graphics-print\\wf-plotter-2,\
graphi cs-print\\col or-1aser-1, graphics-print\\color-|aser-2

3. A separate release station is also set up next to each of the five remaining laser printers in the department. The
r el eases- on is set to the single adjacent printer in each case.
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Now when a student prints from a lab computer to either virtual queue (Wf - pl ott er or col or - | aser) their job will
be held. The student can visit the release station and see their job. When the student releases their job in the print
room, the system will automatically implement load balancing and select an available compatible printer. This setup
is illustrated in Figure 11.2, “Multiple Virtual Queues (Graphics Department)”.

@ Important

Load balancing may not be appropriate on the plotters if manual loading of paper media is required, as
it is not possible to know beforehand which target printer will be selected. In this case a separate
release station may be required for each plotter.

Warkstation

user sends print job to
the virtual printer wi-ploffer,

; hosted on grapghics-print

Print Server
graphics-print

The job waits in a
holdrelease queus
and can be viewed at
the release station

Virtual Print Queue | Virtual Print Queue
wi-plotter color-laser

— T

wi-plotter-1 color-laser-1
L Release Station
When the user releases
the job the application
intelligently sends it to color-laser-2
wi-plotter-2 elther wi-plotter-1 or
wi-ploffar-2

Figure 11.2. Multiple Virtual Queues (Graphics Department)

11.1.1.3. Example 3: Multiple Location Specific Virtual Queues (Large Company)
11.1.1.3.1. Scenario

Acme Inc. is a large organization with hundreds of printers located throughout. They maintain a common printer fleet
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of grayscale devices and a smaller but matching fleet of color devices.

The existing grayscale devices use a naming scheme like si t el- server\ B02_F12_04, where B0O2 represents
"building 2", F12 represents "floor 12", Q04 meaning it is the fourth grayscale printer on that floor. Color devices use
the same naming scheme except the Gis replaced with a C.

Each floor of each building has a print room with several grayscale devices and two color devices. The organization
also has multiple offices located and separate physical sites. Each sites hosts their local print queues on their own
local print server, however all sites exist in a single WAN and shared domain.

Through trial testing, the IT administrators have confirmed that the Postscript drivers supplied with the color devices
also work with the lower cost grayscale-only version of the printers. This means that one common driver will work
across the full fleet.

The main goals of the project are:

« Simplify the printing process for users, so that they do not need to decipher the naming scheme to work out their
closest available printer.

* Implement a system/procedure common across all sites.

¢ Reduce wasted printing by ensuring the user is physically present in the print room to pick up their job when it
prints.

« Ensuring high uptime by minimizing single points of failure.

Implementation

This implementation differences from the previous implementation in that there is a large number of printers and
users spread across multiple physical sites. Although it would be possible to implement one global virtual "Find-Me
Queue", there are some benefits in implementing multiple virtual queues - one per site:

* Minimize network traffic - jobs should only spool on queues on the local server where possible.
« No single-point-of-failure - if an issues occurs on the single "find me queue”, it would affect printing on all sites.
Implementing multiple virtual queues will offer considerable benefits. One queue per site, or maybe even one queue

per floor/department on larger sites should be considered as the benefits will outweigh the small additional overhead
in administration/setup.

The first step is to create the new print queues that will become the virtual queues. The administrator installs a
separate queue for each site called "find-me-queue” on each of the site's servers. This queue is set up using the
common Postscript driver that has been confirmed to work with all models in the printer fleet.

The administrator ensures that all print queues have registered themselves with PaperCut NG by checking the
Printers tab of the administration interface. Information about adding printers can be found in Section 7.1, “Adding
and Removing/Deleting/Ignoring Printers”.

After creation of the new queues the administrator performs the following on each new virtual queue. (sitel
example).

1. Navigates to Printers - sitel-server\find-me-queue - Summary in the PaperCut NG administration
interface.

2. Changes the Queue type option to This is a virtual queue (jobs will be forwarded to a different queue).
This reveals the Job Redirection Settings section.

3. The option Jobs may be forwarded to these queues: determines which queues are compatible. Because this
virtual queue is capable of forwarding to all printers in the organization the Select all printers is clicked.

4. Enables the option Enable hold/release queue and sets Release mode to User release (the default). This
ensures that jobs are held in the virtual queue and not automatically forwarded to one of the targets.

Clicks OK.
Repeats steps 2 through 5 for all other f i nd- me- queue's on each site server.
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The next step is to configure a release station for each floor's print room:

1. The administrator first configures a release station as per Section 10.3, “Release Station Configuration”. The
release station is configured in Secure mode so that staff can only see and release the jobs they have
personally printed.

2. The release station should be configured to release jobs to the printers it is associated with by setting the
r el eases- on option in the release station config file. The administrator sets the option to the full name of the
printer(s) in each print room:

rel eases-on=sitel-server\\B02 F1 (01,\
sitel-server\\B02 F1 02,sitel-server\\B02_F1 C01

All workstations should be configured to use the local f i nd- me- queue on each site by default.

Now when a staff member prints to either virtual queue their job will be held. The staff member can visit the release
station and see their job. When the staff member releases their job it will be sent to any of the available and
compatible devices in the floor's print room. This setup is illustrated in Figure 11.3, “Multiple Location Specific Virtual
Queues (Large Company)”.

Advanced: PaperCut NG can also support redirection between print queues in different servers. In this example, it
may occur when a laptop user that roams between sites prints. Their laptop may be configured to print to the virtual
gueue on si t el, but they have release their job on a printer hosted on the server in si t e2. Directing between
different servers is supported, however some additional configuration may be required. See Section 11.3.3,
“Cross-Server Job Redirection” for further information.

Workstation

user sends print job to the
virtual printer

; site1-serverfind-ma-queus

Application Server

Tha job wails ina
hold/release queue
and can be viewed at
any release station

Virtual Print Queue | Virtual Print Queue
site? find-me-gueue | site? find-me-gueue

B02_F1_GO1 @ B44_F2 CO1 Q

. Release Station
~"Release Station

When the user releases
B0Z F1_G02 the job the application B44_F2 BO1
intelligently sends to the
best local printer

177



Find Me Printing and Printer Load Balancing

Figure 11.3. Multiple Location Specific Virtual Queues (Large Company)

11.1.2. Find Me Printing and Web-Based Release

The Find Me printing examples covered above involve setting up a release station so that users can release jobs to
the printers at their current location. The web based release interfaces are also supported (via the user web tools,
admin interface or full screen web based release interface), although due to the lack of location information the user
is asked to select the destination printer.

When a user releases a job held in a virtual queue using one of the web based release interfaces they are
presented with a list of target printers and their locations, as shown in Figure 11.4, “Find Me Printing and Web
Based Release Interfaces”.

This job may be printed at one of several possible printers. Please select a
printer from the list below.

print-serverilibrary-1 Building B
ry-2 Building B
Building A, Office 4

2 Building A, Office 4

Cancel

Figure 11.4. Find Me Printing and Web Based Release Interfaces

When using web based release interfaces in conjunction with Find Me Printing it is recommended to populate the
Location field on printers for the convenience of users.

11.2. Requirements For Job Redirection (Load Balancing or Find Me Printing)

The ability to redirect print jobs from one print queue to another is limited by several factors. Firstly, the destination
printer must be able to handle the rendered print job. This means that the source (or virtual) print queue and the
target print queue must at least use drivers that produce the same print language (e.g. PostScript to PostScript or
PCL5 to PCL5). However due to the differences in the way each manufacturer uses a print language, and even
differences between models from the same manufacturer, compatibility can be limited to printers of the same or
similar models. E.qg. if a print job has been rendered for a letter page size, it may not print correctly (or at all) when
sent to a printer with ledger paper in its tray. The ideal setup for job redirection is when all target printers are of the
same model. In reality this is not always possible, so when setting up job redirection to heterogeneous printers be
sure to conduct thorough testing beforehand.

When selecting the driver to use for a virtual (source) print queue, pick a simple lowest common denominator driver
and test it for compatibility with each one of your printers. On the Mac the "Generic Postscript Driver" is a good
choice. On Windows select a Color Postscript driver for a mid range popular model. Always carefully test driver
compatibility before implementing Find Me Printing. Take care to address corner cases such advanced graphics
options, grayscale mode, paper sizes, duplexing, tray selection, etc. If a common driver can not be found, you may
need to implement multiple virtual queues as discussed in Example 2 above. The following sections provide a
simple procedure that can be followed to to test printer compatibility.

11.2.1. Compatibility Testing

1. Select your candidate driver to use for your global virtual queue. Use it to set up a print queue on the server,
and share the queue.

Select the new printer in PaperCut NG and change it a virtual queue.
In the list of compatible queues, select the printers for which you'd like to test compatibility.
Enable the Hold/Release option on the queue.

A S

Print a test document (e.g. print an email) to the virtual queue from a workstation. The job should hold in the
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virtual queue.

On the Jobs Pending Release tab under the Printers section, release the held job. Select a target queue to
test when prompted.

Verify that the job printed correctly. Also check the App. Log sections for any error reports.
Repeat the previous 3 steps for all printer types and using different document settings and applications.

Make sure you test a variety of print options targeted at all device types. Problems may manifest in various and
maybe subtle ways:

Error events logged in PaperCut NG's App Log.
Error status on the printer (e.g. a red light and failed print status message).

Or more subtle issues like:

Truncated documents because of different device margin sizes (printable area).
Errors only when non-default options options are selected (e.g. finishing options).
Issues only on very large documents (due to printer memory limitations).
Errors/problems when certain paper sizes are selected.

If issues/problems/errors occur:

1.

Try disabling the Enable Advanced Printing Features option in Windows on the virtual queue on the server.
This is accessed by right-clicking on the printer, selecting Properties..., then the Advanced tab. This change
can improve redirection results with some drivers.

If you continue to experience compatibility issues, you may need to consider setting up multiple virtual queues
(for each printer type/class) as discussed in Section 11.1.1.2, “Example 2: Multiple Virtual Queues (Different
Printer Types)”.

11.2.2. Find Me Printing Implementation Checklist

Setting up Find Me Printing involves several configuration steps that must be completed before the setup will work.
Following is a checklist that can be used to ensure that the main requirements have been carried out. It can also
serve as a troubleshooting guide in case of unexpected results.

1.

A new print queue should be created to function as the virtual queue. This print queue should be created using
the standard methods or tools provided by the host operating system.

The driver in use by the virtual queue should be confirmed to be compatible with the target printers. The output
produced by this driver is what will be sent to the printer, so it must be compatible.

The following settings should be configured in the PaperCut NG administration interface for the virtual print
queue:

a. Queue type should be set to This is a virtual queue (jobs will be forwarded to a different queue).

b. Jobs may be forwarded to these queues should be configured to reflect the possible or compatible
targets for redirection.

c. Enable hold/release queue should be enabled.

When using Find Me Printing release stations are recommended because they can automatically choose the
best nearby printer (based on a match between the virtual queue's configured compatible queues, the release
station's configured "releases on" queues and current printer load). If the web based release interface is used
instead the user must choose the desired printer from the list of all compatible queues.

The r el eases- on option in the release station configuration file should be configured to reflect where jobs
released at this station can be sent. PaperCut NG will compare this list with the Jobs may be forwarded to
these queues setting of the virtual queue to find possible target queues. Take care to ensure the name is spelt
exactly the same as listed in the printer list.

The show- j obs- f r om queues option in the release station configuration file may optionally be configured to
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limit the jobs shown in the release station to one or more queues. This can be useful for situations with multiple
virtual queues and release stations running in Release Any mode.

7. If there are multiple print servers and the ability to redirect jobs across print servers is required, ensure that the
requirements in Section 11.3.3, “Cross-Server Job Redirection” are met.

11.3. Advanced Configuration
11.3.1. Overriding cost and filter settings

The default (and recommended) setup is to have the filter and cost settings applied to the virtual queue, for example
the global "find-me-queue" as explained in the examples. This ensures that you have a common cost and access
policy across all printers associated with that queue - a model that your end-users can easily understand. There may
however be some special cases where you may wish to instead apply cost and filter settings based on the target
queue/printer selected:

* A printer may have less memory that others and jam/error on large jobs. Implementing a page or job size filter at
the target queue level may help prevent problems.

« A printer may not support the full range of paper sizes and may jam if an incorrect paper size is selected.

The settings are overridden by the option Cost and filter settings are overridden by the target queue. Please
use this option with care and careful consideration.

@ Important

If used incorrectly, the Cost and filter settings are overridden by the target queue option can be
very confusing to end-users. For example, the cost that is displayed in the release station and/or client
popup will be as calculated by the virtual queue settings. If, after the job is redirected, the cost
changes, the user may become confused. As a general rule, don't override the cost, or if it must be
overridden, communicate this situation to your users beforehand.

11.3.2. Mixed Color and Grayscale Printers

When the organization has a mix of grayscale and color printers it is important to configure Find Me Printing
carefully. Often the simplest approach is to configure 2 virtual queues: one configured as a color queue and the
other as a grayscale queue. This makes it simpler for users to understand where to print and what they'll be charged
if they need color or grayscale printing. The queues should be configured as follows:

« Grayscale virtual queue - configured to default to grayscale printing, the color mode detection set to This is a
grayscale printer, and can release on all printers (including color printers).
e Color virtual queue - configured to default to color printing, and can only release to color printers.

Using a single virtual queue is also a valid option. There are no technical problems with this approach, however it
may be a little more complicated for users to understand.

@ Important

If a physical printer is a grayscale printer then it is recommended that you set the color detection mode
to This is a grayscale printer in PaperCut NG. This will ensure the the job is logged as grayscale,
and the user is charged correctly (i.e. not charged for color).

This also applies if there is a single virtual queue. If the job is released to a grayscale printer it will be
logged and charged as a grayscale job.

11.3.3. Cross-Server Job Redirection
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PaperCut NG supports redirecting print jobs across print servers, but due to technical limitations the print servers
must be running the same operating system (e.g. Windows to Windows, Mac to Mac, etc.).

11.3.3.1. Cross-Server Job Redirection On Windows

To enable redirection of print jobs from one Windows print server to another some additional configuration is
required. This section covers the steps necessary to set it up.

The Paper Cut Print Provider service is the Windows service responsible for interaction with print queues. For
security reasons this service, as for most other Windows services, runs as the SYSTEMaccount. This account does
not have the privileges required to access another system and place a print job in one of its queues. Therefore to
enable this functionality the privileges of the Paper Cut Print Provi der service must be escalated.

The recommended way to escalate the privileges of the Paper Cut Print Provi der service to the required level
is as follows. First a service account is created with permission to create new print jobs:

1. Create a new domain user called paper cut _ser vi ce (or something suitably descriptive). This account will be
granted permission to print on both/all print servers.

If there are multiple domains involved it may be easier to create local users on each print server which all have
the same username and password.
Ensure that the Password never expires option is enabled.

Grant this user local administrator rights on the print server where it is installed. This gives the
paper cut _ser vi ce the same privileges as the Windows SYSTEMaccount.

4. Ensure this user has the rights to print on all remote printers.

Next the PaperCut Print Provider service on each print server is configured to run as the new service
account (changed from default SYSTEMto paper cut _ser vi ce):

Open the Windows Services list.

Stop the service PaperCut Print Provider.

Right-click the PaperCut Print Provider service and select Properties.

Select the Log On tab.

Select the option This account.

Enter the username and password of the newly created service account.

Press OK.

Start the PaperCut Print Provider service.

© N o g A~ wDdh PR

Now PaperCut NG should have the ability to redirect jobs to the remote print queues it has been provided access to.
Test by setting up a simple job redirection scenario, such as that described in Section 11.4.1, “Example 1: Simple
Load Balancing”.

11.4. Printer Load Balancing

Printer load balancing means distributing the printing load between two or more printers. While this can be
implemented quite effectively by relying on users to pick a printer that is free, thereby distributing the load, the term
generally refers to automatically managed load balancing.

Load balancing can be implemented in PaperCut NG as part of Find Me Printing as discussed in the proceeding
section, or separately without the need for release stations in a direct printing environment. This section discusses
load balancing in general including how it works, as well as how to set it up in a direct printing environment (without
release stations).

Load balancing can be implemented at several different layers (none of which are usually mutually exclusive),
including:
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« the hardware/network layer, otherwise known as clustering (see Chapter 21, Clustering and High Availability).

« the operating system layer, known as printer pooling in Windows and Novell environments, and CUPS classes
in Mac and Linux.

« within PaperCut NG itself, which will be the topic of this chapter.

PaperCut NG adds value to the load balancing available in clusters and operating systems by ensuring equal load
between printers. For comparison the primary objective of Windows printer pools is to provide fault tolerance while
load balancing is secondary and to a large extent non-existent. Printer pooling on Windows will often simply pick the
first available printer in a predefined order. The result is that wear and tear of printers is not even; the first printer in
the group will see the heaviest usage and the others may be mostly idle. System administrators often mitigate this
by rotating printers periodically. With load balancing in PaperCut NG none of this is necessary: jobs are distributed
evenly between queues based on intelligent algorithms taking into account several factors:

« An estimate of the current print load (i.e. pages remaining to print) by inspecting past print history. The estimate
is done by using a Pages Per Minute (PPM) for an average printer, however PaperCut NG will improve on the
PPM value by "watching" the printer and learning over time.

* The printer that is likely to get the job done quickest is selected.

« If all printers are currently equal (e.g. all idle), then a random printer is selected. This ensures that over time, load
is distributed evenly.

« Printers currently in an error condition are avoided if possible.
Find Me Printing also makes use of printer load balancing while giving users the option of where to send their print
job. For more information about Find Me Printing see Section 11.1, “Find Me Printing”.

Implementing load balancing in PaperCut NG is best described by way of example. The following section covers a
common scenario for implementing printer load balancing.

11.4.1. Example 1: Simple Load Balancing
11.4.1.1. Scenario

The science department at East Beach High School has a computer lab with a high volume of printing. Students
send their print jobs to the nearby print lab, which hosts two high volume laser printers of the same model.

The current print queues are named sci _| aser _1 and sci _| aser _2, and are hosted on the print server called
sci ence- | ab. Both queues use the same printer driver and settings.

In this scenario there is some natural form of load balancing, as students may select a queue at random or perhaps
know which queue is available. Ideally this load balancing would be automatic, and students would not need to
concern themselves with which queue to select.

11.4.1.2. Implementation

The first step is to create a new print queue on the print server. This queue will be a virtual queue. Students will print
to this virtual queue, and PaperCut NG will handle the load balancing to the target ("real") queues.

A new queue simply called sci _| aser is created by the administrator on the sci ence_| ab print server using the
normal methods for the operating system in use. The queue is created using the same driver that sci _| aser _1
and sci _| aser _2 use. The queue points to the same physical printer that sci _| aser _1 points to. This last point
is not strictly necessary but some printer drivers complain if they do not point to a real printer.

The administrator ensures that the print queue has registered itself with PaperCut NG by checking the Printers tab
of the administration interface. Information about adding printers can be found in Section 7.1, “Adding and
Removing/Deleting/Ignoring Printers”.

Following creation of the new queue the administrator performs the following:

1. Navigates to Printers — sci_laser -~ Summary in the PaperCut NG administration interface.
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2. Changes the Queue type option to This is a virtual queue (jobs will be forwarded to a different queue).
This reveals the Job Redirection Settings section.

3. The option Jobs may be forwarded to these queues: determines which queues sci _| aser is capable of
redirecting to. The queues sci ence- | ab/ sci _| aser _1 and sci ence- | ab/ sci _| aser _2 are selected.

4. Clicks OK.
Now when students print from a lab computer to the virtual sci _| aser queue PaperCut NG will intelligently redirect
the job to either sci _| aser _1 orsci _| aser _2, as illustrated by Figure 11.5, “Simple Load Balancing”.

The administrator may now optionally un-share the sci _| aser _1 and sci _| aser_2 queues. Doing so ensures
that all printing will be via sci _| aser and hence load balanced.

Print Server

. science-lab
Workstation

<

user sends print job to
the virtual queus scf_faser,
hosted on scisnca-fab

Virtual Print Queue
sci_laser

the application intelligantly determines whether
the job is redirected to sci_laser 7 or sof_laser-2

sci_laser_1 sci_laser 2

Figure 11.5. Simple Load Balancing

11.5. Find Me Printing and Printer Load Balancing FAQ

11.5.1.1.
Why do redirected jobs have document names starting like R: 123456: ?

This is a security feature. PaperCut NG marks redirected jobs with a special token in the document name to
both distinguish between regular jobs and prevent circumvention by users.

11.5.1.2.
When jobs are redirected are they logged in PaperCut NG against the virtual queue or the target queues?

Jobs are logged against target queues. Virtual queues do not represent real printers and hence have no
printing associated with them. This is why the Job Log and Statistics pages are disabled when viewing a virtual
queue.
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12.1. Overview

This section discusses various options and features to assist the administrator manage and configure the
application. PaperCut NG is designed to work with minimal initial configuration and is self-maintaining once set up.
This section outlines some of the options available to the administrator, including:

¢ Configuring the synchronization of users and groups

« Managing backups

« Configuring user natifications

¢ Exporting/import the data

« Defining security options

« Disabling features in the user web interface

« Display options (like whether to display the currency sign).

12.2. User and Group Synchronization

One of the most important parts of managing PaperCut is to configure the User and Group synchronization options.
PaperCut synchronizes user and group information from a source such as Windows Active Directory (Windows
domains). This simplifies the administration of the system by avoiding the need to manage a separate database of
users and groups. If a user is added to the domain or is removed from a group then PaperCut will automatically
synchronize this information without any intervention from the administrator. For example:

« Jason configures PaperCut to assign an initial credit of $10 to users that are members of the "Students" windows
security group.

¢ At the start of the new school year Jason has just added 100 new students to the Windows Active Directory.
« Jason also adds all the users to the "Students" Windows security group.

* When PaperCut next synchronizes with Active Directory, the 100 new users are added to PaperCut and
automatically assigned the $10 initial credit. This is done automatically without any additional work by Jason.

Synchronization settings are configured via the Options — User/Group Sync tab.
12.2.1. Sync Source

The settings in the Sync Source section defines where PaperCut imports users and groups from.

thecatons || User/Group Sync || admin Rghts |[ Backups |[ Advanced

Sync Source
Primary sync source
The sync source defines where users and groups are mported from. Windows Active Directory z‘

Users are automaticaly imported. Groups are managad via the top-evel
Groups tab. Import disabled users

Enable multidomain support (Advanced)

Import users from

[AlUsers] [ Change Group

[ Undate the users' unique card/identy number from the AD/LDAP field

pager
(An Active Directory LDAP atirbute name, The default s lpager’, importing fram the pager number fiek!, More Informatien... )

Figure 12.1. User/group sync source options

The drop-down list under Primary sync source selects the type of directory server to be used. Options include
Windows Active Directory, LDAP (Apple OpenDirectory, Novell eDirectory, OpenLDAP, etc.), Windows Standard
(local users and groups for workgroup environments), Samba and Unix Standard (local users and groups / NIS /
POSIX).
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The Import users from option allows users to be imported from a specific group in the domain, rather than
importing all the users in the domain. This can be useful if the domain contains old users or users who will not be
printing.

If the PaperCut server is a member of an Active Directory domain it is recommended to use this option. The
advantages over the "Windows Standard" include:

* Allows using Active Directory organizational units.

e Supports nested groups for simplified user management.

« Allows importing of users from other trusted Active Directory domains.

@ Tip

By default, the Active Directory user source will import all users, including those that are disabled. It is
possible to change this behavior using an advanced config entry. To do this:

Navigate to the Options tab.

Press the Config Editor (Advanced) action on the left.
Find the user - sour ce. conf i g- ar g property.
Change the value to enabl ed- users-only .

a s~ D

Press the Update button next to the config property.

Take care when changing this option if you temporarily disable user accounts for disciplinary or other
reasons. If you do this, performing a user sync will cause disabled users to be deleted if you also have
the Delete old users when syncing option enabled.

Eé Tip

By default, PaperCut NG automatically syncs user and group information with your directory each
night. However additional full user/group syncs may be performed by scheduling a script to run the
appropriate server - conmand command. More information on using the ser ver - command can be
found in Appendix A, Tools - database, server-command scripting, and APIs (Advanced).

12.2.2. Sync Source Options
Depending on the selected sync source, additional options may be displayed, including:
¢ Update the users' unique card/identity number from the AD/LDAP field - allows a user card or ID number to

be imported from an Active Directory or LDAP field specified. For more information see Section 12.2.6,
“Importing Card/ldentity numbers from Active Directory or LDAP”.

For more information about synchronizing against Windows Active Directory, see Section 12.2.8, “Using Active
Directory for user synchronization”.

For more information about synchronizing against LDAP, including descriptions of the various connection settings,
see Section 12.2.9, “Using LDAP for user synchronization”.

12.2.3. Sync Options
The options listed in the Sync Options section control how the synchronization will take place.

¢ Update users' full-name, email, department and office when synchronizing - if a user's details in PaperCut
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do not match those in the synchronization source, they will be updated.

Import new users and update details overnight - when selected, synchronization will be automated to occur
each night at approximately 1:15am. This option will never delete users from PaperCut.

Delete users that do not exist in the selected source - deletes users from PaperCut if they no longer exist in
the selected synchronization source.

This option only applies to manual synchronization (clicking Synchronize Now) and will not delete users when
automatically synchronizing overnight. Enabling the option will also only apply once (i.e. the option must be
clicked before a manual sync each time when users are to be deleted).

This option only affects users added via the synchronization source (e.g. the domain) and will not delete internal
users.

12.2.4. Secondary Sync Source (Advanced)

Enabling a secondary sync source allows PaperCut to merge the results from two independent sources. Examples
for where this may be useful include:

A school with an Active Directory domain for the majority of users and a separate LDAP server that is used and
managed by one department.

An organization with a "new" LDAP server and an old "legacy" LDAP server with separate but unique users that
have not been migrated to the new server.

A university with an Active Directory for the Windows student workstations and an Open Directory for the staff
Mac workstations.

When enabled, PaperCut will query both sources to find users and groups. Usernames are treated as globally
unique, so the same username existing in both sources will be treated as the same user (in this case, the details for
the user will be merged, with the primary sync source taking priority). If there is an error connecting to or
synchronizing against either source then no actions will take place.

12.2.5. Manual Synchronization

By default, PaperCut NG automatically re-syncs the user and group information each night, however the sync
process can also be initiated manually. To initiate a manual sync:

1.
2.
3.

Navigate to the Options — User/Group sync tab.
Press the Synchronize Now button.
The sync process will start and a status window will open showing the status of the sync process.
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5] http://localhost: 9191 - Progress - Mozilla Firefox

;_gg User synchronization

Starting User synchronization ...

Synchronization process scarting

Synchronizing users and groups with the operating system. L:?
Rerriewving users from the operating system..
Retrieving existing users from database...

Checking for new usera to add...

Rdded & pew users.

The system now contains 1852 users.

Svnchronizing group information...

Synchronizing the members of group "[All Users]™...
Retrieving group members from the operating system...
Synchrenizing group members. ..

Associated 6 users with group "[All Users]™

Group “[All Usera])”™ now has 1846 members
Synchrenizing the members of group "stafi”...
Recrieving group members from the sperating system..
Synchronizing group members...

Asapciated 2 users with group “ataff=

MNiaazznriated 26AF naera from arcon "staffo

Figure 12.2. Progress of a user/group synchronization process

12.2.6. Importing Card/ldentity numbers from Active Directory or LDAP

In PaperCut NG a unique card/identity number can be associated with each user. The card number is used as an
alternative to usernames/passwords for authentication at software release stations, or at hardware terminals
attached to photocopiers. The card/ID number can also be searched in the user quick-find in the User List page.

The card/ID number can be entered manually in the user interface, imported using the batch user import/update
feature (see Section 6.6, “Batch User Data Import and Update”), or imported using the batch user card/identity
update feature (see Section 6.7, “Batch User Card/ldentity Update”), however it is usually more convenient to
automatically import them from Active Directory or LDAP. Unlike other fields like full-name and email address there
is no single field used exclusively for card numbers. For this reason PaperCut NG allows specifying the field to
import the card/ID number from.

To enable importing the card/identity number, first enable the Update users' full-name, email, department and
office when synchronizing and the Update the users' unique card/ID number from the AD/LDAP field options.
Then enter the field name to import the card/identity number from and press Apply. For more information on the
field names to use, see the sections on Active Directory and LDAP below.

@ Important

The card/ID number must uniquely identify a user, so you should ensure that no two users have the
same card/identity number. The card/identity numbers you have defined in your user source should be
unique. If PaperCut NG finds a non-unique card/identity number it will not update the user's details,
and will display a warning in the synchronization results.

12.2.6.1. Importing the Card/Identity number from Active Directory

Active Directory has a number of user fields that can be used to store the user's card/identity number. Some of
these fields are editable in the user's properties in the Active Directory Users and Computer tool, but others can
only be updated with other tools. By default, PaperCut NG will import the card/identity number from the user's pager
number field (i.e. the pager field). This field was chosen because it is rarely used and is also editable in the
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Windows user interface. If this field is not suitable, you can choose any valid Active Directory user field.

The list of standard Active Directory user fields can be found on the Microsoft web site here:
http://msdn2.microsoft.com/en-us/library/ms683980.aspx. The field name entered in PaperCut NG must be in the
LDAP display name format. For example, if you want to use the Enpl oyee- Nunber field, then the field name
entered into PaperCut NG should be enpl oyeeNunber as shown on the Enpl oyee- Nunber attribute page here:
http://msdn2.microsoft.com/en-us/library/ms675662.aspx

@ Important

If the field name is entered incorrectly, the synchronization will fail. It is therefore important to test your
configuration changes. To test the changes, press the Test Settings button. If the card number is
retrieved correctly, then they will be listed as the 4th user field in the test output.

12.2.6.2. Importing the Card/Identity number from LDAP

LDAP provides a very flexible way to store a variety of user related information. The fields available depend on
LDAP server being used and how that is configured. Many LDAP servers also allow administrators to create custom
fields to store additional custom user information. It is recommended you consult your LDAP server's documentation
or talk to your LDAP administrator to understand which LDAP field your stores the user card/ID number.

By default, PaperCut NG uses the enpl oyeeNunber field to retrieve the card number. This is a standard LDAP
field, but id this is not suitable, you can choose any valid LDAP user field.

@ Important

It is important to test the card numbers are being retrieved correctly. To test the changes, press the
Test Settings button. If the card number is retrieved correctly, then they will be listed as the 4th user
field in the test output.

12.2.6.3. Using aregular expression to extract the card/id number from an LDAP/AD field

The vast majority of sites store the full card number in a single field in AD/LDAP. In this situation there is no need to
use a regular expression (regex) to extract the card number. A regular expression is only required under some
unusual specific circumstances, including:

1. The field contains more then just the card number. For example, if the field contained a card number and
student number separated by a comma (e.g. 12345678,0003456).

2.  The multi-valued LDAP/AD field contains multiple values and only one representing the card number. e.g. Some
third party authentication management systems store external IDs (like card numbers) in a single multi-valued
LDAP field. NOTE: For multi-value fields, PaperCut will import all the field values separated by TABs by default.
The regex may be used to extract the required portion of the field.

To use a regular expression to extract the card/id number, enable the Apply regular expression to extract card
number option on the User/Group Sync page. Then enter the regular expression used to extract the card number.
The regular expression must contain a capture group (represented by parentheses), that represents the part of the
field that the card number is extracted from.

The simplest way to create a regular expression is to start from one of the examples that follow.

Regular Expression Description

([\d]+) Extracts the first sequence of digits. e.g. if the field contains
12345678, 005678 then 12345678 is extracted.

([\d]{5}) Extracts the first sequence of 5 digits. e.g. if the field contains 12345678 then
12345 is extracted.

=([\d]+) Extracts the sequence of digits after the = character. e.qg. if the field contains
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Regular Expression Description

12345678=56789" then 56789 is extracted.

([\d] +)::abc Extracts the sequence of digits preceding the text : : abc. This is a common
notation when storing identities in a multi-valued field in LDAP. The :: abc
notation is used to indicate the different identity types. In this example, if the
field contains 1234: : xyz 5678: qrs 9876: : abc then 9876 is extracted.

Table 12.1. Example regular expressions to extract card numbers

Regular expressions are an advanced topic and can be tricky to get just right. For more information on regular
expressions and a test tool see http://www.fileformat.info/tool/regex.htm. If you need assistance, please contact
support.

12.2.7. On Demand User Creation

The On Demand User Creation setting defines if and when PaperCut NG will create new users. The settings
applied to newly created users are defined by their group membership (for more information see Section 6.3, “New
User Creation Rules”). By default, new users are created automatically when they print for the first time, use the
internet, start the user client tool or log into the user web tools. This makes administration much easier, as there is
no need for additional administration when new users come along; they can use PaperCut NG straight away.

In some situations it may be preferable to change the way new users are treated. For example when just one
department is being tracked, but there are other departments using the same printers, it may be preferable to allow
the other departments' users to print, but not to track them using PaperCut NG.

There are three options available for the setting When the user does not exist:

1. create the user on demand (default) - users are created when they interact with PaperCut NG for the first time.
E.g. when they print for the first time.

2. do not create the user and allow usage - users interacting with PaperCut NG who do not already exist will not
be created, but their usage will be allowed. The usage will not be logged.

3. do not create the user and deny usage - users interacting with PaperCut NG who do not already exist will not
be created, and their usage will be denied. The usage will not be logged.

On Demand User Creation T ———

Users are created ether via 3 user sync or on demand create the user on damand (defaulf) v
{e.0. when they first print). This settng contrals the .
on demand user creation behavior.

@ More Information...

| Apply H TeslSeftings || Synchronize Now

Figure 12.3. On demand user creation options

To change the behavior, select the desired option and press Apply.
12.2.8. Using Active Directory for user synchronization

PaperCut NG's Active Directory integration is performed at a native level and supports advanced features such as
nested groups and OU's. Some additional options provided with the Active Directory interface include:

« Import disabled users - If set, all users, including disabled accounts will be imported from the domain. In an
education environment it is recommended to leave this option on as often student accounts are disabled for
disciplinary actions, and removing the account from PaperCut NG is not appropriate.

¢ Enable multi-domain support - This is an advanced option and is appropriate for larger sites running multiple
trusted domains. For example, in an education environment it is common to have separate domains for students
and staff/teachers with a one-way trust relationship. This option can bring in groups, OU's and users from both
domains.
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The list of domains is semicolon separated (; ). This list should contain the name of the domains in DNS dot
notation, and should include the name of the current domain if importing from this domain is desired.

Trust domain relationships are a complex area and administrators are advised to use the Test button to verify
that the settings result in the desired behavior. The total number of user accounts is a good measure.

12.2.9. Using LDAP for user synchronization

LDAP (Lightweight Directory Access Protocol) directories usually store information about user and groups in an
organization. One of the most common uses of LDAP is to provide single sign-on on a network that comprises
multiple platforms and applications. When a network consists of only Windows computers, then an Active Directory
domain can be used. But when there is a mix of Windows, Apple and Linux machines then LDAP can provided the
single source of user, group and authentication information. (It is worth noting that both Active Directory and Novell
eDirectory implement the LDAP protocol).

PaperCut NG can use an LDAP directory for user authentication and as a source of user and group information.
LDAP can either be enabled at installation time, or by changing the user source option in Options - User/Group
sync. When enabling LDAP, a number of configuration settings must be specified to allow the application to connect
to the LDAP server. Please ask your LDAP administrator what values to use for the various options:

2 [

LDAP Server Type - Determines which LDAP fields are used to get user and group information.
LDAP Host address - The hostname or IP address of the LDAP server.

Use SSL - Indicates if an encrypted SSL connection should be used to connect to the LDAP server. The LDAP
server requires SSL support to be enabled and should accept connections on the standard LDAPS port 636.

Base DN - This is the Base DN of the LDAP server. This is the equivalent of the "suffix" config setting of the
OpenLDAP server. For example, if the domain hosted by the LDAP server is "domain.com" then the Base DN
might be DC=domai n, DC=com The format of the Base DN can differ significantly depending on configuration.
Some older Novell eDirectory installations may require a blank Base DN to operate. Some examples:

DC=nyschool , DC=edu, DC=au
DC=nyor gani zat i on, DC=com
OU=0r guni t, DC=donai n, DC=com
DC=l ocal

Admin DN - The DN of the user who has permission to connect to and query the LDAP server. This is typically
an administrative user, although it can be a user that only has read-only access to the LDAP server. An example
of the DN of the Administrator user on a Windows AD domain "domain.com", would be
CN=Adni ni st rat or, CN=User s, DC=donai h, DC=com The exact format of the DN depends on the LDAP
server. Some examples:

* Windows Active Directory: CN=Adm ni strat or, CN=User s, DC=domai n, DC=com

* Windows Active Directory (in organizational unit): CN=admi ni st r at or, OU=0Or gUni t , DC=domai n, DC=com
* Mac Open Directory: ui d=di r admi n, CN=user s, DC=domai n, DC=com

e Unix Open LDAP: ui d=r oot , DC=domai n, DC=com or ui d=I dapadmi n, DC=donai n, DC=com

* Novell eDirectory: CN=r oot , DC=domai n, DC=com or CN=I dapadmi n, OU=user s, DC=donai n, DC=com
Admin password - The password for the above user.

Some LDAP servers are configured to allow 'anonymous' LDAP query access. In these situations, the
Admin DN and Admin password may be left blank.

PaperCut NG supports the following server types:
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« Novell eDirectory

« Microsoft Active Directory

e Unix / Open Directory

However, it is easy to support other server types by adjusting the LDAP fields PaperCut NG searches. This is
discussed in Appendix C, Advanced LDAP Configuration.

12.3. Assigning Administrator Level Access

PaperCut NG sets up one administrator account called “admin”. This is the master administrator account, with
access to all features, whose password is assigned during the configuration wizard. In large organizations it is likely
that administrator level access will need to be granted to more than one person. One solution is to give all persons
the master password; however the recommended approach is to assign administrator rights to these individual's
network user accounts. The advantages of this approach are:

¢ They can access the administration pages using their own username and password (they don't have to
remember another password!).

« Different levels of administrator access can be assigned to the user. PaperCut NG includes an advanced Access
Control List (ACL) allowing different administrators access to different functions and areas of the application.

* Most activity is audited so changes can be sourced to an individual.

Administrator access may be assigned at the group or user level. Assigning admin access to a group is convenient
for giving the same permissions to multiple users. Assigning admin access to a user is useful when specific
permissions are required. See the following sections for more detail.

B

Tip

Administrative users should login via http://servernane: 9191/ adm n rather than
http://servernane: 9191/, http://servername: 9191/ app or
http://servername: 9191/ user so that they are directed to the correct interface.

Important

PaperCut NG allows different levels of administrator access to be defined via access control list. The
access list is presented as a series of checkboxes enabling or disabling access to selected features or
application areas.

For security reasons it is advisable to:

e Grant the user's own accounts administrator level rights rather than have them use the general
built-in adm n account.

¢ Grant the administrator the minimum level rights need for them to perform their job.

* ACL configuration can be complex. Always test that the ACL rights assigned work as expected by
asking the administrator to log in and verify that they can access the required program functions.

12.3.1. Assigning Administrator Access to a Group

Assigning administrator access to a group is useful when many users all require access to the same functionality.
For example, the Managenent group might be assigned access to reporting functionality only.

Groups in PaperCut NG are mirrored from the domain / directory server. Before a group can be used, it must be
added to PaperCut NG (see Section 6.1, “Groups in PaperCut NG” for more information). By default PaperCut NG
synchronizes users' group membership with the domain / directory server overnight. If a user has been added to a
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group in the domain / directory and requires group level admin access on the same day, a manual synchronization
should be run. See Section 12.2, “User and Group Synchronization” for more information.

Example: assigning the Managenent group access to reporting features:

Log in to the system as the built in admi n user.

Ensure that the Management group has been imported into PaperCut NG (see Section 6.1, “Groups in
PaperCut NG” for more information).

3. Navigate to the Options - Admin Rights page.

In the field titled Assign administrator access to this group:, select the Managenent group from the list, and
click Add Group.

Assign administrator access
Assign administrator access to this group:

Use the fields to the right to assign administrator Management » Add Group
rights te a given user or group.

Assign administrator access to this user:

Figure 12.4. The list of users and groups granted admin access

5. By default Managenent will have access to all features. To change this, click on the show/hide details link to
the right of Managenent 's entry.

6. Deselect all access rights for Managenent except Access reports section. When finished, click Apply to save
the changes.

7. Test by logging into the administrator interface as a user in the Managenment group, and checking that access
is allowed just to the Reports section.

Tip
'
The scheduled reports feature can automatically deliver selected reports via email to interested
parties. See Section 9.4, “Scheduling and Emailing Reports” for more information.
Rights Management (Group) [ show/hie datals ] [ ramove ]

By defauk administrators have access to al
functions. Use the show/hide detals link on the O Access users section

left to set individual access rights. Alowe access only £ this aroup

[0 change user settngs
1 perform bulk user actions
[T Access aroups section

[ Aceess shared accounts section
O perform buk sccount actions

[T Access printers section
[0 change printer settings
Alow access to: | Al printers v

[ ede print log detais
[ Access intemet section
B access reports section
[0 Aceess cards section

[ Access options section
O Access admin rights settings

[ Access application log section

mary (Mary Jane) [ show/hide detais ] [ remove ]

[Lo%]) [Cancel | [Apaly )

Figure 12.5. The list of users and groups granted admin access
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12.3.2. Assigning Administrator Access to a User

Assigning access to an individual user is suitable when the access rights are specific to that user. For example, the
junior system administrator mary might be assigned access to all functionality except the ability to grant
administrator rights to other users.

Assigning the user with login name mar y all admin rights except the ability to grant admin rights to other users:

Log in to the system as the built in admi n user.
Navigate to the Options — Admin Rights page.
Enter mar y into the field titted Assign administrator access to this user: and click Add User.

P owbdPR

By default mar y will have access to all features. To change this, click on the show/hide details link to the right
of mary's entry.

Deselect the access right Access admin rights settings for mar y.
Click on the Apply button to save the change.
Verify that Mary can now log into the administrator interface, but is unable to access the Admin Rights section.

12.4. System Backups

As with any application, it is important to ensure that backups are performed regularly. PaperCut NG includes a
built-in backup process that saves the state of the database to a file. The in-built backup functionality is designed to
complement (not replace) a good system-wide backup policy and procedure. The backup is stored in the industry
standard XML format that is compressed using the standard ZIP format to reduce disk-space on the server and your
backup medium. The use of these open standards ensures that your data is always available and accessible.

PaperCut NG makes the process of managing backups simple by automatically performing a weekly backup. The
backup file is in the following directory:

[ app- pat h] \ server\ dat a\ backups

The weekly backups are performed at 20 minutes past midnight on Sunday morning (or as otherwise defined by the
schedul e. weekl y config key. Please see Section 12.8, “Using the Config Editor” to find out how to change config
keys.)

2 [

In accordance with backup best practice, the above directory should be regularly backed-up to offline
media (e.g. tape, CD or remote server). This will allow the data to be restored in the case the server
hard-drive is corrupted. An example backup script called copy- backups-t o-r enpt e- server. bat
found at [ app- pat h] / server/ exanpl es/ scri pti ng/ bat ch/ may help administrators automate
the process of maintaining an off-disk copy.

On larger networks, it may be desirable to perform backups more frequently than the in-built once a
week period. The server-command tool may be used to execute the backup task at other times.
Simply write a script (e.g. batch file) to execute server-conmand perfornm online-backup.
Schedule the script to run at the desired intervals. More information on ser ver - conmand is available
in Section A.1, “Server Commands (server-command)”.

12.4.1. Performing an Online Backup

In addition to the automated weekly backups, it is also possible to manually initiate a backup. This might be useful to
back up the system before performing an upgrade. To perform a manual backup:

1. Navigate to the Options - Backups page.

2. Press the Backup Now button.

3. A window will open showing the backup progress and the location where the backup file is saved.
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12.4.2. Restoring a Backup

There are a number of situations when it might be necessary to restore a database, including:

.

Hardware or system failure requires you to rebuild the server and reinstall PaperCut NG.
A new print server was purchased and PaperCut NG is being moved to a hew server.
To import data into an external RDBMS (See Chapter 19, Deployment on an External Database (RDBMS)).

To restore from a backup:

Locate a previous backup file.

Shutdown the application server (See Section A.6, “Stopping and Starting the Application Server”). The
database cannot be in-use when performing the restore, so the application server needs to be stopped first.

Open a command prompt. Change to the server binaries directory. On a Windows system the directory location
is [ app- pat h] \ server\ bi n\wi n\.

Re-initialize the database back to an empty state by typing the following:

db-tools init-db -f

Run the import process by executing the following:
db-tools inport-db -f "C: \path\to\backup\backup-file-name. zip"

(Or, . / db- t ool s on some systems. See Section A.2, “Database Tool (db-tools)” for more information on using
db-t ool s)

The import will ask whether the existing database data should be deleted before proceeding.

Once the import has completed, restart the application server (See Section A.6, “Stopping and Starting the
Application Server”).

12.4.3. Performing Offline Backups

Performing an online backup (as discussed above) is a simple and convenient process, but it is sometimes
necessary to perform an offline backup. For example:

To integrate into your existing backup procedures, it might be necessary to write a script or batch file to perform
a backup at a known point in time.

When it is necessary to guarantee that the backup captures all the data. When performing an online backup the
system is still in use so data could be modified after the backup completes.

To perform an offline backup:

1.

Stop the application server (See Section A.6, “Stopping and Starting the Application Server”). To ensure all data
is captured, the application server must be stopped to perform an offline backup.

Open a command prompt. On a Windows system change to the following directory:
[ app- pat h] \ server\ bi n\wi n\

Run the database export process by executing:

db-tool s export-db

(This will create a backup file in the system backups directory and the filename named with a timestamp).
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The export command has additional options that allows you to specify a different directory or filename. See
Section A.2.1, “export-db Command” for more details.

12.4.4. Backup File Retention
Backup files in
[ app- pat h] \ server\ dat a\ backups

will be retained for 30 days and then deleted. This number of days can be changed on the Options - Backups
page under "Keep backups for ... days". This period will automatically be extended should backups not be
performed on a regular basis, i.e. when automatic backup have been temporarily disabled for a time or when
skipping scheduled backups due to a system outage. Older backups files will not be deleted unless a number of new
backups have been performed. At the very least the latest backup file will always be retained regardless of its age.

12.5. System Notifications and Emailing

This section describes system notifications and how they can be configured to assist your users and administrators.
PaperCut NG includes built-in notifications to alert users and administrators of a important pieces of information.
Examples of these notifications include:

« Alerting a user when their account balance drops below a given balance.

« Displaying a message explaining why a print job was denied (e.g. not enough credit; the printer is disabled; the
print job contains too many pages).

« Alerting administrators or key IT support staff to problems such as printer jams, or application errors.

The message that is delivered to the user can be customized to suit your organization. For example, if the user is
denied printing for some reason, you may wish to direct the user to the intranet page that discusses printing policies
and guidelines.

@ Important

Notifications are important to your users because they let them know why their print jobs were denied.
If notifications are not enabled, users print jobs might be deleted without them knowing and they will
not understand what happened. They might then contact the Administrator or Help Desk for
assistance. If they received a notification, then this situation is avoided.

System notifications can be delivered to the user in a number of ways, and the administrator can decide the
preferred option. The delivery options available include:

*  Winpopup (or "net send") - this is useful in a Windows network but workstations running other operating systems
may not receive these messages.

« User Client - messages are sent to users running the PaperCut NG User Client tool. This option is guaranteed to
work in all environments where the user runs the user client.

« Email - messages are delivered by email, to the email address defined in the system. This is a good alternative
for "low balance warning" messages but is not recommended for real-time messages like when printing is
denied.

e Custom - this allows you to develop your own message delivery mechanism. This might be useful if your
organization has an instant messaging infrastructure.

12.5.1. Configuring Notifications

PaperCut NG provides flexible options for configuring the various notifications. The administrator can choose to:
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« Enable/disable each of the notification types.
« Change the notification message to suit your organization.
* Choose the delivery method for each natification type.

Notification text can be modified to suit your organization's requirements. The notification text is a template that can
include some special fields that are replaced by the system when the message is sent. They can be used to provide
more detailed information to the user. These fields are surrounded by percent characters (%.

The default notification text in the application shows a variety of examples using these fields. For a list of the fields
available in each type of notification, see the following sections covering each notification type in more detail.

12.5.1.1. Printing Notifications

To change printing notification options, navigate to Printers — Notification Options.

Field Description

%user% The username of the user receiving the message.
%full_name% The full name of the user receiving the message.
%date% The date/time that the message was sent.
%balance% The user's current balance.

%cost% The cost of the print job.

Y%printer% The printer the job was printed to.

%document% The name of the document printed.

%pages% The total number of pages in the print job.
%copies% The number of copies of the document printed.
Y%paper-size% The size of the paper used to print the document.

Table 12.2. Fields available in printing notifications

12.5.1.2. Low Balance Notification

To change low balance notification options, navigate to Options — Notifications, and scroll down to the "Low
Balance Notification" section.

Notify users when their credit drops below
$0.10

4| Enable notfication

LOW BALANCE 4| To user chent

| By Winpopu
Your balance has dropped to = popup
fbalanced, By Ermail (if known)

Custom delvery (not
avaiable)

Figure 12.6. Options for a single system notification

Using the notification options (shown above), the notification can be enabled, the notification text can be changed,
and the delivery type can be modified.
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Description

%balance% The user's current balance.

Table 12.3. Fields available in low balance notifications

@ Important

This low balance notification is only sent to users who are set as restricted.

12.5.1.3. Configuring Email Notifications

Before sending notifications via email, the system needs to know the SMTP server to deliver emails to. The SMTP
server can be internal or external to your organization however it must allow forwarding of emails to your users. The
SMTP server will typically be the same server that users set in their email application to send emails.

To set the SMTP server:

Navigate to Options — Notifications.

Find the Email Options section.

Enter the SMTP server in the field provided.

It is also recommended that the subject and from address are changed to be applicable for your environment.

o s~ e

Press the Apply button.

Tip

If your email server requires SMTP authentication, the username and password can be configured by
setting the notify.sntp.usernane and notify.sntp. password settings in the advanced
configuration editor. For more information see Section 12.8, “Using the Config Editor”.

Important

Anti-virus software running on the PaperCut NG server can block/disallow SMTP connections because
it attempts to block SPAM sent by viruses and trojans. Ensure that any anti-virus software is
configured to allow PaperCut NG to make SMTP connections (e.g. add an exception or disable the
SMTP blocking).

When anti-virus is blocking email delivery PaperCut NG will log errors like: Mail server
connection failed. Software caused connection abort.. These errors are displayed in
the application log or on-screen when performing email notification tests.

If there are other SMTP connection problems, you should check that your firewall allows SMTP
connections, and that your SMTP server is configured to accept connections from the PaperCut NG
server.

12.5.1.4. Configuring Email Addresses

To send notification messages to users via email, an email address needs to be defined for the user. User email
addresses can be entered in the User Details screen. However, if all email addresses match the pattern
[ user nane] @our domai n. com then the email addresses can be defined globally using the global email suffix.
An example of how this works is as follows:
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An email notification needs to be sent to user bri an.

No email address has been defined in Brian's user details, but a global email suffix of @ryschool . comis
defined in the Email Options section.

3. To generate Brian's email address, the username (bri an) and suffix (@ryschool . com) are combined to form
the email address bri an@yschool . com

To define the global email suffix:

Navigate to Options - Notifications.

Find the Email Options section.

Enable the Use email suffix to build user email addresses option.
Enter the Email Address Suffix.

Press the Apply button.

SAREE T R A

To confirm that the email suffix is working as expected:

Navigate to the Users section.
Select a user from the list.

The Use global email suffix option should be enabled, and the email field should contain the address
constructed from the username and suffix.

12.5.2. System Notifications (for Administrators)

Hardware and software errors will happen on all networks from time to time. The key to minimizing disruption is to
act on errors fast. PaperCut NG's error notifications feature will help keep response times down by proactively
notifying key staff of error events. Take for example a paper jam. It might take several hours before an annoyed user
reports the problem as most users may simply opt to use another printer. Automated email notifications take the
"human factor" out of the loop.

PaperCut NG's can also notify the administrator when printer toner levels are low (for supported printers). This
allows for toner to be purchased and replaced pro-actively to minimise downtime of the printer fleet.

To enable and configure error notification options, navigate to Options - Notifications, and scroll down to the
"System Notifications" section. The following notification types are available:

< Printer errors: Notify when a printer enters an error state for a selected period of time.

¢ Low Toner warnings: Notify when a printer runs low on toner (for supported printers).

« Application errors: Notify if a software or application error is detected. This option will allow administrators to
proactively act on errors raised in the App. Log section.

¢ License errors: Notify on important license events such as exceeding the licensed user limit.

All error notifications can be enabled using the checkbox, and a list of recipient email addresses can be specified.
Multiple  email addresses can be entered by separating them with a comma, e.g.
j oe@onuai n. org, bi | | @onai n. org.

5[

Consider SMS alerts: Error notifications are often important and require urgent attention. Many
organizations use an email-to-SMS gateway service to ensure technical staff can receive urgent
messages from anywhere in the building via the text message service on their cell/mobile phones.

12.5.2.1. Printer error notifications
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Printer error naotifications can be used to give advance warning when printers go into an error state.

PaperCut NG detects a printer error if either the print queue or the job at the top of the print queue are in an error
state. This is equivalent to clicking on the print queue from the operating system and checking its status.

Some errors that might be seen on print queues or jobs include: paper jam out of paper, out of toner,
out of nenory,device is offline,device door is open, ora generic error. The actual errors reported
depend on the printer driver and which ones it supports.

The message can include information such as the name and location of the printer, the reason for the error, and
how many jobs are pending in the queue (an indication of the impact).

[+ Notify when printers are in error (e.g. paper jam)
Time a printer has been in error before sending notification:
10 minutes
Recipients
joe@domain.org
A comma separated st of emal addresses, e.g. : joe @domain, org,bill @domain.org
Hotification message
r arror was detected at %timek:
¥server¥\kprinterd
4 ]
LH

A prin

Ex: %
Jobs in gueus: %num jobs%
This message is displayed along with the error details

Figure 12.7. Printer error notification settings

The setting Tine a printer has been in error before sending notification can be used to decide
how soon a natification should be sent after a printer goes into error. For example if there is a paper jam the user
might be able to fix it themselves, and raising an immediate notification is unnecessary. The suggested default is 10
minutes as problems lasting longer than this are probably more serious and will need technical intervention.

The following special fields can be used in printer error event notifications:

Field Description

%time% The time the printer error was first reported.

Y%printer% The name of the errored printer.

Y%location% The location of the errored printer.

%error% The error message detail. E.g. Paper j am

%num_jobs% The number of print jobs currently in the queue. This information can be used as
a guide to judge the severity of the error. For example, if a printer goes into
error while there are 30 jobs in the queue, there are probably quite a few people
waiting.

Table 12.4. Fields available in printer error notifications

12.5.2.2. Printer low toner notifications

Printer low toner notifications are used give advance warning when printers are running low on toner. This allows
administrators to ensure that printers never run out of toner and improves printer uptime.

The printer toner notifications are available for supported network printers. The toner information is retrieved from
the printer using SNMP over the network. To use low toner notifications, ensure that SNMP is enabled on your
printer and that your network/firewalls/switches allows the PaperCut NG server to send SNMP requests to the
printers. For more information see Section 7.14, “Toner Levels (for supported printers)”.

The notification message lists each printer that is low in toner, and includes toner levels for all the printer's toner
cartidges. The notification message is sent each weekday at 10:30am by default.
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Tip

If you would prefer to only be notified when new printers run low in toner, set the
notify.toner-level.only-send-if-newto Y inthe Config Editor (see Section 12.8, “Using the
Config Editor”).

[¥] Moty when printers are low in toner (for supported printers)
Send notifications when toner level drops below:
15%

Recipients

mattdoran@papercutcom

A comma separated list of email addresses, e.g.: joe@domain.org, bill Bdomain.org
Notification message

The printers lisced below are low in toner:

This message is displayed along with the notification details

Figure 12.8. Low toner notification settings

12.5.2.3. Error level event notifications

Error level event notifications help to draw the attention of the administrator to any errors that might occur. This
could involve events such as problems contacting a directory server, software crashes, or processing problems.

Notify an error level events
Recipients
joe@domain org
A comma separated list of email addresses, e.g.: joe@domain.ang,bil @domain, org
Notification message

The application encountered an error lewvel log:
kerrork

This message is displayed along with the ermor details

Figure 12.9. Error level event notification settings

The following special fields can be used in error level event notifications:

Description

%error% The error message detail.

Table 12.5. Fields available in error level event notifications

12.5.2.4. Pending refund request notifications

Pending refund requests notifications help to draw attention of the administrator to pending refund requests. By
default, daily notification messages are sent at 7 a.m.
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¥| Notify when thera are pending refund requests
Daily =
Recipients
ils.é@.ga.n-.é:n.;.j.rém —
A comma separated kst of email addresses, e.g.: joeEdomain, org, bil Bdomain. org
Notification message

Pleas= login to the admin interface to action them
via Printers -> Refundas.

This message is displayed along with the notificaton details

Figure 12.10. Pending refund request notification settings

The following special fields can be used in pending refund request notifications:

Description

%num_requests% The number of pending refund requests.

Table 12.6. Fields available in pending refund request notifications

12.5.3. Testing Notification Methods

Once the system natifications are configured, it is useful to test that messages can be delivered. PaperCut NG
provides a function to send test messages to users. This allows you to verify that notifications are working without
having to try to produce notifications artificially. To send a test notification:

Navigate to the Options - Notifications.

Scroll to the bottom of the page to the Test Notifications section.

Enter the username of the user to send the message to.

Select the delivery method to use.

Enter the notification message to send.

Press the Send Test Notification button

N o o s~ wDdh R

Verify that the notification was received.

12.6. System Security Options

The default installation of PaperCut NG is configured to be secure by default. After initial installation only the admi n
user defined during the setup process is permitted to administer the system. To allow additional users to administer
PaperCut NG follow the instructions defined in Section 4.7, “Assigning Administrator Level Access”.

12.6.1. Application Server Connections

By default PaperCut NG runs an internal web server on port 9191. All communication with the server uses HTTP to
this port and includes connections by:

« administrators to connect to the administration interface

e users to connect to the end-user interface

« the user client to communicate with the server to get the user balance and receive notifications; and

¢ the information providers (as discussed in Section 1.1.2, “Key Features”) to send information to the server
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It is therefore important that all of the above clients can access this port on the server from across the entire
network. If your organization uses firewalls between departments or campuses then it will be necessary to allow
inbound HTTP connections on port 9191 to the PaperCut NG application server.

The application server port can be changed from 9191 to any other value.

@ Important

If the application server port is changed, the port number also must be changed in the applications that
connect to the server. i.e, the print provider and the user client.

To change the application server port:

On the server, navigate to the [ app- pat h] \ server\ directory.
Open the file server. properti es.
Change the server. port to setting to the desired port.

w0 bd PR

Change the server port in all providers installed on your network. The server port is set in the
print-provider. conf file in the provider directory.

5. Change the server port in the user client config file: [ app- pat h] \ cl i ent\ confi g. properti es.

@ Important

If the client is installed locally on workstations, then the config file will need to be changed on each
workstation.

On Linux/Unix systems, the server runs under the privilege of a non-root account. Some systems
may prevent non-root users from binding to ports lower than 1024. An alternate option is to use
kernel level TCP port redirection (e.g. i pt abl es).

6. Restart the application server. (See Section A.6, “Stopping and Starting the Application Server”).

12.6.2. Provider Connection Security

The PaperCut NG architecture (as discussed in Section 1.2.3, “Architecture Overview” and Section 14.4, “Print
Monitoring Architecture”) involves having a central application server and multiple information providers that send
data to the server to process. One example of a provider is the print provider which monitors printing and sends the
printer activity to the central server.

PaperCut NG supports an unlimited number of information providers and they can be located on anywhere on the
network. By default PaperCut NG allows these providers to connect from any machine on the network. This can be
restricted to a reduced set of machines by specifying a list of IP addresses or subnets that are allowed to submit
information to the application server.

To define the list of addresses that providers can connect from:

Navigate to Options - General.
Scroll down to the Security section.

Enter the list of IP addresses or subnet masks to allow. The list of addresses is comma separated. The format
of the subnetis X. X. X. X/ Y. Y. Y. Y (where X represents the address and Y the subnet mask).

Press Apply.

5. It is then recommended to test all providers to ensure that they can still submit information to the application
server. To test the print provider, perform a test print job to the server that the provider is running on.
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12.7. Environmental Impact

One of the primary aims of PaperCut NG is to reduce printing levels by changing a user's printing behavior.
Implementing monitoring, quotas and charging are a good way of drawing a user's attention to their habits. The topic
of the environment, global warming, and waste management is currently an area of debate and interest to many.
Highlighting the environmental aspects of their activities is another good way of modifying a user's behavior.

;-? 0.361% of a tree since Jun 18, 2007

Carbon ’ 148 grams of carbon dioxide since Jun 18, 2007

m ¥ Equivalent to running a 60W bulb for 82.4 hours

Figure 12.11. Draw a user's attention to their environmental impact

The Environmental Impact section is available to end-users via their web summary page (See Section 5.3.2,
“Environmental Impact” for more details). Administrators also can view the impact of a user and a printer via the
details pages in the admin interface.

The meaning of the reported values and how they are calculated are detailed below:

Field Description

Trees This value corresponds to percentage of a tree that has gone into making the
paper. The value assumes the user is printing on standard A4 or Letter sheets
and 80,500 sheets make up a tree 2

This value is set by the config key: envi r onnent . sheet s-per-tree

Carbon This value corresponds to greenhouse gases released in the production of the
paper (CO, equivalent). The value assumes that the user is printing on standard
A4 or Letter sheets and one sheet equals 4.5g Co,".

The default value takes in account CO, produced as a byproduct of the paper
production only. It does not take into account the power consumed by the
printer or power associated with the ink / toner use and production. Finding
referenced figures on these values is difficult, and one could argue that the
printer power consumption is not a function of the user's usage as the printer
would be there consuming power even if they choose not to use the device.

This value is set by the config key: envi r onnent . co2- gr ans- per - sheet

Energy This value represents the manufacturing energy used to produce the paper. The
energy value is represented by relating it to the equivalent energy consumed by
a standard light bulb. This provides users with a real world understanding of the
value. This value assumes the user is printing a standard A4 or Letter sheet and
that the manufacturing cost per sheet is 17Wh . This is an appropriate amount
for virgin office paper. 12Wh is more appropriate for 100% recycled paper °.

This value is set by the config key: envi r onment . wat t - hour s- per - sheet

Table 12.7. Environmental Impact Reporting

2 A single tree can produce about 80,500 sheets of paper according to How Much Information? 2003 filed by University of California at Berkeley,
http://iwww2.sims.berkeley.edu/research/projects/how-much-info-2003/print.htm.

Office paper produces 0.27 metric tons of carbon equivalent (MTCE) per ton of paper, according to the USA EPA report Greenhouse Gas
Emissions From Management of Selected Materials in Municipal Solid Waste, 1998, p26,
http://www.epa.gov/climatechange/wycd/waste/downloads/fullreport.pdf. This amount is equal to 1.0 metric tons of CO_ carbon equivalents per
metric ton of paper. The Environmental Energy Technologies Division of the U.S. Department of Energy indicate that %here are about 220,000
paper sheets in a ton: http://eetd.lbl.gov/paper/ideas/html/copyfactsM.htm.
¢ According to the Environmental Energy Technologies Division of the U.S. Department of Energy, the manufacturing cost of virgin office paper is
17 Watt hours: http://eetd.Ibl.gov/paper/ideas/html/issues.htm.

According to the Environmental Energy Technologies Division of the U.S. Department of Energy, the manufacturing cost of 100% recycled
office paper is 12 Watt hours: http://eetd.lbl.gov/paper/ideas/html/issues.htm.

7 Tip

Config keys can be set by at Options - Config editor (advanced).
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12.8. Using the Config Editor

Most of the settings in PaperCut NG are easily accessible via the main admin interface (e.g. the Options tab). Some
advanced settings are however only accessible via the Config Editor. The Config Editor stores keys or information
used by PaperCut NG to configure various options and functions. This is very similar to the Windows System
Registry database.

Administrator can edit config keys using the following procedure:

Login to the system as an administrator (e.g. the built-in admin account).
Navigate to the Options section.

Click on the "Config editor (advanced)" link in the Actions list on the left.
In the quick find, enter the config key name and press GO.

Locate the required key and enter a new value.

I

Press the Update button to the right to apply the change.

Example of some keys that are often changed by administrators include:

« client.config.show-link - Indicates whether the link at the top of the user client should be displayed or not.

¢ client.config.show-details-link - Indicates whether the "Details" link that points to the user web interface is
displayed or not.

« display.login-instruction - Used to display login instructions on the user/password screen.

@ Important

Take care when using the Config Editor. If you use the Config Editor incorrectly, you may cause
serious problems which can only be fixed by reinstallation of the application.

204



Chapter 13. TopUp/Pre-Paid Cards

Many organizations run PaperCut NG in either a silent logging mode or as a way of enforcing sensible quotas. On
the other hand, other organizations choose to run PaperCut NG in “charging mode” requiring users to make
payments in advance. Recording and entering payments can be a time consuming process for staff or system
managers. PaperCut NG offers a web interface for user account management to assist with the process, however
there is still the need for someone to manually assign credit. The TopUp/Pre-Paid Card system included with
PaperCut streamlines the payment process and moves much of the manual handling over to the end-user.

Cards are also known as:

¢ Vouchers
¢ Re-Charge Cards
¢ Pre-Paid Cards

13.1. Cards by Example
The card system is best described by walking through the payment process:

13.1.1. The User's Perspective

Amy is a student at a local high school. The school uses PaperCut NG for their charging. Amy is allocated $5.00 a
week for printing and Internet use. This week she has used all her allocation but still has one assignment to print on
Friday. She purchases a $5.00 Card from the school canteen. The card contains a 16-digit identification number.
She logs onto the schools intranet site, enters the PaperCut section, and enters the card's ID number. Her account
is automatically credited $5.00.

13.1.2. The Administrator's Perspective

Andrew is a system administrator at the same high school. At the start of the term he used the PaperCut NG card
wizard to generate 500 TopUp/Pre-Paid Card of $5.00 value. These were generated in 2 batches. The first batch
was prefixed with C1 and the second batch L1. The C1 batch was sold at the school canteen and the L1 batch sold
at the school library. The cards are kept secured at these locations.

The card wizard generated a number definition file for each batch. Andrew imported these numbers into PaperCut.
Andrew took the time to customize the look of the cards to include the school logo and simple instructions on how to
redeem the card.

During the year Andrew is able to track the cards sold and uses the batch prefixes to track where students like to
purchase cards. Andrew also keeps an eye on the event log and has disciplined students attempting to guess card
numbers.

13.2. The Card System

PaperCut Software International Pty Ltd has worked with a number of organizations to design the TopUp/Pre-Paid
Card system. A number of payment technologies were evaluated over the period of two years. These technologies
included vending machines, smart cards, micro-payment systems, and manual processing. The card system proved
to be the most successful and cost effective solution. The card concept is now the de facto standard in other
industries such as pre-paid mobile phones.

The PaperCut NG card system is 100% software based. There is no need for special hardware such as smart card
readers or special vending machines.

The card system is included as standard with PaperCut NG. The system includes:

* A card wizard application for assisting with the process of creating new cards.
* A web page for end-users to enter card numbers.
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« A security framework for tracking card redemption and implementing fraud prevention.

13.3. Creating New Cards

13.3.1. Overview and Definitions

Cards are generated using the Card Wizard. The card wizard is a Microsoft Windows application that integrates with
Microsoft Word. The card wizard install can be downloaded from inside the PaperCut NG administration login under
the Card section. The download link is located in the Actions area.

Important

The Card Wizard integrates with Microsoft Word. Please ensure that Microsoft Word is installed before
using the Card Wizard.

Term Definition

Card Wizard A tool to help administrators produce a set of cards. The wizard generates cards
ready for printing and a number definition file suitable for importing into the
PaperCut NG system.

Card Number All cards are designated a random unique number. PaperCut uses this number
to identify the card and its value. Users enter this number to allocate the credit
to their account. An example number:

P0409- 1945- 4833- 5750- 4452

Batch ID A batch ID is a user defined ID or number assigned to all cards in a batch. The
batch ID will prefix all card numbers and are used to identify the source of a
card. A unique number should be assigned to each batch.

Valid Till Date (Expiration Date) Define the date on which a card can no longer be used. It's analogous to a “use
by” date on a gift certificate. Expiration dates ensures cards only remain in
circulation for a limited period of time. A six to 12 month period is
recommended. In a school environment it may be useful to define an expiration
date as the last day of the semester.

Mail Merge Mail merge is an advanced feature of Microsoft Word. The mail merge feature
takes a design template and a data source, and merges the two together to
construct a composite document. In the card wizard's case, the number list is
the data source and the design template is the template Microsoft Word
document.

Number Definition File The number definition file contains information on all cards in a batch including
a list of card numbers, their expiration date, and value. The card wizard creates
this file during the generation process and the system administrator will import
this file into the Card administration section.

Card Number Entry Page The card web entry page is a designated page inside the user login section.

Table 13.1. Card Terminology

13.3.2. Using the Card Wizard

This section will walk you through the process of creating a batch of TopUp/Pre-Paid Cards. The example covers
creating a batch of 100 cards of value $10.00 each.

The Cards feature is accessed via the Cards tab. If there is no Cards tab, enable the feature by navigating to the
Options section and selecting Enable use of TopUp/PrePaid Cards. Click Apply.

13.3.2.1. Step 1 - Install the card wizard

Log onto a desktop system with Microsoft Word installed (normally not the server!). Open a web browser at:
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http://[server_nane]: 9191/ adnin
Log into PaperCut NG as admi n and navigate to the Cards section. Download the card wizard from the Download
card wizard action. Run the install program and complete the installation process.
13.3.2.2. Step 2 - Welcome
Open the Card Wizard from the start menu, and press Next>.
13.3.2.3. Step 3 - Batch ID & Format

Enter a unique batch ID to define this batch and click Next>. We recommend adapting a consistent convention. For
example, choose numbers representing the date, or a sequential numbering scheme.

The wizard offers a choice of two popular card number formats. The Numeric format is the most secure and
generates long numbers. The Alphanumeric format produces a shorter format consisting of letters and numbers.
The Alphanumeric format is a little less secure due to the reduced number of possible permutations, however it does
offer a shorter, more convenient entry format.

M TopUp/PrePaid Card Creation Wizard

Batch ID
Allocate & unique 1D to this batch of cands.

Pleasa allocate a batch ID to this card iun. Batch Dz help identfy and track
card use and sale. Lang pour organzation’s acionm combened wath a
wear-month combinafion i good pracice. All cards i this batch are prefised
with thiz batch 1D,

Batch ID: | P-0509
Sample Humber:
Tipe If you sell caads at mulbiple locabons, conssder using different

batch ID to track the ongin. se a diferent batch run vath different 1D
for sach sabs locstion.

< Back ” Mext » | [ Cancel

Figure 13.1. Entering a batch ID

13.3.2.4. Step 4 - Card Attributes

Ensure that the number of cards is set up to 100 and the value of each card is $10.00. By default the valid till date is
set 6 months in the future. We recommend defining an appropriate date that corresponds to a fixed event such as
the end of the year, budget year, term or semester.
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¥ TopUp/PrePaid Card Creation Wizard

Card Attributes
Select the number of cards and their value.

Ertei the rumber of cards o produsce, the cand valise and thes expirg date.

Mumber of cards: | 100

YWae:  F10.00

Expire Date; | 19/03/2008 'I

<Back || MNea> | | Ccarcel

Figure 13.2. Defining a valid till date

13.3.2.5. Step 5 - Design

To produce a set of standard cards, custom design is not required. Simply click the Next> button to move to the next
step. Modifying the custom design requires knowledge of Microsoft Word's mail merge functionality. See the
Section 13.3.3, “TopUp/Pre-Paid Card Tips” for further details.

™ TopUp/PrePaid Card Creation Wizard

D esign
Edit the template that defines the card's wizual design.

Yo may niow customize the Microsclt Mail Merge termplate bo define 2
custom card design. Experience with Microsoft \Woed's mail merge
furchonality is requied.

| EdtTemplate.. | Edithe tempate design (uses sample datal

| Revert | Revert the template back, to the spstem default.

Save any changes made n Microzaolt Word before conbiruing to the next
step.

<Back || Mea> | | cancel

Figure 13.3. Options to edit the card design
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13.3.2.6. Step 6 - Generate Numbers

Press Next> to generate the card numbers. The card wizard will prompt you for a location to save the number
definition file. Save the file on the local hard driver or a secure network drive.

13.3.2.7. Step 7 - Create Cards

The card wizard will now generate a merged Microsoft Word document. Before generating the Word document, the
card wizard will ask you if Macros have been enabled in Microsoft Word. If the answer is no, or you are unsure,
please say No and the card wizard will guide you through the process of enabling Macros. The card wizard uses
Word Macros to automate much of the card generation process.

If using Word 2007, after opening the document a Security warning is displayed on the Message Bar. You will need
to enable macros by selecting "Enable this content" after clicking on "Options" on the Message Bar.
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Open the Trust Canter | o ” Cancel ]

Figure 13.4. Enable Macros in MS Word 2007

13.3.2.8. Step 8 - Printing Cards

A new Microsoft Word document will open, listing all 100 cards. The cards are standard business card size suitable
for printing on heavy paper and cutting with a paper cutter. For a professional look, consider forwarding a PDF
version to your local printing shop. See Section 13.3.3, “TopUp/Pre-Paid Card Tips” for more ideas.
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Figure 13.5. Cards ready for printing

13.3.2.9. Step 9 - Importing

The final step is to activate the cards by importing the number definition file in the PaperCut NG admin section.

A w D E

Navigate to the Card section.

Select the Import New Cards action.

Click the Browse button and locate the number definition file as saved in step 5 above.
Click the Upload button.
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ﬁ successfully loaded 100 card definitions from batch "P-0509~

@ TopUp/PrePaid Card Management

w Show Fite

=

<o 1 F3

i

Card Number » Value | Used by User Date Used Expiry Date Date Loaded

[] P-0509-9965-9167-1605-8535 £10.00 [Mot Usad] [Mot Used] Mar 19, 2006 Sep 19, 2005
[l P-0509-9759-5626-4708-1784 £10.00 [Mot Usad] [Mot Used] Mar 19, 2006 Sep 19, 2005
P-0500-9402-3231-1472-2754  £10.00 [Hot Usad] [Mot Usad] Mar 19, 2006 Sap 19, 2005

[ P-0509-2486-0203-9105-3310 $£10.00 [Mot Usad] [Mot Used] Mar 19, 2006 Sep 19, 2005
[0 P-0509-2408-2604-3408-3741  £10.00 [Mot Used] [Mot Used] Mar 149, 2006 Sep 19, 2005
[] P-0509-9392-5905-6333-9528 £10.00 [MNot Usad] [Mot Used] Mar 19, 2006 Sep 19, 2005
P-0509-9327-8371-7122-7585 $10.00 [Hot Usad] [Mot Used] Mar 19, 2006 Sep 19, 2005

Figure 13.6. Imported card numbers

13.3.2.10. Step 10 - Testing

It is good practice to test the card process by using one of the cards on a test account (standard user level).
Remember to destroy the spent card used for the test!

13.3.3. TopUp/Pre-Paid Card Tips
13.3.3.1. Security

The PaperCut NG card system is designed with security in mind. All fraudulent card redemption attempts are
detected, trapped and logged. The number allocation system is highly secure and guessing a number is “statistically
impossible”. With 1,000 cards in circulation, the chance of guessing a number is 1-in-10,000,000,000,000, or in
non-mathematical terms, it would take over 300,000 years to guess a humber if a person enters one number every
second!

Like many IT security systems, the weakest link in the system is the human interface. Cards are a form of virtual
currency. Care should be taken to protect the cards from unauthorized access and disclosure.

Ensure the generated Microsoft Word document is deleted or saved in a secure place after the cards are printed.
Always delete the number definition file after importing the batch into PaperCut.
Never leave the cards in an unsecured or visible location. Consider sealing cards in envelopes.

Check the PaperCut NG application event log on a weekly basis for security messages. PaperCut will log and
trap unauthorized card use.

Use the card log to track card redemption and allocation.
Cancel/Expire lost or stolen cards by batch number as soon as the problem is reported.
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@ Important

The cards are like a form of cash and should be treated with the same care. Make sure the cards are
carefully secured.

13.3.3.2. Cards Design

The Edit Template... button in Step 4 of the card wizard opens the standard card template for editing. The card
wizard is able to use any standard mail merge design. It's even possible to convert the template layout to letters
rather than cards. Microsoft's mail merge support is designed for Word “power users”. Consider taking the
step-by-step mail merge tutorial provided with Microsoft Word help if you do not have experience with Word's mail
merge functionality.

Consider keeping your customizations initially simple and work up towards more complex configuration.

To change the logo graphic:

SAREE T I A

Click the Edit Template... button in step 5.

Say Yes to Enable Macros.

Select the standard PaperCut logo on the first card and press the Delete button on the keyboard.
Select Insert - Picture — From File...

Locate the desired logo and click Insert.
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Figure 13.7. Inserting a new logo into a card
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Tip

If using pre-2007 MS Word click on the Propogate Labels button on the mail merge tool bar. The new logo
should propagate across all cards on the page.

.doc - Microsoft Word

+  Format  Tools  Table Mindow  Help
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gon- | DD DD~ |12+ B
Tnsert Word Feld » 7, :-I"m T F M
oM .

Figure 13.8. Propagate labels button in previous versions of MS Word

In MS Word 2007, click on the Update Labels button on the Mailings tool bar.

IR = E Table Tals.
1 “
Home  Inset  Pagelayout  References | Maiings | Review  View  Design  Layout
= u S — fr— 5 = =n 5 [Rules~
=1 (B e B o g | I~
Merge
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Enwelopes Labels  StartMail  Select Edit Highlight  Address Greeting Insert
Merge = Recipients - Recipient List | Merge Flelds Block  Line Field

Create Start Mail Merge rite & nsert Fields

Figure 13.9. Update labels button in MS Word 2007

Repeat the steps above to change other working and layout as required. Always change the first card then
press the Propagate Lables or Update lables button to apply the changes to all cards. IMPORTANT: Do not
accidently delete the special <<Next Recor d>> field as this cause the merge to move to the next card number
before printing the next card. Removing this will result in all cards displaying the same card number.

Click File - Save and close Microsoft Word.
Test the template by running a batch in the card wizard.

Design Recommendations:

¢ Consider changing the logo and adding your organization name
¢ Change the URL reference to point to your intranet site or event your network/card policy page.
« Provide basic instructions on how to redeem the card or the location of an information page.

13.4. Using a Card

The following information should be distributed to end-users - for example, via the "Print Policy" page on your
organization's Intranet site.

To redeem a TopUp/Pre-Paid Card:

1.

Purchase a card from the appropriate person or place. The network administrator creates cards specific for your
organization. In schools, cards are often sold at the library, general office or school cafeteria.

Open a web browser and navigate to the PaperCut NG user login page. After logging in, your account status
should display.

Click on the Redeem Card link on the left-hand navigation bar.

Enter the Card Number in the Card Number box and press Redeem Card. Take care to enter the number
exactly as listed including any dashes (- ).
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5. If the card's number is valid, the credit as listed on the card will be transferred to your account and this will list in
your transaction history.

Edit View Higtory Bookmarks Tools Help

* @ ﬂ: |} http//localhost9159] fappservice=page/UserTopUpCards | = | [

Logged in as: tom

Redeem Card

Enter the Card number and press the "Redeem Card” button to redeem.
Transfers

Transaction History
S
Jobs Pending Release
Logout

NOTE: All requests to redeem cards are logged.

Radeem Card

Figure 13.10. Using a card

= Tip

To educate the users about redeeming their TopUp/Pre-Paid Card, administrators might find the
sample information sheet helpful.
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Chapter 14. Configuring Secondary Print
Servers and Locally Attached Printers

This section covers the setup of a secondary print server in "Quick Start" format. For a detailed explanation of the
underlying technology and what's happening behind the scenes see the subsequent sections.

A secondary print server is a system that directly hosts a printer. In many situations it may be a dedicated server,
however a secondary server may also be a desktop system hosting a directly attached USB printer. If this printer is
to be controlled and tracked by PaperCut NG, a small monitoring component needs to be installed. The monitoring
component intercepts the local printing and reports this use back to the primary Application Server. A secondary
server may either be:

1. A server style system hosting many printers.

2. A desktop style system hosting printer(s) also shared to other network users.

3. A desktop style system with the printer used only for local users (not shared).

The monitoring service is also referred to as a Print Provider as its task is to provide information back to the main
Application Server.

The process of setting up a secondary print server, depends on the operating system. Read the section appropriate
to the required operating system.

14.1. Configuring a Windows Secondary Print Server
This section describes the process of setting up a secondary Windows print server.

14.1.1. Step 1 - Ensure primary server is set up correctly
Before installing a secondary server you should take some time to ensure the primary server (central application
server) is set up and running correctly. If it is not running fine now adding an extra server will only "add an extra

variable to the equation" and complicate troubleshooting. Take some time now to verify that the primary server is
functioning correctly. For example, verify that:

« Printers on this server are being tracked.
« Users are allowed top login to user pages from their workstations.
« Administrators can access the system.

14.1.2. Step 2 - Ensure firewall software is set to allow access to port 9191
Secondary server needs to communicate (initiate a TCP connection) on port 9191. Administrators should ensure
that any firewall software on the primary Application Server is not set to block any incoming local network traffic on
this port.

14.1.3. Step 3 - Install the print provider

Install the print provider software onto the secondary server. On a Windows server, this is done by selecting the
"Secondary Print Server" option in the installation wizard.

14.1.4. Step 4 - Configuration
The Print Provider on the secondary server needs to know where the primary server is installed.

1. Open a text editor such as Notepad.
2. Open the file:
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[ app- pat h] \ provi ders\ print\w n\print-provider. conf

3. Locate the line starting with Appl i cati onSer ver = and change | ocal host to the name or IP address of the
primary server.

4. Restart the server so the new configuration is detected. To avoid a restart, an administrator may also choose to
manually restart the PaperCut Print Provider service.

14.1.5. Step 5 - Test

The secondary server should now be configured. Log into the system as "admin" and verify that the printers are now
listed under the Printers section. Perform a multi-page test print on each printer and verify that print jobs are tracked
correctly.

14.1.6. Automated Install

The installation of the secondary server component on Windows systems can be automated. This may be handy
when the Print Provider component needs to be installed on a number of desktop systems running locally attached
printers. For more information see, Section 14.6, “Automating Secondary Server Deployment on Windows”.

14.2. Configuring a Macintosh Secondary Print Server

This section describes the process of setting up a secondary Mac print server. The primary Application Server may
either be a Windows, Mac or a Linux basis system. PaperCut NG has full support for "mixed" or heterogeneous
printing environments.

14.2.1. Step 1 - Ensure primary server is set up correctly

Before installing a secondary server you should take some time to ensure the primary server (central application
server) is set up and running correctly. If it is not running fine now adding an extra server will only "add an extra
variable to the equation" and complicate troubleshooting. Take some time now to verify that the primary server is
functioning correctly. For example, verify that:

« Printers on this server are being tracked.

« Users are allowed top login to user pages from their workstations.

« Administrators can access the system.

14.2.2. Step 2 - Ensure firewall software is set to allow access to port 9191
Secondary server needs to communicate (initiate a TCP connection) on port 9191. Administrators should ensure
that any firewall software on the primary Application Server is not set to block any incoming local network traffic on
this port.

14.2.3. Step 3 - Create the host user account
PaperCut NG runs under a non-privileged user account called "papercut”. This invisible system account is created
automatically upon first install. Advanced system administrators may however have a preference to create this
account manually. If you fall into this category, create the paper cut account now prior to installation.

14.2.4. Step 4 - Install the print provider

Install the print provider software onto the secondary server. Download the latest Mac DMG disk image and execute
the contained installer called Paper Cut NG Secondary Server |nstall ation. pkg.

14.2.5. Step 5 - Configuration

The Print Provider on the secondary server needs to know where the primary server is installed. The installer may
open the appropriate configuration file after the install completes.
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Open a text editor such as TextEdit.
Open the file:

[ app- pat h] / provi ders/ print/ mac/ print-provider. conf

3. Locate the line starting with Appl i cati onSer ver = and change | ocal host to the name or IP address of the
primary server.

4. Save the file and exit the text editor.

Double-click  on  the command script ~ / Appl i cati ons/ Paper Cut NG Cont r ol Printer
Moni t ori ng. comand, and enable monitoring on the appropriate printers.

14.2.6. Step 6 - Test

The secondary server should now be configured. Log into the system as "admin" and verify that the printers are now
listed under the Printers section. Perform a multi-page test print on each printer and verify that print jobs are tracked
correctly.

14.3. Configuring a Linux or Novell iPrint Secondary Print Server

This section describes the process of setting up a secondary print server on a Linux system. The primary Application
Server may either be a Windows, Mac, Novell or a Linux based system. PaperCut NG has full support for "mixed" or
heterogeneous printing environments.

14.3.1. Step 1 - Ensure primary server is set up correctly

Before installing a secondary server you should take some time to ensure the primary server (central Application
Server) is set up and running correctly. If it is not running fine now, adding an extra server will only "add an extra
variable to the equation" and complicate troubleshooting. Take some time now to verify that the primary server is
functioning correctly. For example, verify that:

« Printers on this server are being tracked.

e Users are allowed user login to user pages from their workstations.

« Administrators can access the system.

14.3.2. Step 2 - Ensure firewall software is set to allow access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Administrators should ensure
that any firewall software on the primary Application Server is not set to block any incoming local network traffic on
this port. A good way to test, is to open a browser on the planned secondary server and confirm you can access the
administration web interface on port 9191.

14.3.3. Step 3 - Account setup
On the secondary server, create a user account called paper cut . The paper cut user's home directory should be

set to the desired install location. This is normally / horre/ paper cut . The method of creating this account is the
same as that used for the primary server setup. See Chapter 2, Installation for more details if required.

14.3.4. Step 4 - Install the Print Provider

@ Important

The instructions below assume i 686 architecture. If your system OS is 64-bit, replace i 686 with x64
in all file paths.

Install the Print Provider software onto the secondary server by copying all files and directories from the primary
Application Server's directory:
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[app_dir]/providers/print/linux-i686/*
To the equivalent location on the secondary server:
/ honme/ paper cut/ provi ders/print/linux-i 686/

on the secondary server. Perform the copy operation as the papercut user so that files are owned by the
paper cut user. You may use any method to copy the files, including over the network or via a USB key. If the
primary server is also Linux, the simplest way would be use Secure Copy (scp) as follows:

shel | > su - papercut

shel |l > nkdir -p providers/print

shel | > cd providers/print

shel | > scp -r primary.server. nane:/hone/ papercut/ providers/print/*

After the copy operation is performed, execute the set per s and r oot t asks scripts as root:

shel | > su - root
shel | > sh ~papercut/providers/prin

X-1 686/ set per s
shel | > sh ~papercut/providers/prin

t/linu
t/linux-i686/roottasks

14.3.5. Step 5 - Configuration

The Print Provider on the secondary server needs to know where the primary server is installed (e.g. Its IP address).

1. Open the file:
/ hone/ papercut/ providers/print/linux-i686/print-provider.conf

in a text editor.

2. Locate the line starting with Appl i cati onSer ver = and change | ocal host to the name or IP address of the
primary server.

The binaries copied in step 4 now need to be integrated into the CUPS, Samba or Novell iPrint print queues. This
process is detailed in Section 22.1.3, “Linux Print Queue Integration” and Section 2.3.5, “Step 5 - Printer/iPrint
Configuration”.

14.3.6. Step 6 - Test

The secondary server should now be configured. Perform some test printing on all of this secondary server's
printers. Log into the system as "admin" and verify that the printers are now listed under the Printers section.
Perform a multi-page test print on each printer and verify that print jobs are tracked correctly.

14.4. Print Monitoring Architecture

This section covers PaperCut NG print monitoring architecture from a technical perspective. Knowledge of advanced
networking is expected.

PaperCut NG is designed using the latest software design principles. An important design principle used is Service
Oriented Architecture (SOA). PaperCut NG divides key operational areas into components. These components
communicate using an XML Web Services standard. Two of the main services are:
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Service/Component Description

The Application Server The central logic service responsible calculating user costs and providing the
web and admin interface.

Print Provider Service A service responsible for monitoring and analyzing print jobs and reporting this
information using XML Web Services to the application server.

Table 14.1. PaperCut NG services/components

In a single server setup, an administrator does not need to be concerned with the two components as they
automatically act as one (it's only noticeable in that two processes are running on the server). On a
multi-server/system environment a deeper understanding of the architecture is required.

14.5. Multiple Print Servers

Many large networks, or even smaller networks with a legacy design, may be composed of more than one print
server. Reasons for separating printers across servers/systems include:

* Legacy design - “That's the way the previous admin set it up.”

* Networks with 100 printers or more may need multiple servers to spread the printing load.

¢ Networks spanning multiple physical sites or subnets may have separate servers minimize cross-site network
traffic.

e Servers may exist to support different operating systems
* Alocal desktop printer attached to a system is also a remote print server.

One of the servers on the network needs to be nominated as the primary server. This system runs the Application
Server software responsible for providing the user interface, storing the data, and managing the application logic.
The system nominated for this task is usually a print server (but could be any server). It needs to be a system with
spare capacity to run the PaperCut NG application server software. This system should have good performance,
have at least 500 Mb of free hard-disk space, and be included in an off-disk backup routine.

Other print servers are known as secondary servers. These servers run the Print Provider component and
communicate back to the central server. The following diagram illustrates this setup.
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Primary Server Secondary Server
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application logic reporting back to Appication Server
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Client software deployment and
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Workstations Workstations ‘Workstations Workstations

Figure 14.1. Secondary server reporting back to primary server (application server)

When a client prints to a secondary server, the Print Provider intercepts the print job and forwards the information to
the central server for processing. Communication is via XML Web Services over HTTP on the PaperCut Application
Server's nominated port (normally port 9191). The web services protocol is specifically designed to facilitate easy
firewalling, scalability, and will work over a wide range of network speeds.

PaperCut NG Service Oriented Architecture offers many advantages for network administrators including:

« Secondary servers run the minimum amount of software

¢« Communication between servers uses minimal bandwidth. Physically separated servers connected via WAN
links, VPNs or other slow links are supported with minimal or no impact on printing performance.

« All data, logging and configuration information is stored on one single central server facilitating central backup
from one location.

« Management may be conducted centrally from one location.

PaperCut NG's SOA design allows advanced setups including:

« Decentralized deployment

* Separation of concern (servers dedicated to separate tasks such as database server, application server and print
server)

* Options to remove points of failure via clustering or fail-over
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Figure 14.2. PaperCut NG Architecture - an advanced configuration

14.6. Automating Secondary Server Deployment on Windows

The secondary server installation process can also be automated via command line switches issued to the installer
program. This may be useful when there is a need to install the Print Provider on a number of desktop systems
hosting local attached printers.

To automate the installation:

1. Copy the windows installer program, pcng- set up. exe, into a directory accessible to the target systems (i.e. A
network share or mapped drive).

2. Copy the print-provider.conf fle from main server. This file is located at
[ app- pat h] / provi ders/ print/w n. Place the file in the same directory as the install program (as
performed in step 1.)

3. Editthe print-provider. conf file and define the correct server name or IP address of the main application
server in the line starting with Appl i cati onServer =.

4. Use a batch file or equivalent to start the install program as follows:

pcng- setup. exe / TYPE=secondary_print /SILENT
Note: The installer requires administrator level - needed to install a system service.
Note:

The executable name of the installer program may vary depending on the version.
Replacing the / SI LENT option with / VERYSI LENT will suppress all visual output during the installation process.

The copy of the print-provider. conf file is used during the install process to ensure the installation is
aware of the location of the main application server.

For a full list of command-line arguments, see Section A.7, “Automating / Streamlining Installation on Windows”.
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Chapter 15. Net Control in Detall

PaperCut NG Internet Control module works by integrating with an existing Internet proxy server to monitor Internet
access and restrict access to users that have exceeded their Internet quota. This chapter describes how PaperCut
NG Internet Control integrates Internet proxy servers to implement Internet Control. The chapter also describes how
to ensure that the proxy is configured correctly and how to configure PaperCut NG to read the proxy's log files.

15.1. How Internet Control works

PaperCut NG Internet Control provides two models for charging that allows the administrator to charge users based
on both data and time used.

« Time based - charges users based on the length of time using the Internet. This is useful in organizations where
computing resources are scarce or you want to discourage extended internet usage. For more information see
Section 15.1.2, “Time-based control”.

« Data based - charges based on the amount of data the user has downloaded or uploaded. This is useful in
organizations where bandwidth is expensive, or you are charged by the megabyte by your service provider.

PaperCut NG supports a hybrid cost model that allows charging for both data and time simultaneously.

PaperCut NG Internet Control works by reading the proxy log files and counting a user's Internet data and time
usage. The cost of this usage is calculated and debited from the user's credit. If the user no longer has credit
available they are denied Internet access. The technique used to deny Internet access is dependent on the proxy
server and platform. Configuration of proxy servers is described later in the chapter.

15.1.1. Data-based control
There are a number of options that define how data-based usage costs are calculated:

¢ Cost per Megabyte - The cost per megabyte.

« Charge for sent data (upstream data) - Enable this option to charge for outbound data that users send while
browsing the Internet (if supported by the proxy server).

* Charge for cached data - Enable this option to charge users for cached content. By turning this option off, users
will not be charged for data read from your proxy server's cache.

15.1.2. Time-based control

There are two options that define how time-based usage is calculated:

¢ Cost per interval - Defines the cost for each time period used.
« Time period duration - Defines the unit of time that users are charged for.

Users are charged based on blocks of time used. Users are always charged for using a full time period whenever
they use the Internet within that period.

The diagram below represents the Internet usage of a single user. The black boxes show 5 minute time periods, and
the red dotted lines represents each time that the user views a web page, or downloads a file.

]

T
I
I
I 1

1 1
1 1
| 1
1 1

3:30pm 3:35pm 3:40pm 3:45pm 3:50pm 3:55pm 4:00pm

Figure 15.1. Example of how Internet Control calculates time used on the Internet
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In this example the user will be charged for 4 full time periods, and will be debited 4 multiplied by the cost per time
period. The user is charged for the full time period even if they only hit one web page during the period (as is shown
above between 3:45pm and 3:50pm).

15.2. Proxy server configuration

Before configuring PaperCut NG to monitor the proxy log files, it is important to ensure that the proxy is configured
correctly. If the proxy is not configured correctly then PaperCut NG cannot monitor Internet usage. For this reason
it's worth spending some time to check the proxy configuration before starting configuring PaperCut NG.

PaperCut NG Internet Control supports the following proxy servers:

e Squid Proxy

* Microsoft ISA Server 2000/2004/2006

e Microsoft Proxy Server Version 2.0

* Any other proxy server that generates W3C compliant log files

15.2.1. Proxy authentication

The most important part of proxy configuration is to ensure that the users who access the Internet are authenticated
and that their usernames are logged in the proxy log file. This is essential, because PaperCut NG requires the
username in the log file so that Internet usage can be allocated to the correct users.

In many organizations proxy authentication is already enabled so that:
* Logging is performed so that inappropriate Internet access can be tracked and users who perform unauthized

access can be warned or disciplined.

e Access controls can be applied for different groups of users. For example, students may only be allowed to
educational web sites, but staff have unrestricted Internet access.

The first step is to verify whether authentication is enabled on the proxy. The simplest way to check this is to verify
that the proxy's access log contains usernames. By quickly scanning the proxy's access log file it should be easy to
see usernames. Below is a sample log entry for Squid proxy log (e.g. /var/logs/squid/access.log), with the username
chris.

19.48 203 192.1.1.1 TCP_M SS/ 200 145 GET http://site.comchris D RECT
i mage/ j peg

Below is a partial log line from Microsoft ISA Server, for Internet access by mat t .

192.168.1.1 matt Mozilla/4.0 2004-09-22 10:41:59
www. googl e. com

Detailed instructions for configuring various proxy servers can be found in Appendix D, Proxy server configuration.
15.2.2. Denying access to users without credit

To enforce Internet quotas and deny Internet access to users without credit the proxy needs to be configured
appropriately. This is achieved differently depending on the proxy server being used.

For Squid proxy running on Unix/Linux a custom Squid ACL helper provided by PaperCut NG can be used. This
helper contacts the application server and checks to see if a user has credit available and only allows Internet
access if credit is available. Instructions for configuring this can be found in Section D.2.2, “Restricting Internet
Access for users without credit”.
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15.3. Internet Control service setup

Before setting up the Internet Control service, verify that the Enable Internet Control Module option is enabled in
the Options tab.

After the Internet proxy is setup and logging usernames correctly, then the PaperCut NG Internet Control service
must be configured to monitor the proxy log files. The Internet Control service is a PaperCut NG program that is
responsible for analyzing log files and reporting the usage back to the PaperCut NG Application Server. Once
installed, the Internet Control service must be configured with the following settings:

e Log directory - The directory where proxy log files are stored.

« Log file mask - The file mask used to identify the proxy log files to monitor. e.g. *. | og

« Log file format - The proxy log file format which depends which proxy software is used.

Once these settings are configured, PaperCut NG can find the most recent log file, parse the contents and send
usage information to the application server.

Where you install the PaperCut NG Internet Control service will depend on the layout of your network. Many
networks will have a dedicated proxy server, which may or may not be a suitable candidate for a PaperCut NG
application server installation. For this reason, the Internet Control service may either be deployed separately to the
primary server, or access the proxy server logs remotely via a network share. Some reasons for separate
deployment may include:

« A primary server already exists, and it runs a different operating system to the proxy server.

« Networks spanning multiple physical sites or subnets may have multiple proxy servers to minimize cross-site
network traffic.

« Suitable systems already exist on the network, and it makes sense to utilize them.

The following are some common network layout examples involving the Internet Control service. Check which option
suits your network configuration, and follow the suggested setup instructions.

« Single server system (with local access to proxy logs)

Primary Server
(also running
proxy server)

« Application Senver

« Internet Control service

< %@

FC _ Macirtosh Llnux ! Unix
Waorkstations Workstations Waorkstations

Figure 15.2. Application Server, Internet Control module and proxy server all on one system
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This setup may be useful if you are only using the PaperCut NG Internet Control module (e.g. not the Print
Control module), to keep all components on the one system. It may be also be used as a second (parallel)
application server installation, for example to keep print and internet quotas separate.

For instructions to install the Internet Control service using this method, see Section 15.3.1, “Single/primary
server installation”.

Single server system (with remote access to proxy logs)

Primary Server Proxy Server
« Application Server
+ [nternet Control service

Proxy logs
accassed via
network share

S < S

PC Macintosh Linux ¢ Urnix
Workstations Workstations Workstations

Figure 15.3. Application Server installed with Internet Control module, accessing proxy logs remotely

In this scenario, the Internet Control service runs on the primary server, and accesses the proxy log files on a
remote machine using file sharing.

This is the simplest way to separate the application server and Internet Control service, as there is no
requirement for additional software to be installed on the proxy server system.

For instructions to install the Internet Control service using this method, see Section 15.3.1, “Single/primary
server installation”.

Secondary internet server

227



Net Control in Detalil

Primary Server Proxy Server
s Application Server + |nternet Control sarvice

Reports back to
Applicalion Servar

e

Inkerneat

XML over HTTP

PC Macintosh Lirux / Lnix
Waorkstations Waorkstations Workstations

Figure 15.4. Internet Control service installed on proxy server, Application Server on separate system

If there is an existing proxy server that is suitable for additional software to be installed, this method may be the
best solution. It is also required for some advanced configurations, such as where the application server and
proxy server are on different platforms, and the Internet Control service is required to make use of platform
specific functionality.

For instructions to install the Internet Control service using this method, see Section 15.3.2, “Secondary server
installation”.

15.3.1. Single/primary server installation

This section described how to install the Internet Control service on the primary PaperCut NG application server as
outlined in Section 15.3, “Internet Control service setup”. Follow the installation instructions for your server platform:

Windows
Linux
Apple Mac

15.3.1.1. Windows single/primary server installation

1.

The setup wizard for the Internet Control service is included with the PaperCut NG application server. To start it,
as an administrator level user run: Start -~ Program Files - PaperCut NG - Internet Control - Internet
Control Configuration Wizard, or the file located at
[ app- pat h] \ provi der s\ net\ bi n\ wi n\ set up- net - servi ce. exe

Select the type of proxy server you have under Web proxy type, and the location of your log files under Log
file path. The Log mask will be set for automatically based on the selected proxy type. If you have changed
the naming format of your log files, enter a custom file mask here.
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"" PaperCut NG: Internet Provider Servicoe Setup Wizand - ||:||£I

1 % internet Provider Senvice Setup Wizard

for Selecd the types and locafion of the web proey logs

\Weh prosy bepe: |15 154 2004 {using WC log Format) -]

Please locabs pu.rw:bnuxrluqfithuﬁmtml:l‘d the service can moribar vour users” web scosss, IF it is an & nsbeork.
shans, use the “\serverifolder” notation, To di this browss through Sy Metwork Places®,

Liog il path: |IC:'|F1 nram FlesiEicrosoft 158 Server|ISALODS Eroauss I

Salact the procy sarver abovee. This will sebact the log Fle mask to conmacthy identify the prozy log File. IF your promy usas a
dfferent naming consvention, kst enter the: mask marualy.

Figure 15.5. Selecting the proxy server type and log file location

Press Test settings. The Test results area should now show some data reflecting the information found in the
proxy log files. If the data looks correct (i.e. you recognize the user names and the data received looks correct),
press Next. Otherwise, check that the information entered is correct, and that the log file path contains the
correct log files.

Test resulks:

matching log File: Ciitempdsample logs\MS 158 2004\ [SALDG_Z0050830_\WEE_D00, w3
arsing the fog file, Please wak ..

[Total inss processsd: 2813
I Total e with arors: 0

{Surmmary of best data (Macirmum 200000 displayed)

Lisar; WhHISA-SERYER |\matt - Recsmnsd: 3.72 MB
Lsar: Y154 SERYER Acknirstr shor - Received: 0,09 ME

< Previous Mot = cocel |

Figure 15.6. Example output from a test parse of proxy server log files

A few parse errors may be encountered if a log file has been corrupted in some way, but if there are too
many this may indicate an incorrect log format. Check that the Web proxy type you have selected is correct for
your system.

Select an appropriate Security group for users with internet access. The Internet Control service will modify
group membership to reflect the users who have available credit (i.e. when users run out of credit, they will be
removed from this group). If you have not already created a group for this purpose when configuring your proxy
server, it is recommended to create a new group with a name such as | nt ernet Users.
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6.

"" Paparlut BG: Inbernet Provider Service Satup Wizard - |D|£I

- 1
1'- :li'l Internet Provider Service Setup Wizard
i Select the sacunty group 10 enforce quatas

A eindovss securky group b used to deable Intemet access For users without credit, This requines that the web prowy supparts using
securty groups ko manage users that have web access. (2. MS 154 Server, ME Procy Server; etc).

The: service will modify the group membership bo reflect the users that have avallable credit, Users with credit ane added bo the group, and
users without credic will be: remcrved From the group,

MIOTE: It b recommend creating & nes group callad “Inbarmet Users®, Do not use: an Adminkstrator group oF group with addicional privileges.

sty v [ | - |

Figure 15.7. Selecting a security group to allow internet access

@ Tip
By default, PaperCut NG adds users that have available credit to the selected security group.
Depending on how your other proxy access rules are defined, it is sometimes more convenient to
use a "Deny Group" that only contains the users without Internet access. To do this follow the
instructions in Section 15.3.1.1.1, “Using a deny group for Internet access control”, after the
wizard is complete.

Once an appropriate group is selected, press Next.

To allow the Internet Control service to modify group membership it must have the appropriate privileges. It is
recommended to create a new domain user with appropriate privileges for this purpose. The password for the
service account should be set to not expire.

@ PaperCut WG: Internet Provider Service Setup Wizard ] =10 x|

: -ﬁ Imternet Provider Sarvice Setup Wizard

i Enter the user accour] used 10 run the serice

Tao allow the service to madify the group membership, the service must run as 4 user with appropriste privileges. =.g an Administratar user,

It b5 highly recommendied to creste a domain uses specifically to run the Intemet Control service, Make sure that the uses's password is
configured to not expire, IF the password expires in the future, then the service will Fall bo start,

MNOTE: The usemame should be enbered in the fomat DOMGINIusermame,

SEIVICE LGRIMame: "ﬂ?'l.‘.i.‘.lh'l.ﬁ.lrvl'ﬂnh-.mnri.':lrrml

SEricE DHM‘. |I.I-I-III-I-II

Figure 15.8. Selecting a service account

Press Next to continue.
The Internet Control service will now be configured. Press Finish to complete the setup wizard.
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To confirm that the installation was successful and that the PaperCut NG application server is now monitoring

internet usage, continue reading at Section 15.3.3, “Verifying the Net Control service setup”.

15.3.1.1.1. Using a deny group for Internet access control

By default, PaperCut NG adds users that have available credit to the selected security group. Depending on how
your other proxy access rules are defined, it is sometimes more convenient to use a "Deny Group" that only contains
the users without Internet access.

To reconfigure PaperCut NG to use a deny group:

Stop the Internet Control service using Control Panel->Admin Tools->Services.

Using a text editor, open the Internet Control config file:
[ app- pat h] \ provi der s\ net\ confi g. properties.

Change the securi ty-group-is-deny-group entry in the config file to Y. i.e.:

security-group-is-deny-group=Y

Save the config file, and close the text editor.
Restart the Internet Control service using Control Panel->Admin Tools->Services.

Wait for a few minutes, and then check the contents of the selected security group. It should now only contain
users that do not have credit available. NOTE: If you have many users it may take longer to complete the group
updates.

15.3.1.2. Linux single/primary server installation

PaperCut NG includes a command-line utility to assist with this configuration. To perform this configuration:

o s~ wbd e

Log into the Linux server running PaperCut NG as the paper cut user.

Run the command: [ app- pat h] / provi der s/ net/ bi n/|i nux-i 686/ set up- net - provi der
Follow the prompts, answering the questions as required.

The utility will perform a test parse of the log file. Check that the results are as expected.

When prompted, restart the Application server. This will restart the application server and the will also start the
Internet Control service which will start parsing the log files.

To confirm that the installation was successful and that the PaperCut NG application server is now monitoring
internet usage, continue reading at Section 15.3.3, “Verifying the Net Control service setup”.

15.3.1.3. Mac single/primary server installation

PaperCut NG includes a command-line utility to assist with this configuration. To perform this configuration:

Log into the Mac server running PaperCut NG.
Start the service installation by double-clicking on the file:

/Applications/PaperCut NG/providers/net/bin/mac/setup-net-provider.command

Follow the prompts, answering the questions as required.
The utility will perform a test parse of the log file. Check that the results are as expected.

When prompted, restart the Application server. This will restart the application server and the will also start the
Internet Control service which will start parsing the log files.

To confirm that the installation was successful and that the PaperCut NG application server is now monitoring
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internet usage, continue reading at Section 15.3.3, “Verifying the Net Control service setup”.

15.3.2. Secondary server installation

This section described how to install the Internet Control service on the a secondary server that is separate to your
primary PaperCut NG application server. The secondary server can run a different operating system to your primary
server.

The process for installing the Internet Control service involves the following steps:

1. Copying/installing the service files to the secondary server
2. Running the setup process to install and configure the service
3. Verify that the service is working correctly.

Prior to installing on a secondary server it is important to check the following:
1. Ensure the primary server is set up correctly.

Before installing the Internet Control service you should take some time to ensure the primary server (central
application server) is set up and running correctly. If it is not running fine now adding an extra server will only
"add an extra variable to the equation" and complicate troubleshooting. For example, verify that:

« Users are allowed to login to user pages from their workstations.
« Administrators can access the system.
2. Ensure firewall software is set to allow access to port 9191.
The Internet Control service needs to communicate (initiate a TCP connection) on port 9191 to the primary
server. Administrators should ensure that any firewall software on the primary Application Server is not set to

block any incoming local network traffic on this port. A quick way to check this is to ensure that you can access
the administration pages from the secondary server using a web browser.

To complete the service installation, follow the instructions below for your secondary server platform:

¢ Windows secondary server
e Linux secondary server
* Apple Mac secondary server

15.3.2.1. Windows secondary server installation

1. Install the Internet Control service
Install the Internet Control service software onto the secondary server. On a Windows server, this is done by
selecting the "Secondary Internet Server installation" option in the setup wizard.

2. Configure the Internet Control service
Continue with the steps found at Section 15.3.1.1, “Windows single/primary server installation”. In this setup

wizard there is one additional step to configure the primary server connection details. The Internet Control
service needs this so that it can connect to the primary server to report Internet usage.

3. To confirm that the installation was successful and that the PaperCut NG application server is now monitoring
internet usage, continue reading at Section 15.3.3, “Verifying the Net Control service setup”.

15.3.2.2. Linux secondary server installation

15.3.2.2.1. Step 1: Create the host user
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The Internet Control service runs as the paper cut user. This account must be created on the secondary server
before proceeding. To create this user follow the steps described in Section 2.4.2, “Step 2 - Create the host user
account and firewall settings”.

Confirm that the account is created successfully, by logging on to the system as the paper cut user.
15.3.2.2.2. Step 2: Copy the service files to the secondary server

The instructions differ depending on the operating system running on the primary server. Select the instructions
appropriate to your configuration.

If the primary server is running Linux then:

Login to the primary server as the paper cut user.

Run the script: ~/ provi ders/ net/bin/linux-i686/create-secondary-server-archive. This will
create the file ~/ net - secondar y- server . t gz that contains all the files required on the secondary server.

3. Copy the ~/ net-secondary-server.tgz file to the secondary server, into the home directory of the
paper cut user.

Login to the secondary server as paper cut .
5. Extract the files by running the following:

shell > cd ~
shel | > tar xzf net-secondary-server.tgz

6. Proceed to install and configure the service as described in Section 15.3.2.2.3, “Step 3: Install and configure the
service”.

If the primary server is running Windows or Mac then:

Log on the the primary application server.

Copy all the files in in the [ app- pat h] / provi der s/ net/ directory, into the home directory of the paper cut
user on the secondary server. i.e. ~paper cut/ provi der s/ net/. Make sure that all the files are owned by
the paper cut user.

3. Login to the secondary server as the paper cut user.

On the secondary server, ensure that Sun Java 5.0 (or later) is installed. You can check the version installed by
running j ava - ver si on. This is available from http://java.sun.com.

5. Change the permissions on ~paper cut/ provi ders/net/bin/linux-i 686/setup-net-provider to
make it executable.

6. Proceed to install and configure the service as described in Section 15.3.2.2.3, “Step 3: Install and configure the
service”.
15.3.2.2.3. Step 3: Install and configure the service
To install and configure the service:

Log on to the secondary server as the paper cut user.
Start the service setup process by running the following:

shel | > . /providers/net/bin/linux-i686/setup-net-provider

3. Follow the prompts, answering the questions as required.
The program will perform a test parse of the log file. Check that the results are as expected.
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5.

Once completed, confirm that the installation was successful and that the PaperCut NG application server is
now monitoring internet usage, continue reading at Section 15.3.3, “Verifying the Net Control service setup”.

15.3.2.3. Mac secondary server installation

15.3.2.3.1. Step 1: Copy the service files to the secondary server

The instructions differ depending on the operating system running on the primary server. Select the instructions
appropriate to your configuration.

If the primary server is running on Mac then:

Login to the primary server.

Double click the file: / Appl i cat i ons/ Paper Cut
NG provi der s/ net/ bi n/ mac/ cr eat e- secondar y- server - ar chi ve. command. This will create the file
net - secondary-server.tgz in your home directory. It contains all the files required to run the Internet
service on the secondary server.

On the secondary server, create a directory for the application. e.g. / Appl i cati ons/ Paper Cut NG

Copy the file net - secondary-server.tgz file from the primary to the / Appl i cati ons/ Paper Cut NG
directory on the secondary server.

On the secondary server open the Terminal application (e.g. a command prompt).
Extract the files by entering the following in the Terminal application:

$ cd "/ Applications/PaperCut NG
$ tar xzf net-secondary-server.tgz

Proceed to install and configure the service as described in Section 15.3.2.3.2, “Step 2: Install and configure the
service”.

If the primary server is running Windows or Linux then:

On the secondary server, create a directory for the application. e.g. / Appl i cati ons/ Paper Cut NG
Log on the the primary application server.

Copy all the files in in the [ app- pat h]/ provi der s/ net/ directory, into the / Appl i cati ons/ Paper Cut
NG on the secondary server.

On the secondary server, change the permissions on / Appl i cati ons/ Paper Cut
NG provi der s/ net/ bi n/ mac/ set up- net - provi der . conmand to make it executable.

Proceed to install and configure the service as described in Section 15.3.2.3.2, “Step 2: Install and configure the
service”.

15.3.2.3.2. Step 2: Install and configure the service

To install and configure the service:

1.

The secondary server requires that Java version 5.0 or higher is installed. If Java 5 is not already installed, the
installer is available from the Apple website at:
http://www.apple.com/support/downloads/java2se50release3.html.

On the secondary server, start the setup process by double-clicking on the file / Appl i cati on/ Paper Cut
NG provi der s/ net/ bi n/ mac/ set up- net - provi der . conmand

Follow the prompts, answering the questions as required.
The program will perform a test parse of the log file. Check that the results are as expected.
Once completed, confirm that the installation was successful and that the PaperCut NG application server is
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now monitoring internet usage, continue reading at Section 15.3.3, “Verifying the Net Control service setup”.

15.3.3. Verifying the Net Control service setup

First verify that the Net Control service is running. To do this:

Login to the admin pages of PaperCut NG
Navigate to the Internet section.

Look at the bottom of the page in the Internet Control Service Status section. This show the last status
message from the service and the time the status was last updated.

If the status text is The Internet Control service has never been started, then the service has
not started properly. If this is the case, recheck the settings as described above and try restarting the
application server and internet services as required. See Figure 15.9, “Example of Internet Control service
status when service is running.”.

If the service is not running, then the log files can be useful in diagnosing problems. The log file location
depends on the platform and whether the Internet Control service is running on the primary server or a separate
secondary server.

« Primary server (Windows) - [ app- pat h] \ pr ovi der s\ net\ | ogs\ net - provi der. | og

« Primary server (Linux/Mac) - [ app- pat h] / server/1 ogs/ server.| og

* Secondary server (Windows) - [ app- pat h] \ pr ovi der s\ net\ | ogs\ net - provi der. | og
e Secondary server (Linux/Mac) - [ app- pat h] / provi der s/ net/| ogs/ net - provi der. | og

Internet Control Service Status Sesvice status:

Displays the current status of the service monitoring the Running, waiting for more log data at ine number 177412 in file "/var/squidfaccess.bog”.
praxy log filss. This can assist debugging ksues with the
Internet monitoring service. If the status has not been .
recentl updated then this may indicate that the Intemet S T ST

Control service is not running. Aug 15, 2006 5:538:13 PM

Figure 15.9. Example of Internet Control service status when service is running.

If the service is running correctly then access the Internet using the proxy server and verify that the status
indicates that the service is reading the logs. This should be apparent because the current line number should
be increasing, and the status update time will update.

By default the service reports Internet usage to the Application server once a minute. Once this time has
elapsed the Internet Usage Log can be viewed and should include the recent internet usage. If this is the case
then the Internet Charging service is correctly monitoring the proxy logs.

15.4. Internet Control Settings

The Internet Control settings allow various aspects of the module to be configured. These include:

.

.

Internet usage costs
Domains and users that should not be charged for Internet usage
View the status of the Internet Control service that is monitoring the proxy log files.

15.4.1. Internet usage costs

PaperCut NG allows administrators to charge Internet usage for both data and time used. These charging models
are described in detail in Section 15.1, “How Internet Control works”. The setting screen allows these costs to be
defined.
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Internet Usage Costs
Data cost

Define internet usage costs on either a bandwidth $0.10, | permegabyte |v
basis, time basis, or combination,

Important: The proxy server should be comectly ~ ‘COSt per time interval _
configured before changing any settings. $0.05| | for eveny 15 minute block |

Charge for cached data
Charge sent data (upstream data)

Figure 15.10. Internet usage cost settings

The Internet usage costs are also affected by the other charging options available. These are described below.

Option name Description

Charge for cached data If this option is selected, the users will be charged for Internet usage when the
user accesses data that is stored in the proxy cache. Some organization choose
not to charge for cached data because this data does not cost them anything,
because no data was downloaded from the Internet.

Charge sent data (upstream data) If this option is selected, the users will be charged for Internet data sent from the
user to the Internet (this is known as upstream data). This will include data like
attachments uploaded to web-mail clients.

NOTE: That not all proxy server support reporting of upstream data (e.g. Squid).
If running one of these proxies, PaperCut NG will never charge or log upstream
data usage.

Table 15.1. Internet Control Cost Options

15.4.2. Ignored Domains and users

PaperCut NG allows administrators to define a list of domains and user that are not charged. It is common for
schools to encourage students to access educational resources on the Internet. An effective way of doing this is by
defining a list of domains that are PaperCut NG does not charge them for.

The domains listed in the ignored domain list will automatically match all subdomains of the given domain. For
example, entering nydomai n. edu will also ignore www. nmydomai n. edu and mai | . nydonai n. edu. To ignore all
educational domains the following line can be used: edu. This will not charge for accessing ww. myschool . edu or
www. ot her school . edu.

Tip

v
It is recommended that the entered domains do not include the www. (e.g. www. domai n. com,
because the www component is usually optional. Instead, it is recommended to just enter
donmi n. com
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Rules and Filters
Ignored users: (one entry per ing)

The system can be configured to ignore intemet use at admin

efther a user or domain level. Any access to any sites on the administrator

ignored domains kst are considered and hence not charged. AT
jason

matt

Ignored domains: (one entry per kne - myscheol.com wil match &l domains ending in myschool.com)
Ledy
.gav
google.com
wikipedia.com

Figure 15.11. Internet usage cost settings

Sometimes administrators like to define a list of users that are not charged for Internet usage. These accounts are
often administrator accounts, or other admin staff who do not require Internet usage quotas or monitoring. If a user
is in the ignored list then no Internet activity will be logged for that user.
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Chapter 16. Advanced Customization

PaperCut NG is an important part of network infrastructure at many thousands of organizations. Having the ability to
seamlessly integrate PaperCut into an existing network is important. There are a number of ways to ensure
end-users see the system as part of the network rather than an add-on. These include:

¢ Changing the URL or link on the User Client window

¢ Customizing the look and feel of the use web pages

¢ Using the PaperCut NG back-end data in other procedures such as custom reports

This section covers some of the customization options available within PaperCut NG. For general information about
the user client, see Section 5.2, “User Client”.

16.1. Customizing the User Client Tool window

The pc-client. exe program displays a small window highlighting the current logged in user's current account
balance. This window contains two links. One called Details that takes the user to the User Pages login. The other
defaults to the PaperCut Software website. The link to the PaperCut Software website can be replaced. Some
suggestions include linking to your organization's website or intranet site, or linking to a page containing your
organization's network usage policy. The logo used on the window can also be customized.

To change the link on the User Client window:

1. Login to the system as an administrator (e.g. the built-in admi n account).

2. Navigate to the Options section.

3. Scroll down to the Client software section.

4. Select the option Change link on client software.

5. Enter a Destination URL pointing to your new destination. The link should be a complete URL including the
http:// component. e.g. htt p: // www. myor gani zati on. com printpolicy. htm

6. Under Link text enter the text that should be displayed. e.g. Pri nt Pol i cy.

Press the Apply button to the right to apply the changes.
The next time the client tool is started on one of the workstations, the new link will be displayed.

¥ Change link on chent software

Dasstination URL

hittp: s myorganization. comyprintpolicy. him
Link text

Print Pabcy

Figure 16.1. Customizing the user client link

Figure 16.2. Customized user client link
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There are other configuration keys that allow an administrator to customize the user client for their organization. The
table below outlines all of the client customization config keys available. The value of these config keys can be
updated using the Config Editor. Please see Section 12.8, “Using the Config Editor” to find out how to change config

keys.

Config name Description

client.config.show-link Indicates whether the link at the top of the user client should be displayed. To
display set the value to Y, to hide set the value to N.

client.config.show-details-link Indicates whether the "Details" link that points to the user web interface is
displayed. To display the link set the value to Y, to hide set the value to N.

client.config.show-document-cost Determines whether to show the document cost to the user in print popup
notifications. To show the cost set the value to Y, to hide set the value to N.

Table 16.1. User Client Customization Config Keys

The logo used on the User Client balance window and the account selection dialog can also be customized by
placing a file called cl i ent - | ogo. png in the directory [ app- path]/client/[pl atform -the same directory
as the executable. The image must satisfy the following requirements:

e Comply to the PNG (Portable network graphic) format.

e A size of 64px by 64px.

« Display correctly on different background colors (make use of transparencies or alpha channels).

On the Apple Mac platform the process is a little more involved. The image needs to be placed inside the App
package at: PCCl i ent . app/ Cont ent / Resour ces. To access this directory, Option-click on the PCClient icon
and select Show package contents....

The user client can also be configured by passing command-line parameters to the program. This is described in
Section A.5, “User Client Options”.

16.2. Limiting the list of interface languages/translations

PaperCut NG has been translated into a number of languages. Some of these translations are complete and done
at an official level while others are partial and done by PaperCut NG users working in cooperation. Many of these
languages may not be appropriate for your environment and it may make sense to limit the list - the user selects the
language in the drop-down list on the web login screen. The list of available languages can be set by changing
config key | anguage. avai | abl e to a comma-separated list of ISO language codes. The list should be a subset
of:

cs,de,el,es,fi,fr,hu,it,ja,ko,nl,pt, sk, sv,zh_HK, zh_CN
For example setting | anguage. avai | abl e to en, de would limit the list to English and German only.
Please see Section 12.8, “Using the Config Editor” to find out how to change config keys.
16.3. Customizing the User web pages

16.3.1. Look & Feel

The user pages display information about the user's account and provide access to features such as
TopUp/Pre-Paid Cards. The visual design of these pages can be tailored to make them fit into the look and feel of
an existing internet or intranet site. This gives the pages an official look ensuring your users see the system as an
important part of your organization's network.
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Figure 16.3. A customized end-user web designed for St Mary's Anglican Girls School
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Figure 16.4. A customized end-user web designed for Williamstown High School

PaperCut Software International Pty Ltd offers a service where their developers will undertake design work based
on an existing website. If you would like assistance with the customization, please email the PaperCut Software
International Pty Ltd support team.

Organizations whose staff have good to advanced HTML experience may choose to customize the pages in-house.

The design of the user pages is controlled via HTML "include" files for the header and footer areas of the page, with
page styling controlled via Cascading Style Sheets (CSS). Placing the following files in the PaperCut NG directory
structure at [ app- pat h] / server/ cust onf web overrides page layout and style.

Filename Description

user.css If this file exists, the contents of user.css is included as an overriding
stylesheet. Styles in this file can be used to define fonts, colors and sizes.

header . i nc If the header include file exists, the HTML in the header area of the pages is
replaced with the contents of the file.

footer.inc If the footer include file exists, the HTML in the footer area of the page is
replaced with the contents of the file.

| ogi n-| ogo. png If this file exists, the logo on the web-based login page is replaced with the
supplied image. The file should be an image of size 250px by 64px in PNG
format.

Table 16.2. Files used to customize the user web pages
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Tip

Any custom content placed in [ app- pat h] / server/ cust onf web/, such as additional images, can
be accessed via a URL beginning with / cust onm’ . For example if a file named header. j peg is
placed in [app-path]/server/customweb/ it can be accessed via the URL
/ cust om header . j peg.

16.3.2. Login Instructions

Some organizations may benefit from providing additional login instructions to users. This can be useful for
explaining which username or password to use (in the case there are multiple logins or passwords at the site).

print CHARGES.

Pleate o4 in using your Active Directory
dormain login

Lisermame

Password

Language English o

[ Lagin
Figure 16.5. Login Page with custom instructions

A custom message may be displayed on the login page using the following config key:

Config name Description

display.login-instructions A message to be displayed on the login screen, above the username and
password fields.

Table 16.3. Custom login instructions config key

Please see Section 12.8, “Using the Config Editor” for more information about changing the value of config keys.
16.3.3. Custom Printer Maps for Web Print

A graphical map or other custom content may be used instead of the default printer selection list in the Web Print
wizard. For more information see Section 20.5.2, “Designing Printer Maps / Custom Printer Selection Lists”.

16.4. Customizing The Administration Web Interface
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The PaperCut NG administration interface can be customized according to the look of an existing internet or intranet
site. The available customizations are:

¢ Replace the existing administration logo

* Modify the styling of the administration pages using Cascading Style Sheets (CSS)

* Add an image of your choice to the right of the main administration logo

I8 PaperCut NG : Users ; Uses List - Moazilla Fi
File Edt View History Bookmarks Tools Help
1% PaperCut NG : Users : User List -

 PaperCut” % St#ays o
Gio Accounts  Printers  Reporis | Cards  Options op. Log || About £

1
Actions A3 User List
qQuick find: [ Go || Clear |

w Show Fiter

<<<l2za>

[S Done

Figure 16.6. Customized logo in the administration interface

W8 PaperCut NG : Users ; User List - Moailla Fi
Ele Edt View Higtory Bookmarks Tools Help
' % PaperCut NG : Users : User List

5 St dlary’s ruumesty PaperCut U o e oot

Aations 83 User List

Quick find: Ga Clear

w Show Fiter

€c<l2>>>

Username 4 Eull Name Balance Restricted Pages Jobs
&  adminstrator $10.00 Yes ] o
& s $10.00 Yes 0 [
& gquest $10.00 Yes ] ]
&1 hendrk $10.00 Yes 0 0
&  fson $10.00 Yes ] 0
& i $10.00 Yes 0 0
&  mat $10.00 Yes 0 o -

[/ Done

Figure 16.7. Customized look of the administration interface

The look of the admin interface can be customized by providing custom CSS, or logos. These can be customized by
placing the following files in in the PaperCut NG directory structure at [ app- pat h]/server/custonm web/
overrides page style, design and layout.

Filename Description

admi n. css This file will be included on each page in the administration interface as a
stylesheet, allowing the existing styles to be overridden. CSS in this file can be
used to override the default fonts, colors and sizes of various elements. CSS
overrides are an advanced topic so good knowledge of CSS and HTML will be
required to see results.

admi n- | ogo. png If this image exists it will be displayed to the right of the existing application
logo. The image must be in PNG format and for best results should be sized
250px by 42px. For best results, the file should be an image of size 250px by
42px in PNG format.

admi n- mai n- | 0ogo. png If this image exists it will replace the standard application logo in the top left
corner. Changing the standard logo will display a "Powered by PaperCut" image
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Filename Description

beside it. The image must be in PNG format and for best results should be sized
280px by 42px.

Table 16.4. Files used to customize the administration web pages

A sample admi n. css file is provided below. This sample changes the color of the top navigation tabs and
breadcrumb area.

/**

* Pal ette:

* #7C0225 - nmroon

*/

/* Breadcrunb */

#crunb {
border-col or: #700225 #7C0225 #000;
background-col or: #70C0225;

/* Top navigation tabs */

#mai nnav ul . tabList a:link,

#mai nnav ul . tabLi st a:active,

#mai nnav ul . tabList a:visited {
?order-top-col or: #70C0225;

/* Active top navigation tab */
#mai nnav ul . tabList a:link.activeTab,
#mai nnav ul . tabLi st a:visited. activeTab,
#mai nnav ul . tabLi st a:active.activeTab {
border-col or: #700225;
?ackgr ound- col or: #7C0225;

16.5. Customizing Report Headers

The standard PaperCut NG report header logo can be replaced with an alternate image. This can be used to include
an organization logo and address for example, which may be useful when attaching reports to customer invoices, or
just to make reports look more professional.

Joe's Widgets Group list

PO Box 123

Sometown
Group Initial Balance W sehedule Amound  Schedule Period
(ANl Uesrs] 24000 5 =0.00 Hons
Bulbdimg 201 21000 = 20.00 Hone
Cftics Staft 2100.00 Ho 50.00 Hona

Figure 16.8. Example custom report header usage

To use a custom report header logo, place an image at
[ app- pat h] / server/ cust omf web/ r eport - header . png. The image should be 250px by 80px in PNG format.

16.6. Data Access and Custom Reports

The default PaperCut NG installation stores data in an internal database. For the interested person, the database is
Apache Derby - an open source database written by IBM and based on their DB2 Cloudscape Database. The
internal database is optimized for embedded use, is very robust, ACID compliant and scales well. The internal
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database however is not designed for multi-application access. To access the data from an exteral source such as a
reporting program, you'll need to consider running PaperCut NG on an external database (RDMS) designed for
multi-user and multi-applicaiton user access. Common database solutions include Microsoft SQL Server, Oracle,
and Postgresgl. For more information see Chapter 19, Deployment on an External Database (RDBMS).

The PaperCut NG data structure is relatively simple and people with Crystal Report or SQL experience should have
no problems extracting data or written custom reports. Report developers should keep in mind:

¢ Only access the data in a read-only mode. Modifying data directly underneath the application may cause
unpredictable behavior.

« Always test any custom reports after an upgrade as the underlying data format may have changed. PaperCut
Software developers try to minimize data structure changes but they are expected to occur in major upgrades.

A database schema diagram can be found in the PaperCut NG knowledge base located at Database Schema
Diagrams [http://www.papercut.com/kb/Main/DatabaseSchema].

16.6.1. Plain Text Print Log

In addition to storing print log information in the database, a real-time, plain text log is also written into the directory:

[ app- pat h] / server /Il ogs/ print-Iogs

The log file is in a tab delimited format and a new log is created for each day. Files are named with the format
printlog_yyyy_mm dd. | og and files are archived for 30-days. The tab delimited file can easily be imported into
programs such as Microsoft Excel, Microsoft Access or other database.

Field Description

Field 1 Date in format yyyy- Mt dd\t h: nm ss a/ p

Field 2 Server Name

Field 3 Printer Name

Field 4 User who printed the document

Field 5 Account charged (usually the user's personal account but could be a shared
account)

Field 6 Client/Workstation Name

Field 7 Document name

Field 8 Total number of pages

Field 9 Total number of color pages

Field 10 Number of copies (this has already been used to calculate the total pages).

Field 11 Cost

Field 12 Duplex status

Field 13 Grayscale status (Color mode)

Field 14 Paper Size (e.g. Letter, Ad)

Field 15 Paper Height in Millimetres (divide by 24.5 for inches)

Field 16 Paper Width in Millimetres (divide by 24.5 for inches)

Field 17 Print job size in KB
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Field Description

Field 18 Printer Language
Field 19 Cost Adjustments (comma separated)
Field 21 Job Type (PRINT/COPY)

Table 16.5. Text print log file format

16.7. Automation and Scripting

PaperCut NG provides a detailed set of server commands and Web Services API's. These services may be used to
automate common operations and management tasks. Some examples of where an administrator may choose to
use scripting/automation include:

* Automate tasks such as backups and domain user/group synchronization.
« Integrate account creation and management into existing scripts or processes.
« Manage account balances and transactions outside the application.

The automation and scripting tools are written for software and script developers. It is expected that readers
intending on using these tools are comfortable with developing system management and server monitoring
programs.

The server - cormand and Web Services API's are included as standard with PaperCut NG. More information on
using these tools is detailed in Appendix A, Tools - database, server-command scripting, and APIs (Advanced) in
Section A.1, “Server Commands (server-command)” and Section A.3, “The XML Web Services API".

16.8. Custom User Directory Information Providers

PaperCut NG is a modern application designed with a modern architecture. It supports plug-ins and extensions at a
number of different levels. One such layer is the User Directory source. Organizations with very complex domains,
such as those seen in large universities, can be accommodated either with the standard options, or if the standard
options are not sufficient, via a custom plug-in.

For example, a University may have multiple domains, one running Active Directory and the other LDAP/NIS. A
custom plug-in could support this by first querying Domain A, and if the user is not found, the query Domain B via
LDAP. The PaperCut NG development team is happy to provide APl documentation and sample source code to
assist organizations with custom requirements.

For some working examples available in your current installation, look in:
[ app- pat h]/ server/bin/linux-i 686/sanbauserdir,
[ app- pat h] / server/bin/linux-i 686/ aut hsanba and [ app- pat h]/ server/bin/linux-i686/src/ .
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17.1. Introduction

PaperCut's advanced scripting interface is a powerful and flexible feature that can be used to define and fine tune
your printing policy. While there are many features that can be enabled by ticking checkboxes and changing options
in the admin interface, scripting your own behavior introduces a whole new level of customization.

The functionality made possible by scripting is varied and is constantly being extended based on customer demand.
Some common uses include:
« Displaying a popup message if a user forgets to select duplex on large jobs.

« Showing a dialog that displays environmental impact statistics about a user's print job such as the amount of
carbon dioxide equivalent greenhouse gases produced.

« Prompting the user to confirm large jobs before printing.
« Automatically routing large jobs to more efficient high volume printers.

All of the above is possible by writing a small script directly into a code editor in the admin interface. In fact, the
above functionality is a pre-built recipe ready to use.

Other usage examples include:

* Requesting job data/security classification.

¢ Giving discounts during off-peak times.

¢ Charging printing to departments during class-time.

« Displaying warning messages under selected conditions.
* and many, many more.

At a high level, advanced scripting provides the ability to:

« Adapt logic based on print job attributes such as cost, pages, document name, time, etc.

* Modify job attributes and behavior such as routing the job to another printer, influencing job cost and account
charged, and appending metadata such as comments.

« Interact with end users via client messages and pop-ups/dialog boxes.
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3 Print Information ==

" . :6 Print Information
= Microsoft Word - Annual Report.docx

Printing Policy Alert

Please use double-sided printing!

Did you know that this job will produce 2,498 grams of CO, equiv.?
This is equivalent to leaving a 60W bulb on for 157.2 hours!

You could halve this impact by printing double-sided. ‘9
Please consider canceling this job and printing again in duplex.

-------- 2.3 Cancel

Figure 17.1. Print Policy Pop-up (as implemented in the Print Policy Recipe)

17.1.1. Prerequisites

Writing print scripts brings many possibilities but also introduces the possibility that writing a buggy print script
results in unexpected behavior. Previous experience with scripting or programming is strongly recommended.
PaperCut NG does provide a number of tools to assist with script development, however, including:

* A mini JavaScript editor with basic error checking and syntax highlighting.

¢ Quick access to a code cookbook containing dozens of best-practice recipes.

« Pre-canned "code snippets" demonstrating the use of key functions.

« Simple debugging tools such as logging and runtime error reporting.
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Advanced Scripting

[¥ Enable print script

|:g Import Redpe ] Insert Snippet at Cursor & Share @ Help

actions.laog.debug ("Cheapest printer is: " + cheapestPrinter):

var Saving = inputcs=.job.co2C - cheapestlCost:
the uoer whe

fSax the SeI

var response = actions.client.prompt¥esWoCancel (

her to print on the cheapest printer.

=
"<homl>Printing chiz job on printer <b>""™ + cheapesctPrinter

+ "refhx will gostc <b3™ 4+ inputs.utils.formatCost (cheapsstloat) + "< b> ¢

+ Maavi a total of <b>»" 4 inputs.utils.formatCost (zaving) + "</b>.<br><br>"

+ PWould you like this job to be printed on «b»>'" + cheapestPrinter + "'"</b>?</html>"}:

if (responze == "CANCEL"™ response == "TIMEQUI™)

eX1tT The =cript

cancel e b and

actiona,.job.cancel () ;

Figure 17.2. The print script editor showing a sample script

All of PaperCut NG's advanced scripts are written using the world's most popular scripting language, JavaScript
(also known as ECMA-262 ECMAScript... apparently ;).

Note

Why JavaScript?

JavaScript was selected as PaperCut NG's scripting language after careful consultation with the
existing user base. JavaScript was the language common to system administrators across all
platforms (Windows, Mac and Linux). Its popularity in HTML programming also meant most
administrators already had extensive exposure to the language.

Internally PaperCut uses the Rhino scripting engine maintained by Mozilla.org, makers of the popular
Firefox browser. It is highly performant and allows PaperCut NG to leverage advanced scripting
without compromising system scalability. This is done using advanced techniques such as just-in-time
compilation.

17.1.2. How to Use Print Scripts

Print scripts are segments of code that are run whenever a new print job arrives in the queue. The script is defined
using the concept of a "hook". A hook is a JavaScript function (e.g. function printJobHook(inputs,
actions) { })thatis called for each new job. Your print script defines this method, its behavior and its actions.

Print scripts are defined via Printers — [select printer] - Scripting.

All scripts are defined on a per printer basis allowing each printer to have its own logic (although it is possible to
share/copy a common script between printers, see Section 7.3, “Copying Printer Settings”). Script code is entered
into the editor and once completed can be saved using the Apply button. Errors raised by the script are displayed
on this page.
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Tip

One good way of experimenting with print scripting is to apply your script initially on a test printer (or
fake print queue such as a print queue pointing to an unused LPT port). This will allow you to test and
experiment, and when the logic is right, copy/deploy across to other live printers.

Error messages are classed into two groups:

« Syntax errors - these are detected and displayed when a script is applied. The script will not save until all syntax
errors are addressed.

m The seript failed to validate, check the script syntax: unterminated string literal (printer-script#32)

l}; Printer Details: windows-server\Library Printer

Summany || Advanced Charging Fiters & Restrictions Scripting || Job log || Statistics |

Advanced Scripting

[¥ Enable print script

| [& Import Recipe | | L& Insert Snippet at Cursor | | % Share | | g Help

Tunccion printJobHook (inputz, actiong)

Figure 17.3. Example syntax error in a print script

« Runtime errors - these are errors that only occur when a script is executed for a print job. Runtime errors are also
listed on the Scripting tab in red. You may need to refresh the page to see runtime errors. Runtime errors are
also logged and can be found on the App Log tab.

'~ Printer Details: windows-server\Library Printer

| Summary || Advanced Charging Filters & Restrictions Seripting | Job log Statistics
Advanced Scripting

¥ Enable print script

This script did not run due bto an error, This script has raised an error 3 time(s),

Last Error:
Fab 19, 2010 5:05:26 PM
BError in "printdobHook" - ReferenceBrror: "noSuchfunction® is not defined. (printer-
scriptfl)

2 Import Recipe | | &) Insert Snippet at Cursor | | % share | | @ Help

function printJobHook[inputs, actions)
naduchFunccion () &

1
)
El !
4

Figure 17.4. Example runtime error in a print script

Where possible the error message will indicate the line number on which the error was found and the relevant line
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will be highlighted.

The best way to start out writing print scripts is to first experiment with some of the recipes. Try importing a recipe on
a test/non-production printer using the Import Recipe button. Recipes demonstrate best practice and should be
considered as a starting point for development of your own scripts.

&

Click import to replace the current seript with the selected one.

Color print jobs require user confirmation import

Calor printing is expensive so users shoud be encowraged 1o print in grayscale whensver they print in coler.
Mo confirmation is required for grayscale jobs.

"G0 Green" with environmental warnings import

If 3 uzer attempts to print & largs job, educate them with the organization’s "Go Green” inffative, The
messape dsplayed adapts fo the job's duplex s=thing.

Confirm jobs with a high number of pages |m§%:t
with many pages are asked via the dent ther they meant to print swch 3 larg
=m the apportunily to cancel, This can be users who forget 1o enler a page
and instead send the whole document,

Route the job to the cheapest compatible printer (least-cost routing) import

zation has & fleet of compatble printers, & ith different operatng This redpe caloulates
of the job on the candidate printers and re the job to the cheapest with the user's
confirmaton

Redirect color jobs to black & white printer with confirmation import

Calor printing is expensive so users shoud be encowraged 1o print in grayscale, When & job is colee prompt
the user to send the job to a grayscale print queue.

Figure 17.5. Importing a print script recipe

Code snippets are small code fragments that demonstrate how to use make best use of the scripting API (inputs,
functions and methods). Consider using shippets as a base for adding functionality to your script. Snippets are
inserted at the current cursor location and accessed via the Insert Snippet at Cursor button.
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N
Click insert to insert a code snippet at the cursor position.

Print job hook stub (starting point) insert
Check that job analysis is complete insert
Test number of pages i
Test if job is color
Test if job is duplex
Test job cost

Test job time (hour)

%5
insert
insert
insert
insert
insert

Test job time (day)

User Interaction

Send a message to the user's dient tool i

Figure 17.6. Importing a print script snippet

17.1.3. Tips for Print Scripts

Use snippets and/or recipes where possible. They are tested and demonstrate best practice.

Start out small and aim high. Don't try building your script all in one go. Write a bit, test, then move on. Large
scripts written in one go are hard to debug.

3. Always test your scripts! Just because a script compiles does not mean it is bug free. Take time to test your
script and exercise all logic paths. For example, if your script applies an action to jobs with more than 100
pages, test it by printing jobs that are both more and less than 100 pages.

4. Check all your scripts from time to time for runtime errors and/or enable error level event notifications to receive
an email when errors occur (see Section 12.5.2.3, “Error level event notifications”).

5. Take some time to explore the list of methods in the reference APl documentation (see Section 17.2, “Print
Script API Reference”). Knowing what is possible will open up ideas.

6. Use actions.log.debug() or actions.client.sendMessage() to assist with "print line" style
debugging.

7. If your scripts interact with end-users, perform some usability testing to ensure they understand your messages
and intentions.

8. Consider using HTML markup to pretty up your dialog messages (see the snippet titled Show a dialog with
HTML formatting).

17.2. Print Script APl Reference

Print scripts are segments of code that are run whenever a new print job arrives. The script is defined using the
concept of a "hook". A hook is a JavaScript function that is defined by you, the script writer. It is also commonly
referred to as an entry point or met hod. A number of print hooks (entry points) are available and each differ by the
point in the print workflow when they are called. For example, a hook early in the workflow has the ability to
influence behavior later in the flow, while scripts late will correspondingly have access to additional information that
would not be available earlier. In most cases the generic main hook will satisfy most requirements.
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Note

This API reference describing the all the properties and functions available to print scripts. Many of
these inputs and functions reference JavaScript objects (e.g. String, Boolean, Date etc.). A good
JavaScript reference will assist with making use of and formatting these objects. A good reference can
be found at the Mozilla Developer Center here:

https://developer.mozilla.org/en/Core_JavaScript_1.5_ Reference.

17.2.1. Script Hooks (Entry Points)

The available print hooks are:

Hook Description

print JobHook(i nputs, actions) This is the main multi-purpose hook and will be suitable for most situations.
Point of Call: Immediately before account selection popup displays.

Suitability: Most situations as all print job inputs and most actions are available.
Limitations:

« Can'tinfluence popup authentication behavior
» End-user account selection information is not available

print JobAft er Account Sel ecti onHook(i nputs, actions) This hook should only be used to perform actions that use the result of the
account selection popup (i.e. accesses
inputs.job. sel ect edShar edAccount Nane).

Point of Call: Immediately after account selection popup displays (or would
display if enabled).

Suitability: Only use when the result of the account selection is required.
Limitations:

« Can't influence account selection popup behavior (because it's already been
completed)

» Can'tinfluence popup authentication behavior

O her Hooks If you have the need for another hook (e.g. pre-authentication), please explain
your requirements to the support team. Your input can influence the
development of future scripting features.

Table 17.1. Print Workflow Hooks

All print job hooks have access to job, printer and user information and can perform a variety of actions that affect
the job processing. The scripts have access to these through the two function arguments:

¢ inputs - Read-only access to the print job, user and printer information.

e actions - Access to perform actions that can influence the job processing, e.g. to cancel a job or send a
message to the client software.

i nput s are read-only and any modification to variables will not affect the print job. All actions (also known as
side-affects) must be performed via the available act i ons. All available i nput s and act i ons are listed below.

17.2.2. Script Inputs
17.2.2.1. Job Info (i nput s. j ob)

Property/Method Description

inputs.job.date (date) The date/time the job was printed.
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Property/Method Description

i nputs.job. usernane (string) The username of the user that printed the job.

inputs.job. printerServer Nane (string) The name of the server the print queue is hosted on.

i nputs.job. printerNane (string) The printer name.

inputs.job.fullPrinterName (string) The full name of the printer including the server name, in the format
server\printer.

i nputs. j ob. docunent Name (string) The document name.

i nputs.job.isAnal ysi sConpl ete (boolean) Indicates that the print job has been completely analyzed. Before the
job analysis is completed, only basic job information is available (e.g. date,
username, printer, document name, client machine, etc). The detailed job
information like page counts, paper size, costs, etc are only available after
analysis is completed.

If scripts require access to the detailed information, they should only access

these once the job analysis is completed. This is achieved by placing the

following snippet at the start of the print hook function:

if ('inputs.job.isAnalysisConplete) {
return;

This snippet will exit the script if analysis is not complete. Once analysis is

completed the script will be called again and continue past this point.
inputs.job.isWbPrintJob (boolean) Determines if the job has been submitted by web print.
inputs.job.clientMchine (string) The machine name of the client workstation where the job was printed.

This may not be populated if the client machine name is not known.
inputs.job.clientIP (string) The IP address of the client workstation where the job was printed. This

may not be populated if the client IP address is not known.
inputs.job.clientMachi neO| P (string) The machine name or IP address of the client workstation where the job

was printed. If we know both the machine name and the IP address the

machine name will be returned.

i nputs.job. sel ect edShar edAccount Nane (string) The full name of the selected shared account. If no shared account is
selected the an empty string is returned ().

(Only available after the account selection is completed. i.e. from within the
print JobAft er Account Sel ect i onHook hook.)

inputs.job.total Pages (number) The total number of pages in the print job.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

i nputs.job.total Sheets (number) The total number of sheets of paper produced by the job.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

i nputs.job.total Col or Pages (number) The total number of color pages in the print job.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl ete is
true.)

i nputs.job.total Gayscal ePages (number) The total number of grayscale pages in the print job.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl ete is
true.)

inputs.job.isGayscale (boolean) Determines if the job is grayscale (i.e. contains no color).

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

i nputs.job.isCol or (boolean) Determines if the job is color (i.e. contains at least one color page).
(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)
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Property/Method Description

i nputs.job.isDupl ex (boolean) Determines job is duplex.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

nput s. j ob. cost (number) The cost of the job.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

nput s. j ob. copi es (number) The number of copies. The t ot al Pages attribute already takes the
copies into account.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl ete is

true.)

i nputs. j ob. spool Si zekKB (number) The size of the spool size in kilobytes (KB).
(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

inputs. job. paper Si zeNane (string) The paper size name (e.g. Letter, Tabloid, A4, A3).
(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

i nputs. j ob. paper Si zeHei ght M\M (number) The height of the paper size in millimetres (mm).
(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

i nputs. j ob. paper Si zeW dt hMWM (number) The width of the paper size in millimetres (mm).
(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

i nputs. j ob. envi ronment Bul bHour s (number) The amount of energy used by this job in terms of the number of

hours of use of a 60W light bulb.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is
true.)

nput s. j ob. envi ronment Tr ees (number) The amount of paper used by this print job in terms of number of
trees.

(Only available when job analysis is complete. i.e. i sAnal ysi sConpl et e is

true.)

i nputs. j ob. envi ronment G ans CO2 (number) The amount of carbon dioxide (C02) produced by this print job.
(Only available when job analysis is complete. i.e. i sAnal ysi sConpl ete is
true.)

i nputs.job. cal cul at eCost For Pri nt er (print er Nanme) Calculates the cost of printing this job on another printer. This can be used to

determine the "Least cost route” for this job. This returns the cost of the job.
Parameters:

e printerNane (string) - The name of the printer to calculate the cost of the
job for. This can be entered as server\printer or without the server
name. If the server name is ommitted it is assumed the printer is on the
same print server as the current job.

Table 17.2. Job Info Script Reference (i nput s. j ob)

17.2.2.2. User Info (i nput s. user)

Property/Method Description

i nput s. user. user nane (string) The username of the user that printed the job.
i nputs. user.ful | Name (string) The full name of the user that printed the job (if known).
i nputs. user. enai | (string) The email address of the user that printed the job (if known).
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Property/Method Description

inputs. user.office (string) The office of the user that printed the job (if known).
i nput s. user. depart nent (string) The deparment of the user that printed the job (if known).
inputs.user.restricted (boolean) Determines if the user is restricted. i.e. printing is denied when they

have no credit.

i nputs. user. bal ance (number) The user's current account balance.

i nputs. user.i sl nG oup(groupNane) Determines if the user belongs to the given group name (as defined on the
Groups tab). Returns t r ue if the user belongs to this group.

Parameters:

« groupNane (string) - The name of the group to check

Table 17.3. User Info Script Reference (i nput s. user)

17.2.2.3. Client Info (i nput s. cl i ent)

Property/Method Description

inputs.client.isRunning (boolean) Determines if the user who printed the job is running the user client
software. This can be used to adapt the script to handle when a client isn't
running. e.g. Only display a popup question when the client is running.

Table 17.4. Client Info Script Reference (i nputs. cl i ent)

17.2.2.4. Printer Info (i nput s. printer)

Property/Method Description

inputs. printer.serverNane (string) The name of the server where the printer is hosted.
inputs. printer.printerNane (string) The name of the printer.
inputs.printer.fullPrinterNane (string) The full name of the printer in format ser ver/ printer.
inputs.printer.isVirtual Queue (boolean) Determines if this printer is a virtual queue.
inputs.printer.isbDisabl ed (boolean) Determines if this printer is currently disabled.
inputs.printer.isStatusError (boolean) Determines if this printer is currently in an error state (e.g. paper jam,
offline, etc.
inputs. printer.statuslnErrorSince (date) The time when the printer went into this error state.
inputs. printer.statuslnError Seconds (number) The number of seconds since the printer has been in error.
inputs.printer.islnG oup(groupName) (boolean) Determines if the printer belongs to a particular printer group. Returns
t r ue if the printer belongs to this group.
Parameters:
* groupNane (string) - The name of the printer group to check.

Table 17.5. Printer Info Script Reference (i nputs. printer)

17.2.2.5. Utilities (i nputs. util s)

Method Description

inputs.utils.fornmatBal ance(anount) Formats the balance amount based on the server currency settings. Returns a
string.
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Method Description

Parameters:

« ampunt (number) - the amount to format.

inputs.utils.fornmat Cost (anmpunt) Formats the cost amount (e.g. a job cost) based on the server currency settings.
Returns a string.

Parameters:

¢ anount (number) - the amount to format.

inputs.utils.formatNunber (anount, deci mal s) Formats a number with the given number of decimal places. Returns a string.
Parameters:

* amunt (number) - the amount to format.
* deci mal s (number) - The number of decimal places to format.

Table 17.6. Utilities Script Reference (i nputs. utils)

17.2.3. Script Actions

17.2.3.1. Job Actions (acti ons. j ob)

Method Description

actions. j ob. addCommrent ( conment ) Appends a comment to the job. This will be logged to the database and is
available in the job logs and reports. If the job already has a comment (e.g. set
by the user with the advanced client) then this will append to the existing
comment.

Parameters:

» conmment (string) - The comment to add to the print job.

actions. | ob. set Cost (cost) Sets the cost of the print job. NOTE: If there are other cost adjustments
configured (e.g. user cost overrides), these may further modify the job cost later
in the job processing.

Parameters:

* cost (number) - The cost of the job. Must be greater than or equal to 0.

actions. j ob. cancel () Cancels the current print job so that it will not be printed. The script should
typically exit using r et ur n after cancelling the job.

actions. j ob. char geToPer sonal Account () Disables any client popups and account selection, and charges the job to the
user's personal account.

acti ons. j ob. char geToShar edAccount (account Name) Disables any client popups and account selection, and charges the job to the
specified shared account.

Parameters:

« account Nane (string) - The name of the shared account. If the shared
account is a sub-account then the account name must be provided in the
format par ent Nane\ subNane.

actions.job.redirect(printerNane[, options]) Schedules the job to be redirected to the given printer queue. The job is

redirected after it has completed processing (e.g. after print popups are
acknowledged, filters are run, and the job is released from the hold/release
queue).

NOTE: Jobs should only be redirected between compatibles printers (e.g. those
that support the same printer language and features). For more information see
Section 11.2, “Requirements For Job Redirection (Load Balancing or Find Me
Printing)”.

Parameters:

» printerNane (string) - The name of the printer to redirect to. This can be
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entered as server\printer or without the server name. If the server
name is ommitted it is assumed the printer is on the same print server as the
current job.

* options (object/dictionary) - An optional parameter defining the additional
options to the redirect command. Options include:

* recal cul at eCost (boolean) - Determines whether to recalculate the
cost based on the settings of the destination printer. Default: f al se.
Example 1: Redirect to a printer named “server\Fast Printer".

actions.job.redirect("server\\Fast Printer");

Example 2: Redirect to a printer named "server\Fast Printer", recalculating the
cost based on the cost settings of the destination printer.

actions.job.redirect("server\\Fast Printer",
{"recal cul ateCost": true});

actions. j ob. bypassRel easeQueue() Allows this job to pass through the queue without being held in a hold/release
queue.
actions. j ob. hol dl nRel easeQueue( [ node] ) Holds this job in a hold/release queue. If the nonde argument is ommitted the the

job will be held in "User-release” mode.
Parameters:

« node (string) - An optional parameter defining the release station mode. If
set to user-rel ease, the user can release the job. If set to
manager - r el ease, only an admin or print release manager can release
the job. Default: user - r el ease

actions. j ob. bypassFilters() Allows this job to pass through the queue without being denied by the
configured print filters/restrictions.

acti ons. j ob. changeDocunent Name( document Nane) Changes the name of the document that will be logged in the database.
Parameters:

* docunent Nane (string) - The new name of the document.

actions. j ob. changeUser (user nane) Changes the user associated with the job (i.e. the user will be logged as the
user that printed the job).

Parameters:

« user nane (string) - The username of the user.

acti ons. j ob. changePer sonal Account Char gePri ori t y(account Nanmes) Allows overriding which of a users' personal accounts to charge and in which
order/priority. This can be useful when a printer can only be used when credit is
available in a particular subset of user personal accounts (e.g. department
allocated quotas). Only those accounts listed will be charged for the job. If credit
isn't available in the listed accounts the jobs is denied.

NOTE: This is only valid when Multiple Personal Accounts is enabled. See
Chapter 27, Multiple Personal Accounts.

Parameters:
« account Nanes (array of strings) - the list of personal account names (as

configured in Options — Advanced.) in the order they should be charged.
eg.["Default", "Cash"]

Example: To allow the jobs to be only charge to the accounts "Science
Department" and "Cash" (in that order)

actions. j ob. set Per sonal Account ChargePriority(
"Sci ence Departnent”, "Cash");

actions. job. set Wat er mar k(t ext) Sets the watermark text for this job. Watermarking allows text to be added on
each printed page, e.g. the date and name of the user who printed the job.

Parameters:

« text (string) - the watermark text to add to each page of the job. The text |
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may include replacement variables such as "%user%" (replaced with the
username of the user who printed the job). An empty string will disable
watermarking for this job.

For more information about watermarking and the replacement variables that
can be used int ext see Section 7.12, “Watermarking/Job Annotation”.

Table 17.7. Job Actions Script Reference (act i ons. j ob)

17.2.3.2. Client Actions (acti ons. cl i ent)

The client actions allow a script to send messages to the user client and prompt the user for a variety of questions.
These require that the user is running the client software.

Method Description

actions. client.sendMessage( nessage) Sends a message to the user. This message is typically displayed as a task tray
popup on Windows. Unlike the prompt actions, the user does not need to
acknowledge the message to allow the job to print.

Parameters:

* nmessage (string) - the message to display to the user.

actions.client.pronpt OK(nessage[, options]) Prompts the user with the message dialog that displays an OK button. Returns
a string:

e "OK" -if the user presses the OK button.

« "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

* nmessage (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

* options (object/dictionary) - Options to change the behavior of the prompt.

For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”.

actions. client. pronpt OKCancel (nessage[, options]) Prompts the user with the message dialog that displays an OK and Cancel
button. Returns a string:

e "OK" -if the user presses the OK button.

e "CANCEL" - if the user presses the OK button.

« "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

* message (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

» options (object/dictionary) - Options to change the behavior of the prompt.

For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”.

actions.client.pronptPrintCancel (message[, options]) Prompts the user with the message dialog that displays a Print and Cancel
button. Returns a string:

e "OK" -if the user presses the OK button.

e "CANCEL" - if the user presses the OK button.

« "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

* message (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

* options (object/dictionary) - Options to change the behavior of the prompt.

For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”.
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actions.client.pronpt YesNo(nmessage[, options]) Prompts the user with the message dialog that displays a Yes and No button.
Returns a string:

* "YES" -if the user presses the Yes button.
e« "NO' - if the user presses the No button.
* "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

* message (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

* options (object/dictionary) - Options to change the behavior of the prompt.
For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”.

actions.client.pronpt YesNoCancel (nmessage[, options]) Prompts the user with the message dialog that displays a Yes, No and Cancel
button. Returns a string:

* "YES" -if the user presses the Yes button.

* "NO' -if the user presses the No button.

e "CANCEL" - If the user presses the Cancel button.

» "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

* nmessage (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

* options (object/dictionary) - Options to change the behavior of the prompt.

For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”.

actions. client. pronpt For Text (nmessage[, options]) Prompts the user with the message dialog that prompts the user to enter text,
and shows an OK and Cancel button. Returns a string:

« [user entered text] -ifthe users enters text and presses OK.

e "CANCEL" - If the user presses the Cancel button.

e "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

* nmessage (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

* options (object/dictionary) - Options to change the behavior of the prompt.
For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”. Additional options include:

« defaul t Text (string) - The text that will pre-populate the text entry field.

« fieldLabel (string) - The label displayed on the left side of the text
field. By default no field label is displayed, and the text-box fills the full
width of the dialog.

actions. client. pronpt For Choi ce(message, choi ces[, options]) | Prompts the user with the message dialog that prompts the user to select from
one or more choices from a drop-down list, and shows an OK and Cancel
button. Returns a string:

¢ [user sel ected choice] - The selected choice item.

* "CANCEL" - If the user presses the Cancel button.

e "TIMEQUT" - If the the user does not respond within the timeout period.

Parameters:

¢ nessage (string) - the message to display to the user. For information on
formatting messages see Section 17.2.3.2.2, “Client Prompt Message
Formatting”.

« choi ces (array of strings) - the list of choices to display in the drop-down
list. e.g.["Uncl assified", "Restricted", "Top secret”]

* options (object/dictionary) - Options to change the behavior of the prompt.
For the standard prompt options see Section 17.2.3.2.1, “Client Prompt
Standard Options”. Additional options include:
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Description

« defaul t Choi ce (string) - The default choice which is pre-selected for
the user. This must match one of the provided choices.

« fieldLabel (string) - The label displayed on the left side of the
drop-down box. By default no field label is displayed, and the drop-down
fills the full width of the dialog.

Table 17.8. Client Actions Script Reference (acti ons. cli ent)

17.2.3.2.1. Client Prompt Standard Options

All the client prompt options have an opti ons parameter to customize the prompt behavior. Some prompt types
have additional options, but all prompt types have the following options:

e di al ogTi tl e (string) - The title of the dialog.
« di al ogDesc (string) - The brief one-line description to complement the dialog title.

* hideJobDet ai |l s (boolean) - Used to hide the job details from the user. e.g. document name, printer name,
pages, cost, etc. Default: f al se - the job details are displayed.

e timeout Secs (number) - The number of seconds to wait for a response from the user. Once this time elapses,
the prompt method returns " TI MEQUT" . The default timeout is 5 minutes (300 seconds).

e questionl D(string) - Uniquely identifies a question for a given print job and script. Once a user has responded
to a prompt with a given quest i onl D, the result will be remembered and the user will not be prompted again for
this job. This is important as the print script may be called repeatedly if jobs are held awaiting prompts, popups or
are held in a release queue. If the questi onl D is not provided, the question ID is automatically generated
based on the prompt parameters (e.g. message, buttons, choices, etc).

The quest i onl Dis rarely required, only in the following cases:

« If the same prompt/question is required multiple times for a single script, and the user must answer each
time. Assigning a different quest i onl Dto each prompt will ensure that the user is re-prompted.

« If the message of a prompt changes with each call. e.g. if the message included the current time it would
change each time the prompt was called. This would cause multiple prompts to appear. Assigning a
quest i onl Dwill avoid this re-prompting.

* When performing validation of user-entered text from a text prompt in a whi | e loop. A unique questi onl D
should be assigned with each loop iteration, otherwise the user will not be reprompted and an infinite loop will
occur (PaperCut NG will detect this and cancel the script execution).

« fastResponse (boolean) - When setto t r ue PaperCut will enable fast response mode to retrieve the response
to the client prompt more quickly. This is only useful when displaying a sequence of prompts, and will cause the
next prompt to display more quickly.

IMPORTANT: This setting is only useful when displaying a sequence of prompts. Care should be taken when
enabling this option as it may cause increased load on the server.
17.2.3.2.2. Client Prompt Message Formatting
The client prompts allow the administrator to display a message to the user and ask for user input. The dialog
messages provide a subset of the most useful HTML formatting options. You can use them to make your message
stand out and grab the user's attention.
Plain text formatting:
To use plain text formatting simply provide a standard JavaScript string as the nessage parameter. To start a new

line, use the new line character \ n. e.qg.

actions.client.promptOK("First |ine\n\nSecond |ine");

261



Advanced Scripting

HTML formatting:

The dialogs messages HTML formatting that provides a large subset of the most useful HTML formatting options. So
you can get creative and make your message stand out and grab the user's attention.

To enable HTML formatting, surround the message text in <ht ml > and </ ht nl > tags. Below is a very simple
example that shows the word bold in bold.

actions.client.pronmpt OK("<htm >This is <b>bol d</b></htm >");

The client dialogs support many of the commonly used HTML features/elements including:

e Bold text - <b>

e Colored text - <span style='"color: red >

* Images-<ing src="http://host.conmimage.jpg >
¢ Line breaks - <br >

e Fontsizes-<span style='font: 14px' >

* Bulletlists-<ul >/ <li>

¢ Numberedlists-<ol > / <li>

e Horizontal rule - <hr >

The dialog below shows most of the formatting options outlined above. The code for this dialog is available in the
"Show a dialog with HTML formatting" snippet.

"% Print Job Notification e

4 ﬂ Print Joh Motification

g Confirm the print and select the print action

s &8 PaperCut

Above is a centered logo image,

This i & lorsg line of bext that will wrap around the screen. This is & long line of text that will wrap around
the soreen.,

Centered, Bold and Large

This is bold, red,BIG, big purple.

Harizonkal rule
Bullats:

® Ttem 1
® Ttem 2
» [tem 3

Mumbered:

1, Ttesn 1
Z, Item 2
3. Item 3
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Figure 17.7. Print Script Client Prompt with HTML formatting

Tip
To reference an image stored in the directory [ app- pat h] / server/ cust onf web/ ny-i mage. j pg
use the HTML:

<ing src="http://%C_SERVERY cust om ny-i mage. j pg' >

The special substitution variable %°C_SERVER% is expanded to the name and port of your active
PaperCut server.

17.2.3.3. Log Actions (act i ons. | og)

Method Description

actions. | og.info(nmessage) Logs an informational message to the App. Log.
Parameters:

* message (string) - the message to log.

actions. | og. war ni ng( message) Logs an warning message to the App. Log.
Parameters:

nessage (string) - the message to log.

actions. | og. error(nessage) Logs an error message to the App. Log.
Parameters:

nessage (string) - the message to log.

actions. | og. debug( message) Logs a message to the server's text-based log file
([ app- pat h] / server/| ogs/ server. | og). This can be helpful to diagnose
problems with print scripts.

Parameters:

* nmessage (string) - the message to log.

Table 17.9. Log Actions Script Reference (acti ons. | og)

17.2.4. Print Script Requirements (Advanced)

These notes are intended for advanced developers "pushing the limits" of print script functionality. All print scripts
must conform to the following technical requirements:

1. Timeouts: All scripts execution logic should complete within 5 seconds of CPU time. Failure to comply - say due
to an infinite loop - will result in the script terminating and raising a runtime error. Five seconds should be
adequate as even the most advanced example recipes complete within a few milliseconds.

2. Reentrant and Idempotent: All scripts should be reentrent - designed to be called multiple times for the same
job, each time producing the same result/behavior. For example your script will be called multiple times at
various stages of analysis and it's expected to provide the same output given the same input. Side-affects
based off logic other than the i nputs are not recommended. For example, logic based off the result of
Mat h. randon() would violate this principle.

3. New APIs: If you have a need for new APIs, please email the developers. We have a number planned such as
the ability to influence account selection popup behavior, options to store/persist attributes on users and
printers, exec external processes, and more layout options for dialogs. Please share your ideas!
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Chapter 18. Licensing and Support

This section describes how to install the PaperCut NG license you receive after purchase, and also provides
information about gaining support and assistance.

18.1. Installing a License

PaperCut NG licenses are issued as a digitally signed file. Installing the license file into the application enables the
software for use within your organization.

To install the license file supplied by your vendor:

1.

N o o s~ Db

Save the license file to your hard disk. Your desktop is a handy location. Files are typically named Paper Cut
NG [ orgnane] . | i cense.

2 [

There is no need to unzip the file. The file can be loaded into the system as supplied.

Log into the PaperCut NG administration interface.

Navigate to the About page.

Scroll down to the Register section and click the Browse... button.
Locate the license file saved in step 1 and click Open.

Click the Install license button.

Verify license information is correctly listed in the About page.

Note

The file supplied is simply a digitally signed and zipped text file containing your license information. It's
converted to ZIP format to minimize size. If you're interested in viewing the contents of the file, rename
the file to .zip and simply open it in any ZIP extraction utility.

If you have a question about your license or need assistance please email the PaperCut Software International Pty
Ltd technical support team and they will be more than happy to assist you.

18.2. Technical Support & Further Information

The PaperCut Software development team is always happy to assist customers with further technical questions.
Please feel free to contact us via email or phone. The development team may also be contacted via the live web
chat feature available on the PaperCut Software International Pty Ltd website at http://www.papercut.com/.

You may also find lots of other useful information in the Knowledge Base located at: http://www.papercut.com/kb/

The Knowledge Base is updated regularly and is a good place to start if your question is not addressed in this user
manual.
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Chapter 19. Deployment on an External
Database (RDBMS)

19.1. Overview

This section describes the process of running PaperCut NG on an external relational database, and describes why
an organization would choose to do this. By default PaperCut NG uses an internal database product known as
Apache Derby. This database engine was donated to Apache by IBM and was previously known as IBM
Cloudscape.

19.1.1. Why use an external RDBMS?

The internal PaperCut NG database is stable, scalable, self-maintaining and provides very good performance. For
this reason most organizations do not need to run PaperCut NG on an external database system. However there
are some good reasons to run PaperCut NG on an external RDBMS, including:

« Your organization has existing database infrastructure and would like to consolidate all applications on the same
database platform.

* Your organization has an existing database maintenance and backup procedure and would like PaperCut NG to
take advantage of this.

* People would like to use 3rd party reporting and analysis tools (like Crystal Reports) to view and analyze the
PaperCut NG database.

« Your organization is very large and requires the performance benefits of a dedicated RDBMS. This also allows
the database to reside on a separate server to PaperCut NG, which improves the system scalability.

19.1.2. Supported Databases
PaperCut Software International Pty Ltd supports the following external databases out-of-the-box:

¢ Microsoft SQL Server 2000/2005/2008 (either 32 or 64 bit)
¢ Microsoft SQL Express 2005/2008 (free from Microsoft)

« PostgreSQL 7.1+ (a free open source database)

« MySQL 5.0+ (a free open source database)

¢ Oracle 9.2+ (including the free Oracle Express Edition).

These databases were chosen to cater for the majority of our customers. For more information on supported
databases, see the External Database Support Policy [http://www.papercut.com/kb/Main/ExternalDatabases].

19.2. Upsizing to an External RDBMS

Upsizing to an external RDBMS is a simple process that should take approximately 15-30 minutes. The high-level
steps to upsize are:

* Backup the existing data.

e Create and initialize the new database.

« Load the backed-up data into the new database.
* Restart the application.

These steps are discussed in detail below.

This chapter also includes some sections that describe database specific configuration. See Section 19.3,
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“Database specific configuration” for more details.

@ Important

Each application server requires exclusive access to an external database. i.e. A single database
cannot be shared between more than one application server. If you are running multiple application

servers (e.g. a test and production instance), then each must have a separate database.

19.2.1. Step 1 - Stop PaperCut NG

To upsize to an external database the application server should be stopped. This allows the data to be backed up,

guaranteeing that all data is saved and ready to load into the new database.

The instructions to stop the application server can be found in Section A.6, “Stopping and Starting the Application

Server”.

19.2.2. Step 2 - Perform a backup of the existing data

Perform a backup of the database. This data will be loaded into the application in a future step. A detailed

discussion about backups can be found in Section 12.4, “System Backups”. To backup the database:

On the server, open a command prompt.
If running on Linux or Mac, use su or equivalent to become the identity of papercut. e.g.

Mac: sudo su - papercut
Li nux: su - papercut

Change (cd) to the server binaries directory. e.g.

W ndows: c¢d "C:\Program Fil es\ Paper Cut NG server\bi n\w n"
Mac: cd "/ Applications/ Paper Cut NG server/bin/ mac"
Li nux: cd ~papercut/server/bin/linux-*

Run the following command: db-t ool s export-db

The output of the above command shows the name of the backup file created. Take note of this because it will

be required in a future step.

19.2.3. Step 3 - Create a new database in the external RDBMS

This step depends on the external database you are using, and it is assumed that the administrator knows how to

create a new database. No matter what database is used the following steps must be performed:

1.

Create a new empty database for dedicated use by PaperCut NG. When creating the database make sure to
select the correct character encoding for your language. For SQL Server, the character encoding is set in the
Collation field on the new database screen. For other databases like PostgreSQL or MySQL it is recommended
to select a unicode character set (like UNICODE or UTF8) that allows all possible characters to be stored.

Create a new database user (and password) for the PaperCut NG to use to connect to the database.
Assign the appropriate permissions to the new user to give them full access to the new database (e.g.

permission to create/drop tables, and select/insert/update/delete in all tables).

@ | Important
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To use SQL Server you must ensure that SQL Server has the TCP protocol, and the server
authentication option is set to "SQL Server and Windows Authentication".

@ Important

The database user created for PaperCut NG should only have minimal set of permissions required for
the application. The user should have full permissions to create/drop tables and have full access to
any created tables. However, the user should not have permissions to access other databases
installed on the database server.

19.2.4. Step 4 - Change the PaperCut NG connection details
The next step is to configure PaperCut NG to connect to the new external database. To do this:

1. Onthe server, open the server config file:
[ app- pat h] / server/server. properties

in a text editor (e.g. Notepad).
2. Comment out the line:

dat abase. t ype=I nt er nal

by adding a # (hash) character to the beginning of the line.

3. Find the database connection details for the database type you require (e.g. SQL Server or PostgreSQL), and
uncomment the lines by removing the # (hash) characters.

4. Set the username and password used to connect to the database

dat abase. user nanme=[ your - db- user]
dat abase. passwor d=[ your - db- passwor d]

5. Set the database URL, which describes the location and connection details of the external database. See below
for details of the format of the database URLSs for different database types.

@ Important

If using Microsoft SQL Server, the username specified in the configuration settings is a SQL Server
database user, not a Windows user. This user needs to be created in the SQL Server and granted full
rights to the application database.

19.2.4.1. SQL Server Database Connection URL Format

The SQL Server URL format is:

jdbc:jtds:sql server://[server]/[database]
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The [ server] parameter is the name of the server running the SQL Server database, and must be resolvable from
the PaperCut NG server. If the SQL Server instance is running on the same machine then | ocal host can be used.

The [ dat abase] parameter is the name of the SQL Server database you created in Step 3 above.

When using SQL Server instances, the instance name is specified in the connection URL as follows:

jdbc:jtds:sqgl server://[server]/[database];instance=[instancenane]

19.2.4.2. SQL Server Express Database Connection URL Format

The SQL Server Express format is:

jdbc:jtds:sql server://[server]:[port]/[database]

The [ server] parameter is the name of the server running the SQL Server database, and must be resolvable from
the PaperCut NG server. If the SQL Server instance is running on the same machine then | ocal host can be used.

The [ port] parameter is the port the SQL Server Express edition is configured to listen on. For more information
on configuring SQL Express, please see Section 19.3.1, “Configuring Microsoft SQL Express”.

The [ dat abase] parameter is the name of the SQL Server database you created in Step 3 above.
19.2.4.3. PostgreSQL Database Connection URL Format

The Postgres URL format is:

jdbc: postgresql ://[server] /[ database]

The [ server] parameter is the name of the server running the PostgreSQL database, and must be resolvable
from the PaperCut NG server. If the PostgreSQL instance is running on the same machine then | ocal host can be
used.
The [ dat abase] parameter is the name of the PostgreSQL database you created in Step 3 above.

19.2.4.4. MySQL Database Connection URL Format

The MySQL URL format is:

jdbc:nmysql ://[server] /[ dat abase]

The [ server] parameter is the name of the server running the MySQL database, and must be resolvable from the
PaperCut NG server. If the MySQL instance is running on the same machine then | ocal host can be used.

The [ dat abase] parameter is the name of the MySQL database you created in Step 3 above.

@ Important

See Section 19.3.2, “Configuring MySQL” for specific instructions to configure MySQL.

19.2.4.5. Oracle Database Connection URL Format
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The Oracle URL format is:

jdbc:oracle:thin: @server]:[port]:[SID]

The [ server] parameter is the name of the server running the Oracle database, and must be resolvable from the
PaperCut NG server. If the Oracle instance is running on the same machine then | ocal host can be used.

The [ port] specifies the port number that the Oracle services are listening on. By default this is 1521.

The [ SI D] specifies the Oracle service identifier used to identify the database. The SID for Oracle Express edition
is XE.

@ Important

See Section 19.3.3, “Configuring Oracle (and Oracle Express Edition)” for specific instructions to
configure Oracle.

19.2.5. Step 5 - Initialize the new database

The next step is to initialize the new database, creating the required database tables and initial data. To initialize the
database:

1. On the server, open a command prompt.

2. If running on Linux or Mac, use su or equivalent to become the identity of papercut. e.g.
Mac: sudo su - papercut
Li nux: su - papercut

3. Change (cd) to the server binaries directory. e.g.

W ndows: c¢d "C:\Program Fil es\ Paper Cut NG server\bi n\w n"
Mac: cd "/ Applications/ Paper Cut NG server/ bin/ mc"
Li nux: cd ~papercut/server/bin/linux-i686

4. Run the following command: db-tool s init-db

A message will be displayed to indicate that the connection details are correct the database was initialized correctly.
19.2.6. Step 6 - Load the data into the new database
This step loads the data (that was exported in Step 2) into the database. To import the data:

1. Onthe server, open a command prompt.
2. If running on Linux or Mac, use su or equivalent to become the identity of papercut. e.g.

Mac: sudo su - papercut
Li nux: su - papercut

3. Change (cd) to the server binaries directory. e.g.
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W ndows: cd "C \Program Fil es\ Paper Cut NG server\bin\w n"
Mac: cd "/ Applications/PaperCut NG server/bi n/ mac"
Li nux: cd ~papercut/server/bin/linux-i686

4. Run the following command: db-t ool s i nport-db "backup file nane"
5.  This command will show progress importing the data.

If no errors occurred then the application is ready to restart.
19.2.7. Step 7 - Restart PaperCut NG
The data has now been moved to the new database and the server can be restarted.

The instructions on how to start the server can be found in Section A.6, “Stopping and Starting the Application
Server”.

Wait 30 seconds for the server to start, then log in to the admin console. If you can log in successfully, then the
upsizing process worked successfully.

19.3. Database specific configuration
This section includes database specific configuration for use with PaperCut NG.

19.3.1. Configuring Microsoft SQL Express

Microsoft SQL Express provides enterprise class database performance for free. However it does have some
limitations when compared to the full version of SQL Server. But these limitations are not likely to adversely affect
most PaperCut NG users. These limitations include:

¢ 4GB limit on database sizes

¢ Limited to only use 1 CPU

¢ Limited to only use 1GB of RAM

This section described how to configure Microsoft SQL Express edition for use with PaperCut NG. It is assumed that
SQL Server Express is already installed with the default configuration.

Once this configuration is complete, the database can be used with PaperCut NG by following the instructions in
Section 19.2, “Upsizing to an External RDBMS".

19.3.1.1. Enable TCP/IP connections

PaperCut NG uses TCP/IP to connect to the SQL Server database, but SQL Server Express does not enable TCP
support by default. To enable TCP/IP:

On the machine with SQL Express installed, open the SQL Server Configuration Manager.

Expand the SQL Server Network Configuration node on the left.

Select the Protocols for SQLEXPRESS node on the left.

Right-click the TCP/IP item on the right and select Properties.

On the General tab, change Enabled to Yes.

2 e o

On the IP Addresses tab, under the IPAIl node clear the TCP Dynamic Ports field. Also enter the port to listen
on in the TCP Port field. For example, 1450. Remember this port, because it needs to be used in the PaperCut
NG connection string.

~

On the OK button to save the changes.
Restart the Microsoft SQL Server Express service using either the standard service control panel or the SQL
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Express tools.

19.3.1.2. Enable SQL Server authentication

PaperCut NG requires SQL Server authentication to be enabled on the instance of SQL Express. To do this:

a s~ D E

On the machine with SQL Express installed, open the SQL Server Management Studio Express tool.
Right-click the instance of SQL Express to configure, and select Properties.

Select the Security section on the left.

Change the Server Authentication to SQL Server and Windows Authentication mode.

Restart the Microsoft SQL Server Express service using either the standard service control panel or the SQL
Express tools.

19.3.1.3. Create Database User

PaperCut NG requires a user to connect to the database. To create this user:

© N o g A~ wDdh PR

On the machine with SQL Express installed, open the SQL Server Management Studio Express tool.
Right-click the Security->Logins node, and select New Login ....

Enter the username (e.g. papercut).

Change the Server Authentication to SQL Server and Windows Authentication mode.

Enter the user's password.

Disable password expiration.

On the OK button to create the user.

After creating the PaperCut NG database assign this user db_owner permissions on the database, so that it
can create the required database tables.

To initialize the database, follow the instruction in Section 19.2, “Upsizing to an External RDBMS".

19.3.2. Configuring MySQL

MySQL is a free/open-source database solution that provides robust, proven and scalable storage at a great price.
PaperCut NG supports MySQL 5.0 and higher.

@ Important

PaperCut NG requires the use of the MySQL InnoDB table type, which provides full support for
transactions. Please ensure your MySQL database server is configured to support InnoDB (usually this
is enabled by default).

19.3.2.1. Database Driver

PaperCut NG does not ship with a database driver for MySQL because the MySQL licensing does not allow
redistribution of the driver. These drivers can be downloaded for free from the MySQL website as described below.

To download the required version of the driver:

1.

Visit the MySQL web site download page for the MySQL Connector/J product here:
http://dev.mysql.com/downloads/connector/j/.

Select the appropriate driver version (the latest version is best).
Download the driver package and unzip the contents to a temporary directory.
Find the driver JAR file, which is typically named nysql - connector-j ava- X. Y. Z-bin.j ar.
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5. Copy the JAR file into the [ app- pat h] \ server\ | i b- ext directory. This will allow PaperCut NG to find and
load the driver.

Once the driver is installed into PaperCut NG the standard upsizing procedure can be followed. See Section 19.2,
“Upsizing to an External RDBMS”".

19.3.3. Configuring Oracle (and Oracle Express Edition)
Oracle is a high-end database solution that provides a very robust and scalable data storage solution. And with the
release of Oracle Express Edition, it is available at no cost, but it does have some limitations that should not impact

PaperCut NG installations.

PaperCut NG supports Oracle versions 9.2 and higher. Oracle 8 (and earlier) are not supported because they did
not support the TI MESTAMP datatype required by PaperCut NG.

19.3.3.1. Database Driver
PaperCut NG does not ship with a driver for Oracle because Oracle does not allow us to redistribute the driver and
the recommended driver depends on the version of Oracle used. These drivers can be obtained from the Oracle
website as described below.

To download the required version of the driver:

Visit the Oracle web site here: http://www.oracle.com/technology/software/tech/java/sqlj_jdbc/index.html
Select the appropriate Oracle version.
Download the driver file for JDK 1.4 or later. The filename is usually called: oj dbc14. j ar

P owbd PR

Copy the downloaded file into the [ app- pat h]\ server\ | i b- ext directory. This will allow PaperCut NG to
find and load the driver.

Once the driver is installed into PaperCut NG the standard upsizing procedure can be followed. See Section 19.2,
“Upsizing to an External RDBMS”.
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Chapter 20. Web Print (Driver-less printing
via a web browser)

Web Print is a driver-less printing service that allows users to print by uploading documents from a web browser. No
client software or driver installation is required. Web Print provides a simple way to enable printing for laptop,
wireless and anonymous users without the overhead of installing printer drivers and managing server authentication.

The recent growth in popularity of laptops and other small devices such as NetBooks and smart phones is changing
the landscape of network printing. Where it was previously normal to only allow printing from in-house systems there
is now a growing need to support casual printing from user-owned devices. Providing users with information about
how to configure these devices can be inconvenient and complicated due to issues such as drivers and
authentication, and in some situations may not be possible at all.

Due to this complexity many organizations opt to simply disallow printing from user-owned systems. A common
workaround in these environments is for users to send themselves a document (e.g. via email, on a USB drive) and
print from an in-house system. Web Print works in a similar way: it allows a user to upload their file to an in-house
system (known as a Web Print server) and have this system perform the printing on their behalf.

With Web Print users are authenticated when they log into the PaperCut NG end-user web interface. Any
documents they upload can then be tracked against their user name. Users have access to the standard selection of
features normally available for in-house printing, including access to shared accounts.

User Workstation

3

Web Print System 1. User uploads document via a

or WM simple web interface

e - o5 Primary Server

= 2. Document is sent S,
to the Web Print 3. Web Print server prints document

system for on behalf of the user
conversion to a
print job

&

Printer

Figure 20.1. Web Print architecture overview

20.1. Key Features
Some of the key features of PaperCut's Web Print solution include:

« Simple wizard style interface, accessed from any web browser.

e Users authenticate with their regular (network / domain) logins.

« 100% web based. No drivers, client software, or browser plugins required.

« File uploads with progress indicator (in the style of GMail attachment uploads).

e Supports popular document formats including PDF, DOC/DOCX (and other Microsoft Office Word formats),
XLS/XLSX (and other Microsoft Office Excel Formats), PPT/PPTX (and other Microsoft Office PowerPoint
formats), and Microsoft XPS (XML Paper Specification).

« Users select printers from an auto-generated list or a clickable printer map, which can be designed or imported
using open standards and free software.
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20.2. Introduction to Web Print

Web Print works by accepting popular file formats and converting them to print jobs using common aeﬁlications.
This is done by orchestrating and controlling applications such as Adobe Reader ™ Microsoft Office and the
Microsoft XPS Viewer as background server-side tasks. Using this approach ensures that maximum print
compatibility and quality is maintained.

@ Important

Adobe Reader, Microsoft Office and XPS Viewer are not supplied with PaperCut. It is your
responsibility to purchase and conform to the licensing requirements of any third party software.

20.2.1. Supported Applications and File Formats

The following table lists the applications that Web Print may use to render uploaded documents into print jobs.
Before a file format can be accepted as an upload its supporting application must be installed.

Note that when running Web Print on Windows in simple mode Microsoft Office applications are not available due to
limitations in the applications. See Section 20.3, “Setting Up Web Print” for information about the difference between
simple and sandbox modes.

Application File Format(s)
Adobe Reader 9, Adobe Reader X (10) PDF

Microsoft Office Excel 2007, 2010 XLS, XLSX, etc.
Microsoft Office PowerPoint 2007, 2010 PPT, PPTX, etc.
Microsoft Office Word 2007, 2010 DOC, DOCX, etc.
Microsoft XPS Standalone Viewer (Essentials Pack) - For more information | XPS

please see Section 20.7, “XPS Viewer Installation Instructions”

Table 20.1. Web Print Supported Applications and File Formats

20.2.2. Security Considerations

Before setting up Web Print it is worth considering any security implications. Because Web Print allows any user
with access to the PaperCut NG user web interface the ability to upload a document for printing, it naturally
increases surface area for attack.

More specifically, security vulnerabilities that might usually be considered local because they are triggered by
opening a document in a Microsoft Office application or Adobe Reader can become a remote vulnerability. This is
because these same applications are used to render print jobs on the server after the user has uploaded their
document.

Much of the security risk can be mitigated through security best practice, such as regularly applying security updates
to the orchestrated applications. Organizations that are very security conscious may with to consider the sandbox
approach. Sandboxing the Web Print server provides an extra layer of protection/isolation.

20.3. Setting Up Web Print

Web Print may be configured in one of two possible modes: simple mode or sandbox mode.

Simple mode involves running the Web Print software on the same system as the PaperCut NG primary server. It is
the fastest and easiest way to get Web Print working.

Setting up Web Print in sandbox mode involves a sandboxed or virtualized system, isolated and dedicated to the
task of processing Web Print jobs. Sandbox Mode takes a little more time to configure but offers several
advantages, including improved security and more supported formats.
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Primary Server Type Simple Mode Sandbox Mode

Microsoft Windows Yes (PDF only) Yes. All formats supported
Apple Mac Yes (PDF only) Yes. All formats supported
Linux running CUPS Yes (PDF only) Yes. All formats supported
Novell OES Linux No. Simple Mode not supported Yes. All formats supported

Table 20.2. Web Print Setup Options (by platform)

20.3.1. Simple Mode Setup

Simple mode involves running the Web Print software on the same system as the PaperCut NG primary server. It is
the fastest and easiest way to get Web Print working. It is suitable for testing Web Print functionality or where only
PDF support is required.

In simple mode the Web Print software runs as a service (background process or daemon) that is responsible for
watching a directory for documents (e.g. PDFs) submitted by users. When a new document is detected the
background process opens the document and prints it. The service runs as a user that has rights to open the
application and access print queues.

20.3.1.1. Web Print Simple Mode Setup for Windows Servers (PDF Only)

This section describes how to configure Web Print on the same Windows system as the PaperCut primary server.
This is the fastest and easiest way to get Web Print up and running on a Windows system. Due to the inability of
Microsoft Office or XPS Viewer applications to run as a system service, these file formats are only available on
Windows when Web Print is configured in sandbox mode. See Section 20.3.2, “Sandbox Mode Setup” for more
information.

Install the latest version of Adobe Reader [http://get.adobe.com/reader/] on the system running PaperCut NG.

The PaperCut NG Web Print server needs to run under a user account so that it has permission to access
printers and use the locally installed Adobe Reader.

a. Create a new user account called webpri nt (or equivalent). If it is not possible to create a domain user or
the system is not a member of a domain then create a local user account instead. The password for this
account should be set to never expire. At a minimum this account needs access to the printers and the
ability to run local programs.

b. Test Adobe Reader as the webpri nt user: Log into the PaperCut primary server as the newly created
account. Open a number of different PDF files in Adobe Reader and print to several different printers,
ensuring that all works as expected. IMPORTANT Make sure you permanently acknowledge any license
agreement and customer experience program dialogs during this process.

c. Test that the user has write access to [ app- pat h] / server/ dat a/ web-pri nt-hot-fol der/, e.g. by
creating a new empty text file in that folder.

d. Log in as an administrator level user again.

Open the Windows Services dialog (Start - Control Panel . Administrative Tools - Services).
e. Right-click the service named PaperCut Web Print Server and select Properties.

f.  From the Log On tab select This account: and enter the credentials for the newly created webpri nt
service account.

g. From the General tab change the Startup type to Automatic.
h. Press Apply.
i. Press Start to start the service.
3. Log into the PaperCut NG admin interface and navigate to Options - General - User Features.

In the section titled Web Print Server ensure that the Status is OK. If the status indicates an error see
Section 20.6, “Troubleshooting Web Print Problems” for assistance.
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¥ allow users to view shared accounts balances

] Enable Web Print (allow users to uplads documents for printing)

Mate: The "Web Print’ aption must be enabled on printers befare they will be availshls

—Web Print Server
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Figure 20.2. Web Print Server status OK

5. The Web Print setup is now complete and ready for testing. Continue at Section 20.4, “Web Print Testing and
Feature Tour” to test printing and functionality.

20.3.1.2. Web Print Simple Mode Setup for Mac and Linux Servers (PDF Only)

Web Print Simple Mode supporting PDF documents is enabled and configured by default on Mac and Linux systems
(running CUPS). No additional configuration should be required. To confirm that everything is configured correctly,
check the Web Print Status section under Options — General — User Features. The status should be listed as
OK. The Web Print option will also need to be enabled on at least one printer. If there are any status issues, or if
basic Web Print testing produces some errors, please consider these limitations/requirements:

« The printers targeted for use in via Web Print must be configured as print queues on the Primary PaperCut
Server.

e The printers (as setup on the server) must have working compatible drivers.

e Linux: The Primary Server must be running CUPS version 1.2 or higher.

e Administrators may find the following log file useful in diagnosing issues:
[ app- pat h] / provi ders/web-print/[platforn]/| ogs/web-print.|og

Simple mode for Novell OES Linux and iPrint is not available. Novell OES users should implement the Sandbox
Mode (following section).

20.3.2. Sandbox Mode Setup

Sandbox mode is different to simple mode in that the Web Print software runs as a standard GUI application on a
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dedicated Windows system (often a virtual machine). The dedicated system is configured to be always logged on
and running the Web Print software. This software watches a mapped network share hosted on the PaperCut
primary server for the arrival of new documents submitted by users. These documents are then opened in the
appropriate application and printed.

Sandbox mode takes a little more time to configure but offers several advantages, such as support for Microsoft
Office formats and improved security. Improved security is gained by opening and printing documents on an isolated
system, separate from the PaperCut primary server, with the only connection between the two being via a simple file
share / mapped drive.

Prerequisites:

A dedicated, standalone, cleanly installed system or virtual machine.
Windows operating system (suggested: Vista or XP).

Adobe Reader 9 (English US)

Microsoft Office 2007 (to support Office formats)

Microsoft Standalone XPS Viewer / XPS Essentials Pack (to support Microsoft XPS) - download here
[http://www.microsoft.com/downloads/details.aspx?FamilylD=b8dcffdd-e3a5-44cc-8021-7649fd37ffee]

To set up Web Print in Sandbox Mode:

@ Important

If you were previously running Web Print in Simple Mode you will need to disable its service. l.e. on the
primary server, stop the service Paper Cut Wb Print Server and set the Startup type to
Disabled.

Set up a new virtual machine (e.g. using VMware Server [http://www.vmware.com/], Microsoft Virtual Server
[http://iwww.microsoft.com/windowsserversystem/virtualserver/] or VirtualBox [http://www.virtualbox.org/]) or a
standalone system (e.g. a dedicated desktop PC). This system will house the Web Print server software and
any required printing applications, and will be termed the Web Print server.

This system does not need access to all network resources, but will need access to printer shares and the hot
folder share (created in step 6).

@ Important

Ensure that the system clocks on the primary server and the web print sandbox are synchronized
to a common clock. Time differences between these systems may cause problems with the web
print system.

Create a new user account called webpri nt (or equivalent). The password for this account should be set to
never expire. At a minimum this account needs access to the printers, the ability to run local programs and the
ability to access the hot folder share (created in step 6).

Log in as the webpri nt user. Add print queues for the printers that should be made available to users via Web
Print. The print queues should be added in the same way that they would be added to a workstation. They
should point to the print queues hosted on the print server, i.e. a Network Printer mapped to
\\server\ printer-share. Itis important that the jobs pass via the queue on the server - do not add a Local
Printer. You should also use add the printers using the print server's machine name and not an IP address.

Install one or more of the applications listed in Table 20.1, “Web Print Supported Applications and File
Formats”. The applications installed will determine which file formats are available to users for upload and
printing.
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As the webpri nt user, open a file in each of the installed applications and print to several different printers,
ensuring that all works as expected. IMPORTANT Make sure you permanently acknowledge any license
agreement screen, initial-run wizard, or customer experience program dialog during this process.

Tip

When installing Microsoft Office applications choose all optional components for installation. This
will prevent printing issues occurring due to missing components.

@ Important

When installing Adobe Reader X (version 10) you will need to ensure that Adobe Reader X's
Protected Mode is disabled. This feature prevents the automated submission of print jobs.

Disabling Adobe Reader X's Protected Mode is done by navigating to Edit — Preferences -
General Category and then unchecking Enable Protected Mode at startup as shown below.

Preferences E|
Catogaries Basx Todls
Commenting [Tuse singie-key accelerators to access tools
DoCUnSAee 1 [¥] Create links from URLs
[ IMake Ha toolsslec text & images
Page Ty [Z]Make Hend tool read articles

[(IMake Hand tool use mouss-wheel 20oming
30 & Multimeda [Itake Sedect tocl select images before text

Accessbiity

Farms [luse Fesed resohution for Snapshek toolmages: |72~ pixelsfinch
Idantiy

Intermationsl

Tnkernet Warnings

Jawascript ]t not show adk warnings Reset All Warnings
Measuring (25}

Measuring (30)

Mg (5a) 1essages from Adsbe

Multimedia (lsgacy) [#] Shaw me messagas when [ launch Reader

:1:;22::..{;: legacy) [C]Dont show messages while viewing a document

Readng

i Acplcation Startup

Secuity [Jshow spiash screen

Securky (Enhenced) Elss oripouttid phihes.  Cirartly b Cartiied Plode: Yes

Speling

Tracher

Trust Manager

Urits z

R [ create Pratected Mode log fie

Select Defaut POF Hander

Figure 20.3. Modifying Adobe Reader X's Protected Mode

5. Configure the Web Print server to automatically log in as the webpri nt user on startup. This system will
permanently stay running and logged in as this user.

« Automatic logon for Windows Vista
[http://windowshelp.microsoft.com/Windows/en-US/help/e224c60c-0708-48ba-ae97-fcdaddb3dd9d1033.mspx]
¢ Automatic logon for Windows XP [http://support.microsoft.com/kb/315231]

6. The primary server and the software on the sandboxed Web Print server communicate via a standard network
file share. On the PaperCut primary server, share the folder at
[ app- pat h] \ server\ dat a\ web- pri nt-hot -f ol der\ and name the share PCWebPri nt. The hot folder
facilitates communication between the primary server and the Web Print server.

Adjust both the Sharing and Security (NTFS/file) permissions of the PCWebPri nt share to allow the
webpri nt user read and write access.

7. Login to the Web Print server as the webpri nt user. Map the W drive to the PCWebPr i nt share. Ensure that
the option Reconnect at logon is selected when mapping the drive.
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8.

10.

11.

12.
13.

Test that the file share can be accessed and written to from the Web Print server (e.g. by creating a new text
file on W). It is also recommend to test in the other direction as well and confirm that files created on the
primary server in the folder web- pri nt - hot - f ol der be opened/seen from the Web Print server.

Run the main PaperCut NG installer on the Web Print server and select the Web Print server installation
(sandbox mode) install option.

Configure the webpri nt user to run [ app- pat h] \ provi der s\ web- pri nt\wi n\ pc-web-print. exe at
login (e.g. by adding a shortcut to the user's St ar t up folder).

Reboot the system. Ensure that the system automatically logs in as the webpri nt user when it starts up, and
that the PaperCut Web Print dialog is displayed shortly afterwards.

[ 2.3 PaperCut Web Print =) °

Status: Running. Waiting for new web print jobs ...

t case this window or logout from this system. This apolication is required to
Print jobs.

Figure 20.4. The PaperCut Web Print dialog

See Section 20.6, “Troubleshooting Web Print Problems” for assistance if the dialog indicates an error.
Log into the PaperCut NG admin interface and navigate to Options — General — User Features.

In the section titled Web Print Server ensure that the Status is OK. If the status indicates an error see
Section 20.6, “Troubleshooting Web Print Problems” for assistance.
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¥] allow users to view shared accounts balances

] Enable Web Print (allow users to uplads documents for printing)

Mate: The "Web Print’ aption must be enabled on printers befare they will be availshls

—Web Print Server

Status: 0. Heady, waiting for new joba.

e

FGAST ALLIVILT: SFf0 2, Z00d ILrTsn s An
Running on: WEE-ERINI-VH
Version: 9.5.0.8625

Maximum document/file upload sze: 100 MB
] Only allow wpkads from users in this group:

Alowed usar IP addresses

{a comma separated list of IP addresses)

Introductory message:
Web Print is a service to enable printing for
laptop, wireless and unauthenticated users
without the need to install print drivers

Display Options

| Displey currency sign

Figure 20.5. Web Print Server status OK

14. The Web Print setup is now complete and ready for testing. Continue at Section 20.4, “Web Print Testing and
Feature Tour” to submit a test print job and test functionality.

20.4. Web Print Testing and Feature Tour

This section covers the usage and main features of Web Print. For detailed configuration see Section 20.5, “Web
Print Configuration”.

1. Log into the PaperCut NG user interface and click the Web Print link in the navigation menu.

|
Summary
Rates w
Redeem Card W
Transfers ins
Transaction History Ac

Recent Print Jobs

Jobs Pending Release !

Logout

Figure 20.6. Web Print link in the user interface
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2. The front page contains a list of active and recently submitted Web Print jobs for the logged in user. At first the
list will be blank. Later the list will show the status of submitted jobs.

Web Print

Web Print is a service to enable printing for laptop, wireless and unauthenticated users without the need to
install print drivers.

Active Jobs

[ [swmnrino———Jrrmor—Joocomonename ————JragosJcomr [ st |

No active jobs

Submit a Job >

Figure 20.7. The front Web Print page before any jobs have been submitted

The message at the top of this page may be customized, e.g. to include site specific information or other details
that users may need to know. See the Introductory message option in Figure 20.15, “Web Print settings in the
admin interface”.

Web Print

Web Print is a service to enable printing for laptop, wireless and unauthenticated users without the need to
install print drivers.

Artive Tnhs

Figure 20.8. Customizable Web Print introductory message

The administrator may restrict access to the Web Print feature by group, by IP address/range or disable the
feature entirely. See Section 20.5.3, “Advanced Web Print Configuration” for details.

3. Click Submit a Job to start the Web Print wizard.

4. The first step of the Web Print wizard is selecting a printer. This is the printer that the uploaded document will
print to.

Web Print 2. Options | 3. Upload
Quick Find:
2 linux-server\Office MFP Mathe department staff room
~' mac-server\Wide Format Printer Graphic design
* windows-server\Library MFP Library foyer
@ windows-serveriLibrary Printer Library internet area
« Back to Aclive Jobs [ 2 Print Oplions and Account Selaction »
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Figure 20.9. Web Print wizard step 1: list of printers available for Web Print

The printers available for Web Print are chosen by the administrator. See Section 20.5, “Web Print
Configuration” [285] for details.

The printer list may be replaced with a clickable map or other custom content. See Section 20.5.2, “Designing
Printer Maps / Custom Printer Selection Lists” for details.

Tip

Web Print works great in conjunction with hold/release queues and Find Me Printing (print job
redirection / load balancing) .

After selecting a printer the second step is to select the print and/or account selection options. Most users will
simply see an option to select the number of copies to print:

Web Print 1. Printer 3. upload
Options
Copies: 1
« 1. Printer Selection 3 Upload Document =

Figure 20.10. Web Print wizard step 2: selecting the number of copies for a Web Print job

The maximum number of copies a user may submit is configurable via the user. web- pri nt. max- copi es
config editor key. See Section 20.5.3, “Advanced Web Print Configuration” for details.

Users with print account selection options (i.e. users who are using an account selection popup) will see
additional options on this page, equivalent to what they would see on their popup:
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Web Print i 2. Options

Options
Copies: 1
Account to Charge

' Charge to my personal account
@ Charge to shared account

Account iSelectthe shared accountto charge .. I=]

= _ Harvey Pianos Inc.\Design -
- Charge to shared 2 Harvey Pianos Inc\Distnbuter contacts
PIN / Code |Hamvey Pianas Inc\Genersl
Harvay Pianos Inclintellectual praparty
Lotek Elecironics

- - Lotek ElecironicslAudit f
[ # 1 Printer Salechion || ptek Elecironics\EPA compliance 3 3, Upload Document » ]

Lotek Electronics|General

Lotek Electronics)Intallectual praparty
Skymnet
SkyneflAntiGrav Engine Licensing -

SkynefiArificial Intelligence Righis e
e ——. et Rrhas snd Rlackemail L e— e e -

Figure 20.11. Web Print wizard step 2: account selection options

Note

The developers hope to be able to support grayscale and duplex print options in the near future.

After selecting the print options and/or account selection settings, the third and final step in the Web Print
wizard is to upload a document to print. This page lists the applications and associated file extensions that are
supported.

Web Print 1. Printer = 2. Options RIS

Select a document to uplead and pnnt
Browse._

The following file formats are allowed:

Microsoft Office Excel wam, xls, xlsb, xlsm, xlsx, xltm, xdtx

Microsoft Office PowearPoint  pot, potm, potx, ppam, pps, ppsm, ppsx, ppt, pptm, pptx
Microsoft Office Word doc, docm, docx, dot, dotm, dotx

PDF pdf

= 2 Print Options [ Upload & Complate = |
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Figure 20.12. Web Print wizard step 3: upload a document

If a supported application/file extension that is listed in Section 20.2.1, “Supported Applications and File
Formats” is not shown on this page but you expect that it should be, see Section 20.6, “Troubleshooting Web
Print Problems” for assistance.

Once a document has been selected and Upload & Complete » is pressed the file will begin uploading to the
server.

Web Print 1. Printer = 2. Options eSS

Select a document to uplead and pnnt

C\Users\tom\DaskioplF | Browse. || [TTTTIT]

« 2. Print Oplions

Figure 20.13. Web Print wizard step 3: document upload in progress

The maximum file size a user may upload is configurable, with a default of 100MB. See the option Maximum
document/file upload size in Section 20.5.3, “Advanced Web Print Configuration” for details.

7. Once the document upload is complete the user is returned to the front Web Print page. The table now displays
the status of the user's job. The status will change to indicate the progress of the job from rendering to printing,
and job details such as cost and number of pages will be populated when known. The user may stay at this
page to track the status of the job or navigate away / close their browser - the job will not be affected.

Active Jobs
#* Jun 19, 2009 12:32:09 PM  WinZ003\HP Laserlet SMP Praject.doc: Submithing
Jun 15, 2009 12:29:49 PM  print-servariLlibrary - Lasar 1 Latbar 1 63 %6.30 SLID.':\QS'EfLI“'}.-' quel_led for urinting

Submit a Job »

Figure 20.14. List of active Web Print jobs

At this stage the PaperCut application server accepts the uploaded document and sends it to the Web Print
server. The Web Print server renders the document into a print queue by automatic the process of opening the
application (e.g. Adobe Reader) and printing to the target printer.

20.5. Web Print Configuration

Administrators must nomininate which printers are available for use with Web Print. Smaller organizations may wish
to make all printers available. Larger organizations may wish to restrict to a subset, e.g. limiting access to printers
located in public areas. A printer may be enabled for use with web print via Printers - [select printer] -
Advanced Configuration - Enable Web Print (users may upload documents to print).
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Tip

To easily enable all printers for use with Web Print:

1. Select Enable Web Print functionality on the [Template printer].
2. Copy the setting to all other printers using Copy settings from printer to printer.

General Web Print configuration settings can be found in the admin interface at Options - General - User
Features.

¥ Alow users to view shared accounts balances
-
¥ Enable Web Print (allow users to uploads documents for printing)

Note: The Web Print’ option must be enabled on printers befiore they will be availsble
Web Frint Server
Status: 0. Ready, waiting for new joba.
Last Activity: Sep 4, 2009 11:46:25 AM
Running on: WEEB-BRINI-VM
Version: 9.5.0.8625

Maximum document/file uplad size: 100 MB
] only allow wploads from usars in this group:

Alowed user IP addresses
(a comma separated list of IP addresses)

Introductory message:
Web Print is a service to enable printing for
laptop, wireless and unauthenticated users
without the need to inscall print drivers

. A
Display Options
¥ pt ¥| Disply currency sign

Figure 20.15. Web Print settings in the admin interface

Setting Description

Enable Web Print (allow users to uploads documents for printing) When enabled a Web Print item will appear in the navigation menu of the user
web interface, and users will be able to use Web Print functionality. When
disabled this item will not be visible and Web Print functionality will not be
available to users.

Maximum document/file upload size If a user uploads a document greater than the specified size (in MB) their
upload will be rejected.

Only allow uploads from users in this group This option may be used to restrict Web Print access to a particular group of
users. When this option is enabled users not in the specified group will not see
the Web Print item in the navigation menu.

Allowed user IP addresses This option may be used to restrict Web Print access to a select IP address
range. For example, access might be limited to systems on a wireless network
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Setting Description

(i.e. force users on the wired network to use standard print queues).

Address ranges may be entered in the format: 1. 2. 3. 0/ 255. 255. 255. 0.

Introductory message This message appears on the first page after a user clicks the Web Print item,
and can be used to explain the service, offer site-specific advice or other
information to assist the user.

HTML is supported, e.g. <p> tags may be used to start a new paragraph, or an
<a>tag may be used to provide a link.

Table 20.3. Web Print Settings

20.5.1. Print Options for Web Print Jobs

The print options selected during the Web Print wizard are currently limited to the number of copies to print. Other
print options such as grayscale, duplex, paper size etc. are selected based on the default options on the print
queue.

If it is important to provide the user with a print option choice, e.g. when the same printer has trays for Letter and
Legal paper, two print queues may be created and set up with different default settings. E.g. one print queue called
Library Printer (Letter) that defaults to the Letter size and tray, and a second print queue (pointing to the
same physical printer) called Li brary Printer (Legal) that defaults to the Legal size and tray.

Note

The developers hope to be able to support grayscale and duplex print options in the near future.

20.5.2. Designing Printer Maps / Custom Printer Selection Lists

Part of the Web Print wizard involves selecting the target printer from a list. This is fine most environments, but
organizations with many printers or large sites may prefer something that provides users with more context about
the printer they are selecting.

Web Print 2. Options | 3. Upload
Quick Find:
7 linux-server\Dffice MFP Maths department staff room
mac-serveriWide Format Printer Graphic design
windows-server\Library MFP Library foyer
8 windows-serveriLibrary Printer Library intarnat aras
[ « Back to Active Jobs [ 2 Print Options and Account Selection =

Figure 20.16. Web Print: selecting a printer from the list, which may be replaced with a map or custom list
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Using a graphical map can assist users to find the most convenient printer. A map allows a user to select a printer
by location, rather than guessing the printer's location based on its name. Using printer maps or other types of
custom printer lists in PaperCut NG does not require any special or proprietary software - they can easily be
implemented using open standards and free software.

Web Print 2. options | 3. upload

i NP =

= 7
% 2
'_l| // Q\
| — | I—  —
I_lj —— — —1
7 3 } // '
% 4 '
i

Selact printer from list

« Back to Active Jobs 2. Print Options and Account Selection » ]

Figure 20.17. Web Print: printer selection map with a simple floor plan

Custom content is loaded in place of the printer list by placing the appropriate file at
[ app- pat h] / server/ cust om web/ as described in the following table:

File Name Description

printer-nmap. ht m If this file exists it will be loaded as an HTML page and displayed in an iframe in
place of the printer selection list. The HTML may contain any content or images
including links to other pages (which will also be loaded in the iframe by
default).

printer-nmap. svg If this file exists it will be loaded as a SVG page and displayed in an iframe in
place of the printer selection list. The SVG may contain links to other pages or
other SVGs. An SVG may be created using software such as Microsoft Visio or
the free/open source Inkscape [http://inkscape.org/], and is a convenient way of
displaying a map or floor plan with clickable links.

Table 20.4. Files used for custom printer selection in the Web Print wizard

7 Tip

Any custom content placed in [ app- pat h] / server/ cust onf web/, such as additional images, can
be accessed via a URL beginning with / cust on1 . For example if a file named f | oor - pl an. png is
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placed in [app-path]/server/customlweb/ it can be accessed via the URL
/ cust o f | oor - pl an. png.

Tip

The custom printer map is displayed in an iframe with dimensions 776px x 400px. If the content is
larger than this then scrollbars will be visible (the area will not be expanded to fit the content).

20.5.2.1. Example 1: Creating a Printer Map Using an HTML Image Map

This example runs through the process of creating a printer map using HTML with image maps. This method is most
suitable if you have floor plan images and/or arial photos of your site (e.g. in PNG or JPEG format). If you have a
plan in SVG/vector graphic format then Section 20.5.2.2, “Example 2: Creating a Printer Map Using SVG” may be
more suitable.

The source for this example can be found at
[ app- pat h] / server/ exanpl es/ pri nter-nmaps/ htm -i nage- map/ .

For this example we will create a printer selection map with two layers: a site plan and floor plans. Users first choose
a building from the site plan, then choose a printer from the building's floor plan. We have two buildings: Building A
and Building B. Each building has one floor of interest with identical floor plans and five selectable printers.

Web Print 2. Options | 3. Upload
” M
Seglect printer from list
[ = Backto Active Jobs | 2 Print Options and Account Selections

Figure 20.18. Web Print: printer selection map with a simple site plan

1. The first step is to create a file named pri nt er- map. ht m at [ app- pat h]/ server/ cust om web/ . This file
will be loaded as an HTML page in an iframe in place of the default printer selection list, and may contain any

289




Web Print (Driver-less printing via a web browser)

content you choose, including links to further pages. Open this file in a text editor.
We then add the site plan image:

<inmg src="site-plan.png" usemap="#buil di ngs"
style="wi dth: 422px; height: 190px; border: none;" />

The usemap="+#bui | di ngs" attribute tells the image to look for an image map with the name bui | di ngs.
Image maps allow you to make parts of an image "clickable". For more information about the HTML <map>
element see xhtml.com's map element reference [http://xhtml.com/en/xhtml/reference/map/].

Now we define the image map.

<map nanme="bui | di ngs">
<area shape="pol y" coords="" href="building-a.htm"
alt="Building A" title="Building A" />
<area shape="pol y" coords="" href="building-b. htm"
alt="Building B" title="Building B" />
</ map>

Here we have defined a new image map called bui | di ngs with two clickable areas. These areas are polygon
shapes (shape="pol y"), which means we can specify a list of points that will form the outline of the clickable
area (i.e. the area inside the points will be clickable).

Clicking the first area will load the page bui |l di ng-a. htm . The alt and titl e tags provide information
about the link and display a tooltip when the user hovers over the area.

We have defined two areas and the pages they will link to but we have not yet defined the coordinates for these
areas. This is done using the coor ds attribute of the two ar ea tags. Using an image editor we can find
coordinates for the outline of the two areas. Most image editors, including MS Paint, display pixel coordinates
when hovering the mouse over the image.

Using the image editor we find the following points for Building A (the lefthand building), starting from the top left
corner, in (x,y) format: (0, 48), (84,0), (143,34), (143,142), (60,190), (0, 155). Pixels are
counted from the top left corner of an image, so the coordinate ( 60, 190) means "60 pixels from the top, 190
pixels from the left".

We repeat the previous step for the second building to get coordinates similar to: (242, 50), (320, 4),
(422,63), (422,135), (332,190), (226,131).

Now that we have the clickable area coordinates we can define them in our image map.

The definition for the ar ea tag when using a pol y type shape tells us that the coordinates are specified in a list
of X,y coordinates (i.e. "x1,y1,x2,y2...xn,yn"), so we enter the coordinates in the coor ds attributes as follows:

<map name="buil di ngs">
<area shape="pol y"
coords="0, 48, 84, 0, 143, 34, 143, 142, 60, 190, 0, 155"
href ="bui | di ng-a. ht M " al t="Buil di ng A"
title="Building A" />
<area shape="pol y"
coor ds="242, 50, 320, 4, 422, 63, 422, 135, 332, 190, 226, 131"
href ="bui | di ng-b. ht M " al t="Buil di ng B"
title="Building B" />
</ map>

Opening pri nter-nmap. ht M in a web browser should now display the site plan image. Hovering the mouse
over each building should display the link cursor and indicate a link to the respective pages.

The next step is to create the bui | di ng-a. ht M page. Using a similar process to the existing page we add
f 1 oor - pl an. png and create an image map for it:

<inmg src="floor-plan.png" usemap="#printers"
styl e="w dt h: 600px; height: 362px; border: none;" />

<map name="printers">
<area shape="rect" coords="4, 289, 22, 307" href=""
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alt="building-a\Printer 1"
title="building-a\Printer 1" />

<area shape="rect" coords="33, 342,51, 360" href=""
alt="building-a\Printer 2"
title="building-a\Printer 2" />

<area shape="rect" coords="58, 342, 76, 360" href=""
alt="buil ding-a\Printer 3"
title="building-a\Printer 3" />

<area shape="rect" coords="521, 7, 566, 23" href=""
alt="building-a\Plotter 1"
title="building-a\Plotter 1" />

<area shape="rect" coords="571, 88,592, 129" href=""
al t ="bui | di ng-a\ MFP 1"
title="building-a\MP 1" />

</ map>

<di v>Bui l ding A (<a href="printer-nmap. ht M ">back</a>)</div>

This map is mostly similar to the previous one, except that we have defined five rectangle shapes
(shape="rect ") and provided a link back to the main site plan (pri nt er - map. ht i ).

Rectangle shapes in an <ar ea> element are defined with the coordinates of top left and bottom right corners
("x1,y1, x2,y2").

9. Now we have the images and shapes in place for the site plan and one building's floor plan. To finish off this
building we now need to define what happens when each printer is clicked. This is done using a JavaScript
function sel ect Pri nter. Calling sel ect Printer (' my-server', 'Library Printer') wil submitthe
form on this step of the Web Print wizard, selecting the printer called Li brary Pri nt er, hosted on the print
server called nmy- server.

We can call this JavaScript function when one of the defined areas is clicked by setting the hr ef attribute as
follows:

<area shape="rect" coords="4, 289, 22, 307"
href ="j avascri pt: parent.sel ectPrinter (' building-a',
"Printer 1');"
alt="buil ding-a\Printer 1"
title="building-a\Printer 1" />

10. Repeat the previous step for the remaining printers, taking care that the server and printer names are entered
correctly. Note that the printer name is the printer's unique name on the print server, and may be different to the
printer's "share name".

11. Repeat the steps to create buil di ng-a. ht Ml to create buil di ng-b. ht M (or simply copy the file and
modify to suit).

12. Test the Web Print wizard to ensure that clicking on a building takes you to that building's floor plan, and
clicking on a printer submits the form to select that printer. Note that if the names you've used for the printers
don't actually exist in your PaperCut NG server then you'll see an error message about the printer not being
available. You may like to modify the details for one of the printers to match a real printer so that the wizard can
be tested end-to-end.

The source for this example contains some additional tweaks to improve browser consistency, such as
removing the border and white background of the iframe in Internet Explorer.
20.5.2.2. Example 2: Creating a Printer Map Using SVG
This example explains how to use an SVG image for a clickable printer map. This method is most suitable if you
have plans or drawings in a vector format that can be saved as SVG. Otherwise Section 20.5.2.1, “Example 1:

Creating a Printer Map Using an HTML Image Map” may be more suitable.

An example SVG floor plan with clickable printers can be found at
[ app- pat h] / server/ exanpl es/ pri nter-nmaps/ htm -i nage- map/ .
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Modern web browsers are capable of displaying an SVG file in a similar way to displaying a web page. Mozilla
Firefox and Opera can display SVGs "out of the box", and Microsoft Internet Explorer can display SVGs using the
Adobe SVG Viewer [http://www.ieaddons.com/en/details/Time_Savers/Adobe_SVG_Viewer/] add-on. In addition to
drawing the image parts of the image may be made "clickable" to provide links to other pages or, as in this case, to
call a JavaScript function that selects a printer.

In this example we will describe how to take an existing SVG image and make parts of it clickable so that a printer
may be selected.

Tip
A Microsoft Office Visio drawing can be saved as SVG and used in this example.

1. Download and install Inkscape [http://inkscape.org/], the free/open source vector graphics editor, and use it to
open your SVG.

Select the object that should be made "clickable". You should see a dotted background around the object.
Right-click the object and select Create Link.
Right-click the object and select Link Properties.

A S

In the Link Properties dialog that appears, enter a value for the Href field like:
javascript:parent.selectPrinter('server', "printer');,whereserver isthe name of the print
server and pri nt er is the name of the print queue.

o

Repeat to create links for each printer in the image.

Select File - Save As... and choose a file type of Plain SVG (*.svg). Save the image to
[ app- pat h] / server/ cust onf web/ pri nt er - map. svg on the PaperCut NG server.

8. Try the Web Print wizard to test. The SVG should be visible on the first step of the Web Print wizard in place of
the printer list. Clicking a print should move on to the next step.

20.5.3. Advanced Web Print Configuration

The following advanced configuration options are available via the config editor. See Section 12.8, “Using the Config
Editor” for information about using the config editor.

Config Name Description

web-print.job-idle-timeout-mins If a Web Print job remains unchanged for longer than this period of time it is
considered finished and is "cleaned up". The document and associated files are
removed, and the job will no longer appear in the user's list of current Web Print
jobs.

The default idle job timeout is 20 minutes.

web-print.job-rendering-timeout-mins The Web Print server is given this length of time to render a Web Print
document. If a print job has not been generated from the document after this
time the job is marked as errored and associated files are removed.

The default job rendering timeout is 5 minutes.

web-print.max-copies This is the maximum number of copies a user may print via Web Print. This
option exists to prevent users accidentally (or thoughtlessly!) printing too much.

web-print.hot-folder When a user uploads a file via the Web Print interface is it written into the "hot
folder" along with a . net adat a file containing information about how to print
the job (data selected by the user in the Web Print wizard). The Web Print
server looks for new files in this folder and prints them as required. The default
hot folder location is
[ app- pat h] / server/ dat a/ web- pri nt - hot - f ol der /. An alternate
location can be specified using this config key. The location must be local to the
PaperCut NG primary server (it cannot be a network share or mapped drive due
to Windows denying share access to the SYSTEMaccount).

Table 20.5. Web Print Config Editor Keys
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The following configuration options are available in the Web Print server configuration file, located at
[ app- pat h] / provi ders/ web-print/[platforny/web-print.conf.

Config Name Description

hotfolder The location of the Web Print hot folder. This is generally a mapped drive letter
(Windows) or a mount point that maps to a file share (Mac, Linux). It may also
be a local path, if the Web Print server software is running on the same system
as the PaperCut NG primary server.

debug Set to on to enable debug logging.

Table 20.6. Web Print Server Config File

20.6. Troubleshooting Web Print Problems

20.6.1.1.
Why are some file formats not available? (Supported file formats listed in Section 20.2.1, “Supported
Applications and File Formats” are not listed under Options - General -~ Web Print - Status page or not
accepted when uploading a file.)

First check Section 20.2.1, “Supported Applications and File Formats” to see that the file format is supported in
the mode that the Web Print server is running in. Some file formats are only supported in sandbox mode.

Next ensure that the associated application is installed and working. If running in sandbox mode, log in as the
webprint user, open and print a document with the application to ensure the user has the correct
permissions.

The next step is to check the Web Print log files. The Web Print server has a handler for each supported
application. Each handler has a log file, which may provide more information about why the file format is not
available. The handler log files are named web- print - handl er-*. | og, where * is the name of the
application. See Q: 20.6.1.3 for the location of the Web Print logs folder.

Open the log file that matches the application of interest (e.g. web- pri nt - handl er - nso- wor d. | og for
Microsoft Office Word documents) in a text editor. Check the log file for any obvious errors, such as not being
able to find the application or problems launching it.

For further assistance contact support.

20.6.1.2.
The status in the admin interface or on the Web Print dialog is indicating an error. What can | do?

The Web Print server is not running or could not be contacted
When running in simple mode:

e The service Paper Cut Wb Print Server should be running.

When running in sandbox mode:

« The Web Print dialog should be visible on the Web Print server, and the Status should not indicate any
error.

* While logged onto the Web Print server as the webpri nt user, ensure that the mapped W drive is
accessible and maps to [ app- pat h]/ server/ dat a/ web- pri nt - hot - f ol der/ on the PaperCut NG
primary server.

e Open [ app- pat h]/ provi ders/web-print/[platforn]/web-print.conf on the Web Print server
in a text editor and ensure that the hot f ol der = option is set to W .

For further assistance contact support.

The Web Print service is running as the SYSTEM account and does not have access to render print jobs

If running Web Print in simple mode, check the steps listed in Section 20.3.1.1, “Web Print Simple Mode Setup
for Windows Servers (PDF Only)” to ensure that the service has been correctly configured to run as the
webpri nt user account.
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If running Web Print in sandbox mode this error may indicate that the service Paper Cut Wb Print Server
is running. This service is not required in sandbox mode and should be disabled.

No valid handler programs installed/defined
See Q: 20.6.1.1.

The configured hot folder location is not writable.
* Check that the location indicated by Hot folder on the Web Print dialog is correct.

« As the webpri nt user, navigate to the drive/directory that is mapped to the PCWebPri nt share (W on
Windows). Try creating an empty text file. If this action fails there is a problem with permissions. Check the
Sharing and Security (NTFS/file) permissions for the PCWebPr i nt share on the PaperCut primary server.
The webpr i nt user should be allowed read and write access.

« For further assistance contact support.

Other error messages
Check the Web Print server log file web- pri nt. | og. See Q: 20.6.1.3 for the location of the logs directory. For
further assistance contact support.

20.6.1.3.
Where is the Web Print logs folder?

The logs folder is located on the system running the Web Print server software.

On Windows the location of the logs folder depends on configuration and the Windows edition. Logs may be
written to [ app- pat h]\ provi der s\ web- pri nt\wi n\| ogs\, or to SERPROFI LE% web- pri nt - | ogs\
(e.g. C:\Users\[usernane] \ web- print -1 ogs\ on Windows Vista/2008. For a definitive answer open the
file [ app- pat h]\ server\ dat a\ web- pri nt - hot - f ol der\ web- pri nt-server. status on the primary
PaperCut NG server in a text editor and check the line beginning server. |l og-fi | e=.

20.6.1.4.
Why is my print queue "currently not available"?

When using the Web Print interface, some print queues are giving me an error message: Errored: Printer
"\servername\queuename' is currently not available.

This can be caused by trying to use Web Print on a print queue that has been deleted or by trying to print to a
print queue that is not installed on the Web Print Sandbox. Please confirm this by logging into the Web Print
Sandbox as the Web Print user and attempting to print to the above print queue.

Note

It is important that the jobs pass via the queue on the server - do not add a Local Printer. You
should also use add the printers using the print server's machine name and not an IP address.

20.7. XPS Viewer Installation Instructions

Microsoft Windows 7, XP, Vista and Server 2003 administrators can easily install the Microsoft XML Paper
Specification Essentials Pack (XPSEP), which contains the XPS viewer, from the Microsoft website. Versions for
both 32bit and 64bit are available.

¢ Microsoft XML Paper Specification Essentials Pack

[http://www.microsoft.com/downloads/details.aspx?FamilylD=b8dcffdd-e3a5-44cc-8021-7649fd37ffee]

Customers running Microsoft Windows Server 2008 must install the XPS Viewer from the Features module of the
Server Manager MMC snap-in.

1. Load the Server Manager MMC snap in via Start menu — Administrative Tools - Server Manager
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2.
3.

4.
5.

Right Click on Features and select Add Feature
Check the tickbox for "XPS Viewer", click Next

Add Features Wizard

Select one or more features to install on this server.

Confirmation Features:
Progress [ sMTP server -]
Results ® [] sMvP Services

[ storage Manager for SANs

[] Subsystem for UNIX-based Appications
[ ] Teinet Chent

[ Telnet server

[} TFTP Client

[ windows Biometric Framework

[} windows Internal Database

[ Windows PowerShell Integrated Soripting Emvironment (I8
[ windows Process Activation Service

[ windaws Server Badap Features

[[] Windows Server Migration Tooks

[} Windows System Reesource Manager
[} windows TIFF TFiter

[] winktM 115 Extension

[ wins server

‘iWirehess LAM Service

H B

Description:

The i is used to read, set
perméissions for, and digitally sign XPS
docusments.

Figure 20.19. Installing the XPS Viewer for Windows Server 2008

Click Install on the Confirm Installation Selections dialogue box.
Click Close when the installation is complete.
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Chapter 21. Clustering and High
Availability

21.1. About Clustering

PaperCut NG is designed to scale to 60,000+ users. To ensure reliability on networks of this size, network architects
may adopt strategies including:

« Load balancing - spreading tasks across multiple servers.

¢ Clustering - building in redundancy by implementing a failover strategy.

PaperCut NG is a cluster compatible application. It supports clustering at all levels of the application, including

« Clustering at the print spooler service layer by integrating with clustering services.

« Failover based clustering at the application server layer using clustering services. (PaperCut NG's application
server is web and web services based, and hence can support other failover methods such as heartbeat driven
DNS).

e At the database layer by utilizing cluster aware databases such as Microsoft SQL Server or Oracle.

Setting up PaperCut NG in a cluster environment is an advanced operation. This chapter assumes the reader has a
high level of expertise in system and cluster configuration. The cluster environment should be operational before
undertaking the PaperCut NG installation. Readers should also have a good understanding of PaperCut NG's
Service Oriented Architecture - specifically its two main components, the Application Server and the Print Provider
and how they work together (Section 14.4, “Print Monitoring Architecture”).

In a cluster environment, PaperCut NG can be set up in one of two possible configurations.

Mode 1 is the simplest configuration and is suitable for most organizations. It implements clustering in the “front
line”, that is, the printer and print monitoring layer. The cluster print server is configured as a secondary print server
reporting back to a primary PaperCut server hosted on another system outside the cluster.

Mode 2 implements clustering on all levels of the application for maximum fault tolerance - In addition to the print
gueues, the PaperCut Application Server is also hosted in the cluster. Mode 2 is somewhat more demanding to
configure and should only be attempted by organizations with staff experienced with advanced cluster and database
management.

Please refer to the subsequent sections for an explanation on how to set up Mode 1 or Mode 2 in your environment.

This section assumes that you have an already installed and working clustered printing environment.
21.2. Microsoft Cluster Server (MSCS) on Windows

This section discusses both Mode 1 and Mode 2 configuration in Microsoft Cluster Server. Sites using Microsoft
Failover Cluster Manager, Veritas Cluster Server or Novell Cluster Services should jump to the following sections.

This section assumes that you have an already installed and working clustered printing environment.
21.2.1. Mode 1 - Clustering at the Print Provider layer

The PaperCut Print Provider is the component that integrates with the print spooler service and provides information
about the print events to the PaperCut Application Server. At a minimum, in a cluster environment, the Print Provider
component needs to be included and managed within the cluster group. The Application Server component (The
Standard Install option in the installer) is set up on an external server outside the cluster. Each node in the cluster
is configured to report back to the single application server using XML web services over TCP/IP.
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21.2.1.1. Step 1 - Application Server (Primary Server) Setup

Install the Application Server component (Standard Install option) on your nominated system. This system will be
responsible for providing PaperCut NG's web based interface and storing data. In most cases this system will not
host any printers and is dedicated to the roll of hosting the PaperCut Application Server. It may be one of the nodes
in the cluster; however a separate system outside the cluster is generally recommended. An existing domain
controller, member server or file server will suffice.

21.2.1.2. Step 2 - Installing the Print Provider components on each node

The Print Provider component needs to be separately installed on each node involved in the print spooler cluster.
This is done by selecting the Secondary Print Server option in the installer. Follow the secondary server set up
notes as detailed in Chapter 14, Configuring Secondary Print Servers and Locally Attached Printers . Take care to
define the correct name or IP address of the nominated application server set up in step 1.

21.2.1.3. Step 3 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To hand over management
to the cluster, the service start-up type needs to be set to manual. On each node navigate to Control Panel —
Administrative Tools - Services, locate the Paper Cut Print Provi der service. Stop the service and set the
start-up type to Manual. Repeat for each node in the cluster.

Print Provider Propertics (RODEL) |

Sevicename:.  PCPrirtProvider
Desplay name: Print Prowider

Diacsighion: that mongiors pnt jobs and sends the pat =
' information to the senver. j

Path to executable:
"C-\Program Files fBE). . \providers \print win \po-print sse” PCPant Provide:

Statup bype T-'I.—:'u.-:: - )

Senvice status:  Stopped
Shatt I Giter I P J Rk

You can speciy the start parameters that apply when you slart the service
from hare.

Start parameters: |

ok | Cancdl rosty |

Figure 21.1. Stopping the service and setting to Manual startup

21.2.1.4. Step 4 - Adding the Print Provider service as a resource under the print spooler's cluster group

1. Open the Cluster Administrator.
2. Right-click on the cluster group hosting the spooler service and select New — Resource.
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Z5 Chasler Administrator - [PC-CLUSTER (PC-CLUSTER)] ‘_IEI_EI
%) Ble Wiew Window Hel =181 %
& 2la X B el
% PC-CLUSTER || Name J State | Cvaner | Resource Type
=] Graups [ print spooler Online  NODEL  Print Spooler
= Cluster Group U3 spooter dsk Onine  MODEL  Physical Disk
- :iunﬁlcS:arm |3 spocler ip sddress Online  NODEL TP Address
'_.' SBCTELE Fon Senver i) LL';']spnoler nisbwiork namre Onlme MODEL  Mebwork Name
) Resources dg e s
= () Chuster Conf Lake Offfine ek T
{1 resoure MogE oap
E-{_] Mebwerk aleke Fris
B8 loca .
= R
1 Mabwork | ohome B

Sadvoor N oo Cik
] Active i Configure fpphication e e

1] Active R
1 Network_ Properties
4] 2 | |
| Creates a new cluster resource A

Figure 21.2. Creating a new cluster resource

3. In the new resource wizard, enter a name of Paper Cut Print Provi der and select a resource type of
Generic Service. Click Next.

Click Next at Possible Owners.

Ensure that the Pri nt Spool er Servi ce resource is set as a required dependency, then click Next.

On the Generic Service Parameters page, enter a service name of PCPri nt Provi der and ensure the Use
Network Name for computer name option is checked. Click Next.

Generic Service Parameters

[ || Piirit Provider 2

Service name [PCPrrtProvides

Start parameters:

w Lz Natwcek Name for computer namea

< Back I Meut & I Cancel

Figure 21.3. Cluster service parameters configuration

7. Click Finish at the Registry Replication page.

21.2.1.5. Step 5 - Shared active job spool

To ensure the state of jobs currently active (e.g. held in a hold/release queue) are not lost during a failover event,
PaperCut NG is able to save job state in a shared drive/directory. If a shared disk resource is available and can be
added to the cluster resource, PaperCut NG can use this to host a shared spool directory to ensure no active job
state is lost.

1. Add a shared drive to the cluster resource. e.g. (Q: drive). It is advisable to use the same drive as used for the
shared print spool directory.
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Create a directory in this drive called Paper Cut NGSpool
Create a sub-directory in Paper Cut NGSpool called acti vej obs

On each node, edit the file: [ app- pat h] / provi ders/ print/w n/print-provider.conf and add a line
pointing to the shared active job spool directory:

Act i veJobsSpool Di r=Q \ Paper Cut NGSpool \ acti vej obs\

Change the drive letter as appropriate.

21.2.1.6. Step 6 - Bring up all cluster resources and test
Perform operations to verify that:

1. Printjobs log as expected.

2. No error message appear in the Print Providers text log located at: C:\ Program Fil es\ Paper Cut
NG provi ders\ print\w n\print-provider.| ogon each node.

21.2.1.7. Active/Active Clustering - Special notes regarding multiple virtual servers

On large networks it is common to distribute load by hosting print spooler services under two or more virtual servers.
For example, two virtual servers may each host half of the organization's printers and hence sharing the load. This is
sometimes referred to as Active/Active clustering - all be it not an entirely correct term, as the print spooler is still
running in Active/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the virtual servers share nodes,
you'll need to manually install the Paper Cut Print Provi der service a second time under a different name. This
can be done via the command line as follows:

cd C\Program Fil es\ Paper Cut NG providers\print\w n
pc-print.exe PCPrintProvider2 /install

The argument proceeding / i nst al | is the unique name to assign to the service. The recommended procedure is
to suffix the standard service name with a sequential number.

21.2.2. Mode 2 - Clustering at all application layers

Mode 2 implements failover clustering at all of PaperCut NG's Service Oriented Architecture software layers,
including:

e Clustering at the Print monitoring layer

« Clustering at the Application Server layer

« Optional clustering at the database layer

Mode 2 builds upon Mode 1 by introducing failover (Active/Passive) clustering in the Application Server layer. This
involves having an instance of the application server on each of the cluster nodes. When one node fails, the other
automatically takes over the operation. Both instances use a share data source in the form of an external database
(see Chapter 19, Deployment on an External Database (RDBMS)). Large sites should consider using a clustered
database such as Microsoft SQL Server.

This section assumes that you have an already installed and working clustered printing environment.
21.2.2.1. Step 1 - Application Server Installation

On one of the cluster's nodes, install the PaperCut Application Server component by selecting the Standard Install
option in the installer. Follow the setup wizard and complete the process of importing all users into the system.
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21.2.2.2. Step 2 - Convert the system over to an external database

The system needs to be configured to use an external database as this database will be shared between both
instances of the application server. Convert the system over to the required external database by following the
procedure detailed in Chapter 19, Deployment on an External Database (RDBMS). The database may be hosted on
another system, or inside a cluster. As per the external database setup notes, reference the database server by IP
address by entering the appropriate connection string in the ser ver . properti es file.

21.2.2.3. Step 3 - Setup of 2nd Node
Repeat steps 1 and 2 on the second cluster node.
21.2.2.4. Step 4 - Decouple service management from the nodes

By default the Paper Cut Application Server component is installed under the management of the node. It
needs to be managed inside the cluster, so the service's start-up type should be set to manual. On each node
navigate to Control Panel . Administrative Tools — Services locate the PaperCut Application Server. Stop the
service and set its start-up type to Manual. Repeat this on both nodes.

21.2.2.5. Step 5 - Create a new cluster group

The Paper Cut Application Server should be designated to run inside its own cluster group. Create a new
cluster group containing the two nodes. Add an IP Resource and a Network Name resource. Give the network
name resource an appropriate title such as PCAppSr v.

The need for a new cluster group is not hard and fast. It is however recommended as it gives the most flexibility in
terms of load balancing and minimizes the potential for conflicts.

21.2.2.6. Step 6 - Adding the PaperCut Application Service as a resource managed under the new cluster
group.

Open the Cluster Administrator.
Right-click on the cluster group hosting the spooler service and select New - Resource.

In the new resource wizard, enter a name of Paper Cut Appl i cati on Server and select a resource type of
Generic Service. Click Next.

Click Next at Possible Owners page.
Click Next at Dependency page.

On the Generic Service Parameters page, enter a service name of PCAppServer and ensure the Use
Network Name for computer name option is checked. Click Next.

7. Click Finish at the Registry Replication page.

21.2.2.7. Step 7 - Bring the cluster group online

Right-click on the cluster group and select Bring online. Wait until the application server has started, then verify that
you can access the system by pointing a web browser to :
http://[Virtual Server Nane]:9191/adnin
Login, and perform some tasks such as basic user management and User/Group Synchronization to verify the
system works as expected.
21.2.2.8. Step 8 - Set up the Print Provider layer
Interface the PaperCut Print Provider layer with the clustered spooler service by following the same setup notes as

described for Mode 1. The exception being that the IP address of the application server will be the IP address
assigned to the Virtual Server assigned in step 5.
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21.2.2.9. Step 9 - Client Configuration
The client and release station programs are located in the directories:

e [app-path]/client/

¢ [app-path]/rel ease/

These directories contain configuration files that instruct the client to the whereabouts of the server. The IP address
and the server name in the following set of files will need to be updated to the Virtual Server's details (Name and IP
address):

e [app-path]/client/w n/config.properties

e [app-path]/client/linux/config.properties

e [app-path]/client/mac/ PCd i ent. app/ Contents/ Resources/config. properties

e« [app-path]/rel ease/ connection. properties

Edit the files using Notepad or equivalent and repeat this for each node. Also see Section 21.6, “Client/Workstation
Configuration”.

21.2.2.10. Step 10 - Test

Mode 2 setup is about as complex as it gets! Take some time to verify all is working and that PaperCut NG is
tracking printing on all printers and all virtual servers.

21.2.2.11. Advanced: Load distribution and independent groups
It is possible to split the two application layers (Resources) into two separate Cluster Groups:

¢ Group 1: Containing only the Paper Cut Appl i cati on Server service.
e Group 2: Containing the Paper Cut Print Provider and Print Spool er services. These services are
dependent and hence must be hosted in the same group.

Separating these resources into to groups allows you to set up different node affinities so the two groups usually run
on separate physical nodes during normal operation. The advantage is that the load is spread further across the
systems and a failure in one group will not necessarily fail-over the other.

To make this change after setting up the single group Mode 2 configuration:

1. Change the Appl i cati onServer = option in
[ app- pat h] / provi ders/ print/w n/print-provider.conf on each physical node to the IP or DNS
name of the virtual server.

Create a new group called Paper Cut Application Server G oup.
Set the Preferred owners of each group to different physical nodes.
Restart or bring on line each group, and independently test operation and operation after fail-over.

21.2.3. Clustering Tips

2 [

Take some time to simulate node failure. Monitoring may stop for a few seconds while the passive
server takes over the role. Simulating node failure is the best way to ensure both sides of the
Active/Passive setup is configured correctly.

It is important that the version of PaperCut NG running on each node is identical. Ensure that any
version updates are applied to all nodes so versions are kept in sync.

301



Clustering and High Availability

The PaperCut NG installation sets up a read-only share exposing client software to network users. If
your organization is using the zero-install deployment method, the files in this share will be accessed
each time a user logs onto the network. Your network may benefit from exposing the contents of this
share via a clustered file share resource.

21.3. Microsoft Failover Cluster Manager (MSFCM)

This section documents the setup for Microsoft Failover Cluster Manager as introduced in Windows 2008 Server R2.
Sites using Microsoft Cluster Services, Veritas Cluster Server or Novell Cluster Services should jump to their
respective sections.

This section assumes that you have an already installed and working clustered printing environment.

Mode 1 is the simplest configuration and is suitable for most organizations. It implements clustering in the “front
line”, that is, the printer and print monitoring layer. The cluster print server is configured as a secondary print server
reporting back to a primary PaperCut server hosted on another system outside the cluster.

Mode 2 implements clustering on all levels of the application for maximum fault tolerance - In addition to the print
queues, the PaperCut Application Server is also hosted in the cluster. Mode 2 is somewhat more demanding to
configure and should only be attempted by organizations with staff experienced with advanced cluster and database
management.

Please refer to the subsequent sections for an explanation on how to set up Mode 1 or Mode 2 in your environment.

@ Important

Windows Server 2008 R2 installations may experience a bug where print jobs are not removed from
the print queue when completed. For more information please see Section 2.1.2.1, “Windows Server
2008 R2 only”. This work around will need to be performed on the clustered print server, not the
nodes.

21.3.1. Mode 1 - Clustering at the Print Provider layer
21.3.1.1. Step 1 - Application Server (Primary Server) Setup

Install the Application Server component (Standard Install option) on your nominated system. This system will be
responsible for providing PaperCut NG's web based interface and storing data. In most cases this system will not
host any printers and is dedicated to the roll of hosting the PaperCut Application Server. It may be one of the nodes
in the cluster; however a separate system outside the cluster is generally recommended. An existing domain
controller, member server or file server will suffice.

21.3.1.2. Step 2 - Installing the Print Provider components on each node

The Print Provider component needs to be separately installed on each node involved in the print spooler cluster.
This is done by selecting the Secondary Print Server option in the installer. Follow the secondary server set up
notes as detailed in Chapter 14, Configuring Secondary Print Servers and Locally Attached Printers . Take care to
define the correct name or IP address of the nominated application server set up in step 1.

21.3.1.3. Step 3 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To hand over management
to the cluster, the service start-up type needs to be set to manual. On each node navigate to Administrative Tools
- Services, locate the PaperCut Print Provider service. Stop the service and set the start-up type to
Manual. Repeat for each node in the cluster.
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Print Provider Properties (NODEL) 7 i x|

Service name:  PCPrintProvider
Display name: Prirt Prowider

— that monitors prnt jobs and sends the pint -
DR information to the server. j

Path to executable:
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Figure 21.4. Stopping the service and setting to Manual startup

21.3.1.4. Step 4 - Adding the Print Provider service as a resource under the print spooler's cluster group

1. Open the Failover Cluster Manager.
2. Right-click on the cluster group hosting the spooler service and select Add a resource — 4 - Generic Service.

Bring Efs seridce ar epplcati on onliee

Take this service or application offine

Mave this service or applicabion to another mode  #

Manage Printers

Manage shares and storage

Add 5 shared folder

T D
Add storage

Disable suto start

Show Dependency Report
i [3

[TN. WIN-PRICASTUGQOG

Figure 21.5. Adding a new Generic Service Resource

In the new resource wizard, select the name Paper Cut Print Provi der and click Next.
Click Next at Confirmation.
Click Finish at Summary.

Right click on the PaperCut Print Provider and click Properties. On the PaperCut Print Provider
Properties page ensure the Use Network Name for computer name option is checked. Click Ok.

o gk w
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Print Provider Propertics - x|

Service name: |PCPrint Provides

Stanug paramelens: |Fles {BE. | \providers \prird win'\po-print e

(F? Use Metwoek mwwum)

ok ] cwes | oo

Figure 21.6. Cluster service parameters configuration

7. Right click on the Paper Cut Print Provider and click Bring this resource online.

21.3.1.5. Step 5 - Shared active job spool

To ensure the state of jobs currently active (e.g. held in a hold/release queue) are not lost during a failover event,
PaperCut NG is able to save job state in a shared drive/directory. If a shared disk resource is available and can be
added to the cluster resource, PaperCut NG can use this to host a shared spool directory to ensure no active job
state is lost.

1. Add a shared drive to the cluster resource. e.g. (Q: drive). It is advisable to use the same drive as used for the
shared print spool directory.
Create a directory in this drive called Paper Cut NGSpool
Create a sub-directory in Paper Cut NGSpool called acti vej obs

On each node, edit the file: [ app- pat h] / provi ders/ print/w n/print-provider.conf and add a line
pointing to the shared active job spool directory:
Acti veJobsSpool Di r=Q \ Paper Cut NGSpool \ acti vej obs\

Change the drive letter as appropriate.
5. Restart the cluster resource to ensure the change is picked up.

21.3.1.6. Step 6 - Test
Perform operations to verify that:

1. Printjobs are logged as expected.

2. No error message appear in the Print Providers text log located at: C.\ Program Fil es\ Paper Cut
NG provi der s\ print\w n\ print-provider.| ogon each node.
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ctive/Active Clustering - Special notes regarding multiple virtual servers

On large networks it is common to distribute load by hosting print spooler services under two or more virtual servers.
For example, two virtual servers may each host half of the organization's printers and hence sharing the load. This is
sometimes referred to as Active/Active clustering - all be it not an entirely correct term, as the print spooler is still
running in Active/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the virtual servers share nodes,
you'll need to manually install the Paper Cut Print Provi der service a second time under a different name. This
can be done via the command line as follows:

cd C\Program Fil es\ Paper Cut NG providers\print\w n
pc-print.exe PCPrintProvider2 /install

The argument proceeding / i nst al | is the unique name to assign to the service. The recommended procedure is
to suffix the standard service name with a sequential number.

21.3.2. Mode 2 - Clustering at all application layers

21.321.S

21.322.S

21.3.23. S

21.324.S

Mode 2 implements failover clustering at all of PaperCut NG's Service Oriented Architecture software layers,
including:

¢ Clustering at the Print monitoring layer

¢ Clustering at the Application Server layer
« Optional clustering at the database layer

Mode 2 builds upon Mode 1 by introducing failover (Active/Passive) clustering in the Application Server layer. This
involves having an instance of the application server on each of the cluster nodes. When one node fails, the other
automatically takes over the operation. Both instances use a share data source in the form of an external database
(see Chapter 19, Deployment on an External Database (RDBMS)). Large sites should consider using a clustered
database such as Microsoft SQL Server.

This section assumes that you have an already installed and working Service and Application group hosting a
clustered printing environment.

tep 1 - Application Server Installation

On one of the cluster's nodes, install the PaperCut Application Server component by selecting the Standard Install
option in the installer. Follow the setup wizard and complete the process of importing all users into the system.

tep 2 - Convert the system over to an external database

The system needs to be configured to use an external database as this database will be shared between both
instances of the application server. Convert the system over to the required external database by following the
procedure detailed in Chapter 19, Deployment on an External Database (RDBMS). The database may be hosted on
another system, or inside a cluster. As per the external database setup notes, reference the database server by IP
address by entering the appropriate connection string in the ser ver. properti es file.

tep 3 - Setup of 2nd Node

Repeat steps 1 and 2 on the second and any subsequent cluster nodes.

tep 4 - Decouple service management from the nodes

By default the Paper Cut Applicati on Server component is installed under the management of the node. It
needs to be managed inside the cluster, so the service's start-up type should be set to manual. On each node

navigate to Administrative Tools — Services locate the PaperCut Application Server. Stop the service and set
its start-up type to Manual. Repeat this on all nodes.
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21.3.2.5. Step 5 - Create a new Services and Applications group

Create a new Services and Applications group containing the two nodes. Make note of the IP Address that you
assign as it will be used later. Add the Generic Service PaperCut Application Server. Give the Client Access Point
an appropriate title such as Paper Cut Appd ust er.

Bring thes seriice o 2pplication onlines
Take this service or application offine
Mave this service or applicabion to another mode  #
TN, WIN-PEICASTLCGO0

Show the critical events for this appication
Add storage

Dizable puto start
Show Dependency Report

Vew L3

Figure 21.7. Adding a new Generic Service Resource

This Services and Applications group is separate to the existing clustered printing environment. It is recommended
to set up two Services and Application groups where you can later set the node affinity to better distribute the
application load across nodes.

21.3.2.6. Step 6 - Configure PaperCut Application Server

Right click on the Paper Cut Applicati on Server and click Properties. On the PaperCut Application Server
Properties page ensure the Use Network Name for computer name option is checked. Click Ok.

Application Server Properties e x|
Advanced Polces | Regiatry Raplcation |
Genedl | Dependencies | Poloes |
ot Resource Name: IPppical'mnSurw:l
-
Resource type: Generic Service:
Status: Offiine:
Service name: |P€‘J¥ppSmu
Startup paramelers; |Fles (BEJ. .. \server\bin'win'\pc-server exe”

[F Lise Network Nunehrwmuam]

[[ok | coce | svoy

Figure 21.8. PaperCut Application Server Properties configuration
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21.3.2.7. Step 7 - Confirm PaperCut Application Server active
Right-click on the Service and Applications group and select Bring online. Wait until the application server has
started, then verify that you can access the system by pointing a web browser to:
http://[Virtual Server Nane]:9191/adnin

Login, and perform some tasks such as basic user management and User/Group Synchronization to verify the
system works as expected.

21.3.2.8. Step 8 - Set up the Print Provider layer
Interface the PaperCut Print Provider layer with the clustered spooler service by following the same setup notes as
described for Mode 1. The exception being that the IP address of the application server will be the IP address
assigned to the Virtual Server assigned in step 5.

21.3.2.9. Step 9 - Client Configuration

The client and release station programs are located in the directories:

e [app-path]/client/

e [app-path]/rel ease/

These directories contain configuration files that instruct the client to the whereabouts of the server. The IP address
and the server name in the following set of files will need to be updated to the Virtual Server's details (Name and IP
address):

e [app-path]/client/w n/config.properties

e [app-path]/client/linux/config.properties

e [app-path]/client/mac/ PCd i ent. app/ Cont ents/ Resources/config. properties
e [app-path]/rel ease/ connection. properties

Edit the files using Notepad or equivalent and repeat this for each node. Also see Section 21.6, “Client/Workstation
Configuration”.

21.3.2.10. Step 10 - Test

Mode 2 setup is about as complex as it gets! Take some time to verify all is working and that PaperCut NG is
tracking printing on all printers and all virtual servers.

21.3.2.11. Advanced: Load distribution and independent groups
Separating these resources into to groups, running on different IP addresses allows you to set up different node
affinities so the two groups usually run on separate physical nodes during normal operation. This ensures the load is
spread across multiple nodes.

To make this change after setting up the single group Mode 2 configuration:

1. Setthe Preferred owners of each Services and Applications group to different physical nodes.
2. Restart or bring on line each group, and independently test operation and operation after fail-over.

21.3.3. Clustering Tips

2 [

Take some time to simulate node failure. Monitoring may stop for a few seconds while the passive

307



Clustering and High Availability

server takes over the role. Simulating node failure is the best way to ensure both sides of the
Active/Passive setup is configured correctly.

It is important that the version of PaperCut NG running on each node is identical. Ensure that any
version updates are applied to all nodes so versions are kept in sync.

The PaperCut NG installation sets up a read-only share exposing client software to network users. If
your organization is using the zero-install deployment method, the files in this share will be accessed
each time a user logs onto the network. Your network may benefit from exposing the contents of this
share via a clustered file share resource.

21.4. Veritas Cluster Server (VCS) on Windows

This section discusses configuring PaperCut NG on a Veritas Cluster Server (VCS). The section provides a brief
overview and is designed to supplement guidance from the PaperCut NG development team. If you are about to
commence a production deployment on VCS, please feel free to get in touch with the development team for further
assistance if required.

Note that Mode 1 only is supported for deploying on VCS.

This section assumes that you have an already installed and working clustered printing environment.

21.4.1. Mode 1 - Clustering at the Print Provider layer

The PaperCut Print Provider is the component that integrates with the Print Spool er service and
provides information about the print events to the PaperCut Application Server. At a minimum, in a cluster
environment, the PaperCut Print Provider component needs to be included and managed within the cluster group.
The PaperCut Application Server component (The Standard installation (primary server) option in the installer) is
set up on an external server outside the cluster. Each node in the cluster is configured to report back to the single
application server using XML web services over TCP/IP.

21.4.1.1. Single Virtual Server (Active/Passive)

21.4.1.1.1.

21.41.1.2.

21.4.1.1.3.

21.4.1.1.4.

PaperCut NG supports both Active/Passive and virtual Active/Active in VCS. This section discusses configurating
PaperCut NG on a single virtual server running Active/Passive. If your organization hosts mutliple virtual servers,
jump to the following section covering Active/Active.

Step 1 - Set up the cluster, print spooler and printers

First, set up and verify that the cluster and print server is working as expected. The system should be fully
configured and tested before proceeding to the next step and installing PaperCut NG.

Step 2 - Set up the PaperCut application server (primary server) on a system outside the cluster

Install the Paper Cut Application Server component (Standard installation option) on your nominated
system. This system will be responsible for providing PaperCut NG's web based interface and storing data. In most
cases this system will not host any printers and is dedicated to the role of hosting the PaperCut Application Server.
It may be one of the nodes in the cluster; however a separate system outside the cluster is generally recommended.
An existing domain controller, member server or file server will suffice.

Step 3 - Install PaperCut Print Provider on both nodes

The Print Provider component needs to be installed separately on each node involved in the print spooler cluster.
This is done by selecting the Secondary Print Server option in the installer. Follow the secondary server set up
notes as detailed in Chapter 14, Configuring Secondary Print Servers and Locally Attached Printers. Take care to
define the correct name or IP address of the nominated application server set up in step 1.

Step 4 - Configure the PaperCut Print Provider Service to bind to the virtual server

By default the PaperCut Print Provider component will associate itself with the physical node. A configuration
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change is required to force it to bind to the virtual server. Add the following lines (or uncomment the example lines)
to the file: C: \ Program Fi | es\ Paper Cut NG provi ders\ print\w n\print-provider.conf

Ser ver Name=[ VI RTUAL SERVER
Print Server Name=\\[ VI RTUAL SERVER NAME]

Where [ VI RTUAL SERVER NAME] is the network name associated with your virtual server. Note that the
Pri nt Ser ver Nanme must be prefixed with two back-slashes (\\). The first setting is used to override the name
reported to the PaperCut NG Application Server. The Pri nt Ser ver Nane setting instructs the print provider to
search for printers on the virtual server rather than on the physical server.

Step 5 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To hand over management
to the cluster, the service start-up type needs to be set to manual. On each node navigate to Control Panel -
Administrative Tools - Services and locate the Paper Cut Print Provi der service. Stop the service and set
the start-up type to Manual. Repeat for each node in the cluster.

Print Provider Properties (NODEL) B |

Sevicename:.  PCPrirtProvider
Désplay name: Print Prowider

Description: that mongors pant jobs and sends the pat -
' information to the senver. j

Path to executable:
"C-\Program Files fBE).. \providers'\print win'\po-print se” PCPant Provide:

Statup type M.—ru.-i: - ‘J

Senvice status:  Stopped

s | e | P |

You can specify the stat parameters that apply when you dar the service
from hare.

Start parameters: |

OK | Cancd Fosty |

Figure 21.9. Stopping the service and setting to Manual startup

Step 6 - Add the PaperCut Print Provider Service as a Generic Service

The PaperCut Print Provider service needs to be added to the Veritas Cluster group associated with the virtual
server. This is to ensure that the service is managed within the same group as the print server and will fail-over as
part of the group. Create a new GenericServer resource called Paper Cut Pri nt Provi der 01. Set the service
name to PCPr i nt Pr ovi der . The account, password and domain can be left as defaults.

Step 7 - Set up dependencies

The PCPri nt Provi der service must start after the print spool resource. Create a dependency link between
Paper Cut Pri nt Provi der01 and the Pri nt Spool er using the tools on the Veritas Cluster Resources tab
associated with this virtual server.

Step 8 - Test

Take some time to test and ensure printing is monitored as expected. Use the Veritas Cluster administration console
to simulate node failure and ensure monitoring continues after failure.

309




Clustering and High Availability

21.4.1.2. Multiple Virtual Servers (Active/Active)

21.4.1.2.1.

21.4.1.2.2.

21.4.1.2.3.

21.41.2.4.

21.4.1.25.

On large networks it is common to distribute load by hosting print spooler services under two or more virtual servers.
For example, two virtual servers may each host half of the organization's printers and hence share the load. This is
sometimes referred to as Active/Active clustering - albeit not an entirely correct term, as the print spooler is still
running in Active/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the virtual servers share nodes,
you'll need to manually install the Paper Cut Print Provi der service a second time under a different name. Use
the following procedure.

Step 1 - Set up one Virtual Server

Set up one virtual server using all steps in the preceding section. After this virtual server is tested, perform the steps
below to set up the 2nd virtual server.

Step 2 - Create a 2nd instance of the PaperCut Print Provider on each physical node

A 2nd copy of the PaperCut Print Provider needs to be created on each physical node. This is required so that a
separate service can be installed and configured to bind to the 2nd virtual server. Copy the following directory, and
all its contents: C:\ Program Fi |l es\ Paper Cut NG provi ders\print to C.\Program Fil es\ Paper Cut
NG provi der s\ pri nt 2. Repeat this step on both physical nodes.

Step 3 - Configure the copied instance to bind to the 2nd virtual server

Add the following lines (or uncomment the example lines) to the file at C:\ Program Fil es\ Paper Cut
NG\ provi der s\ print\w n\print-provider.conf:

Server Nane=[ VI RTUAL SERVER NAME 2]
Print Server Name=\\[ VI RTUAL SERVER NAME 2]

Where [ VI RTUAL SERVER NAME 2] is the network name associated with your 2nd virtual server. Note that the
Pri nt Ser ver Name must be prefixed with two back-slashes (\ \ ).

Repeat this step on both physical nodes.

Step 4 - Manually install the a 2nd instance of the PCPrintProvider service

Services need a unique name. We'll install a 2nd instance of the service under the name PCPr i nt Pr ovi der 2. This
is done by typing the following commands at the command prompt.

cd C\Program Fil es\ Paper Cut NG provi ders\print2\w n
pc-print.exe PCPrintProvider2 /install

Repeat this step on both physical nodes.
Step 5 - Add this service to the resource group associated with the 2nd virtual server
Repeat steps 5 through 8 in the preceding section, this time using the service name PCPri nt Provi der 2 rather

than PCPrintProvider. The recommend unique name for the cluster resource in step 6 is
Paper Cut Pri nt Provi der 01.

21.5. Novell Cluster Services (NCS) on Novell OES Linux

This section assumes that you have an already installed and working clustered printing environment.

21.5.1. Mode 1 - Clustering at the print provider layer

21.5.1.1. Step 1 - Application Server (Primary Server) Setup
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Before installing a secondary server/clustered print provider you should take some time to ensure the primary
PaperCut server (central Application Server) is set up and running correctly. The primary server will be responsible
for providing PaperCut NG's web based interface and storing data. In most cases where a cluster is involved the
primary server will not host any printers and is dedicated to the role of hosting the PaperCut Application Server. If it
is not running fine now, adding an extra server will only "add an extra variable to the equation" and complicate
troubleshooting. Take some time now to verify that the primary server is functioning correctly. For example, verify
that:

¢ Install and configuration is completed

« Administrators can access the system via a web browser for administration.

« Users can log into the user web interface from their workstations.

21.5.1.2. Step 2 - Ensure firewall allows access to port 9191

Cluster nodes needs to communicate (initiate a TCP connection) with the primary PaperCut server on port 9191.
Administrators should ensure that any firewall software on the primary application server is not set to block any
incoming local network traffic on this port. A good way to test is to open a browser on the planned cluster nodes and
confirm you can access the administration web interface on port 9191.

21.5.1.3. Step 3 - Create eDirectory user account

The paper cut user's home directory denotes the application install location. For the fact that it is the default for
LUM enabled users, / hone/ paper cut is recommended, and assumed through the rest of this guide.

In iManager open Users - Create User.

For username, enter paper cut .

For Last name enter Paper Cut LUM user.

p w0 DR

For context choose the same eDirectory context as your the iPrint user and iprintgrp group created during your
clustered iPrint installation.

o

Assign the user a secret password during creation, and ensure the user's password is set to not expire. This
may require associating the user with an appropriate password policy after creation if you are using eDirectory
password policies.

Click the tickbox next to Create home directory.
For Volume choose the volume that is holding your clustered iPrint resource.
For Path ensure that it reads paper cut .

© © N o

Click OK to create the user.

We now need to LUM enable this PaperCut eDirectory user and add it to the already LUM enabled i pri ntgrp
used by the clustered iPrint resource.

In iManager open Linux User Management — Enable Users for Linux.

Select your papercut eDirectory user and continue.

Select An Existing Linux-Enabled Group and choose the i pri nt grp created during your clustered iPrint
installation and press Next.

Confirm that Workstation list includes all of the servers in your cluster and press next.

5. On your clustered iPrint volume, navigate to the papercut wuser's NSS home folder
(/ medi a/ nss/ [ vol une] / paper cut ) using for example Windows Explorer or ConsoleOne and add RWECM-
file rights for the eDirectory group i pri nt gr p created during your clustered iPrint installation. This ensures the
iPrint services have access to the installed files.

6. Asroot, on each node that will run the iPrint resource, run the following command, replacing [ vol une] with
the volume name of your iPrint resource.

shell> I n -s /medi a/ nss/[vol une] / paper cut /home/ paper cut
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Note: The symlink target will only exist on the active node and will "dangle” on the other nodes ready for when it
becomes the active node.

7. To confirm all the above stages are working, using any method you like (such as the traditional Novell client for
Windows, logged in as an admin user), create a folder or test files inside the papercut folder on your iPrint
cluster volume, then on the server holding that resource run:

shel |l > su - papercut
shell> |s

You should be able to see the files created on the NSS volume. They should also be able to be viewed via
/ hone/ paper cut on the active node.

21.5.1.4. Step 4 - Install the Print Provider

@ Important

The instructions below assume i686 architecture. If your system OS is 64-bit, replace i686 with x64 in
all file paths.

Install the print provider software onto the secondary server by copying all files and directories from the primary
application server's directory:

[ app- pat h] / provi ders/print/linux-i686/*

to the equivalent location on the node currently holding the iPrint resource:

/ honme/ papercut/ provi ders/print/linux-i 686/

Perform the copy operation as the paper cut user so that files are owned by the paper cut user. You may use any
method to copy the files, including over the network or via a USB key. If the primary server is also Linux, the
simplest way would be use secure copy (scp) as follows:

shel | > su - papercut

shel | > nkdir -p providers/print

shel | > cd providers/print

shell > scp -r primary. server. nanme:/hone/ papercut/ providers/print/*

After the copy operation is performed, execute the set per ms and r oot t asks scripts as root:

shell > su - root
shel | > sh ~papercut/providers/pri
shel | > sh ~papercut/providers/pri

X-1i 686/ set per ns

nt/linu
nt/1linux-i 686/ roottasks

21.5.1.5. Step 5 - Configuration
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The print provider on the cluster needs to know where the primary server is installed (i.e. its IP address). It also
needs to correctly report the cluster name to the primary server.
Open the file / hore/ paper cut / provi der s/ print/|inux-i 686/ print-provider.conf in a text editor.

Locate the line starting with Appl i cat i onSer ver = and change 127. 0. 0. 1 to the hostname or IP address of
the primary server.

3. Locate the line starting with Ser ver Name=, uncomment it and add the hostname of the cluster. This tells
PaperCut NG to report printers as being hosted on the cluster rather than on the node running the resource.

21.5.1.6. Step 6 - Cluster Configuration
1. Configuring services
As the services are going to be managed by Novell clustering, the services on the physical nodes must be

disabled so that they don't start. On the node used to install PaperCut in Section 21.5.1.4, “Step 4 - Install the
Print Provider”, in YaST - System — System Services (Runlevel), disable paper cut - event - noni t or.

2. Installing services and disabling them on all other nodes

On each other node in the cluster perform the following steps:

a. As root run the following command ([resource-name] is the name for your iPrint resource, and
[node-name] is the server name of the node you are now working on):

shel | > cluster migrate [resource-nane] [node-nane]

b. Once the resource has successfully migrated run the following command (still as root):

shel | > / hone/ papercut/providers/print/linux-[arch]/roottasks
shel Il > chown root:iprintgrp /opt/novell/iprint/bin/papercut

c. InYaST - System - System Services (Runlevel), disable paper cut - event - noni t or.
d. Repeat steps 1-3 on the other nodes in the cluster.

The binaries copied in Section 21.5.1.4, “Step 4 - Install the Print Provider” now need to be integrated into Novell
iPrint by adding papercut as the Accounting Autoload Command as discussed in Section 2.3.5, “Step 5 -
Printer/iPrint Configuration” under Section 2.3, “Installation on Novell OES Linux (iPrint)”. Follow that step only and
return here once completed.

21.5.1.7. Step 7 - Test
Mode 1 clustering should now be configured. Perform some test printing on all of this secondary server's printers.
Log into the PaperCut admin interface as admi n and verify that the printers are now listed under the Printers tab.
Simulate a node failover and test again (wait a minute or two between failures for the new node to engage).

21.5.2. Mode 2 - Clustering at all application layers
This section assumes that you have an already installed and working clustered printing environment.

21.5.2.1. Step 1 - Prerequisites
This guide assumes you have iPrint up and working within an existing cluster. It is assumed the cluster is set up
following Novell's documentation at

http://www.novell.com/documentation/oes2/iprint_Ix/?page=/documentation/oes2/iprint_Ix/data/akujhhg.html.

Ensure the size of the shared disk partition and NSS Pools are sufficient for your print manager, driver store, and
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PaperCut installation. This may mean making it larger than Novell's recommended 20GB if you are intending to use
the internal database and store large amounts of data over time.

21.5.2.2. Step 2 — Create eDirectory user account

The paper cut user's home directory denotes the application install location. For the fact that it is the default for
LUM enabled users, / hore/ paper cut is recommended, and assumed through the rest of this guide.

A wDdPE

o

© © N o

In iManager open Users — Create User.
For username, enter paper cut .
For Last name enter Paper Cut LUM user.

For context choose the same eDirectory context as your the iPrint user and iprintgrp group created during your
clustered iPrint installation.

Assign the user a secret password during creation, and ensure the user's password is set to not expire. This
may require associating the user with an appropriate password policy after creation if you are using eDirectory
password policies.

Click the tickbox next to Create home directory.

For Volume choose the volume that is holding your clustered iPrint resource.
For Path ensure that it reads paper cut .

Click OK to create the user.

We now need to LUM enable this PaperCut eDirectory user and add it to the already LUM enabled i pri nt grp
used by the clustered iPrint resource.

In iManager open Linux User Management — Enable Users for Linux.
Select your papercut eDirectory user and continue.

Select An Existing Linux-Enabled Group and choose the i pri nt gr p created during your clustered iPrint
installation and press Next.

Confirm that Workstation list includes all of the servers in your cluster and press next.

On your clustered iPrint volume, navigate to the papercut wuser's NSS home folder
(/ medi a/ nss/ [ vol une] / paper cut ) using for example Windows Explorer or ConsoleOne and add RWECMF
file rights for the eDirectory group i pri nt gr p created during your clustered iPrint installation. This ensures the
iPrint services have access to the installed files.

As r oot , on each node that will run the iPrint resource, run the following command, replacing [ vol une] with
the volume name of your iPrint resource.

shell> I n -s /medi a/ nss/[vol une] / papercut /home/ paper cut

Note: The symlink target will only exist on the active node and will "dangle" on the other nodes ready for when it
becomes the active node.

To confirm all the above stages are working, using any method you like (such as the traditional Novell client for
Windows, logged in as an admin user), create a folder or test files inside the papercut folder on your iPrint
cluster volume, then on the server holding that resource run:

shel | > su - papercut
shell> |s

You should be able to see the files created on the NSS volume.
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21.5.2.3. Downloading and installing

On the node that is currently hosting the iPrint resource, perform a primary server PaperCut installation as per steps
3 and 4 in Section 2.3, “Installation on Novell OES Linux (iPrint)”.

@ Important

Ensure this only done on the node that is currently holding the iPrint/PaperCut resource.

21.5.2.4. Step 4 - Installing services

1. As the services are going to be managed by Novell clustering, the services on the physical nodes must be
disabled so that they don't start. On the node used to install PaperCut in Section 21.5.1.4, “Step 4 - Install the
Print Provider”, in YaST - System - System Services (Runlevel), disable both papercut and
paper cut - event - noni t or .

2. Installing services and disabling them on all other nodes

On each other node in the cluster perform the following steps:

a. As root run the following command ([resource-name] is the name for your iPrint resource, and
[node-name] is the server name of the node you are now working on):

shell > cluster migrate [resource-nanme] [node-nane]

b. Once the resource has successfully migrated run the following two commands (still as root):

shel | > / home/ paper cut/server/bin/linux-[arch]/roottasks
shel | > / home/ paper cut/ provi ders/print/linux-[arch]/roottasks
shel | > chown root:iprintgrp /opt/novell/iprint/bin/papercut

c. In YaST - System - System Services (Runlevel), disable both papercut and
paper cut - event - noni t or .

d. Repeat steps 1-3 on the other nodes in the cluster.

21.5.2.5. Step 5 - File permissions

On each node in the cluster, including the one used to install PaperCut in Section 21.5.2.3, “Downloading and
installing”, run the following command as r oot :

shel | > chown root:iprintgrp /opt/novell/iprint/bin/papercut

21.5.2.6. Step 6 - Configure the nodes to report the virtual server hostname

Note

This step only has to be completed on whichever node is currently holding the iPrint resource, as the
print provider config file is on the portable volume and will automatically be picked up when the
resource moves.

1. Open the file / hone/ paper cut/ provi ders/print/linux-i686/print-provider.conf ina texteditor.
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2. Locate the line starting with Ser ver Name=, uncomment it and add the hostname of the cluster. This tells
PaperCut NG to report printers as being hosted on the cluster rather than on the node running the resource.

21.5.2.7. Step 7 — Update iPrint cluster resource scripts to load/unload the PaperCut application server

In iManager - Clusters - Cluster Options open the cluster hosting your iPrint resource.
Click on the iPrint resource, then Scripts.
This screen displays the load script, which should something like the following:

#!/ bi n/ bash
/opt/novel |l / ncs/1ib/ncsfuncs
exit_on_error nss /pool act =I PRI NT
exit_on_error ncpcon nmount | PRI NT=250
exit_on_error add_secondary_i paddress 10.10.55.7
exit_on_error ncpcon bind --ncpservername=FPCL_| PRI NT_SERVER - -i paddr ess=10. 10. 55. 7
ignore_error nv /medial/nss/|PRINT/var/opt/novell/iprint/iprintgw |pr /nedial/nss/|IPRINT/var/ac

exit_on_error rcnovell-idsd start
exit_on_error rcnovell-ipsnd start
exit O
4. Add the following line between exi t _on_error rcnovel | -i psnd start andexit O:

exit_on_error /etc/init.d/ papercut start
exit_on_error /etc/init.d/ papercut-event-nonitor start

5. Click Apply, then Unload Script. The unload script should look something like the following:

#!1/ bi n/ bash

/opt/novel I/ ncs/lib/ncsfuncs
ignore_error rcnovell-ipsnd stop
i gnore_error rcnovell-idsd stop

i gnore_error ncpcon unbind --ncpservername=FPCL_| PRI NT_SERVER - -i paddr ess=10. 10. 55. 7
i gnore_error del _secondary_i paddress 10.10.55.7
i gnore_error nss /pool deact =l PRI NT

exit O
6. Insert the following two lines between . /[opt/novell/ncs/lib/ncsfuncs and ignore_error
rcnovel | -i psmd st op:

ignore_error /etc/init.d/papercut-event-nonitor stop
ignore_error /etc/init.d/papercut stop

7. Click Apply, then offline and online the iPrint resource to load it with these new scripts.

21.5.2.8. Step 8 - Config files

When installing PaperCut in step Section 21.5.2.3, “Downloading and installing” the IP address of the physical node
will have been automatically detected and stored in config files to simplify the deployment of remote components.
These config files will require modification so that the components connect to the cluster / virtual server resource
instead.

Update the server IP address and hostname to the cluster / virtual server resource in the following configuration
files:
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« /home/papercut/client/win/client.properties

« /home/papercut/client/mac/PCClient.app/Contents/Resources/config
« /home/papercut/release/connection.properties

¢ client-config.js in each Gadget in /home/papercut/client/win/

« /home/papercut/client/mac/Widget/PCWidget/config

« /providers/net/connection.properties

« /providers/hardware/ricoh/*/connection.properties

As these config files are all on the shared resource they only need to be changed once on the node currently
hosting the resource.

21.5.2.9. Step 9 - Printer / iPrint configuration

Each printer in the cluster that will be managed/tracked by PaperCut needs further configuration via iManager.
Follow Section 2.3.5, “Step 5 - Printer/iPrint Configuration” under Section 2.3, “Installation on Novell OES Linux
(iPrint)” and return here once completed.

21.5.2.10. Step 10 — Test

Mode 2 clustering should now be configured. Perform some test printing on all of this secondary server's printers.
Log into the PaperCut admin interface as admi n and verify that the printers are now listed under the Printers tab.
Simulate a node failover and test again (wait a minute or two between failures for the new node to engage).

21.5.2.11. Step 11 — Sharing Client Software

As the clustered solution uses NSS, the client folder is already available as an NCP share at
\\[cluster-virtual -server]\[vol une- nanme]\ papercut\client. Users should be able to access this
folder once they are given file rights. Alternatively, consider making these files available via an alternate
share/path/location.

21.6. Client/Workstation Configuration

In a clustered environment the behavior of PaperCut NG on the workstations is identical to that of a non-clustered
environment. The one exception however is in terms of configuration - The clients need to be configured to connect
to the Virtual Server rather that directly connecting to a node (i.e. network connections need to be made via virtual
server's designated IP address). The changes necessary are:

1. Update User Client's configuration file confi g. properti es with the Virtual Server's details as per
Section 21.2.2.9, “Step 9 - Client Configuration”.

2. Ensure that any URL's pointing to PaperCut NG's web administration and user interfaces;
http://[server]:9192/adnmin and http://[server]: 9192/ user user the virtual server's name. For
example, any links on the organization's intranet site or links supplied to other system administrators.
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This section is designed to supplement the Install Guide (see Section 2.4, “Installation on Linux (CUPS and/or
Samba)”). It provides an in-depth explanation of the Linux installation process, the directory layout and tools.

Information in this chapter is technical in nature. It is expected that readers have prior experience with:

¢ The Unix command line environment

¢ Unix file permissions

« Configuring CUPS and/or Linux print queues
¢ Or basic Samba configuration

22.1. The Installation Process

The Linux version of PaperCut NG is supplied as a pre-compiled self-installing application. The installation process
is designed to work with all major Linux distributions. Due to the varied nature of some installations and
administrator preferences, often some manual configuration is required. This section describes the installation
process in detail as well as some additional options available to system administrators.

22.1.1. Manual extraction

The Linux version of PaperCut NG is supplied in a self-extracting, self-installing archive. The archive is simply at ar
archive compressed with gzi p, and headed with a shell script to facilitate self-extracting. After extraction is
complete, the installation script named install is executed to begin the install process. Some system
administrators may like to inspect the contents of the archive, and possibly the installation process itself prior to the
actual install. The self-extracting installer takes a number of command line arguments. The - e argument will extract
the archive into the current working directory ready for inspection. Further options and documentation is available
via the - - hel p option.

Usage: pcng-setup.sh [-e|-i|-I] [-v] [-n] [list ...
-e Extract the files and then exit wi thout installing.
-1 Install after extracting the files (default).
-1 Li st the contents of the archive and exit w thout
extracting.

-V Verbose. Print the names of the files as they are
extract ed.
list The list of files to extract."

22.1.2. The install process

Even though the majority of the installation process is completed under the identity of the non-privileged user
account called paper cut , most administrators would like to know what the install process does. The main steps are
outlined below:

22.1.2.1. Extraction

The first stage in the install process extracts the archive to / t np or a location as defined by an environment variable
TMPDI R. The command-line programs t ar and gunzi p are used during this phase.

22.1.2.2. Installation

After extraction is complete the installation script is called. The install script, called i nst al | , will present the EULA
and request acceptance. The script then determines the install location. This is the paper cut user's home
directory. The home directory is determined by the HOVE environment variable, or if not set, the result of a call to

get pwnan() .
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Files are then copied into the paper cut user's home directory. Care is taken not to overwrite any existing data or
configuration files if this is an install-over-the-top upgrade.

22.1.2.3. Permissions

To ensure the default installation is secure by default, permissions are applied to key files. The following area of the
application are restricted to the paper cut user only:

Area Comments

~/ server/server.properties Contains server configuration including the default admin password.

~/ server/data This directory contains application data including database files. Some of this
data may contain sensitive information.

~/ server/bin/linux-[x64|i686] This directory contains a setuid-root binary. Even though the binary is no use to
an end-user or hacker, good security practice stipulates that we should only
allow the paper cut user access to this directory.

Table 22.1. Secured Application Areas

Permissions can be checked and re-applied at any time post-install by running the scripts:

~/ server/ bin/linux-*/setperns
~/ provi ders/print/linux-*/setperns

22.1.2.4. Firewall

The PaperCut NG Application Server (pc- app process) listens on port 9191. This port is used for browser based
administration access, for client access, and other services. Ensure that any firewall or local IP filtering software
such as i pt abl es is set to allow local network traffic access to this port.

22.1.2.5. Root Level Tasks
A small part of the install process needs to run as the r oot account. The tasks conducted as root include:

« Setting the aut hpambinary as setuid-root. This binary is used for password verification.
¢ Installing a CUPS backend. This is done by placing a symlink in the CUPS lib/backend directory.
e Setting up SYSV style start scripts if the system uses this boot process. This is done by placing symlinks in the:

/etcl/init.d/
/etc/rc3.d/
/etc/rch.d/
and so on...

If the administrator decides not to run the root-level tasks during the install process, the tasks can be run again
post-install by executing the shell scripts:

~/ server/bin/linux-*/roottasks
~/ provi ders/print/linux-*/roottasks

Alternatively the administrator can view the scripts and make the required changes by hand.

22.1.3. Linux Print Queue Integration
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PaperCut NG is able to integrate with and monitor CUPS, Samba and Novell iPrint based print queues. The
configuration and an explanation of the integration methods follows:

22.1.3.1. CUPS Configuration Overview

If the print queues are managed and controlled via CUPS, the Device URI on each printer should be modified so the
paper cut backend is incorporated into the print process. This can be done automatically by running the
confi gur e- cups script as r oot (the simplest option):

~/ provi ders/print/linux-*/configure-cups

and following the interactive instructions. Alternatively, it can be done manually via the CUPS web admin interface or
by editing the CUPS pri nt er s. conf file:

1. Openprinters.conf (e.g./etc/cups/printers.conf)
2. Prefix the DeviceURL for each printers with "paper cut : ". For example:

Devi ceURl socket://192.168.1.200: 9100

Would become:

Devi ceURl papercut: socket://192.168. 1. 200: 9100

3. Restart cupsd so the new configuration is detected (e.g./ et c/init. d/ cupsd rel oad)

22.1.3.2. CUPS Integration Explained

22.1.3.2.1.

CUPS, the Common UNIX Printing System, is a popular system for managing printers on Linux servers. CUPS uses
a chain-of-commands concept where filters and backends combine together to form a process steam - a
workflow. PaperCut NG hooks into this workflow at the backend level, intercepting the job before it's passed on to
physical printer hardware.

The interception is done by wrapping or proxying the real CUPS backend. CUPS calls the PaperCut NG backend
which processes the job. If the job is approved, it passes the document onto the real backend. If the job is denied, it

is deleted and proceeds no further. The PaperCut NG backend is usually set up and installed by default during the
standard installation.

Setting up the PaperCut NG CUPS backend proxy is a relatively simple task. All the administrator needs to do is
prefix the existing Devi ceURI with paper cut : . For example the entry:

Devi ceURI socket://192.168.1.200: 9100
would become:

Devi ceURlI papercut:socket://192.168. 1.200: 9100

The printer will register itself with PaperCut NG on the first print event.
PaperCut NG CUPS Architecture

The PaperCut NG CUPS backend is a native compiled binary. In PaperCut NG documentation it is referred to it as a
Print Provider - a component that provides print event information to the Application Server. It's responsible for
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analyzing the print job and then communicating this information to the Application Server component.
Communication is via an XML-RPC based Web Services call. This means that the backend does not even need to
be on the same server as the system hosting the Application Server component.

22.1.3.3. Samba Configuration Overview

If the print queues are exposed to network workstations using Samba (Samba Website) [http://www.samba.org/],
and a print system other than CUPS is used (e.g. BSD, LPRNG, SYSV, etc.) the snmb. conf needs some additional
configuration. The "pri nt conmand" needs to be replaced with a PaperCut NG command.

1. Openthe snb. conf (e.g./ etc/sanbal/ snb. conf)

2. Under the [ gl obal ] section insert the line:

print command=/ hone/ papercut/ providers/print/linux-i686/sanba-print-provider
-u """ -J "%W" -h "%" -m"%1 -p "%" -s "%w"
-a "[standard print command]" &

(IMPORTANT: The above information should appear all on a single line. Note the use of the & (ampersand) on
the end of the line.)

where [standard print command] is the command that would normally called for printing. Typical
examples of commands usually used for printer are listed below:

Type Command

BSD, AlX, QNX, LPRNG or PLP lpr -r -P% %

SYSV or HPUX Ip-c -d% %; rm%

Table 22.2. Standard print commands

More information on standard print commands is available under the Samba documentation installed on your
system (see man snb. conf).

22.1.3.4. Samba Integration Explained

Samba is used to provide file and print sharing to Windows systems and is a popular solution. One of the main
reasons for its popularity is that it avoids the need for expensive Microsoft Windows server licenses!

Samba exposes the locally set up Linux/Unix printers as network shared Windows printers. It does this by wrapping
the underlying print system - usually CUPS or LPR/LPD. In the case of LPR, Samba calls the standard | p command
line programs to perform printing. PaperCut NG works by wrapping or proxying the "pri nt comand". More
information on how Samba interacts with the underlying print system is available in the Samba documentation.

A typical entry in the Samba configuration file snb. conf defining the PaperCut NG print command wrapper would
be:

print command=/ hone/ papercut/ provi ders/print/linux-i 686/ sanba-print-provider
- u " O/MH - J " 0/0] " - h " %.]Il - m " O/ml - p " 0/@“ - S " O/sll
-a "[standard print command]" &

(I MPORTANT: The above information should appear all on the one line.
Note the use of the & (anpersand) on the end of the line.)
where [ st andard print comrand] is the command that would normally be called for printing.

The %, %p, etc., are Samba substitution variables. These are replaced with content such as the username, printer
name, etc. and are used by PaperCut NG in the reporting and logging.
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The printer will register itself with the PaperCut NG web interface after the first print is received.
22.1.3.4.1. PaperCut NG Samba Architecture

The PaperCut NG Samba print command wrapper is a native compiled executable. The PaperCut NG
documentation refers to it as a Print Provider. It's responsible for analyzing the print job and then communicating this
information to the Application Server component. Communication is via an XML-RPC based Web Services call. This
means that the command does not even need to be on the same server as the system hosting the Application
Server component.

22.1.3.5. Novell iPrint Configuration

PaperCut NG works by directly integrating with the Novell iPrint Print Manager. The configuration process is detailed
in Section 2.3.5, “Step 5 - Printer/iPrint Configuration”. The development team at PaperCut Software has worked
with the Novell iPrint engineers during 2008 to ensure an iPrint APl was avaliable that allow iPrint users to have
access to the same feature set as seen on Windows, Mac and Linux CUPS. PaperCut NG uses this API set to
intercept and account for jobs as they pass into the iPrint queue.

22.2. Advanced Configuration & Logs

The majority of PaperCut NG configuration is conducted in the Application Server's web interface. Some additional
configuration options are available in the following configuration files:

Config File Comments

~/ server/server.properties Contains server configuration including the default admin password, the server's
TCP port and external database connection parameters.

~/ providers/print/linux-[x64|i686]/print-provider.conf The Print Provider's configuration file used by both the Samba and CUPS Print
Providers. This file defines items such as the Application Server's IP address
and port, process timeouts and other.

Table 22.3. Advanced Configuration

Most important application logging is available via the Application Log section of the Application Server's web
interface. Some additional advanced level logging is maintained in standard text files located at:

~/ server/| ogs/*
~/ providers/print/linux-[x64|i686]/print-provider.|og

Administrators may wish to consult these logs when attempting to diagnose or troubleshoot problems.
22.3. Backups & System Management

Suggested backup procedures are detailed in Section 12.4, “System Backups”. Common system management
functions are covered in Chapter 12, System Management.

Administrators managing Linux servers should also consider adopting the following management policies:

« Regularly check for PaperCut NG updates. Updates can be applied with a simple, install-over-the-top procedure.
* Remember to add the PaperCut NG backend or command when configuring new printers.

e Always check PaperCut NG's functionality after a system updates (i.e. new versions of CUPS or Samba, or
configuration changes).

22.4. User Directory and Authentication
PaperCut NG synchronizes its user directory with the underlying operating system or network. The Linux version of

PaperCut NG ships with two user directory implementations. Due to the nature of Linux, some organizations may
have customized user directory implementations. PaperCut NG can support customization in this area. This section

322



PaperCut NG on Linux

details the user/group/authentication options available as standard, as well has how one would go about developing
customized implementation.

22.4.1. Standard Unix

The Standard Unix user directory provider uses standard Unix API's to enumerate user and group information. This
allows group information to be defined on either the local system or via another source as configured via
nsswi t ch. conf. For example, the system may be configured via nssw tch. conf to obtain user directory
information from a centralized LDAP server or Novell's eDirectory.

User password authentication is performed via PAM. (Note: For administrators wishing to customize the PAM
authentication method at the application level, PaperCut NG reports itself as "papercut”.)

22.4.2. Samba/Windows Domain

If the user and group information is provided by a Windows Domain such as an NT Style Domain or Active Directory,
the Samba option is most appropriate. This option would normally be used on networks where the printers are
hosted on a Linux server and exposed to Windows users via Samba.

At the technical level, the Samba support is implemented as a set of Perl script wrappers around standard Samba
commands such as net and snbcl i ent. Administrators should ensure these Samba commands are on the
paper cut user's path.

22.4.3. Custom

Some large networks, particularly those found at established universities, may have custom user directory and
authentication services not directly supported by PaperCut NG. To support these networks, administrators can use
scripting and other technologies to build a new custom User Directory Information Provider.

PaperCut NG works by handing off user, group and user authentication tasks to a separate program/process. The
external process must accept a set of commands as command-line arguments and return the answer in a tab
delimited prescribed format on standard out. More information on the format can be found in Section 16.8, “Custom
User Directory Information Providers”. The source code for the standard PaperCut NG supplied User Directory
Information Provider are also supplied as part of the installation, and these may prove to be a good example. The
source code is provided in:

~/ server/bin/linux-i686/src/
~/ server/ bin/linux-i686/sanbauserdir
~/ server/ bi n/linux-i686/aut hsanba

Organizations wishing to build a custom User Directory Information Provider are encouraged to contact the
PaperCut NG development team. They will be more than happy to assist.

22.5. Unix Command-Line Release Station Client

In a modern Linux environment, the most commonly used print system is usually CUPS. PaperCut NG can be
configured to integrate with CUPS to conveniently track printing. On Legacy Unix systems CUPS is often not an
option and printing is performed via the Line Printer tools such as | p or | pr. LPR/LPD is a non-authenticated
printing protocol so the identity of the user associated with a print job can't be trusted. Instead, the authentication
must be performed at the PaperCut NG application layer. The PaperCut NG client tool with popup authentication as
discussed at Section 24.2.2, “Scenario Two: The Multi-User Mac with Popup Authentication” is a good option but not
appropriate for a terminal-only environment. Terminal-only environments can be supported via a release station
gueue (see Chapter 10, Hold/Release Queues & Print Release Stations for more detail). Jobs held in a release
station queue are normally accessed and released via a dedicated terminal or a web browser based interface,
however for the benefit of terminal-only users, a command-line job release client is also provided.

This process is best explained using an example:

1. John uses the | p command to print a Postscript document from his Unix terminal session. The job arrives in the
queue under the username identity "john". (Although the name can't be trusted.)
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6.

The administrator has enabled the PaperCut NG release station on this print queue. The job is placed into a
holding state.

John must now authenticate, proving his identity and release the job. He chooses to do this via the
command-line release station client.

John enters the command r el ease- pri nt -j ob. This command was set up by the system administrator.

John enters his username and password, confirms the job's name, cost and page count and releases the job for
print. The following is an example of the output seen:

Pl ease enter your username: john

Pl ease enter your password:

Current bal ance: $8.00

18: 04: 13 - Nane: "Configuring Linux", Pages: 2, Cost: $0.40
Print this job? [yes]

Rel eased 1 job(s).

The job prints and John's account is charged.

Enabling the release station on a printer is a global option - it affects all jobs from all users. In some environments it
may not be appropriate to have all jobs controlled via a release station - for example, jobs originating from Windows
systems are already authenticated and should print directly. An alternate strategy is to have two queues for the
same printer. The first queue does not use the release station option and only allows printing from authenticated
workstations/users, while the other queue has the release station option enabled.

PaperCut NG managed print queues can be exposed for access via LRP/LPD using various methods. The optional
Windows system component, "Print Services for Unix" can be used if the queues are hosted on a Windows system.
An LPD interface is available for CUPS if the queues are hosted on Linux.

‘ ,2 Tip

Windows system administrators can control which queues are exposed via LPR/LPD by setting printer
permissions. Queues set up to explicitly deny permission to access from the SYSTEM account will not
be accessible via LPR.

22.5.1. Installing the Command-Line Release Station Client

The following installation instructions assume the reader has prior Unix system administration experience.

1.

Ensure that Java 1.5 or newer is installed on your system. To check, type j ava -versi on at the terminal. If
you do not have Java 5 (1.5) or higher, please install it before continuing. Java is available for all major Unix
operating systems.

Copy the release station files from your primary server to the system for which you wish to set up the command
line release station client. These can be found in [ app- pat h] / r el ease. If your primary server is running
Windows, this folder will be shared by default (accessible via snb: //[ server]/rel ease). You may be able
to use tools such as Samba (snbcl i ent) to help copy these files. Ensure all files in the folder are copied
taking care to preserve the existing heirarchy.

The recommended location to install the release station command line client s
/usr/ 1 ocal / papercut/rel ease/.

Ensure that the command line release station client has execute permissions for all users. This can be achieved
with the following command when in the release directory:

chnod 755 ./pc-rel ease-cnd-1ine. sh

For convenience, an alias can be created for the command line release station client. This is typically done by
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5.

entering the following line in a global profiles file, or each user's . profi | e file:

alias "release-print-job" =\
"/usr/local / papercut/rel easel/ pc-rel ease-cnd-1ine. sh

Users will now be able to release their print jobs by typing r el ease- pri nt-j ob.

It may also be useful to create a 'wrapper' for | p to run the command line release station client after a user has sent
a print job. The following script pri nt - doc provides an example:

#1/bin/sh

echo "Printing document using lpr..."

fusr/bin/lpr "$@

echo "Printing done, calling programto release job..."
sleep 1

cd /usr/local/ papercut/rel ease

.Ipc-rel ease-cnd-1ine. sh

echo "Done."

For the convenience of users, the command line release station client should be installed on all systems where
printing from the terminal may be performed.

22.6. Removing PaperCut NG from a Linux server

PaperCut NG can be completely removed from a system with the following procedure:

.

Remove all files from the paper cut user's home directory.
Remove the paper cut user account and home directory.
Remove any server start scripts matching:

/etc/init.d/papercut
/etc/rc*. dl *papercut

22.7. Linux FAQ

22.7.1. Troubleshooting & Installation Questions

Q:

A:

How can | run the root installation tasks manually?

If you opt not to run the root level tasks during installation, or if they fail, they can be manually run later by
running the following shell scripts as root:

~/ server/bin/linux-*/roottasks
~/ provi ders/print/linux-*/roottasks

| am unable to open a browserto htt p: / /[ server _nane] : 9191/ admi n. What is wrong?

The first step is to check to see if the PaperCut NG is listening on the port. The command:

325



PaperCut NG on Linux

netstat -anp | grep 9191

should list the pc- app as the owner of the process on port 9191. If nothing is listed, check that the application
server has started (e.g. ps -ef | grep pc-app).

If the server is already running, the next step is to ensure no IP filtering is applied to the port. Some Linux
distributions have strict i pt abl es filters enabled by default. Ensure that port 9191 is accessible from all local
network systems.

I would like to use a custom script to start the server. Is this possible?

The SYSV style start script included should work with all systems using an / et ¢/ rc*. d style boot process.
Some administrators may wish to replace the app- server with a custom script that better fits in with their
Linux distributions style guide. Administrators should consider storing this script outside the PaperCut NG
install structure so it's not overwritten in any further upgrade.

Can | run/install PaperCut NG under an account other than "papercut"?

No. At the moment the installation, and other scripts, assume the existence of a user called paper cut . This
may however change in the future. E-mail your thoughts to the development team!

Is an RPM or .deb package available?

No. At the moment we're supplying it as a self-extracting and self-installing archive. This gives us the flexibility
to support install-over-the-top for upgrades and maintain full control over the installation process. The process
will also allow PaperCut NG to run and install on systems not using RPM or apt. We also plan on supporting
other Unix based operating systems in the future such as FreeBSD and Solaris. The current installation
method should work with all standard Linux distributions.

22.7.2. General Questions

Q:

A:

Is PaperCut NG open source?

PaperCut NG in not "open source" in reference to it being available under the GPL or another popular open
source license. Source code is however provided to customers. As a company we are transparent in our
development approach, work closely with our users, and support a number of open source projects both
financially and with code submission. PaperCut NG however remains a commercial application with
commercial support at the current time.
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Chapter 23. Print Authentication

Modern large multiuser networks, like those typically seen in Higher Education, are made up of mix of operating
systems, authentication methods, personal student laptops, print protocols and disparate networks. This
heterogeneous mix poses problems for system administrators working towards a unified and centralized print
management system. PaperCut NG sports an array of tools to help administrators meet their unification goals.
PaperCut NG's flexibility is however a double-edged sword and the multitude of options also bring complexity. This
section discusses cross-platform support in detail, and hopes to arm the reader with the knowledge needed to make
the correct architecture decisions. Solutions are presented as "recipes" with the aim of directing the reader to
appropriate procedures and other chapters.

The objective of a centralized and unified PaperCut NG system is to offer all users, irrespective of their operating
system or access method, access to the full array of features in a secured and authenticated way. PaperCut NG
offers cross-platform client software providing end-user features on all major operating systems, however the need
for secured and authenticated access adds an extra, somewhat complex dimension.

23.1. About Authentication and Printing

23.1.1. What is authentication?

Authentication in a printing environment is the act of confirming the digital identity of the person who issued a print
job. Knowledge of the user's identity allows PaperCut NG to offer the user access to functions such as allocating the
cost of a job to their account, or offering them access to shared accounts. In a Windows domain environment,
authentication is handled at the point of login using a username and password. A web-of-trust is then established
between servers and services.

23.1.2. Why does authentication pose a problem?

By default PaperCut NG assumes the printer queues are authenticated and trusts the username that is associated
with the print job. It is this user is charged for for the printing. On fully authenticated networks (like 100% Windows
Active Directory networks), PaperCut NG can trust the username associated with the job. There are a few common
scenarios where authentication is not as simple:

Generic, common, or shared user accounts. (e.g. generic "student" login).

Systems that auto-login as a set user.

Unauthenticated print queues or print protocols (e.g. LPR).

A wDdPE

Users' personal laptops that are not authenticated on the network.

Generic or shared login accounts are seen in some computer lab and network environments. In these environments
administrators ask users to log into selected systems using standard user names such as "student" or "user". This
practice is particularly common on the Apple Mac operating system as a single login helps streamline system and
application management. The use of the Window auto-login feature also poses a similar problem - authentication is
not enforced at the time of system startup. An extra layer of authentication is required on these systems to correctly
identify the person that performs printing.

Unauthenticated print queues also pose problems in cross platform environments. In an ideal world all computers
would talk the same protocols and happily work together in a single centrally authenticated environment. We can
come close to this goal in a 100% Microsoft Windows environment, however if we mix in Unix, Linux and Mac, it's a
different story. Although initiatives such as CUPS (Common Unix Printing System) and the Internet Printing Protocol
(IPP) offer some hope, unification in the area of authenticated printing is still some way off. Unfortunately technical
reasons often prevent networks from using CUPS authentication or exclusively using the authenticated Microsoft
printing protocol.

The use of personal laptops or other unauthenticated workstations in an otherwise authenticated network is another
cause of problems. These machines may not be able to authenticate to your network for number of reasons:

e The operating system does not support authentication (like Windows Home editions).
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e Itis too complex to configure authentication on personal laptops.
¢ Users log in to their laptop with their personnally chosen username and password.
¢ You cannot force users to change the configuration of their personal laptops.

23.1.3. How does PaperCut NG address authentication?

If technical reasons prevent authentication at the print queue level, PaperCut NG provides a number of alternate
authentication options. These options change PaperCut NG's default behavior of trusting the username associated
with a print jobs, and instead the user will be required to re-authenticate before the job is printed. The two alternate
authentication options are described below.

23.1.3.1. Popup Authentication (IP session based authentication)

This method involves associating the workstation's IP address with a user for a specified period of time - a session.
Any print jobs arriving from this IP address are deemed to be associated with this user. Authentication is provided by
the PaperCut NG client software in the form of a popup dialog requesting a username and password. Data is
transmitted to the server via an SSL encrypted connection. To print with popup authentication the client software
must be running on the workstations or laptops.

Popup authentication can be used to:

« Authenticate users that print from a generic login or auto-login account. This is done by flagging the generic
account as unauthenticated in PaperCut NG.

« Authenticate users not authenticated to the network (e.g. personal laptop users). This is done by marking the
print queues as unauthenticated in PaperCut NG.

"* Login

!-‘ .
1), 4 Login
E Your login credentials are required for printer access

Username: |
Pazsword:

Remember: |For next S minubes

Figure 23.1. PaperCut NG client requesting authentication

More information on popup authentication can be found in Section 7.10, “Popup Authentication”.
23.1.3.2. Web Print

Web Print is a service for printing documents that are uploaded via a web browser. This provides a simple way to
enable printing for laptop, wireless and anonymous users without the need to install print drivers.

With Web Print users are authenticated when they log into the PaperCut NG user web interface. Any documents
they upload can then be tracked against their user name.

More information about Web Print is available in Chapter 20, Web Print (Driver-less printing via a web browser).
23.1.3.3. Release Station Authentication

Release stations work by placing print jobs in a holding queue. Users must authenticate at a release station before
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being given access to release their job. A release station normally takes the form of a dedicated terminal located
next to the printer(s), however the holding queue may also be accessed via a web browser. The act of a user
releasing a job causes it to be charged to their account. Release stations can be used without installing the client
software on user's workstations.

The hold/release queues are enabled on a printer queue level within PaperCut NG

More information on setting up and using release stations is discussed in Chapter 10, Hold/Release Queues & Print
Release Stations. To achieve authentication, the Release Station will be run in "release any" mode.

23.1.3.4. Choosing the right authentication option for your network

The choice of the authenticatation approach depends on the constraints of your network and your requirements.
Below are some points to consider when making this decision:

* Popup Authentication: Usually the most user-friendly option, but it requires the client software to be installed and
running on all workstations that print. In some environments it is not possible to mandate that software be
installed on personal laptops.

* Release Station Authentication: Users do not need any additional software installed but the process of releasing
a print job is more involved. You must install standard release stations nearby all your printers, or make use of
the end-user web release station. If you are already using hold/release queues, then it makes sense to also use
them for authentication.

23.1.3.5. Handling partially authenticated networks

Many sites have a heterogenous network with a mix of both authenticated an unauthenticated printing. A common
example, is a college where all lab computers are connected to the domain and users must login to the workstations
to print. The college also allows students to print using their personal laptops that are not authenticated on the
network.

An administrator can choose to enable PaperCut NG authentication for all users. This is the simplest to set up but
may be inconvenient for users who are already fully authenticated. Why should an authenticated user have to
reauthenticate with PaperCut NG to print?

To overcome this it is recommended to set up two sets of print queues, one for the authenticated users and another
for the unauthenticated users. These queues can point to the same physical printers, but are configured differently
in both PaperCut NG and the operating system. The authenticated print queues:

e Must only be accessible to authenticated users (i.e. through network security or operating system permissions).

e Should not have the authentication enabled within PaperCut NG (i.e. do not enable the hold/release queue or
unauthenticated printer options on the print queue).

« Should not be published to unauthenticated users.

The unauthenticated print queues:

* Must be configured to allow printing by unauthenticated users.

« Must have the authentication enabled within PaperCut NG. i.e. Enable the hold/release queue or flag the printer
as unauthenticated.

* Must be published to anonymous users so they know how to connect/user the printers.

If the descision as been made to split up printers into two seprate queues (authenticated and unauthenticated),
administrators can use tools such as IP address filtering, firewalls, or user/group access permsisions to control who
has access to which set of queues (i.e. deny "guest" account access on authenticated queues in Windows).

For a detailed explanation of setting up PaperCut NG for unauthenticated laptop printing see Section 23.2,
“Handling Unauthenticated (non-domain) Laptops”

For discussion of many other authentication scenarios see Section 23.3, “The Authentication Cookbook - Recipes
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by example”
23.2. Handling Unauthenticated (non-domain) Laptops

Schools and colleges commonly allow students to use their personal laptops for printing to campus printers. They
also want to allocate/charge printing from these unauthenticated users to the correct person. However if the systems
haven't authenticated with the network, then user credentials are not provided with the print job (or worse, their
personal laptop username is associated with the job). For example, on Windows networks, the jobs may list as
guest . PaperCut NG addresses this this problem by providing alternate print authentication options. This section
provides a step-by-step guide to configuring these authentication options.

Before continuing it is highly recommended to read the introduction to print authentication (see Chapter 23, Print
Authentication). It introduces the important concepts required to understanding print authentication.

23.2.1. Option 1: Popup Authentication for Unauthenticated Laptops

Having chosen popup authentication to authenticate your laptop users, you should review Section 7.10, “Popup
Authentication” for a detailed explanation of the feature.

23.2.1.1. Step 1: Decide whether to enable popup authentication on all printer queues

First decide whether to enable authentication for all queues, or only the queues accessed by unauthenticated laptop
systems. For more information please read Section 23.1.3.5, “Handling partially authenticated networks”.

If you choose to only enable authentication for your unauthenticated laptops, you must configure a second set of
unauthenticated print queues. These queues can point to the same physical printers as your authenticated queues.

Often the simplest way to set up these unauthenticated queues is to configure a separate print server that allows
anonymous printing. You can make use of a firewall or operating system permissions to ensure that the anonymous
users cannot access the "authenticated queues". On Windows networks, you may need to enable the guest
account on the domain/system so users running the "Home" editions of Windows can print to these queues.

23.2.1.2. Step 2: Install/run the user client software on laptops

To use popup authentication, the client software must be installed and running on the unauthenticated laptops. You
should make the client available for your users along with instructions of how to install the software on their laptops.
The software can be easily installed on all common operating systems (Windows, Mac and Linux).

For more information on installing and deploying the client software see Section 5.2.1, “User Client Deployment”.
23.2.1.3. Step 3: Mark the printer queue as "Unauthenticated"

By default PaperCut NG trusts the usernames that are associated with the print job. When printing from
unauthenticated laptops this username cannot be trusted. By flagging the printer queue as "unauthenticated",
PaperCut NG will no longer trust the username and will prompt the user to authenticate.

Advanced: An alternate approch on Windows networks is to enable the unauthenticated option at the user-level on
guest only rather than at the queue level.

To flag the printer as Unauthenticated:

Log in as the built-in admi n user.

Click on the Printers section.

Select the printer you wish to mark as Unauthenticated.

In the Configuration section, enable the Unauthenticated printer checkbox.
Press the OK button to save the changes.

2 e o

Repeat this process for each printer that requires popup authentication enabled.
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@ Important

Once the printer is flagged as Unauthenticated, no print jobs will be printed until the user has
authenticated using the client software. It is important that all workstations using these print queues
are running the client software.

23.2.1.4. Step 4: Test the popup authentication

It is important to test the popup authentication once enabled. To do this:

Start-up an unauthenticated laptop/workstation.
Ensure that the user client software is installed and running.
Perform a test print job to the queue on the print server you flagged as Unauthenticated.

PR

The client software should popup the authentication dialog box. The print job should not print until you
successfully authenticate.

5. Once authenticated, verify that the print job completes and the job is logged against the correct username in
Printers->Print Jobs.

23.2.2. Option 2: Release Station Authentication for Unauthenticated Laptops

Having chosen release stations to authenticate your laptop users, you should review Chapter 10, Hold/Release
Queues & Print Release Stations for a detailed explanation of the feature.

23.2.2.1. Step 1: Decide whether to enable release station authentication on all print queues

First decide whether to enable the the hold/release queue for all print queues, or only the queues accessed by
unauthenticated laptop systems. For more information please read Section 23.1.3.5, “Handling partially
authenticated networks”.

If you choose to only enable the hold/release queue for your unauthenticated laptops, you must configure a second
set of unauthenticated print queues. These queues can point to the same physical printers as your authenticated
queues.

Often the simplest way to set up these unauthenticated queues is to configure a separate print server that allows
anonymous printing. You can make use of a firewall or operating system permissions to ensure that the anonymous
users cannot access the "authenticated queues".

23.2.2.2. Step 2: Choose which Release Station interface to use

You can choose between the Standard/Software release station interface and the end-user web interface. The
standard release station:
¢ Requires a dedicated workstation nearby the printers that is configured to run the release station.

« Requires less user education because when they walk up to fetch their print jobs it is obvious they need to use
the release station to user the job.

The end-user web release station:

e Requires no workstations configured near the printers. Users simply use a web browser to login to the end-user
web interface and release their jobs.

« Users must be provided with instructions on how to print and then login to the web release station to release their
print jobs.

After choosing the release station interface, proceed to the appropriate step below.
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23.2.2.3. Step 3a: Run and configure the Standard Release Station

If using the standard release station:

1.

Deploy the standard release station to workstations located nearby your printers. See Section 10.3, “Release
Station Configuration” for information on deploying the release station.

Run the release station in "Release Any" mode which allows users to login and see all print jobs awaiting
release. When they release a job it will be charged to their user account. For more information see
Section 10.3.3.1, “Release Station Modes”.

23.2.2.4. Step 3b: Enable and configure the End-user Web Release Station

If using the end-user web release station:

o s~ w0 bd e

Log in as the built-in admi n user.

Click on the Options section.

In the User Features section, enable the Allow users to view held jobs (hold/release queues) option.
Change the Users have permission to setting to Release any jobs (charge to their account).

Press the Apply button to save the changes.

23.2.2.5. Step 4: Enable the Hold/Release queue for the print queues

By default, PaperCut NG allows the jobs to be printed without any interaction from the user. The hold/release queue
feature will hold the print job until the user logs into a release station and releases the job. To enable the
hold/release queue for a printer:

I

Log in as the built-in admni n user.

Click on the Printers section.

Select the printer you wish to enable the Hold/Release queue on.

In the Configuration section, enable the Enable hold/release queue checkbox.
Press the OK button to save the changes.

Repeat this process for each printer that requires the hold/release queue enabled.

@ Important

Once the hold/release queue is enabled, no jobs will print until released using a release station. It is
important to instruct your users how to use the release station, otherwise they will not be able to print.

23.2.2.6. Step 5: Test the release station

It is important to test the release station once enabled. To do this:

Start-up an unauthenticated laptop/workstation.
Perform a test print to a print queue with the hold/release queue enabled.

For the standard release station, go to the print release station and login as a user. Select the job you printed
and press the Print link to release the job. The job should begin to print.

For the end-user web release station, login to the end-user web pages at htt p: // your server: 9191/ user.
Select the Jobs pending release link. Select the job you printed and press the [print] link to release the job.
The job should begin to print.

Login to the PaperCut NG admin pages and verify the print job was allocated to the correct user in the
Printers->Print Jobs section.
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23.3. The Authentication Cookbook - Recipes by example

This section discusses various solutions to the "authentication problem" in recipe style. The aim is not to provide
detailed step by step instructions, but rather guide the user to the relevant procedures and chapters in other parts of
the manual.

23.3.1. Windows systems with generic logins

This scenario arises either when users log into systems using a common username such as user or st udent, or if
the workstations auto-login as a generic user. See introduction for details.

23.3.1.1. Preferred Method:

« Ensure all users have an account (username and password) on the server (or domain) hosting the PaperCut NG
software.

¢ Install client software on all systems. See Section 5.2, “User Client” for more detail.

« Enable popup authentication by selecting the Unauthenticated option on the corresponding generic user
account.

* See Section 7.10, “Popup Authentication” for more detail.
23.3.1.2. Other Methods:

1. Use standard release station in "Release Any" mode, or the end-user web release station configured to allow
users to release any jobs. See Chapter 10, Hold/Release Queues & Print Release Stations.

2. Consider implementing domain level logins.

23.3.2. Windows laptops that do not authenticate against a domain

Portable systems may spend most of their time outside the organization's network and hence setting up domain
authentication may not be desirable. The laptops/notebooks are often owned by a single individual and are not
under the control of a central administrator.

23.3.2.1. Preferred Method:

Use popup authentication or hold/release queues as discussed in Section 23.2, “Handling Unauthenticated
(non-domain) Laptops”.

23.3.2.2. Alternate Method 1:

If using a version of Windows that can authenticate with a domain (i.e. not the Windows Home editions), then the
laptop can be configured to authenticate with the network as follows.

e Teach the user how add their domain username and password to their Stored usernames and passwords:
Start — Control Panel - User Accounts

Select the user's laptop login account

Click Manage my network passwords

Click Add

Enter the name of the server and the user's network domain username and password

a s> e

e Teach the user how to add a network printer in the form \ \ server\ printer.

« Optional: Locally install client software using the cl i ent -1 ocal -i nstal | . exe install program. This is located
on the \\ Server\ PCd i ent\ wi n share. At the end of the install process the client will open asking the user to
confirm their network identity. See Section 5.2, “User Client” for more detail.
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23.3.2.3. Alternate Method 2:

Add a generic "LaptopUser", or "guest" user account to the domain. Make the password known to all users (e.g.
passwor d).

Set the unauthenticated option on this user (enable popup authentication).

Locally install client software using the cl i ent -1 ocal -i nstal | . exe install program. This is located on the
\\ Server\ PCCl i ent\wi n share. At the end of the install process the client will open asking the user to
confirm their network identity. See Section A.5, “User Client Options” for details.

Teach the user how to add a network printer pointing to\\ server\ printer.
See the preceding scenario for more detail.

23.3.3. Windows print server using LDAP or eDirectory authentication

The Microsoft Windows operating system does not play well in non Active Directory domain environments such as
LDAP or eDirectory. Although it is possible to configure a Windows print server on any network, Windows does not
normally provide the ability to use LDAP as an authentication source. Jobs will either list under a local Windows user
identity or a guest account. PaperCut NG's popup authentication, bound to LDAP, can be used to work around this
limitation.

23.3.3.1. Preferred Method:

Set up the Windows server and install and share printers.

Set printer permission to allow printing from a general "guest” type account. This will usually take the form of the
built-in guest account, or a local account with a known username and password (e.g. pri nt user).

Configure printers on each workstation. Ensure all workstation users can print and jobs list in the print queue
under the guest account configured in the previous step.

Install the PaperCut NG software. Select the LDAP server as your user/group source. PaperCut NG will then use
this source for the user list and authentication. See Section 12.2.9, “Using LDAP for user synchronization” for
more information about LDAP.

Set the Unauthenticated option on each printer (print queue). This will enable popup authentication. See
Section 7.10, “Popup Authentication” for more information.

Install client software. See Section 5.2, “User Client” for more detail.

23.3.3.2. Other Methods:

1.

Use release station. See Chapter 10, Hold/Release Queues & Print Release Stations.

23.3.4. Mac OS X systems with generic user accounts

Mac OS X workstations in a lab environment are often set up so users log in using a common, generic, or standard
account. For example, "macuser” or "student".

23.3.4.1. Preferred Method:

Install client software. See Section 5.2, “User Client” for more detail.

Add a domain/network user account that matches the generic login account (i.e. "macuser"). This ensures that
account will list in PaperCut NG.

Set the Unauthenticated option on the "macuser" account.

Add the printer(s) so jobs list under the "macuser" account. If the print queues are hosted on Windows, add the
printer using Samba. (e.g. A Devi ceURl like snb:// macuser: password@er ver nane/ pri nter). See
Chapter 24, Mac Printing in Detail for an explanation on how to add a printer using this method.
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23.3.4.2. Other Methods:
1. Use standard release station in "Release Any" mode, or the end-user web release station configured to allow
users to release any jobs. See Chapter 10, Hold/Release Queues & Print Release Stations.
2. Consider setting up domain-level authentication.

23.3.5. Mac OS X systems using domain authentication via Open Directory

Mac systems can be configured to authenticate users via a central Mac OS X server running Open Directory. Each
user has their own login account.

23.3.5.1. Preferred Method:

e Set up print queues on the Mac OS X Server.

e Set up PaperCut NG on the server either as a primary server, or as a secondary server reporting to another
primary server (either Mac, Linux or a Windows system). See Chapter 2, Installation.

e Add printers to each Mac workstation. Ensure the local printers point to the shared print queue set up on the
server.

« Optional: Install client software as discussed in Section 5.2, “User Client”.

23.3.5.2. Other Methods:
1. Use standard release station in "Release Any" mode, or the end-user web release station configured to allow
users to release any jobs. See Chapter 10, Hold/Release Queues & Print Release Stations.
2. Set up print queues on a Windows system and use popup authentication - see next recipe.

23.3.6. Mac OS X systems using domain authentication via Windows Active Directory

Mac systems can be configured so users log in using their Windows Active Directory domain username and
password. The Mac Windows printer support using Samba/SMB however requires printers to be added using a
single username and password and this is shared by all users. For this reason an extra layer of authentication is
required.

23.3.6.1. Preferred Method:

¢ Host printers and the PaperCut NG system on the Windows server.

e Ensure the print server is running in Mixed mode or Pre-Windows 2000 Compatibility Mode. Macs currently
have problems with Nat i ve Mode networks.

« Add a domain/network user account that matches the generic login account (i.e. "macuser"). This ensures that
the macuser account will appear in PaperCut NG's user list.

¢ In PaperCut NG, turn on the Unauthenticated option on the "macuser" account to enable popup authentication.
Also ensure that the account has zero balance and is restricted.

« Add the printer(s) so jobs list under the "macuser" account. If the print queues are hosted on Windows, add the
printer using Samba. (e.g. A Devi ceURl like snb:// macuser: password@er ver nane/ pri nter). See
Chapter 24, Mac Printing in Detail for an explanation on how to add a printer using this method.

« |nstall client software as discussed in Section 5.2, “User Client”.
23.3.6.2. Other Methods:

1. Use LPR as a connection method. See Section 24.2.3, “Scenario Three: Multi-user Macs using LDAP or Active
Directory authentication” in detail.
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2. Use standard release station in "Release Any" mode, or the end-user web release station configured to allow
users to release any jobs. See Chapter 10, Hold/Release Queues & Print Release Stations.

3. Host printers on a Mac Server (see the previous recipe).

23.3.7. Mac OS X laptops (or single user systems) printing to Windows print queues

Mac systems that are owned/used by a single user can benefit from having the printers added in such a way in that
they automatically authenticate under their identity.

23.3.7.1. Preferred Method:

e Teach users how to add printers using the method described in Section 24.2.1, “Scenario One: My Own Mac
(Single User)".

« Use popup authentication or hold/release queues as discussed in Section 23.2, “Handling Unauthenticated
(non-domain) Laptops”.

23.3.7.2. Other Methods:

1. Locally install client software using the client-local-install program located in the directory
[app-path]/client/ mac. This install script will cause the client to display a popup asking them to confirm
their network identity (via username/password).

23.3.8. Linux Workstations in a lab environment with printers hosted on a Windows server

Linux workstations typically use the CUPS print system. CUPS, through the use of Samba, can print directly to
Windows print queues.

23.3.8.1. Preferred Method:

« Ensure the system is configured to deny remote shell access to standard users - that is, only allow direct
screen/console access. This ensures the system's IP address can be associated with a single user providing a
suitable environment for popup authentication.

* Ensure the print server is running in Mixed mode or Pre-Windows 2000 Compatibility Mode. Some Linux
distributions currently have problems with Nat i ve Mode networks.

¢ Add a domain/network user account that matches the generic login account (i.e. "linuxuser"). This ensures the
"linuxuser" account will appear PaperCut NG's user list.

¢ In PaperCut NG, turn on the Unauthenticated option on the "linuxuser" account to enable popup authentication.
Also ensure that the account has zero balance and is restricted.

« Add the printer(s) so jobs list under the "linuxuser" account. If the print queues are hosted on Windows, add the
printer using Samba. (e.g. A Devi ceURI like snb: //1 i nuxuser: password@er ver nane/ pri nter). Please
refer to the CUPS or distribution documentation to read more how to add a CUPS printer using an sib backend.

¢ Install client software as discussed in Chapter Section 5.2.1.3, “Deployment on Linux and Unix”. If users login to
the workstations using a username that matches their Active Directory password, no additional client
configuration is required. If users log in using a generic or non-matching account, use command-line options or
the confi g. properti es file to force the client to display under the user's domain identity. See Section A.5,
“User Client Options” for more information.

23.3.8.2. Other Methods:

1. Use standard release station in "Release Any" mode, or the end-user web release station configured to allow
users to release any jobs. See Chapter 10, Hold/Release Queues & Print Release Stations.
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2. Host printers on a CUPS server running on Linux.

3. Install "Print Services for Unix on the Windows server" and use a LPR rather than CUPS (or CUPS with an LPR
backend).

23.3.9. Linux Workstations in a lab environment with printers hosted on Linux CUPS server

Many network administrators running Linux labs may be most comfortable hosting the printers on a Linux server
running CUPS. For convenience, CUPS is set up without authentication.

23.3.9.1. Preferred Method:

e Set up CUPS print queues on a Linux server.

« Ensure each user has an account on this system (or the domain depending on PaperCut NG's selected user list
source)

e Set up PaperCut NG on the server either as a primary server, or as a secondary server reporting to another
primary server (either Mac, Linux or a Windows system). See Chapter 2, Installation.

« Set the Unauthenticated option on each printer (print queue). This will enable popup authentication. See
Section 7.10, “Popup Authentication”.

« Ensure the system is configured to deny remote shell access to standard users - that is, only allow direct
screen/console access. This ensures the system's IP address can be associated with a single user providing a
suitable environment for popup authentication.

« |nstall client software as discussed in Section 5.2, “User Client”.
23.3.9.2. Other Methods:

1. Use standard release station in "Release Any" mode, or the end-user web release station configured to allow
users to release any jobs. See Chapter 10, Hold/Release Queues & Print Release Stations.

2. Use CUPS Authentication.

23.3.10. Linux laptops (or single user systems)

Modern Linux laptops will make use of the CUPS print system. This environment is equivalent to the Mac laptop
recipes described above.

23.3.11. Multiuser Unix terminal servers

Unix or Linux systems allowing remote SSH, Telnet, VNC, or X connections differ from the other scenarios
discussed above. These systems can not use the popup authentication as it is not possible to uniquely identify a
user from the system's IP address. The only secure option is to use the release station.

23.3.11.1. Preferred Method:

e Setup PaperCut NG on your preferred server - this does not need to be the multiuser terminal system itself. It
could be another Windows or Linux server.

* Ensure PaperCut NG sources its user list from the same source as that used by the multiuser terminal server -
most likely an LDAP server.

« Enable the release station option on all printers that will be accessed via users of the multiuser terminal system.
Important: Enabling the release station option may be incompatible with objectives of other operating systems so
it may be appropriate to set up a separate set of print queues. See Further Recommendations below for more
detail.

e Set up a release station. This commonly takes the form of a dedicated terminal located near the printers,
however other options worth considering using the PaperCut NG end-user web interface to release jobs, or the
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release station command-line client. See Chapter 10, Hold/Release Queues & Print Release Stations for details.
¢ Instruct users on how to use the release station.

23.3.11.2. Other Methods:

1. No alternate methods.

23.3.12. Further Recommendations

1. Decide on an authentication method and use it consistently throughout the organization and network. For
example, using popup authentication on some systems and release stations on others may be confusing for
users. Try to offer a consistent user experience.

2. Where possible, configure workstations to communicate with the server using the server's native print protocol.
For example, use SMB or standard Windows printing when printing to a Windows server, and Internet Printing
Protocol (IPP) when printing to a CUPS server. Servers are most reliable when talking their own language!

3. Consider the scope of any configuration change. For example, enabling popup authentication or release station
on a print queue will affect ALL users of that printer. For example it may be desirable to ask Linux users to use
the release station, however this may be regarded as an inconvenience for Windows users. In these cases, it
may be advantageous to set up two print queues for each physical printer - the first queue without release
station enabled for Windows users and the other with the release station option enabled for Linux users.
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Apple Mac printing is a complex topic and deserves its own chapter. The developers started on PaperCut NG for the
Mac in 2006. Developing software on the Mac was an enjoyable experience and presented very few technical
challenges. The challenges instead came in the area of general printer setup and idiosyncrasies with printer
configuration. Mac administrators will be all too familiar with these challenges! This chapter addresses Mac printer
setup (on both the client and server) and presents solutions for common setup and deployment scenarios. The
Chapter is split into two sections:

e 1st Section: Organizations hosting their print queues on a Mac (e.g. Mac OS X Server)
e 2nd Section: Organizations hosting their print queues on Windows Servers but supporting Mac clients

In most cases only one section will apply on your network. Jump to the relevant section as appropriate.
24.1. Mac hosted print queues

This section discusses printer setup on systems where the print queues are hosted on a Mac system. For example,
PaperCut NG is installed on a Mac system such as Mac OS X Server. See the next section if your print queues are
hosted on a Windows server.

This section assumes Mac OS X Server (e.g. Mac OS 10.6 Server), however PaperCut NG also supports running on
the workstation version of Mac OS X. These notes apply in part to both operating systems. The term 'server' is used
to represent the system hosting the PaperCut NG software, and not necessarily the edition of Mac OS X.

Before we delve into configuring server based print queues in a Mac environment, we'll first take a few moments to
discuss common terminology:

Note

Print Queue: There are typically two ways of providing shared multi-system access to a printer:

1. Configure each system to print directly to the device. The device needs to be networkable (e.g.
have an Ethernet connection) and support multiple connections.

2. Configure a shared print queue. In this setup, only one system connects directly to the device (e.g.
a server) and in turn the device is shared on the network via a print queue. Other systems on the
network print to the shared queue rather than directly to the device.

Option 2 is regarded as a better solution on multi-user networks as it provides a higher level of
scalability, allows for centralized administration, and allows administrators to move or remap devices
without needing to propagate changes to workstations. PaperCut NG requires a shared print queue as
it works by intercepting the jobs as they pass through the server's queue.

CUPS: CUPS is the print queue system used by Mac. This is the same queue system used by many
other UNIX based platforms including popular Linux distributions. Apple is a major supporter of CUPS.

IP Printing: This is a generic term used to describe a number of print protocols that are used to
exchange print documents between a computer, a server queue, or a physical printer. (Note: This term
is also occasionally used incorrectly to describe the "JetDirect" print protocol discussed below)

IPP: This is an acronym for Internet Printing Protocol. This is the "native" print protocol used by CUPS
and hence the Mac. It's a modern protocol designed to work well on modern networks including local
networks, or even over the internet or a WAN.

LPR: LPR/LPD is the traditional UNIX based print protocol.

JetDirect/Socket: This is a very simple print protocol used to transmit print jobs to a physical printer
on a TCP network. The printer simply accepts connections on port 9100. In Windows, this print
protocol is often referred to as a Standard TCP/I P Port, and in some cases generally as IP
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Printing. Almost all network printers support this method.

Bonjour Printing: This is not a print protocol, but instead is a way of publishing printers on a network
so workstations can locate the device/queue.

Where possible we have designed PaperCut NG to work with all print protocols, however we do recommend some
over others. The following setup procedure highlights methods that have shown to work in most environments.

The PaperCut NG compatible setup procedure can be summarized as follows:

1. Step 1: Install the printers on the server using a compatible driver
2. Step 2: Enable Printer Sharing
3. Step 3: Set up the printers on the workstations to point to the server's shared queue

Each one of these steps is discussed in detail below:
24.1.1. Step 1: Installing the printers on the server

Install the printer on the system running PaperCut NG using a compatible driver. For example, a driver supplied by
Apple or the manufacturer. If there is a choice of driver, opt for a Postscript or PPD based driver. Follow the
manufacturer's suggested setup procedure, or Apple's recommended Queue setup procedure (Apple Print Services
Administration Guide) if running on 10.5 Server. If the manufacturer supports various connection methods, we
recommend using JetDirect/Socket if possible. Here is an example of a procedure that will set up a standard printer
using a plain JetDirect/Socket connection on all Mac versions (server/workstation 10.4/10.5):

From the Apple Menu select System Preferences...

Select Print & Fax

Click on the + button to add a new printer

Click on the IP icon on the toolbar

Select HP Jetdirect - Socket in the Protocol list

Enter the printer's assigned IP address

For convenience, give the printer a simple name without spaces

© N o g A~ wDdh e

Select the driver or printer model from the list and press Add
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Default  Fax

Protocol:
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1192.168.1.100

Invalid or incomplete address.

Queue:

Leave blank for default queue.

Mame: LibraryColorLaser

Location: Library Room 2

Print Using: [ Select a driver to use...
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HP Lasér]er BLOO Serigs
HP Laserjet 8150 - Gutenprint v5.1.3
HP Laserjer 8150 Series
HP Laserjet 3000 - Gutenprint v5.1.3
HP Laserjet $000 MFP

Figure 24.1. Setting up a printer (direct) on Mac OS 10.5 Server using Jetdirect

Test printing using a local application (e.g. Print a web page from Safari). Confirm that printing works as expected.

o
J

24.1.1.1. Optional Hardware Configuration

Important

For new printers it is necessary to configure PaperCut NG to monitor the new printer. This is discussed
in Section 7.1, “Adding and Removing/Deleting/Ignoring Printers”.

Important

Continue to the next step only after printing from the server is working. If you have problems, see the
troubleshooting section below.

Some high-end printer models support other connection methods such as LPR, IPP or even direct AppleShare or
Boujour printing. If the printer offers the option to disable these protocols, e.g. via a web based configuration page,
take the time to turn these off. This will minimize the chance of incorrect future configuration, and minimize the
chance of a workstation user discovering the printer directly. Some printers also support access control via IP
addresses. If available, consider setting access control so only the server IP can submit print jobs to the physical
printer.

24.1.1.2. Notes & Troubleshooting

If your printer does not support JetDirect/Socket, consider using LPR as the 2nd choice.
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« Some printers support proprietary connection methods (e.g. selected Epson printers). Always try Jetdirect/Socket
first and use proprietary methods as a last resort.

« If you're not able to install or find a driver for your printer, try the Generic Postscript Driver/Printer.

24.1.2. Step 2: Enable Printer Sharing

By default locally installed printers are not shared as public print queues. Printer sharing needs to be manually
enabled. If you're running the workstation version of Mac OS X, this is done by enabling "Printer Sharing" under
System Preferences. On Mac OS X Server, use the following procedure:

1. Open Server Admin, and select your server.

2. Select Settings, then Services and enable the Print service.

3. Save the change.

4. Inthe server list on the left, select your server, expand, and highlight the newly created Print service.

5. Select Queues from the toolbar. Your newly installed printers should be listed.

6. Select each printer and ensure that at least the IPP protocol is selected. It may also be useful to enable LPR
and expose via Bonjour.

7. Ensure "Enforce Quotas for this queue" is turned off as PaperCut NG manages this.

8. Click the Save button or save when prompted.

AND Server Admin:macserver,local:Print

v SERVERS o [ l
48 Available Servers I =l 7
» A macserver papercitsofiware.cor Owerview Logs  job Status | Quewes  Settings
o Name: Kind

v £ macserver.local

AdminPrinter Ceneric PostScript Printer
LibraryColorLaser Generic PostScript Printer

Create Printer Pogl

Printer: LibraryColorLaser

Kind: Generic PostScript Printer

Sharing Name: -LibraerolorLaser

Protocol:|

| AppleTalk
™ PR
™ Show name in Bonjour
C1sMB
Requires SMB service to be running on this server,

| Enforee quotas for this queue

Use the Workgroup Manager application to set up quotas
for each user

Quetas:

Cover Sheet: | None IT]

Gl

Figure 24.2. Enable IPP on each queue via Server Admin

9. Restart the Print Service by pressing Stop Print followed by the Start Print. Note: In some cases we've seen
issues where server admin changes have not been immediately picked up. If you suspect this, and can afford
the downtime, schedule a system restart now.

24.1.3. Step 3: Set up the printers on the workstations (pointing to the shared server queues)
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Once the printers are set up on the server and shared, the next step is to install the printers on the workstations. In
the Windows world this is an easy process - the user just double-clicks on the print queue and the drivers are
automatically deployed and configured. The process is a little more manual on the Mac, but we'll also discuss a
method of automating deployment via the Workgroup Manager. First, we'll address manual setup.

The goal is to add the printer on the workstation so it communicates with the server (its queues) rather than directly
to the printer. Protocols include, IPP, LPD, or LPD added via Bonjour. The recommended setup is to use IPP as this
is the native protocol.

24.1.3.1. Recommended Manual Setup

I e

Log onto a workstation

Open System Preferences - Print & Fax (or the Printer Setup Utility if using Mac OS 10.4).
Click the add new printer button (or +).

Select IP as the type and select IPP as the Protocol.

Enter your server name (or the server's IP Address) in the Address field.

Enter the the printer's Queue Name prefixed with printers/ in the Queue field. For example:
printers/ny_office_printer. Note: if you have selected LPR as the connection method, the pri nters/
prefix will not be required (see the following section).

The queue name of the printer will have been set when the queue was first created on the server, and may be
different to the printer name. On Mac OS 10.5, the queue name can be found at: System Preferences — Print
& Fax - [select printer] — Options & Supplies — General - Queue Name. On Mac OS 10.4, the queue
name can be found at: System Preferences - Print & Fax — [select printer] - Printer Setup... - Name &
Location — Queue Name.

Select the appropriate printer model. If this is not listed, you may need to install the manufacturer's driver, then
repeat steps 2 through 6.

Take some time to print from the workstation and confirm that printing succeeds.

2 o6 0 = @

Windows Bluetooth AppleTalk Advanced More Printers

Protocol: '_ Internet Printing Protocol - IPP

Address: |[192.168.1.2

Irvalid of incomplete address,

Queuve: (printersILibrar\rColorl.aser )

Leave blank for default queue.

Name: Library Color Printer
Location: Library Room 2

Print Using: = Ceneric PostScript Printer

Figure 24.3. Setting up a workstation printer on Mac OS 10.5

If you have problems obtaining a driver for your printer, try the Generic Postscript Driver. This option will work with
most printers. If after a test print the printer stops with a connection error, check the printer sharing permissions on
the server or try the alternate method discussed below.
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24.1.3.2. Alternate Manual Setup (LPD/LPR)

I

Log onto a workstation

Open System Preferences - Print & Fax or the Printer Setup Utility if using Mac OS 10.4.

Click the add new printer button (or +).

Select IP as the type and select LPD as the Protocol.

Enter your server name (or the server's IP Address) in the Address field.

Enter the the printer's Queue Name in the Queue field.

The queue name of the printer will have been set when the queue was first created on the server, and may be
different to the printer name. On Mac OS 10.5, the queue name can be found at: System Preferences - Print
& Fax - [select printer] - Options & Supplies - General -~ Queue Name. On Mac OS 10.4, the queue

name can be found at: System Preferences - Print & Fax - [select printer] — Printer Setup... -~ Name &
Location —» Queue Name.

Select the appropriate printer model. If this is not listed, you may need to install the manufacturer's driver, then
repeat steps 2 through 6.

Take some time to print from the workstation and confirm that printing succeeds.

24.1.4. Publishing the printer via Workgroup Manager

Manually installing the printer on each desktop on a large network may be tedious. Large networks using Open
Directory may benefit from automating the process using Workgroup Manager. The key to successfully
deploying/publishing printers via the Workgroup Manager is to publish the configuration from a working workstation
rather than the server itself. This is counter intuitive as normally administration is conducted by running Workgroup
Manager on the server itself. This however would publish the server's printer configuration (the server is configured
to print direct to the device and not to the queue hence this is why it's not appropriate to publish its configuration).
Instead we need to install the Workgroup Manager software on a configured workstation/client and publish its known
configuration. Use the following procedure:

Select one workstation on your network. Follow the manual setup procedure as discussed above.

Test and confirm this workstation is configured and printing correctly. Also choose other settings as appropriate
such as tray, duplex and other defaults.

Install the Workgroup Manager on this client workstation (found on the Mac OS X Server install disk).

Open the Workgroup Manager, connect to your directory and select an appropriate user group or computer
group used to manage client settings.

Enter the Settings/Preferences area and select Printing.
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Figure 24.4. Printing settings via the Workgroup manager

Select Manage Always and add printer(s) set up in step 1.
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Figure 24.5. Add printer appropriate to the container (users, group, or computer)
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7. Save settings and exit (e.g. click Done).
8. Log onto another workstation and confirm that printer settings are being published as expected.

= [

« Only publish the printer configuration after it's been tested.

¢ If you have problems with the manufacturer supplied driver, try the "Generic Postscript Printer"
« Always publish the printer config from a tested client workstation and never from server itself.

24.1.5. Unauthenticated systems (e.g. Laptops)

The print queues in current Mac OS X server releases (up to and including 10.6) are unfortunately unauthenticated
(editor's note: CUPS supports authentication, however Apple have decided not to expose/support this feature).
Authentication in an Open Directory environment is instead performed at the time of system login. Unauthenticated
systems such as laptops however fall outside this check. The introduction of unauthenticated systems on your
network mandates the need for an extra layer of authentication. PaperCut NG offers two options:

1. Popup authentication via the client software, or

2. authentication via a release station or the web based release interface (end-user login -> Jobs pending

release).

Network administrators must decide if the authentication policy/procedure is to be applied to all network systems, or
just "untrusted" laptops.

24.1.5.1. Network-wide policy

This is the simplest solution and provides a consistent procedure/policy across all your users irrespective of their
access method (workstation or their own laptop). Select your authentication method such as popup authentication or
hold/release queue and enable this option on ALL print queues. The setup procedure for both methods is
summarized as follows:

Using Popup Authentication:

1. Select the Unauthenticated printer option on all printers

2. Ensure that all workstations have the client software installed. This includes both authenticated lab systems and
laptops. The client must be running to have printer access.

3. Instruct users that they will need to enter their username/password in the client when requested.

Using Hold/Release Queue Authentication:

1. Check the Enable the hold/release queue option on all print queues. Jobs will not print until a user has
authenticated and released the job.
Set up release stations, or ensure the Jobs pending release option is enabled in the end-user web interface.
Instruct users on how to release their jobs. This procedure must be followed by all users.

24.1.5.2. Laptop Only Policy (Advanced)

One problem with the network-wide policy discussed above is that it the authentication method (e.g. client popup or
hold/release queue) also applies to authenticated systems. In some ways this is a positive (i.e. provides a consistent
policy), while in other ways it can be viewed as an unnecessary on trusted authenticated systems. This section
discusses a solution appropriate for larger sites.
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The solution is to set up two servers. One server hosts a set of queues for authenticated systems, while the other
server provides queues for unauthenticated systems. Network router or firewall rules are used to ensure that only
authenticated systems have access to the authenticated queues. Laptops systems must use the other queues. This
is best done with partitioned IP address ranges and/or subnets. An experienced network administrator will be able to
assist with restricted server access by IP address.

24.1.5.3. Future Plans

The Laptop Only Policy is best described as a "hack" and is only suitable for larger sites with good network
administrators. In the current release this is a supported solution. The developers do however have some ideas to
streamline the setup. These include:

« An ability to "endorse" the authenticated systems so the username is trusted by default. For example, a special
file can be copied to these systems (readable only by the root user).

¢ An IP address range filter restricting systems that can use a given priter.

If you are using this method please take the time to write to the developer team to share your thoughts and ideas.
24.2. Windows hosted print queues

PaperCut NG is a multi-user application designed to integrate with an authenticated network. The Macintosh system

has a long history. It's grown up from a single-user desktop heritage and is now based on a full multi-user Unix

kernel. However, some "single-user-isms" remain, and these can pose challenges for Administrators. One area in
particular is remote printer configuration and credential management.

™ O ™ Balance for chris

www.example.org &3

"“-“‘$4 98

Details .

Figure 24.6. PaperCut Client on Mac OS X

When a network printer, for example a shared Windows printer, is added to a Macintosh system, the Printer Setup
Utility requests printer access credentials in the form of username and password. Any user that prints to this printer
uses these supplied credentials. This means that on the print server, all jobs originating from this Mac system list
with supplied username irrespective of who's actually using the Mac.

This chapter discussed some of the multi-user challenges and their solutions.

Macs can be set up to work with PaperCut NG in a number of configurations or scenarios. There is no "one best" set
up. The ideal solutions will vary from network to network and will depend on factors like:

¢ Your existing network configuration.

* The mix and makeup of operating systems used on the network.

« The underlying directory technologies (Active Directory, LDAP, etc.) if used.
¢ Whether Macs are used by a single owner or multiple users.

The following sections outline common set up scenarios and their pros and cons. Your solution may fit one of these
scenarios or may be composed of a combination.

24.2.1. Scenario One: My Own Mac (Single User)

Many networks, particularly those in a business environment, have a dedicated desktop system for each user. This
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allows the desktop system's global settings to be customized for the user. Common examples include:

« Dedicated computers used in a business
« Staff laptops or desktops used in education

24.2.1.1. Requirements

¢ Printers hosted and shared from a Windows or Linux server.
* Mac systems used by a single user (or small group of known users).
e Each user has a domain account and password.

« The username associated with the account on the Mac matches the domain username (either the account used
to login, or the account set up as the automatic log in account).

¢ Running Mac OS X 10.3 or higher.

24.2.1.2. Installation
Check the user account information:

Start up the Mac and ensure the system is connected to the network.
From the Apple Menu select System Preferences...

Select Accounts

Click MyAccount.

Ensure that the Short name associated with the account matches the user's domain account username. If not,
create a new working account as appropriate.

a s 0w bd e

Set up the printers that the user requires access to:

Open the Printer Setup Utility from Applications -> Utilities.
Click the Add/+ button to add a new printer.

= e = =

ena Printer List (=)
= <
Lot

Narne -— & Status Kind
192.168.1.125 29 Printing Generic PostScript Printer 1
HP Laserjer 5000 Series PS Generic PostScript Printer
HPLaser] Generic PostScript Printer
Laserjet Generic PostScript Printer
LIwin2003 Generic PostScript Printer

samba Generic PostScript Printer

Figure 24.7. Add a printer

3. 10.6 & 10.5: Control-Click on the Toolbar and select Customize Toolbar.... Drag the Advanced icon onto the
bar. Click the newly added Advanced button.

10.4: Option-Click More Printers... (Important: Hold the Option key down) and select Advanced from the top
drop-down list.
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Figure 24.8. Option-click for advanced printer addition types

Select the Windows device type (called Windows Printing via Samba on 10.4).
In Name field, enter a friendly and informative printer name.
Enter a Device URL in the form:

snh: // user nane: passwor d@er ver _nane/ pri nt er _nane

Where user nanme and passwor d are the user's domain account login details. ser ver _name is the name of
the server hosting the printer, and pri nt er _nane is the printer's share name. On recent fully patched versions
of 10.6 and 10.5 the user nane: passwor d@component can be skipped as the OS will instead prompt for the
username and password on first print. Note that OS X can struggle with printer share names containing spaces.
If there are problems try a share name without spaces.

[SN.K.) Printer Browser o
Advanced :—}
o .
Device: _Windows Printer via SAMBA %

Device Name: Science Lab Printer

Device URE: [smb-/fmacuser passwd 12 3@printer_serves siclabl

4

Printer Model: | Ceneric ;]
"
=

Loscation:
Print Using: [ Please select a driver or printer model )
:j/l [ More Printers... | Add
==y u

Figure 24.9. Windows printer via Samba

7. Select the Print Model to install and configure drivers.
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8. Click the Add button.
9. Test print and ensure jobs are logged in PaperCut NG under the user's network identity.

Some OS X systems (depending on release and patch level) may display an authentication dialog
when printing. The results of this dialog are ignored, because the credentials are already defined in the
device URI. Administrators with knowledge of UNIX configuration file management may suppress this
dialog by editing the CUPS / et ¢/ cups/ pri nt ers. conf file by removing the Aut hl nf oRequi r ed
directive under the Pri nt er entry.

To install the PaperCut NG client software:

1. Open the Finder and select Go -> Connect to Server....

Window Help
Back £

Enclosing Folder wt

& Computer i1
# Home THH
% Network MK

u & iDisk 3
8 4 Applications oua form

|4 Utilities +HU
Recent Folders »
Co to Folder... MG

Connect to Server.... %K

Figure 24.10. Connecting to a Windows server

2. Entersnb://servernane/ pcclient where server nane is the name of the server hosting PaperCut NG.

aso Connect to Server

Server Address:

smb://192.168.1.50/peclient +] | O

Favarite Servers

Figure 24.11. The PCClient share's connection string

Drag the PCOl i ent application across to the local Applications directory.
Open System Preferences... from the Apple menu.

Select Accounts.

Click the Login items tab.

N o g A~

Click the + button and select the newly installed PCCl i ent application.
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Figure 24.12. Add PCClient as a Login Item

8. Restart the system and ensure the client starts upon login.

24.2.2. Scenario Two: The Multi-User Mac with Popup Authentication

Schools and universities often have Macs available for student use in dedicated computer labs. In these
environments the Macs are shared by many users and Scenario One is not appropriate. Larger Mac networks
already using LDAP or Active Directory authentication, or planning on doing so, may wish to consider Scenario
Three explained in the next section.

ene

= Your login credentials are required for printer access.

Username
Password

[ For next 5 minutes )

tric

Figure 24.13. Mac popup authentication dialog requesting username and password

Scenario Two uses a popup authentication model. This is discussed in detail in Section 7.10, “Popup Authentication”
and discussed further below:

The end-user's perspective:

The user sees the client tool (PCClient) running.

When the user prints a job, the client pops up a window requesting the user to enter a username and password.
See Section 7.10, “Popup Authentication”.

3. The user enters a domain username and password.
If the credentials are valid, the job is charged to the user account.

The explanation:

1. The print event is performed as a generic user - for example "macuser ", "st udent ", etc.
2. In PaperCut NG, the "macuser" account is set up to use popup authentication by enabling the option
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Unauthenticated user. See Section 7.10, “Popup Authentication” for further details.
3. The popup requests the user to enter a username and password.
4. The password is authenticated and printing is charged against the supplied account.

24.2.2.1. Requirements

* Printers hosted and shared off a Windows, Mac or Linux server.
* Mac systems set up to login under a generic account name. (e.g. macuser, student, etc.)
« The domain contains a user account matching the generic account.

24.2.2.2. Installation
Domain account set up:

Log onto the print server or the domain controller.

Open Active Directory Users and Computers (or equivalent user management tool) from Start ->
Administrative Tools.

3. Add a new domain user called nacuser.
Define a password for macuser and set the password to never expire.

Mac account set up:

Start up the Mac and ensure the system is connected to the network.
From the Apple menu select System Preferences...

1

2

3. Select Accounts.

4. Create an account called macuser . Ensure the account's short name is nacuser .
5

Set this account as the automatic login account, or alternatively make the password known to all users.

Set up the printers that the user requires access to:

1. Open the Printer Setup Utility from Applications -> Utilities.
2. Click the Add button to add a new printer.

=S R = =

ena Printer List (=)

= <
Lot

Narne -— & Status Kind
102.168.1.125 249 Printing Generic PostScript Printer 1
HP Laserjet 5000 Series PS Generic PostScript Printer
HPLaser] Generic PostScript Printer
Laserjet Generic PostScript Printer
LIWin2003 Generic PostScript Printer

samba Generic PostScript Printer

Figure 24.14. Add a printer

3. Option-Click More Printers... (Important: Hold the Option key down).

4. 10.6 & 10.5: Control-Click on the Toolbar and select Customize Toolbar.... Drag the Advanced icon onto the
bar. Click the newly added Advanced button.
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10.4: Option-Click More Printers... (important: hold the Option key down) and select Advanced from the top
drop-down list.

nea AppleTalk 9
Bluetooth
+ Windows Printing

Canon |) Network

EPSON AppleTalk —
— EPSON FireWire !

EPSON TCP/IP

HP IP Printing

Lexmark Inkjet Networking

Advanced | }
b

Printer Model: = Ceneric

( Cancel )
Cancel | Add Nar
Location:
Print Using: | Please select a driver or printer mode 3|
™ ( More Printers... ) Add

Figure 24.15. Option-click for advanced printer addition types

Select the Windows device type (called Windows Printing via Samba on 10.4).
In Name field, enter a friendly and informative printer name.
Enter a Device URL in the form:

snb: // macuser: passwor d@er ver _nane/ pri nter_nane

Where passwor d is the password for the macuser domain account, ser ver _nane is the name of the server
hosting the printer, and pri nt er _nane is the printer's share name. On recent fully patched versions of 10.6
and 10.5, the user name: passwor d@component can be skipped as the OS will instead prompt the user for
their username and password on first print.

ofe Printer Browser =
Advanced '-——!-}
o g
Device: | Windows Printer via SAMBA a

Device Name:  Science Lab Printer

Device URL: | smb-/ rmacuser passwii 12 3@printer_server/siclabl

4

Printer Model: | Generic a
W
(cocs) @REED | N

Location:
Print Using: f Please select a driver or printer model )
(7) ([ More Printers... | Add
R — "

Figure 24.16. Windows printer via SAMBA
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8. Select the Print Model to install and configure drivers.
9. Click the Add button.
10. Test print and ensure jobs are listing in the print queue under the macuser identity.

To install the PaperCut NG client software:

Start and Log into the Mac computer. Ensure it's connected to the network.
Open the Finder.
From the Go menu, select Connect to Server...

Window Help
Back £l

Enclosing Folder wT

% Computer O HC
# Home T HH
# Network THK

u @ iDisk »
B Applications @A o
|4 Utilities Q%U

Recent Folders »

Go to Folder... +HG

Connect to Server... 3K

Figure 24.17. Connecting to a Windows server
4. Enter the pcclient share's connection details like:
snh: // server _nane/ pccl i ent

Where ser ver _nane is the name of the server hosting the PaperCut NG server software.

amn Connect to Server

Server Address:

smby://192.168.1.50/peclient B Q

Favorite Servers

Figure 24.18. The PCClient share's connection string

Enter password information if requested.

Drag the PCCl i ent package over to the local hard disk's global Applications folder. The copy process will
commence.
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) Tunes

A web

4 Work '06 »
@ Lingon

B il

4 Office 200...Test Drive  »
& OmniQutliner
|=* PCClient = ===
I Photo Bog Open I

% preview | Getlnfo

€ QuickTi pt
G Ramote § B on disk
Move to Trash

& Safari 06 1:34
& shertock | puplicate -
&3 Skeype Make Alias

Stickles | create Archive of "PCClient”
i Stuffie 10)
* System Pf Copy "PCClient”

o TemEdit

Color Label:

X @

Automator
Enable Folder Actions
Configure Folder Actions...

Figure 24.19. Command-click and open the package

7. Command-click on the newly copied PCCl i ent application in the Applications directory. Select Open
Package Contents.

Navigate to Cont ent s/ Resour ces/ .
9. Double-click onthe i nstal | -1 ogi n- hook. comrand script.

=m|[s-) a

B imac L L o

3 ework » |

o

I 3 Macintosh HD | client-icon.icns config.properties install-login-
hmk.mmmanu
| Bl veskrop _—
‘f chris \LJ -
|

p&_ Applications

Java login=hook - star
o ﬁ Documents
- " .
- Mowvies -- -._
@ Music i — —
:I Pictures set-permissions.command pe-client-mac.command

1.0f 7 selected, 1269 GB avallable

Figure 24.20. Double-click to install the login hook

10. Restart the system and verify the client starts on login.

Configure the popup settings:

Log on to PaperCut NG's administration interface as built-in adm n user.
Select the nacuser account from Users.
On the macuser 's details screen, set the account balance to zero.

P w D PR

Ensure the user is set to Restricted.

355



Mac Printing in Detail

5. Check the Unauthenticated option and save the changes.

Advanced Options

Advanced options induding

overmiding printer level settings, and §;
changing authentication behavour. ¥} Unauthenticated user (enable popup authentication)

O override printer-level sattings

Figure 24.21. Turning on popup authentication at the user level

6. Click the Apply button to save the changes.

Testing:

Log on to a Mac. Verify that the PCCl i ent program starts automatically.

Print to the newly set up printer. On the server's print queue the job appears under the user identity of
nmacuser .

3. The popup should display on the Mac. Enter a valid domain username and password.

"* Login

l-. .
1. % Lowgiin
Your login credentials are reguired for printer access

Username: |
Password:

Remember: |For nect S minubes

Figure 24.22. PaperCut NG client requesting for authentication (Sorry: Windows screen-shot!)

4. The corresponding user should be charged for the job.

24.2.3. Scenario Three: Multi-user Macs using LDAP or Active Directory authentication

Larger networks often run the Macs in a domain environment either authenticating with an Active Directory or an
LDAP network. In an authenticated domain environment, the identity of the user (the user's username) is known and
verified at the time of login. With the help of the TCP/IP Printing Services for Microsoft Windows, and the LPR/LPD
support on the Mac, print jobs can be identified on the server and associated with the user's login name. This avoids
the need for the popup authentication used in Scenario Two.

24.2.3.1. Requirements

¢ Macs set up in multi-user mode authenticating off a domain. Either Active Directory or LDAP.
« Printers hosted on a Windows print server.
* The server needs the TCP Printing Services installed (also known as Print Services for Unix).

24.2.3.2. Installation

356



Mac Printing in Detail

On the server hosting the printers, setup TCP/IP Printing:

1. Log into the server as a system admi ni strat or.
2. Select Control Panel - Add Remove Programs.
3. Click on Add/Remove Windows Components.
4. Select Other Network File and Print Services
]
oo st v componentsof Windows 2100 n

tallad. To sae what's inchud

To add or remove a companent, click the checkbox A shaded box means that only
part af tha all b d . chick

Detais,

Components:

[ 29 Management and Maritoring Tocls 52ME af
[] =8 Message Dueung Services 2EMB

] 89 Natworking Services 3EME

= =1 Other Network File and Piint Services 0.0MB
[ Rimmote Installshion Srvicas 17mp Xl

Desciiption:  Shares flies and printers on this computes with others on the netwark,
Total disk space requined: 0.4 MB [}
Space available on disk: 2427.0MB —I

<Back Newt > Cancel |

Figure 24.23. Windows Component: Other Network File and Print Service

5. Click Details... and ensure Print Services for Unix is selected.
6. Click Next to complete the installation.

g |'"P
Some systems running firewall software may block LPD printing. On systems running firewall software,
ensure that incoming connections from the local network are allowed on port 515.

On each Mac, add the required printers:

1. Open the Printer Setup Utility from Applications -> Utilities.
2. Click the Add button to add a new printer.

= .. = p— - =
ene Printer List =)
= S
| -

Narne: o & Status Kind
192.168.1.125 "9 Printing Ceneric PostScript Printer 1
HP Laserjet 5000 Series PS Generic PostScript Printer
HPLaser] Generic PostScript Printer
Laserjer Generic PostScript Printer
Liwin2003 Generic PostScript Printer
samba GCeneric PostScript Printer

e —r

Figure 24.24. Add a printer

Click the IP Printing button at the top toolbar.
From the Protocol dropdown, select Line Printer Daemon - LPD.
Enter the IP address of the server hosting the printers in the Address field.

o gk w

Enter the printer's share name in the Queue field.
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anme Printer Browser L=
sy (0
— —
Default Browses Prirites
Protocel: | Line Printer Dagmon - LPD ]
Address: [192.168.1.2 =

Walid and complete address.

Queue: Sciencelab 9 IE

Leave blank for defaul guese.

Name: 192.168.1.2

Location: Science Lab]

Print Using: | HP B
Modal s
HP Laserjet 350 Mopier PS5
HP Laseriet 551550 MX Pastscript
HP Laserjet & series - Cimp-Print v5.0.0-betal
HP Laserpet GP/EMP - PostScript

HF Laserjet 8000 Series m

HP Laserfet 8100 Series b

HP Laserjet 8150 Series £ .4
@ ( More Printers.. ) ( Add )

Figure 24.25. Adding an LPR/LPD printer

Define a user friendly name in the Name field and select the printer type.
Click the Add button.
Repeat for other printers as necessary.

To install the PaperCut NG client software:

Open the Finder.
From the Go menu, select Connect to Server...

Window Help
Back £l

Enclosing Folder wT

8 Computer OHC

# Home T¥HH

% Network OGHE

® iDisk 2

# Applications aup form
|4 Urilities tGEy
Recent Folders »

Go to Folder...

Figure 24.26. Connecting to a Windows server

3. Enter the pcclient share's connection details like:

snh: //server _nane/ pccli ent
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Where ser ver _nane is the name of the server hosting the PaperCut NG server software.

amn Connect to Server
Server Address:

sk //192,168.1.50/ peelient +| O

Favarite Servers.

Figure 24.27. The PCClient share's connection string

Enter password information if requested.

5. Drag the PCO i ent package over to the local hard disk's global Applications folder. The copy process will
commence.

6. Control-click on the newly copied PCCl i ent application in the Applications directory. Select Show Package
Contents.

Browse to Cont ent s/ Resour ces/ .
Double-click on the i nst al | - | ogi n- hook. comrand script.

_eoe © [ Resources
| < = J[35E m]| &) a
| B imac B N L

! D Network “: -

‘ J Macintosh HD client-icon.icns config.properties install-login-
| i Deskrop

A chris H s -
=
/\ Applications . login-hook-start
o | Documents
‘ Movies -— ._
& music —
Pictures set-permissions.command pe-client-mac.command

=] L of 7 selected, 128.9 GR available Y

Figure 24.28. Double-click to install the login hook

9. Restart the system and verify the client starts on login.

Testing:

1. Restart the system and ensure the client starts on login and lists the user's account balance.
2. Ensure print jobs correctly account under the user's PaperCut NG account.

24.2.4. Scenario Four: Mac OS X Server
If the printers used by Mac clients are hosted/shared from a Mac server system (or Mac workstation system acting
as a server), then the preferred solution is to install PaperCut NG's Mac server software. The Mac server may either
be set up as the primary server or as a secondary server reporting back to an existing primary server.

The Macintosh server support and initial setup is documented in Section 2.2, “Installation on Apple Mac”.

24.2.5. Additional information and tips
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The client install process is also covered in Section 5.2, “User Client”. After the first Mac is set up and the printing
process is tested, the simplified client install notes covered in Section 5.2.1.2, “Deployment on Mac OS X" may be
appropriate to provider to end-users or other system administrators.

The Mac client makes use of Java. Users running Mac OS X 10.4 are advised to install Java 5.0. Java 5.0 is
installed by default on Mac OS X 10.4.5 and higher. Java 5.0 for earlier Mac OS versions is available as a dng from
the Apple website. Java 5.0 contains new features that allow the client to display popups in an always-on-top mode
above all other application windows.

Mac client can accept command line options as explained at Table A.2, “User Client command-line options”. If the
client is started via the login hook, the command-line options can be defined in the file:

/ Appl i cations/ PCO i ent. app/ Cont ent s/ Resour ces/ | ogi n- hook- st art

Look for the line starting with cl i ent _ar gs and the associated comments above.
24.3. Eliminating PopUp Authentication via Mac Login Hook

In large mixed Mac environments there may be the requirement to use popup authentication to provide a secure
environment. For example there may be a mix of lab systems an unauthenticated laptops. The lab systems are
managed and secured via authentication against a central user directory source, while the unmanaged systems
(e.g. laptops) are limited to local user authentication only and hence user identity is indeterminate. Popup
authentication at the print queue level can be used to provide an added level of user verification. The downside to
this is that this policy also affects the managed authenticated lab systems. This can frustrate users as they are
forced to login twice: Once for system login and then once for printing (via PaperCut). This double authentication
can be eliminated by leveraging the lab system's login hook.

This is an advanced topic and is targeted at experienced Mac administrators with basic command-line knowledge.

The double-authentication is eliminated by having the system login also perform the PaperCut login via the system
login hook. After the administrator has confirmed that the workstation is securely authenticating via a the central
directory service, they endorsed the system by copying a shared secret file onto the workstation. To perform this
endorsement, follow these steps:

1. Setup the PaperCut client on the workstation and configure it to start via the login hook as explained in detail
here Section 5.2.1.2.2, “Multi-User Install”.

2. Use a secure method (e.g. USB key or scp) to copy the file located on the PaperCut primary server at:
[ app- pat h] / server/ dat a/ pc- shar ed- secr et . dat
to the workstation in either of the following locations:

[ etc/ pc-shared-secret. dat

or
/ Li brary/ PCO i ent/ pc-shar ed- secret . dat

3. Set ownership and permissions on the file via the command line as follows:

sudo chown root /etc/pc-shared-secret. dat
sudo chrmod 600 /etc/pc-shared-secret. dat

Take care to ensure this step is completed successfully.

4. Test login and verify that PaperCut popup authentication step has been eliminated by printing to a
unauthenticated printer. Confirm that the job prints and logs as expected.

5. Repeat steps above for each trusted directory authenticated system (e.g. lab system) on the network, or use
360




Mac Printing in Detail

system imaging processes.
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Chapter 25. Running in a Workgroup
Environment

A workgroup environment differs from a network domain model. In the domain model, users authenticate using a
common username/password as defined in a central server. Users can typically access and use any PC on the
network by using their username and password. In a workgroup, the PC's are loosely coupled and user identity is
validated locally rather than centrally. The PC's are either set up to automatically log in as a general "user", or user
accounts are set up on the PC's as required.

For systems running Windows XP Home, 'simple file sharing' cannot be disabled, forcing client machines to try to
authenticate as the Guest user. For this reason, we do not recommend the use of Windows XP Home in multi-user
environments.

Users may still authenticate with PaperCut NG on Windows XP Home by entering their details into the User Client
utility. This is similar to how user authentication is performed with Mac clients. For more information see
Section 25.2, “Option 2: Authenticating via popup”.

PaperCut NG offers a number of options for running and authenticating users in a workgroup. The two common
options are:

25.1. Option 1: Common username and passwords on all systems

This option is suitable for networks running Windows 2000 or Windows XP Pro.

Nominate a system to host the printers and the PaperCut NG server software.
Set up the printers and share with appropriate names.

Windows XP only: Turn off simple file sharing by opening Windows Explorer, select Tools - Folder Options...,
and un-ticking the appropriate option on the View tab.

Folder Options :lﬁ

Generni | Vew | File Types | Offine Fies

Folder views
‘fou can apply the view such as Detais or Ties) that

you are uaing for this folder to all folders

[ Poptyto Al Foders | | [Fleset Al Foiders |

Advenced setlings
] Launch folder windows in a separale process A
() Managing pairs of Web pages and folders
(%) Show and manage the pair a3 & single file
(0) Show bath parts and manage them individualy
() Show bath parts but manage as a singla fie
[#] Remembereach folder's view settngs
[T Restore previous folder windows st legan
] Show Cortrol Panel in My Computer
[#] Show encrypted or compressad NTFS files m color
T e malgop items

] Use simple file sharng {Recommended)

| OK Cancel |

Figure 25.1. Turn off simple file sharing

4. On the nominated host system, ensure that the Guest account is disabled. To do this on a system running
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Windows XP:

a.

b.
c.

d

Open the Local Users screen: Start — Control Panel - Administrative Tools - Computer
Management - Local Users and Groups — Users

Right-click on the Guest user and select Properties.
On the General tab, check Account is disabled.
Press the OK button.

This should also be performed for any system running a release station.

5. On the nominated host system, set up user accounts for all users. This can be done via under User Accounts
in the Windows Control Panel.

Set permission on the printer so only these users can access the printer shares (i.e. don't allow guest).

Install the PaperCut NG server software and complete the configuration wizard.

Instruct each user to log onto their workstation using an account with the same username and password as set
up for them on the nominated host system. This will ensure that their jobs list in the queue under their
username.

25.2. Option 2: Authenticating via popup

Option 1 may not be appropriate for some environments. For example, Windows XP Home edition has a limitation
that ensures that all users list as "guest" when printing to a remote printer. This limitation can be worked around with
popup authentication.

1. Nominate a system to host the printers and the PaperCut NG server software.

2. Windows XP only: Turn off simple file sharing by opening Windows Explorer, select Tools - Folder Options...,
and un-ticking the appropriate option on the View tab.

Folder Options EE

Genersl | View | File Types | Offine Fies

Advanced settings

Folder views
) ‘You can apply the view fsuch as Detais or Ties) that
you are uaing for this folder to all folders

[ Pootyto Al Foders | | [Fleset Al Foiders |

] Launch folder windows in a separale process .
) Managing pairs of Web pages and folders
(%) Show and manage the pair as a single fils
() Show bath parts and manage them individualy
() Show bath parts but manage as a single fis
[#] Remembereach folder's view ssttngs
] Restore previews folder windows at logan
] Shew Contrel Panel in My Computer
Show encrypted or compressad NTFS files in color

Pl copup dejop itema
[l:l Lse simple file sharng {Recommended) jﬂ

w

Figure 25.2. Turn off simple file sharing

3. On the nominated host system, ensure that the Guest account is disabled. To do this on a system running
Windows XP:

a.

Open the Local Users screen: Start — Control Panel — Administrative Tools - Computer
Management - Local Users and Groups - Users
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b. Right-click on the Guest user and select Properties.
c. Onthe General tab, check Account is disabled.

d. Press the OK button.
This should also be performed for any system running a release station.

On the nominated system, set up user accounts for all users.
Install the PaperCut NG server software and complete the configuration wizard.
Print from another workstation. The job should list in PaperCut NG under the user "guest".

N o o A

In the PaperCut NG admin interface, enable the account selection popup and turn off the Allow user to
charge to their personal account option and enable the Allow user to perform printing as another user.

Print account selection
Show the account salaction popup w

Information to show in popup
O mow user to charge to their parsonal account
] ASows user to select shared accounts {from list)
| Allow user to select shared accounts (using a PIN)

] Adow user ta perform printing as anather usar

When shared acoount is selected
& Charge shared account
O charge personal account (and alocate to shared account for reporting)

Figure 25.3. Enable perform printing as other user

8. Install the client software on each workstation. See Section 5.2, “User Client”.
9.  When the user prints to the shared printer, a popup will now ask users to enter their username and password.
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Chapter 26. Managing Guests and Internal
Users

PaperCut NG is designed to keep user management simple and automated by synchronizing against an external
user directory source such as Active Directory, Open Directory, eDirectory or LDAP. This simplifies administration of
the system by avoiding the need to manage a separate database of users, passwords, user details and groups.
Synchronizing against a user directory is the recommended way to manage user accounts, and ensures:

The tool is right for the job. User directories are specifically designed for managing users, and can provide a wide
range of useful features. It also allows for "single sign-on", allowing users to log in with the same username and
password across many different applications.

Scalability and centralization of user management. Many applications may access the same user directory, so
the effort to set up users only needs to be performed once, rather than once for each application.

Application vendor neutrality. Switching to a different application is possible, because the users are not 'locked in'
to any particular application.

The first option should always be to manage users in a user directory, but there are some situations where this is
not possible or not ideal, for example:

.

When a guest visits the organization they may require access to network resources, but it requires too much
effort to create them an account in the user directory. (They may receive a temporary / generic login instead.)

Some parts of the organization want to manage their own set of users that cannot or should not be created in the
main user directory. For example a university may run a short course where the students only require limited or
sporadic access to network resources. They will not have accounts in the user directory, but still require the
ability to print.

The organization does not have enough users to warrant a user directory / domain (i.e. a workgroup or
peer-to-peer environment is in place).

For these situations, PaperCut NG provides the internal users feature. The following section discusses how to get
started with the internal users feature, and how to configure it to suit your environment. Internal users are best
thought of as user accounts that only exist inside PaperCut NG and are independent of the domain, network or
operating system.

26.1. Internal Users (users managed by PaperCut NG)

The internal users feature allows management of users inside PaperCut NG, removing the need to create or
manage them in an external user directory. There are several ways the feature can be utilized:

Selected staff can be given access to create internal user accounts. This gives staff control over who can receive
a new account, preventing the creation of unwanted accounts (e.g. with offensive usernames).

Users can be given the ability to create their own internal accounts via a web based registration form. This can
be useful for providing guests the ability to register their own accounts and begin printing immediately, removing
the need for staff intervention.

Administrators can create a new batch of internal users via a text based file import. This can be used to import or
update a set of users that are managed separately to the regular domain users. For more information about the
internal users batch import and update feature, see Section 26.1.4, “Batch Internal User Import and Update”.

The following sections present several different environments and how the internal users feature can be used to
accommodate them. For information about specific configuration, Section 26.1.2, “Internal Users Options” provides
full details about each available option.

26.1.1. Implementation by Example
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26.1.1.1. Scenario One: Manually Managed Guest Accounts

North Shore University has a campus that occasionally hosts students from other universities. These guest students
do not have a login in the universities domain, and it is considered too much effort to go through "official channels"
to create one for them.

The administrator would like to provide selected staff the ability to create PaperCut NG accounts for these guest
students as needed. To go about this, the administrator performs the following:

1. The guest students are first provided with access to computers or network resources using the generic login
guest, password guest .

2. The generic guest login is marked as Unauthenticated using the PaperCut NG administration interface. This
option is available on the user's details page.

Navigates to Options — User/Group Sync — Internal User Options.

Checks the Enable internal users option, and under Access control selects Only admins can create users.
The Confirmation message is tailored to provide relevant information such as how to log in.

Presses Apply.

N o o s~

PaperCut NG administrator access is assigned to the staff who will be responsible for creating the new student
guest accounts. The administrator right Create internal users is required for this purpose. For more information
about assigning administrator rights see Section 12.3, “Assigning Administrator Level Access”.

8. Ensures that the PaperCut NG client software is running on workstations where guest printing will be allowed.

The system is now configured to allow selected staff the ability to create internal accounts for the guest students.
When a guest student prints from the generic guest login, the PaperCut NG client tool will display the
authentication popup. This will allow them to enter their personal username and password, assigned by the
administrator when registering their internal user account.

Staff can create an internal user account for a guest student as follows:
1. Log into the PaperCut NG administration interface, and select the Create internal user... action from the

Actions menu of the Users tab.
2. Complete the from and press Register.

26.1.1.2. Scenario Two: Automated Guest Management (self-registration)

West Face College is a large community college that regularly has members of the public visiting to use the library
resources.

It is not feasible to create a domain login for every visitor, and manually creating an internal user account for each
guest would require too much time of the administrators or staff, so the decision is made to automate the process
and allow guests to register their own internal user accounts.

To set up the internal users feature and allow guest self-registration, the administrator performs the following:
1. The guests are first provided with access to computers or network resources using the generic login guest,

password guest .

2. The generic guest login is marked as Unauthenticated using the PaperCut NG administration interface. This
option is available on the user's details page.

3. Navigates to Options — User/Group Sync - Internal User Options.

Checks the Enable internal users option, and under Access control selects Users can register their own
account.

5. Checks Display registration links on login screens so that users will have easy access to the registration
interface.

6. Changes the Link text to Guests click here to register,to provide a better clue for guests.
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7. Adds more information about the organization's printing policy, how to access printing resources, etc. under
Additional registration instructions. A note is also added to specify that only guests need to register to
access printing resources - students or users with existing accounts do not need to register.

Presses Apply.
Ensure that the PaperCut NG client software is running on workstations where guest printing will be allowed.

10. Creates an information sheet for guests, providing instructions about how to register, how to print, and where to
find additional help. Most people will not need this kind of information to work out how to use the system for
themselves, but some people appreciate step-by-step instructions.

The system is now configured to allow guests to register their own internal user accounts. When a guest user prints
from the generic guest login, the PaperCut NG client tool will display the authentication popup. This will allow them
to enter their personal username and password, chosen when registering their internal user account.

For a guest to create an internal user account, they must:

1. Click the Register as a New User link on a login screen (the web interface login screen, or on the
authentication popup), or access the registration web interface directly at
http://[server-nane]: 9191/ regi ster.

2. Complete the from and press Register.

26.1.1.3. Scenario Three: Managing Users in a Non-Domain Environment

Southmark Inc. is a medium sized ten person real estate office service the local area. Their network consists of a
mix of Windows XP and Windows Vista workstations connected to a workgroup based network. No user directory /
domain exists, and setting one up is not a current priority. They would like to take control of their printing costs and
volumes, and use PaperCut NG to identify the amount of printing performed by each staff member.

Because no user directory exists, PaperCut NG will be used to maintain user accounts, details and passwords for all
staff. To set this up, the administrator performs the following:

1. Navigates to Options - User/Group Sync - Internal User Options in the PaperCut NG administration
interface.

Ensures that the Enable internal users option is enabled.

Removes (sets to blank) the value for Prefix usernames with:. There is no need for an internal username
prefix, because all users will be internal!

4. Collects a chosen username and password from each staff member. This is used to construct a batch import
file, using the format specified in Section 26.1.4.1, “Batch Internal User Import File Format”.

5. Imports the batch file into PaperCut NG using server-command to create a new internal user account for each
staff member, following the directions in Section 26.1.4, “Batch Internal User Import and Update”.

6. Follows the directions in Section 5.2.1, “User Client Deployment” to deploy the client software to each
workstation in the office.

7. When staff send print jobs from their workstations, they arrive at the print server under the generic guest
username. The administrator marks this generic account as Unauthenticated using the PaperCut NG
administration interface. This option is available on the user's details page.

The batch of internal user accounts has now been imported, ready for the staff to use them. When a staff member
next sends a print job, the PaperCut NG client tool will display the authentication popup. This will allow them to enter
their personal username and password, provided to them on arrival, having been assigned by the administrator in
the batch import file.

26.1.2. Internal Users Options

The options for configuring internal users are located at Options — User/Group Sync - Internal User Options in
the administration interface.
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Internal User Options
[¥] Enable ntemal users
Provides management of user accounts in addrion to

those in the configured source. Access control

@ More Information... Users can register their own account [+
Digplay registration links on login screens

Link text
Register as a New User

Additional registration instructions

User must enter an emal address
Alow user to choose ther own identity number
[ Alow user to choose ther own I PIN

Prefix usernames with: (optional)
guest:

Confirmation message

Thenk you for registering. Your details are: ~

tpasswords
Number: %id_num$
ID PIN: %l:}_]:l.r:% b

Ako emal confirmation message to user

Figure 26.1. Internal users options

The available options are:

« Enable internal users - enables or disables the feature in general. If the feature is disabled, internal users will
not be able to be created.

¢ Access control - determines who may create internal users. The available options are:

» Users can register their own account - A web based interface will be available for users to register their
own account. This allows users to register their own accounts without intervention from staff or
administrators.

PaperCut

Login Register New User Account

Full Name: John Smith
john smithi@domain.org

gueast- john
Your full username will be: guest-john

"EENRRES
Passw

Figure 26.2. Web based internal user registration interface

* Only admins can create users - Only administrators will be able to create users via the PaperCut NG
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administration interface. For information about delegating this access to additional users see Section 12.3,
“Assigning Administrator Level Access”.

8] Create Internal User

New User Settings Username
tjoh

Internal users are managed inkemally by guestjohn

PaperCut NG, and may be used in addition to  Full Hame

those in the configured user directary John Smith
source.
) ) Email Address
2 10° INFQmaon... john smith@domain.org
Password
SEBEEIEN
Verify Password

LTI T L]
Identity Number

[#] Email confirmation massage L0 user

Register || Cancel

Figure 26.3. Creating an internal user from the administration interface

Display registration links on login screens - When enabled, PaperCut NG login screens will display a
Register as a New User link. Clicking this link takes the user to the web based registration interface, allowing
the user to create their own internal user account. If disabled, registration links will not appear, and users may
only access the web based registration interface by navigating to the URL at
http://[server-name]/register.

~

t -5 paperCut

i

Usarnama
Password
Language Englizh '-'

| Lagin

Ragster as a Haw Lsar

Figure 26.4. Login screen showing the registration link

Link text - The text used for registration links on login screens. The default link text is Regi ster as a New
User . An example of alternate link text might be Guests click here to register.

Additional registration instructions - This option allows providing additional instructions to users when
registering, and are displayed above the web based registration form. Specific instructions will vary from site to
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‘ ,,a Tip

site, but could include information such as how to log in and print, how to add credit to their account, or where to
find additional help.

User must enter an email address - Enable this option to require that the user enters an email address. If
disabled, entering an email address is optional.

Allow user to choose their own identity number - If enabled, the user will be able to enter/choose their own
identity number. The chosen identity number must be at least 6 digits, and must be unique. If disabled, a unique
identity number will be automatically generated for the user. Identity numbers may be used for logging into some
devices where only a numeric keypad is available.

Allow user to choose their own ID PIN - If enabled, the user will be able to enter/choose their own ID PIN. The
chosen PIN must be at least 4 digits. If disabled, a random PIN will be automatically generated for the user.

Prefix usernames with: (optional) - This prefix will be applied to the username of all users registering via the
web based interface. E.g. if a user chooses the name j ohn, and the username prefix is guest -, their allocated
username will be guest - j ohn. This prevents name clashes with existing or future users from the configured
user/group sync source, and immediately identifies the user as being internal.

Confirmation message - This message is displayed to the user after they have completed registration. It may
also be emailed to the user (see next option).

Also email confirmation message to user - If this option is enabled the confirmation message will be emailed
to the user after registration (if an email address was provided).

« An alternative to the PaperCut NG client tool's authentication popup is to use a print release station
in Rel ease Any mode. After ensuring that guest users have their own internal account, this will
allow users to submit a print job under a guest/generic login, then authenticate at the release
station and choose which job(s) they would like to release. For more information about setting up a
release station see Chapter 10, Hold/Release Queues & Print Release Stations.

« To delete an internal user, navigate to their User Details page in the administration interface by
clicking on the user in the User List, then select the Delete user item from the Actions list. The
domain/network-level User and Group Synchronization settings and opperations do not affect and
will not delete internal users.

e The special [I nternal Users] group contains all internal users. It can be used to produce
reports showing information about internal users, or to apply a bulk user operation on all internal
users.

26.1.3. Changing Internal User Passwords

When using the Internal User functionality of PaperCut NG, there may be a need for the Internal User to change
their password. This can be done by users and administrators.

Administrators can reset the password via the users details page in the PaperCut NG Application Server
Administration Console. There is a "Change Password Link" located near the Internal User Settings heading.

Internal User Settings
The password for this intemnal user can be changed here, This is an internally managed ¢

Figure 26.5. Changing an internal user password from the administration interface

The Internal User can reset their password via the User Web pages by clicking on Change Details.
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Summary

Rates Change Password
Redeem Card

Transaction History
Verify new password
Recent Print Jobs

Recent Internet Use Change Password .

Jobs Pending Release

Web Print
Log Out

Figure 26.6. Changing an internal user password from the user web page

-
"

Administrators can turn on or off the ability for Internal Users to change their password by using the
Config Editor and modifying the key: i nt er nal - user s. user - can- change- password

26.1.4. Batch Internal User Import and Update

This section covers the batch importing and updating of internal users. Internal users are managed internally by
PaperCut NG, and may be used in addition to those in the configured user directory source. For more information
about internal users see Section 26.1, “Internal Users (users managed by PaperCut NG)”. For information about
importing and updating regular users see Section 6.6, “Batch User Data Import and Update”.

The batch internal user import and update feature allows the administrator to import users, user information and
optionally update existing internal user details by reading data from a simple text file. In addition to being able to
create internal users, it enables administrators to update the following user data:

e Password

¢ Credit balance

* Restriction status

¢ Full name

e Email address

¢ Department

¢ Office

e Card/ID Number
e Card/ID PIN

* Notes

@ Important

An internal user can be deleted by selecting the Delete user action while viewing the user. Features to
simplify the deletion of multiple users (a 'batch delete’) will be introduced in a future version.
Examples of where the batch user import feature is useful include:

« Several guests to the organization will be arriving at the same time and will require their own accounts in
PaperCut NG.
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A set of users needs to be managed separately / externally to the existing user directory source. For example,
the users of a certain computer lab require their own accounts in PaperCut NG, but it is not possible to create
accounts for them in the existing user directory.

Details for existing internal users needs to be updated.

To perform a batch internal user import:

1.

Manually inspect your file in a text editor and ensure it's in the prescribed tab-delimited format as detailed at
Section 26.1.4.1, “Batch Internal User Import File Format”.

Follow the directions in Section A.1l, “Server Commands (server-command)” to run the server-command
bat ch-inmport-internal -users.

For example, to import/update internal users from a file i nport. t sv on a Windows system:

C\> cd "C \Program Fi | es\ Paper Cut NG server\ bi n\w n"
server-conmand bat ch-inport-internal -users "C \extra users\inmport.tsv"

Note that the import path should be quoted if it contains spaces.

The import process will start running in the background. See the App. Log tab in the administration interface to
check the status of the import or if any errors were encountered.

Caution

Batch imports are a major operation, modifying data en masse. Best practice suggests:

e Always run a backup before proceeding with the import.

« First experiment/test the import process with a small batch of users before moving onto the full
batch.

26.1.4.1. Batch Internal User Import File Format

The import file is in tab delimited format and contains the following fields in the given order:

No. Field Description Optional?
1. Username The internal user's username. If the | Mandatory
policy is to use a username prefix for
internal users, include the prefix here
(e.g. guest - user 123).
2. Password The user's password Optional - although internal users
cannot log in without a password
3. Credit Balance The user's credit balance Optional - balance not set if blank
4. Restricted Status The user's restricted status. (Y/N) Optional - restricted status not set if
blank
5. Full Name The user's full name Optional - full name not set if blank
6. Email The user's email address Optional - email not set if blank
7. Department The user's department or faculty Optional - department not set if blank
8. Office The user's office or location Optional - office not set if blank
9. Card/ID Number The user's identity/card number Optional - card/id number not set if
blank
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No. Field Description Optional?

10. Card/ID PIN The user's card PIN number Optional - card/id PIN not set if blank.
If the field is -' then the PIN is set to
zero.

11. Notes Notes about the user. Optional - notes not set if blank

Table 26.1. Internal User Import File Format

Other limitations: Although any actual limit to the size of an import file should be large enough for any purpose, we
recommend keeping the file size below 10MB.

« If an optional field is not specified in the import file then it will not be updated. To remove or "blank
out" an existing value, use a single "-" (hyphen / dash).

* A simple way to create a tab delimited file is to create a spreadsheet in Microsoft Excel, then save it
inthe Text (Tab del i mted) format.

For some examples of using tab-delimited files, see Section 6.6.1.1, “Import File Format Examples”.
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Chapter 27. Multiple Personal Accounts

Users in PaperCut have a personal balance used to fund their personal printing. This balance can be treated like a
bank account used for printing. When the account is out of credit the user can no longer print until more funds are
added to the account. By default users have a single account to store their balance, but this may be too restrictive in
some situations. For example, it's often useful to have separate accounts for "free" print quotas and cash payments.

The multiple personal accounts feature discussed in this chapter is an advanced feature that has been carefully

architected with the assistance and feedback from leading Universities and Colleges from around the globe.

When multiple personal accounts are enabled, a user has multiple accounts with credit available for printing. Each

account is a separate pool of credit that adheres to the following rules:

e Credit is deducted from the available funds in the order configured by the administrator.

« If the designated account does not have enough credit, the next account in sequence will be used until all of the

credit is used.
e If a print job costs more than the total credit in all accounts, the job is disallowed.

From the perspective of the end-user little changes when multiple accounts are enabled:

« The total balance of all accounts is displayed in the user client, release station, and end-user web interface.

« Printing, quotas, TopUp/Pre-Paid Cards and all other PaperCut features work the same with multiple accounts as

they do with a single account.
« The fact that there are multiple balances can optionally be effectively hidden from the user.

@ Important

multiple accounts if not implemented right could make it just that little bit harder!

27.1. Why use multiple personal accounts?

Although the concept of multiple personal accounts is quite simple, the management may be complex
depending on implementation. Readers are advised to read this chapter in full and conduction some
planning before full deployment. Good print management in large organizations is hard enough, and

There are a number of reasons why a site might choose to enable multiple personal accounts, but the most common
is the need to separate "free" print quotas from cash payments. Common reasons for considering multiple accounts

are:

27.1.1. Separating Quota and Cash

Many sites such as colleges, schools and universities allow users to pay for printing via TopUp/Pre-Paid Cards or
via credit card using a payment gateway like PayPal or Authorize.Net. When cash payments and "free" quota are
combined into a single account balance it is not possible to give cash refunds without potentially refunding quota

amounts.
Using multiple accounts to separate "quotas" and "cash" has a number of benefits:

1. Simplified auditing and tracking of cash payments and refunds.
2. Allows for refunding of unused cash payments at the end of year or enrollment.
3. Making cash payments does not interfere with "not to exceed" quota thresholds.

This configuration is discussed detail in Section 27.3.1, “Example 1: Separate Cash/Quota Accounts”.
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27.1.2. Independently Managed Work Areas

In some more large and complex environments each department or faculty independently manage and control their
own printer fleet. In these situations the departments may want to assign a "free" quota to their members/students
that should only be used on their own printers. Any "free" quotas allocated from other departments must not be used
on this department's printers. If the user adds cash to their account this may be used in any department.

In most environments this configuration is not required because the print policy is managed centrally. This is most
useful when implementing a centralised PaperCut installation in an environment where the departments historically
had independent control of print policy. Using this configuration can be the first phase in a transition to a fully
centralised system.

This is an advanced configuration and is discussed in details in Section 27.3.2, “Example 2: Department/Faculty
Quotas (Advanced)”.

27.2. Configuration

Enabling and configuring multiple personal accounts is quite simple. However before enabling this feature it is
recommended that you read this section and understand the concepts involved.

27.2.1. Enabling Multiple Personal Accounts

To enable multiple personal accounts:

1.
2.
3.

Navigate to Options - Advanced - Go to multiple personal account setup.
Enable the Enable multiple personal accounts option.
The built-in default account is where initial credit is assigned and quota allocated.

¥ Enable multiple personal accounts

Account Name Pricrity Overdraft Enabled
Default {buit-in account) 1
: Add Mew Account

Figure 27.1. Enabling Multiple Personal Accounts for the first time

Press the Add Account button to add a new account. This will add a new account to the list with a blank
description, and default options for priority and overdraft.

Enter a descriptive name for the account. This can be changed at any time.

Edit the account priority to change the order in which the account balances are used. Accounts at the top of the
list (i.e. the lowest priority number) will be used first. The priority can be changed at any time. For more
information on priorities see Section 27.2.2, “How Account Priorities Work”.

(Optional) Edit the overdraft value. This allows this account to go into negative. e.g. If the overdraft is set to
$5.00, then the account will be allowed to go to $5.00 into negative.

Repeat these steps adding accounts as necessary. Take care to add only the accounts you require (See
Section 27.2.4, “Why can't | delete accounts?”).

When the accounts are configured as required, press the Set Up Accounts button. This will start the process of
creating the new accounts for all of your users.

27.2.2. How Account Priorities Work

When a user has multiple accounts it's important to have a well-defined order for how the balances are used. If one
account is used for cash and the other for quotas, the quota credit should be used first before cash. The account
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priority defines this order. This is best explained with some examples.

The account priorities are configured with the "Default" account first and the "Cash" account second (as shown in
the screenshot below).

¥| Enable mukiple personal accounts

Account Name Priority Overdraft | Enabled
Default (buit-in account) 1
Cash 2 £0.00 "

Add Mew Account |

Figure 27.2. Multiple Account Priorities

Example 1: If a user has $1.00 in each of the "Default" and "Cash" accounts, and a $0.25 job is printed the cost of
the job is deducted from the "Default" account, leaving a balance of $0.75.

Example 2: If a user has $1.00 in each of the "Default" and "Cash" accounts, and a $1.30 job is printed the cost of
the job split between both accounts. First, the $1.00 available in the "Default" account is used, then the remaining
$0.30 is deducted from the "Cash" account. The user is then left with $0.00 in the "Default” account and $0.70 in the
"Cash" account.

Whenever a print job is refunded, the credit is refunded to the accounts in the reverse order.
27.2.3. Configuring the Cash/Payment Account

When a user has multiple personal accounts, one of these accounts must be nominated as the account where user
payments will be credited. This account will be credited when the user adds credit to their account using
TopUp/Pre-Paid Cards or through payment gateways (like PayPal or Authorize.Net).

To configure the "Cash/Payment" account:

Navigate to Options - Advanced - Go to multiple personal account setup.

Towards the bottom of the screen, select the account you'd like to use for cash/payments with the User
payments are added to option.

3. Press the Apply button.

27.2.4. Why can't | delete accounts?

Once an account has been configured and created it cannot be deleted. Once an account is created it may be used
immediately by users for their printing activity. If the account could be subsequently deleted, any transaction
associated with that account would also need to be deleted, resulting in a confusing transaction history for the user.

Although accounts cannot be deleted, they can be disabled. Disabling the account means that it is no longer
available to the user, nor displayed in their account details. From the perspective of the user the account no longer
exists, and any associated balance is also no longer available. If the account is later re-enabled any previous
balances will be made available to the user again.

D_ | Caution

Because accounts can't be deleted it's prudent to carefully plan accounts and their use before
deployment.
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27.2.5. Other Options
By default the end-user web interface displays just the total of all of the user accounts. To display an itemized list of
each of the account balances enable the option on Options - User Features - Itemize multiple personal
accounts, then press Apply.
If there is a need to change the available personal accounts or the order that they are used, the Advanced Printer

Scripting feature can be used. This is described in Section 27.3.2, “Example 2: Department/Faculty Quotas
(Advanced)”.

27.3. Configuration Examples
This section describes in detail how to set up PaperCut for the most common uses for multiple personal accounts.

27.3.1. Example 1: Separate Cash/Quota Accounts

In environments where users have both freely allocated quotas and the option for users to pay for printing it's useful
to separate quotas from cash. For a description of this scenario see Section 27.1.1, “Separating Quota and Cash”.

To configure multiple accounts for this situation:

Navigate to Options - Advanced - Go to multiple personal account setup.
Enable the Enable multiple personal accounts option.
The "Default” (built-in) account is used for quotas. Rename it to something appropriates (e.g. "Quotas").

P DR

Press the Add Account button to add a new account. This account will be used for user payments. Name it
appropriately, and set the priority to a value higher than the default/built-in account. i.e. like the screenshot
below.

| Emable muktiphz personal accounts

Account Name Priority Overdraft = Enabled
Default (buit-in account) 1
Cash 2 £0.00 4

| Add New Account |

Figure 27.3. Separate Cash and Quota accounts

It is important that the accounts are given this priority order. This way any freely allocated quotas will be used
before using the cash payments. This allows a user to add credit to their account and know that it will only be
used when they run out of allocated quota.

Press the Set Up Accounts button to start applying the change.

When the account setup is complete, select the "Cash" account as the account for user payments. To do this
select this account from the User payments are added to option.

7. Pressthe Apply button.

At this point the system is ready to use. Any cash payments from TopUp/Pre-Paid Cards or Payment Gateways are

added to the selected cash account. The quotas will be added to the default/built-in account. (Note: Site running a

Payment Gateway module released prior to version 10.5 may need to upgrade the gateway to leverage this setting.)
27.3.2. Example 2: Department/Faculty Quotas (Advanced)

A much more advanced configuration is required when different departments/faculties/areas want to each have their
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own quotas that are only available for use by their users on their printers. Department quotas are also often
combined with user cash payments which can be used anywhere on site. For a description of this scenario see
Section 27.1.2, “Independently Managed Work Areas”.

One prominent PaperCut customer, Cambridge University in the UK uses this configuration. At Cambridge each of
the independent schools/colleges want to allocate quotas to their students at enrolilment. These quotas may only be
used on the printers owned by the school. Cambridge also offers user-paid printing, and where the cash can be
used on any printer across the campus. The multiple personal account feature in PaperCut has been designed to
meet the demanding requirements at The University of Cambridge and other leading colleges.

This configuration requires the use of many advanced PaperCut features. This section gives a brief outline of how
this is configured.

« Enable multiple personal accounts and create the accounts for each of the work-areas or departments required.
If users can also pay for printing also create a cash account. The priority/order of the quota accounts is not
important, as long as the "Cash" account appears last. The screenshot below shows a possible configuration.

Account Name Priority Owverdraft | Enabled
General Quotas {built-in account) 1
Science Quota 2 $0.00 o+
Arts Quotas 3 50.00 J
Engineenng Quotas L %0.00 J
Cash 5 £0.00 s
| Add Mew Account |

Figure 27.4. Example of an advanced account setup

Press the Set Up Accounts button to start applying the change.

« When the account setup is complete, select the "Cash" account as account for user payments. To do this select
this account from the User payments are added to option. Then press the Apply button.

¢ At this point all the accounts are enabled and can be used on any printers. To restrict the accounts that can be
used on different printers, the Advanced Printer Scripting feature can be used (see Chapter 17, Advanced
Scripting). The advanced scripting provides a method
(actions.job. set Personal Account ChargePriority) that allows for changing both the accounts
available and their order/priority. The method is documented in detail in Section 17.2.3, “Script Actions”.

For example, the following script snippet, shows how to limit the available accounts to only "Science Quotas" and
"Cash" (in that order).

actions.job. set Personal Account ChargePriority("Sci ence Quotas", "Cash");

« Departments can allocate initial quotas at enrollment or periodically throughout the year using the web-service
APIs or ser ver - command to adjust user balances. All the balances affecting APIs/commands have a parameter
to specify which of the accounts to adjust/set. For example, to use ser ver - conmand to set the balance of the
"Science Quotas" account to $10.00 for all members of the "Science Students" group:

server-command set-user-account-bal ance-by-group "Science Students" 10.0 \
"Enrol | ment quota" "Science Quotas"

This technique can be integrated with existing student management systems to automate the allocation of free
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print quota at the time of enroliment.

For more information on web-service APIs or ser ver - command see Section A.3, “The XML Web Services API”
and Section A.1, “Server Commands (server-command)”.

With the power of Advanced Print Scripting and Multiple Personal Accounts much can be achieved. Large
universities and colleges needing this level of flexibility also tend to have very competent IT staff. Take some time to
bounce around some ideas. Here are a few:

« Use advanced print scripting to tune on/off access to accounts based on conditions such as group membership,
time of day, device, etc.
« Automate account management tasks such as free quota assignment on course enrollment using scripts.

e Complex rules on which accounts are used and under which consider need to be clearly explained to users.
Take some time to document this and communicate policy with staff/students/members.
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Appendix A. Tools - database,
server-command scripting, and APIs
(Advanced)

This appendix outlines the command line tools and advanced programming tools that come with PaperCut NG.
Using these tools has been discussed throughout this manual, however this provides a reference guide to these
tools and their use.

[?l Caution

The advanced tools provided with PaperCut NG are very powerful and offer opportunities for all
manner of customizations and enhancements. However, if used incorrectly, these tools could lead to
unexpected results. Many of the advanced tools are written for software and script developers. It is
expected that readers intending to use advanced tools are comfortable with using the
command-prompt, and developing system management and server monitoring programs.

A.l. Server Commands (server-command)

The ser ver - command tool provides access to dozens of server operations ranging from user management, system
maintenance, account manipulation and printer control. The server - comrand tool is ideal for controlling the
PaperCut NG Application Server via the command-line or automating via scripts.

Some examples of how an Administrator may choose to use the ser ver - command tool:

e Scheduling of online backups and data snapshots.

e Scheduling user and/or group synchronization tasks.

« Automating the addition of new users after the accounts are added to the network.
¢ Performing account transactions such as adding funds/quota to user accounts.

« Automating user account creation using custom scripts.

« Disabling/Enabling printers.

« Disabling/Enabling printing for users.

¢ Controlling user restriction levels.

¢ Managing shared accounts.

The server - command program is a command-line tool. It accepts the commands as arguments and outputs the
results of the command on the console (standard-out). For security reasons only users with read access to the
server. properties (normally only the Admi ni st rat or s group) have rights to execute the commands.

Typical use on a Windows system:

Add $10.00 to a user naned 'testuser':
C:\> cd [app-path]\server\bin\win

C:\> server-comrand adj ust-user-account-bal ance "testuser" 10.00 \
"Added $10.00 to your account"

Note: backslash indicates text should be on the same line.

A.1.1. Accessing Server Commands remotely
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Server commands can also be called remotely using standard remote command tools.
A.1.1.1. On Windows

Use PsExec [http://technet.microsoft.com/en-us/sysinternals/bb897553.aspx] - a remote command program
provided by the Sysinternals team at Microsoft. For example (all on one line):

psexec. exe \\renoteserver \
"C:\Program Fi |l es\ Paper Cut NG server\bi n\wi n\server-conmrand. exe" \
di sable-printer printsrvl [abprinter -1

A.1.1.2. On Linux/Novell/Mac
Use SSH [http://en.wikipedia.org/wiki/Secure_Shell] - a secure remote command/shell program. SSH can be run

non-interactively in scripts with the use of an authorized public key added under the papercut account's
~/.ssh/authorized_keys list. For example (all on one line):

ssh papercut @ enot eserver \
"/ hore/ paper cut/ server/bin/linux-i686/server-comrand \
di sabl e-printer printsrvl |abprinter -1"

A.1.2. Available Commands

A full list of commands is available via ser ver - conmand - - hel p.

Usage: server-comand COMVAND [ ARGS. . .]

COWAND : The server conmand nane.
ARGS . Alist of argunments to supply to the command.
COMVANDS:

user - exi sts <usernane> .
Test to see if a user exists.
<usernanme> - the usernane to test.

get - user - account - bal ance <user name>
Get a user's current account bal ance.
<usernane> - the user's usernane.

get - user-property <usernanme> <property>

Cets a user property.

<username> - the nane of the user

<property> - the name of the property to get. Valid properties include
bal ance - the user's current account bal ance
card-nunber - the user's card nunber
card-pin - the user's card pin nunber
departnent - the user's departnment
di sabl ed-net - whether or not the user's internet access is

currently disabled
di sabl ed-print - whether or not the user's printing is currently
di sabl ed

emai|l - the user's emil
full-name - the user's full nane
notes - notes for the user
office - the user's office
print-stats.job-count - the total print job count for the user
print-stats. page-count - the total printed page count for the user
net-stats.data-nmb - the internet data used by the user (in M)
net-stats.time-hours - the internet time used by the user (in hours)
restricted - whether or not the user is currently restricted
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set-user-property <usernane> <property> <val ue>

Sets a user property.

<user name> - the name of the user.

<property> - the name of the property to set. Valid properties and

val ues i ncl ude
bal ance - the user's current account bal ance (a deci mal nunber)
card- nunber - the user's card nunber (any text)
card-pin - the user's card pin nunber (any text)
departnent - the user's department (any text)
di sabl ed-net - whether or not the user's internet access is
currently disabled (TRUE or FALSE)
di sabl ed-print - whether or not the user's printing is currently
di sabl ed (TRUE or FALSE)
email - the user's email (an enmil address, or any text)
full-nane - the user's full name (any text)
notes - notes for the user (any text)
office - the user's office (any text)
password - the user's password (for internal users only) (any text)
restricted - whether or not the user is currently restricted
(TRUE or FALSE)
<value> - the value to set (see <property> for valid val ues).

adj ust - user - account - bal ance <user nane> <adj ust nent > <coment >
Adj ust a user's account bal ance.
<usernane> - the user's usernane.
<adj ustment > - the adjustnment anobunt as a nunber. +ve or -ve.
<comment > - a comment to be associated with the transaction.

adj ust - user - account - bal ance-i f - avai | abl e <usernane> <adj ust ment > <coment >
Adj ust a user's account balance if there is enough credit avail able.
<usernane> - the user's usernane.
<adj ustment> - the adjustment anount as a nunber. +ve or -ve.
<comment > - a comment to be associated with the transaction.

adj ust - user - account - bal ance-i f - avai | abl e-| eave-remai ni ng \
<user nane> <adj ust ment > <l eave-renmai ni ng> <coment >
Adj ust a user's account balance if there is enough credit avail able
to |l eave the given ambunt available in the account.
<usernane> - the user's usernane.
<adj ustment> - the adjustment anmpunt as a number. +ve or -ve.
<l eave-renni ning> - the amunt to | eave in the account.
<comment> - a coment to be associated with the transaction.

adj ust - user - account - bal ance- by- group <gr oup> <adj ust nent > <comment >
Adj ust the account balance for all users in a group. This process
happens in the background
<group> - the group for which all users' accounts are to be adjusted.
<adj ust ment> - the adjustnment anobunt as a nunber. +ve or -ve.
<comment> - a comment to be associated with the transaction.

adj ust - user - account - bal ance- by- group-up-to <group> <adjustnent> <limt>
<conment >

Adj ust the account balance for all users in a group, but don't increase
user bal ance beyond the given limt. This process happens in the
backgr ound.
<group> - the group for which all users' accounts are to be adj usted.
<adj ust ment > - the adjustnment anobunt as a nunber. +ve or -ve.
<limt> - don't increase user bal ance beyond this limt.
<coment> - a comment to be associated wth the transaction.

set - user-account - bal ance <user nane> <bal ance> <comrent >
Set a user's account bal ance to a set val ue.
<usernanme> - the user's usernane.
<bal ance> - set the account to this value. +ve or -ve
<coment> - a conmment to be associated with the transaction.

set - user-account - bal ance- by- group <group> <bal ance> <conment >
Set the bal ance for each menber of a group to the given value. This
process happens in the background.
<group> - the group for which all users' balance is to be set.
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<bal ance> - the value to set all users' balance to. +ve or -ve.
<comment> - a conment to be associated with the transaction.

reset-user-counts <usernanme> <reset_by>
Reset the page and job counts associated with a user.
<usernanme> - the user's usernane.
<reset _by> - name of the user/script/process resetting the counts.

re-apply-initial-user-settings <usernane>
Re-applies initial settings on the user. Initial user settings are based
on group nenbership
<usernane> - the user's usernane.

di sabl e-printing-for-user <usernane> <m nut es_di sabl ed>
Disable printing for a user for a set period of tine.
<username> - the name of the user to disable printing for.
f<m' nutes_di sabled> - the tine in mnutes to disable. -1 indicates
orever.

add- new user <usernane>
Trigger the process of adding a new user account. Assum ng the user
exists in the OS/ Network/Domain user directory, the account will be
created with the correct initial settings as defined by the rules
set up in the admin interface under the G oups section.
<usernane> - the user's system usernane.

renane-user <current_usernane> <new_user nane>
Renane the given existing user. Use this method with care. Renaning a
user should be performed in conjunction with renam ng the user in the
OS/ Net wor k/ Donal n.
<current_usernanme> - the nane of the user to renane.
<new_user name> - the user's new nane.

del et e- exi sti ng-user <username>
Del ete a user account fromthe system Use this nethod with care.
Calling this will perminantly del ete the user account fromthe user
list (print history records renain).
<usernanme> - the user's system usernane.

| ook- up- user - nanme- by-i d-no <i d-no>
Looks up the user with the given user id nunber and prints out their
user name. |If no match was found an enpty line is printed out.
<id-no> - The user id nunber to | ook up.

| ook- up- user - nane- by- card- no <card-no>
Looks up the user with the given user card nunber and prints out their
user nanme. |If no match was found an enpty line is printed out.
<card-no> - The user card nunber to | ook up.

add- user-to-group <username> <group>
Add a user to the specified group. It changes the group
menbership within the application not in the OS/ Network/Donain user
directory.
<username> - the nane of the user.
<group> - the nane of the group to which the user needs to be added.

renove- user-from group <usernane> <group>
Rermove a user fromthe specified group. It changes the group
menber ship within the application not in the OGS/ Network/Donai n user
directory.
<username> - the nane of the user.
<group> - the name of the group from which the user needs to be renoved.

set - user-account - sel ecti on-aut o- sel ect - shar ed- account <user nane>
<account _nane>
<char ge_personal >
Sets a user's account selection to charge to a single shared account.
<username> - the nane of the user.
<account _nane> - Full name of the shared account to charge to.
<charge_personal > - whether or not personal account shoul d be charged.
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(TRUE or FALSE)

set - user -account - sel ecti on- aut o- char ge- personal <user nane>
Sets a user's account selection to automatically charge to personal
account .
<usernane> - the nane of the user

set-user-account - sel ecti on- st andar d- popup <user name> <al | ow_per sonal >
<allow | ist_selection>
<al | ow_pi n_code>
<al | ow_printing_as_anot her _user>
<charge_t o_personal >
Sets a user's account selection to standard account sel ecti on popup.
<username> - the nane of the user
<al | ow_personal > - all ow user to charge to personal account.
<allow |ist_selection> - allow user to select a shared account from
list. (TRUE or FALSE)
<al |l ow_pin_code> - allow user to select a shared account using pin.
<all ow_printing_as_another_user> - allow user to print as another user.
<charge_t o_personal > - when shared account is selected charge to
personal account. (TRUE or FALSE)

|'i st-user-accounts )
List the names of all the user accounts in the system sorted by
usernane, one per line

I'i st-shared-accounts )
List the names of all the shared accounts in the system sorted by
shared account nane, one per line.

I'i st-user-shared-accounts <username> ) _
List the names of all the shared accounts accessible by the given user
sorted by account name, one per line.

shar ed-account - exi sts <account _name>
Test to see if a shared account exists.
<account _nanme> - the shared account nane to test.

get - shar ed- account - account - bal ance <account _name>
Get shared account's current account bal ance.
<account _nane> - the shared acount's full nane.

get - shar ed- account - property <account_nanme> <property>
Gets a shared account property.
<account _nanme> - the nanme of the user.
<property> - the nane of the property to get. Valid properties include
access-groups - the shared account's access groups)
(a comm separated |ist)
access-users - the shared account's access users
(a comma separated |ist)
bal ance - the shared account's current bal ance
coment -option - the shared account's conmmenti ng option
di sabl ed - whether or not the shared account is currently disabl ed
i nvoi ce-option - the shared account's invoicing option
notes - notes for the shared account
pin - the shared account's PIN
restricted - whether or not the shared account is currently
restricted

set - shar ed- account - property <account_nanme> <property> <val ue>
Sets a shared account property.
<account _nanme> - the nane of the shared account.
<property> - the name of the property to set. Valid properties and
val ues incl ude
access-groups - the shared account's access groups)
(a comua separated list)
access-users - the shared account's access users
(a comma separated |ist)
bal ance - the shared account's current bal ance (a deci mal nunber)
conmment -option - the shared account's comenting option. One of:
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NO COMMENT - no comment nmay be entered
COMMVENT _REQUI RED - a comment nust be entered
COMMVENT_OPTI ONAL - the user may enter a conment or not
di sabl ed - whether or not the shared account is currently disabled
(TRUE or FALSE)

i nvoi ce-option - the shared account's invoicing option. One of:
ALVWAYS INVO CE - print jobs will always be invoiced
NEVER_INVO CE - print jobs will never be invoiced
USER CHO CE_ON - the user can choose (default on/yes)

USER CHO CE_OFF - the user can choose (default off/no)
notes - notes for the shared account (any text)

pin - the shared account's PIN (any text, nust be unique)

restricted - whether or not the shared account is currently

restricted (TRUE or FALSE)
<value> - the value to set (see <property> for valid val ues).

adj ust - shar ed- account - account - bal ance <account _nane> <adj ust nent > <coment >
Adj ust a shared account's account bal ance.
<account _nanme> - the shared account's full nane.
<adj ust ment > - the adjustnment anobunt as a nunber. +ve or -ve.
<comment> - a comment to be associated with the transaction.

set - shar ed- account - account - bal ance <account _nanme> <bal ance> <conment >
Set a shared account's bal ance to a set val ue.
<account _nanme> - the shared account's full nane.
<bal ance> - set the account to this value. +ve or -ve.
<comment> - a conmment to be associated with the transaction.

add- new shar ed- account <shared_account _nane>
Add a new shared account.
<shared_account _nanme> - the name of the shared account.

del et e- exi sti ng- shar ed- account <shared_account _nane>
Del ete a shared account fromthe system Use this nmethod with care.
Calling this will permanently delete it fromthe shared account |ist
(print history records will renain).
<shared_account _nane> - the nanme of the shared account to del ete.

add- shar ed- account - access- user <shared_account _name> <user name> )
Al l ow the given user access to the given shared account w thout using
a pin.
<shared_account _nanme> - the nanme of the shared account to all ow access
to.
<username> - the name of the user to give access to.

add- shar ed- account - access- group <shared_account _nane> <gr oup_nane>
Al'l ow the given group access to the given shared account without using
a pin.
<shared_account _nanme> - the name of the shared account to allow access
to.
<group_nane> - the name of the group to give access to.

renove- shar ed- account - access-user <shared_account _name> <user nane>
Revoke the given user'- access to the given shared account.
<shared_account _nane> - the nane of the shared account to revoke access
to.
<username> - the name of the user to revoke access for.

renove- shar ed- account - access- group <shared_account _nane> <group_nane>
Revoke the given group's access to the given shared account.
<shared_account _name> - the name of the shared account to revoke access
to.
<group_nane> - the name of the group to revoke access for.

get-printer-property <server_nanme> <printer_name> <property>
Gets a printer property.
<server_name> - the name of the server the printer is hosted on.
<printer_name> - the name of the printer.
<property> - the nane of the property to get. Valid properties include:
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di sabl ed - whether or not the printer is currently disabled

print-stats.job-count - the total print job count for this printer

print-stats. page-count - the total printed page count for this
printer

cost-nodel - the cost nmbdel used by the printer (e.g. SIMLE)
customfield-1 - the value for customfield 1 if set.
customfield-2 - the value for customfield 2 if set.
customfield-3 - the value for customfield 3 if set.
customfield-4 - the value for customfield 4 if set.
customfield-5 - the value for customfield 5 if set.
customfield-6 - the value for customfield 6 if set.

set-printer-property <server_name> <printer_nanme> <property> <val ue>
Sets a printer property.
<server_nane> - the nane of the server the printer is hosted on
<printer_nanme> - the nane of the printer.
<property> - the name of the property to set. Valid properties and
val ues incl ude
di sabl ed - whether or not the printer is currently disabled
(TRUE or FALSE)

customfield-1 - the value for customfield 1
customfield-2 - the value for customfield 2
customfield-3 - the value for customfield 3
customfield-4 - the value for customfield 4
customfield-5 - the value for customfield 5
customfield-6 - the value for customfield 6
override-user-1level -settings - whether or not printer should

override user |evel settings.
(TRUE or FALSE)
override-user-|evel -settings-charge-to - the name of the shared
account. Use "[personal]" for persona
account. Use blank to disable charge to
settings.
<value> - the value to set (see <property> for valid val ues).

set-printer-cost-sinple <server_name> <printer_name> <cost_per_page>
Sets the printer's page cost (using SIMPLE chargi ng nodel).
<server_nanme> - the nanme of the server the printer is hosted on.
<printer_name> - the name of the printer.
<cost _per_page> - the cost per page (sinple charging nodel)

get-printer-cost-sinple <server_nane> <printer_nane>
Get the printer's page cost (using SIMPLE chargi ng nodel).
<server_nanme> - the nanme of the server the printer is hosted on
<printer_nane> - the nane of the printer.

reset-printer-counts <server_nanme> <printer_nanme> <reset_by>
Reset the page and job counts associated with a printer.
<server_nane> - the nane of the server hosting the printer.
<printer_nane> - the printer's nane.
<reset _by> - nane of the user/script/process resetting the counts.

add- printer-group <server_nanme> <printer_nanme> <printer_group_nanme>
Add a printer to a single printer group in addition to existing printer
group nenber shi p.
<server_nane> - the nane of the server hosting the printer.
<printer_nanme> - the printer's nane.
<printer_group_nanme> - name of a printer group.

set-printer-groups <server_nanme> <printer_nanme> <printer_group_nanes>
Set the printer groups a printer belongs to, overwiting any existing
group nenber shi p.
<server_nanme> - the name of the server hosting the printer.
<printer_nanme> - the printer's nane.
<printer_group_nanes> - a conma separated |ist of printer group nanes.
To clear all group association set to "".

enabl e-printer <server_nanme> <printer_nanme>
Disable a printer for a set period of tine.
<server_nanme> - the name of the server hosting the printer.
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<printer_name> - the printer's nane.

di sabl e-printer <server_nane> <printer_nane> <m nutes_di sabl ed>
Disable a printer for a set period of tine.
<server_nanme> - the name of the server hosting the printer.
<printer_name> - the printer's nane.
<m nutes_di sabled> - the tine in mnutes to disable. -1 indicates
forever.

del ete-printer <server_nanme> <printer_nane>
Delete a printer.
<server_nane> - the nane of the server hosting the printer.
<printer_nanme> - the printer's nane. Use "[All Printers]" to delete
all printers on the specified server.

renane-printer <server_name> <printer_nane> <new_server_nanme>
<new_pri nt er _nane>

Rename a printer. This can be useful after migrating a print queue or
print server (i.e. the printer retains its history and settings under
the new nane). Note that in sone cases case sensitivity is inportant, so
care should be taken to enter the nane exactly as it appears iIn the CS.
<server_nane> - the existing printer's server name
<printer_name> - the existing printer's queue name
<new_server_nane> - the new printer's server name
<new_printer_nanme> - the new printer's queue name

add- new group <group_nane>
Add a new group to the systemis group list. The group should al ready
exi st in network directory.
<group_nane> - The nanme of the group to add.

set - group- quot a <group_nanme> <quot a_anount > <peri od> <quot a_max_accunp
<group_nane> - the nanme of the group to set.
<quot a_ampunt > - the quota anmpunt.
<period> - the schedule period (i.e. DALY, WEEKLY, MONTHLY).
<quot a_max_accum> - the quota nmaxi num accunul ati on anpunt. Set to
0.0 to have no limt.

use-card <user _nanme> <card_nunber >
Redeem a card and place the credit on the user's account.
<user_nane> - the nane of the user with the account to credit.
<card_nunber> - the nunber of the card to use.

per f or m onl i ne- backup
Start an online backup. The back file is witten to
~/ server/ dat a/ backups. as a dated, zipped XM_ file. This process
happens in the background.

per f or m group-sync
Start the process of synchronizing the systems group nenbership with
t he OS/ Networ k/ Donmai n's group nenbership. Acall to this nmethod will
comence the sync process and the operation will conplete in the
backgr ound.

per f or m user - and- gr oup- sync
Start a full user and group synchronization. This is equivalent to
pressing the "Synchroni ze Now' button in the adnmin interface. No
existing users will be renmoved. Wether or not full details for existing
users will be updated depends on the current user/group sync settings as
defined in the admin interface. Acall to this method will comrence the
sync process and the operation will conplete in the background.

per f or m user - and- gr oup- sync- advanced <del ete_ol d_users> <update_detail s>
An advanced version of the user and group synchroni zation process
providing control over the sync settings. Acall to this nmethod wll
comence the sync process and the operation will conplete in the
backgr ound.
<del ete_ol d_users> - set to TRUE renpve old users, else FALSE
<update_details> - set to TRUE if existing users details (e.g. enuil,

387



Tools - database, server-command scripting, and
APIs (Advanced)

full-name, etc. ) are to be updated.

add- new users
Calling this nethod will start a specialized user and group
synchroni zati on process optimzed for tracki ng down addi ng any new
users that exist in the OS/ Network/Domain user directory and not in
the system Any existing user accounts will not be nodified. A group
synchroni zation will only be performed if new users are actually added
to the system

i s-task-conplete
Returns TRUE if a long running task such as perform group-sync,
per f or m user - and- gr oup-sync, or add-new users has conpl et ed.

get -task-status
Returns status information such as progress, conpletion status and,
error nessages, on the current or last run long running task such as
per f or m gr oup-sync, performuser-and-group-sync, or add-new users.

bat ch-i nport-shared-accounts <inport_file> <test>
<del et e_non_exi st ent _account s>
}_rrlport the shared accounts contained in the given tab-delimted inport
ile.
<inport _file> - the inport file |ocation.
<test> - (TRUE or FALSE) If TRUE, performa test only. The printed
statistics will show what woul d have occurred if testing
wasn't enabled. No accounts will be nodified.
<del et e_non_exi stent _accounts> - (TRUE or FALSE) |If TRUE, accounts that
do not exist in the inport file but exist in the
systemw || be deleted. |If FALSE, they will be
i gnor ed.

bat ch-inmport-users <inport_file> <create_new users>

Import the users contained in the given tab-delinited inport

file. See the user manual chapter 'Batch User Data | nmport and Update'

for a description of the file format.

<inport _file> - the inport file |ocation.

<creat e_new_user s>
If TRUE, users only existing in the inmport file will be newy
created, otherw se ignored.

bat ch-i mport-internal -users <inport_file> <overwite_existing_passwords>
<overw i te_existing_pins>

Import the internal users contained in the given tab-delimted inport

file. See the user mamnual chapter 'Managi ng Quests and Internal Users'

for a description of the file format.

<inmport _file> - the inport file |location.

<overwite_existing_passwords> (optional, default TRUE) - (TRUE or
FALSE) If TRUE, passwords fromthe inport file wll overwite
exi sting passwords where a user already has a has a password set.
If FALSE, existing passwords will not be changed.

<overwrite_existing_pins> (optional, default TRUE) - (TRUE or FALSE) If
TRUE, PINs fromthe inport file will overwite existing PINs where
a user already has a has a PIN set. |[If FALSE, existing PINs wll
not be changed.

bat ch-i nmport-user-card-id-nunbers <inport_file> <overwite_existing_pins>

I nport the user card/ID nunbers and PINs contained in the given

tab-delimted inport file. See the user nmanual chapter 'Advanced User

Managenent' for a description of the file format).

<inport file> - the inport file |ocation.

<overwite_existing_pins> (optional, default TRUE) - (TRUE or FALSE) If
TRUE, PINs fromthe inport file will overwite existing PINs where
a user already has a has a PIN set. |f FALSE, existing PINs wll
not be changed.

create-user-client-accounts-file
Saves a file containing shared accounts data for the user client.
See the manual for nmore information on how this feature can be used.
The file will be saved on the server to the |ocation:
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[ app- pat h] \ server\data\client\client-accounts. dat
If this file already exists it will be over-witten.

get-config <confi g- nane>
Gets the value of the given config value printing the result.
If the config val ue does not exist, a blank string is displayed.
<confi g-nane> - the nane of the config value to get.

set-config <config-nanme> <confi g-val ue>
Sets the value of the give config item
NOTE: Take care updating config values. You nay cause serious
probl ens which can only be fixed by reinstallation of
the application. Use the set-config command at your own risk.
<confi g-nane> - the nane of the config value to set.
<config-value> - the value to set.

process-job <job-detail s>
Takes the details of a job and | ogs and charges as if it were a "real"
job. Jobs processed via this method are not susceptible to filters,
pop-ups, hol d/rel ease queues etc., they are sinply |ogged. See the user
manual section "Inporting Print Job Details" for nore information and the
format of <job-detail s>.
<job-details> - the details of the job to |og.

run- conmand conmmand- nanme [ comrand ar gs]
Runs a custom command on the server. By default the server does not
include any custom commands. The command argunents depend on the custom
comrand bel ng run.

2 [

server - cormand is ideal for scripting via batch files or shell scripts. Some example scripts can be
found at [ app- pat h] / server/ exanpl es/ scripting/.

Administrators wishing to control PaperCut NG using a programming language such as C#, Java,
Visual Basic, Perl, Ruby or Python should consider the XML Web Services APIs. All commands
available via the ser ver - command tool are also accessible via calls to the Web Services layer.

More information on the XML Web Services API is available in Section A.3, “The XML Web Services
API".

A.2. Database Tool (db-tools)

The db-t ool s command-line tool provides a variety of functionality manipulating the PaperCut NG database and
data. The syntax of the command is:

db-t ool s command [ opti ons]

The valid commands are:

« export-db - export/backup the database data

e inport-db -import/restore the database data

e init-db -create tables and initial data in a new database

« del et e-ol d-1 ogs - delete old log data (transaction, print, app log, etc)
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db-t ool s is a command-line application accessed via the Command Prompt on Windows, or a Command Shell
(e.g. bash or a terminal) on Linux and Mac. On Linux or Mac the command must be run as the paper cut user.
Example use on the Apple Mac:

sudo su - papercut
db-tools inport-db -f /Users/bob/ papercut-backup. zip

db-t ool s needs exclusive access to the database. It is important that any PaperCut NG services and processes
are stopped before executing any commands. Failure to do so will result in a "database in use" error message. The
db-t ool s command is a powerful low-level utility and its use on a production system should be carefully
considered. The available commands are discussed in detail below.

A.2.1. export-db Command

The export-db command exports the data from the database. The application server must be stopped before
performing the export. The syntax and options for the export - db command are:

ES Tip

If you want to perform an online backup without stopping the application server you can use the inbuilt
per f or m onl i ne- backup server command.

More information on the server commands is available in Section A.1, “Server Commands
(server-command)”.

usage: db-tools export-db [options]

-d,--dir <dir> Exports the database to the given directory.
-f,--file <file> Exports the database to the given file.
-h,--help Di spl ays this help.

If no options are specified then the database export file is created in the [ app- pat h] \ server\ dat a\ backups
directory and the file is named export-[ date-ti ne]. zi p.

The --dir option is used to override the default backup directory. The filename will still be named
export-[date-tine].zip.

The - - fi | e option is used to specify the full path and filename where the backup is saved.

‘ | |Caution
L-._l

| If the directory or filename parameters contains space, then the argument needs to be quoted.

A.2.2. import-db Command

The i nport - db command imports the data (from a previous export) into the database. The application server must
be stopped to perform the import. The syntax and options for the i nport - db command are:

usage: db-tools inport-db [options] inport-file
-f,--force Del etes any existing data before | oading the data.
-h,--help Di spl ays this hel p.
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The - - f or ce option is required when the data is loaded into a database that already contains data. In this situation,
the force option indicates that existing data will be deleted first.

[Lﬁ Caution

If the import-file contains spaces this argument will need to be quoted.

A.2.3. init-db Command

The i ni t - db command initializes a database, creating the required tables and initial data. The application server
must be stopped before you initialize the database. The syntax and options for the i ni t - db command are:

usage: db-tools init-db [options]
-f,--force Re-initiallzes the database even if it already exists.
-h,--help Di spl ays this help.

The - - f or ce option is required to initialize a database that already contains the tables and data. In this case the
force option will drop the existing tables before recreating the tables.

A.2.4. delete-old-logs Command

The del et e- ol d-1 ogs is used to delete old log data from the system. This command will permanently delete the
following data.

¢ Printer usage logs - Record all print history and statistics

« Internet usage logs - Record all user internet usage

¢ Account transactions - Record all adjustments to user and shared accounts

« Application logs - Record application status and error messages

usage: db-tools delete-old-logs [options] delete-ol der-than-days
-n,--non-interactive Perform del eti on wi thout confirmation.
-h,--help Di spl ays this help.

The --non-interactive option will perform the deletion without confirmation from the user. This can be useful
when automating this deletion through a scheduled task or cron job.

The del et e- ol der -t han- days option determines what data will be deleted. If del et e- ol der -t han- days is
90, then all log data more than 90 days old will be deleted. A value of zero (0) will remove all historical log data from
the system.

A.3. The XML Web Services API

Over the past few years, Web Services has been one of the IT industry's "buzz words" - and rightly so! Web
Services provide a standardized way to transfer data and call functions across different operating system,
programming languages, and networks. Web Services data is transmitted over standard HTTP and uses
standardized XML mark-up.

There are two main Web Services implementations used for Remote Procedure Call (RPC):

* SOAP/WSDL
¢ XML-RPC
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PaperCut NG uses XML-RPC. XML-RPC is a lightweight web services implementation and has good support for all
major programming and scripting languages such as C#, Java, Visual Basic, Perl, Ruby and Python. The list of
XML-RPC methods exposed by PaperCut NG atthe URL htt p: //[ server _nane]: 9191/ r pc/ api / xm r pc are
summarized below:

Method Description

api . i sUserExi sts Test to see if a user exists in the system/database.
api . get User Account Bal ance Get the user's current account balance.
api . get User Property Gets a user property. Properties include the user's full name, department, email,

notes, office and restriction status among others.

api . set User Property Sets a user property. Properties include the user's full name, department, email,
notes, office, password (for internal users) and restriction status among others.

api . adj ust User Account Bal ance Adjust a user's account balance by an adjustment amount. An adjustment may
be positive (add to the user's account) or negative (subtract from the account).

api . adj ust User Account Bal ancel f Avai | abl e Adjust a user's account balance if there is enough credit available.

api . adj ust User Account Bal ancel f Avai | abl eLeaveRemai ni ng Adjust a user's account balance if there is enough credit available to leave the
given amount available in the account.

api . adj ust User Account Bal anceByG oup Adjust the account balance for all users in a group by an adjustment amount. An
adjustment may be positive (add to the user's account) or negative (subtract
from the account).

api . adj ust User Account Bal anceByG oupUpTo Adjust the account balance for all users in a group by an adjustment amount,
but not above the given limit. An adjustment may be positive (add to the user's
account) or negative (subtract from the account).

api . set User Account Bal ance Set the balance on a user's account to a set value. This is conducted as a
transaction.

api . set User Account Bal anceByG oup Set the balance for each member of a group to the given value.

api . reset User Count s Reset the counts (pages and job counts) associated with a user account.

api . reappl yl nitial User Setti ngs Re-applies initial settings on the user. Initial user settings are based on group
membership.

api . di sabl ePri nti ngFor User Disable printing for a user for selected period of time.

api . addNewUser Triggers the process of adding a new user account defined by a given

user name. Assuming the user exists in the OS/Network/Domain user directory,
the account will be created with the correct initial settings as defined by the
rules set up in the admin interface under the Group's section. Calling this
method is equivalent to triggering the "new user" event when a new user
performs printing for the first time.

api . renaneUser Account Rename a user account. Useful when the user has been renamed in the domain
/ directory, so that usage history can be maintained for the new username. This
should be performed in conjunction with a rename of the user in the domain /
user directory, as all future usage and authentication will need to use the new
username.

api . del et eExi stingUser Delete/remove an existing user from the user list. Use this method with care.
Calling this will perminently delete the user account from the user list (print and
transaction history records remain).

api . | ookUpUser NaneBy| DNo Looks up the user with the given user id number and returns their user name. If
no match was found an empty string is returned.

api . | ookUpUser NaneByCar dNo Looks up the user with the given user card number and returns their user name.
If no match was found an empty string is returned.

api . set User Account Sel ect i onAut 0Sel ect Shar edAccount Sets a user's account selection to charge to a single shared account.
api . set User Account Sel ect i onAut oChar gePer sonal Sets a user's account selection to automatically charge to personal account
api . set User Account Sel ect i onSt andar dPopup Sets a user's account selection to standard account selection popup.
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Method Description

api . | i st User Account s List all user accounts (sorted by username) starting at of f set and ending at
limt. This can be used to enumerate all user accounts in 'pages'. When
retrieving a list of all user accounts, the recommended page size / limit is 1000.
Batching in groups of 1000 ensures efficient transfer and processing.
E.g.:
|'i st User Account s("aut hToken", 0, 1000) -
returns users 0 through 999
|'i st User Account s("aut hToken", 1000, 1000) -
returns users 1000 through 1999
|i st User Account s("aut hToken", 2000, 1000) -
returns users 2000 through 2999
api . | i st Shar edAccount s List all shared accounts (sorted by account name) starting at of f set and

ending at| i mi t. This can be used to enumerate all shared accounts in ‘pages’.
When retrieving a list of all accounts, the recommended page size / limit is
1000. Batching in groups of 1000 ensures efficient transfer and processing.

E.g.

| i st Shar edAccount s("aut hToken", 0, 1000) -
returns users 0 through 999

| i st Shar edAccount s("aut hToken", 1000, 1000) -
returns users 1000 through 1999

| i st Shar edAccount s("aut hToken", 2000, 1000) -
returns users 2000 through 2999

api . | i st User Shar edAccount s

List all shared accounts the user has access to (sorted by account name),
starting at of f set and ending at | i mi t. This can be used to enumerate the
accounts in ‘pages’. When retrieving a list of all accounts, the recommended
page size / limit is 1000. Batching in groups of 1000 ensures efficient transfer
and processing.

E.g.:

| i st User Shar edAccount s("aut hToken", "username", 0, 1000)
returns users 0 through 999

| i st User Shar edAccount s("aut hToken", "username", 1000, 10
returns users 1000 through 1999

| i st User Shar edAccount s("aut hToken", "usernanme", 2000, 10
returns users 2000 through 2999

api . i sShar edAccount Exi st's

Test to see if a shared account exists in the system/database.

api . set Shar edAccount Account Bal ance

Sets a shared account's current account balance.

api . set Shar edAccount Property

Sets a shared account property. Properties include access groups, balance,
comment options, disabled status, notes, pin and restriction status among
others.

api . get Shar edAccount Property

Gets a shared account property. Properties include access groups, balance,
comment options, disabled status, notes, pin and restriction status among
others.

api . adj ust Shar edAccount Account Bal ance

Adjust a shared account's account balance by an adjustment amount. An
adjustment may be positive (add to the account) or negative (subtract from the
account).

api . set Shar edAccount Account Bal ance

Set the balance on a shared account to a set value. This is conducted as a
transaction.

api . addNewShar edAccount

Create a new shared account with the given name.

api . del et eExi sti ngShar edAccount

Delete a shared account from the system. Use this method with care. Deleting a
shared account will permanently delete it from the shared account list (print
history records will remain).

api . addShar edAccount AccessUser

Allow the given user access to the given shared account without using a pin.

api . addShar edAccount AccessG oup

Allow the given group access to the given shared account without using a pin.

api . renoveShar edAccount AccessUser

Revoke the given user's access to the given shared account.
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Method Description

api . renoveShar edAccount AccessG oup

Revoke the given group's access to the given shared account.

api . getPrinterProperty

Gets a printer property. Available properties include: disabled,
print-stats.job-count, print-stats.page-count.

api . setPrinterProperty

Sets a printer property.

api . set Pri nt er Cost Si npl e

Set a page cost using the Simple Charging Model.

api . get Pri nt er Cost Si npl e

Get the page cost if, and only if, the printer is using the Simple Charging Model.

api . reset PrinterCounts

Reset the counts (pages and job counts) associated with a printer.

api . addPri nt er G oup

Add a printer to a single printer group.

api . set Printer G oups

Set the printer groups a printer belongs to, overwriting any existing group.

api . di sabl ePri nter

Disable a printer for select period of time.

api . del etePrinter

Delete a printer. Use the special text “[All Printers]" to delete all printers on the
specified server.

api . renanePrinter

Rename a printer. This can be useful after migrating a print queue or print
server (i.e. the printer retains its history and settings under the new name). Note
that in some cases case sensitivity is important, so care should be taken to
enter the name exactly as it appears in the OS.

api . addNewGr oup

Add a new group to system's group list.

api . set G oupQuot a

Set the group quota allocation settings on a given group.

api . get G oupQuot a

Get the group quota allocation settings on a given group.

api . useCard

Redeem a card and place the credit on the user's account.

api . per f or mOnl i neBackup

Instigate an online backup. This process is equivalent to pressing the manual
backup button in the web based admin interface. The data is exported into the
server/data/backups directory as a timestamped, zipped XML file.

api . per f or mGr oupSync

Start the process of synchronizing the system's group membership with the
OS/Network/Domain's group membership. A call to this method will commence
the sync process and the operation will complete in the background.

api . per f or mMser AndG oupSync

Start a full user and group synchronization. This is equivalent to pressing the
Synchronize Now button in the admin interface. No existing users will be
removed. Whether or not full details for existing users will be updated depends
on the current user/group sync settings as defined in the admin interface. A call
to this method will commence the sync process and the operation will complete
in the background.

api . per f or mser AndG oupSyncAdvanced

An advanced version of the user and group synchronization process providing
control over the sync settings. A call to this method will commence the sync
process and the operation will complete in the background.

api . addNewUser s

Calling this method will start a specialized user and group synchronization
process optimized for tracking down and adding any new users that exist in the
OS/Network/Domain user directory and not in the system. Any existing user
accounts will not be modified. A group synchronization will only be performed if
new users are actually added to the system.

api . get TaskSt at us

Return the status (completed flag and a status message) associated with a
backgrounded task such as a sync operation started by the performGroupSync
API. This method returns a struct (hashtable/map) containing elements with
keys conpl et ed and nessage. This method may be polled to determine if a
sync has completed.

api . bat chl npor t Shar edAccount s

Import the shared accounts contained in the given tab separated import file
(located on the server).

api . bat chl nport Users

Import the users contained in the given tab-delimited import file (located on the
server). See Section 6.6, “Batch User Data Import and Update” for a description
of the file format.
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Method Description

api . bat chl nport | nternal Users Import the internal users contained in the given tab-delimited import file (located
on the server). See Section 26.1.4, “Batch Internal User Import and Update” for
details of the required file format.

api . bat chl nport User Car dl dNunber s Import the user card/ID numbers and PINs contained in the given tab-delimited
import file.

api . creat eUser Cl i ent Account sFil e Saves a file containing shared accounts data for the user client. See the manual
for more information on how this feature can be used. The file will be saved on
the server to the location:

[ app- pat h] \ server\data\client\client-accounts. dat

If this file already exists it will be over-written.

api . get Conf i gVal ue Gets the value of a configuration settings.

api . set Confi gVal ue Sets the value of a configuration setting. NOTE: Take care updating config
values. You may cause serious problems which can only be fixed by
reinstallation of the application. Use the setConfigValue API at your own risk.

api . processJob Takes the details of a job and logs and charges as if it were a "real" job. Jobs
processed via this method are not susceptible to filters, pop-ups, hold/release
queues etc., they are simply logged. See the user manual section "Importing
Print Job Details" for more information and the format.

Table A.1. XML Web Services Methods

A.3.1. Web Services Example Code
The best way to demonstrate how to use the Web Services interface is using example code. PaperCut NG ships
with example code for Java, C#, Python and Ruby located in:

[ app- pat h] / server/ exanpl es/ webser vi ces/

The C# and Java examples also include a full documented Proxy class - a proxy is a common program design
pattern. The Proxy wraps and exposes the Web Services methods as standard methods. The setup and use of the
underlying XML-RPC library is all handled in the proxy class meaning you can just focus on calling the methods.

Please see the README. t xt files in the examples directories for more information. The Java example includes full
JavaDoc style documentation under exanpl es/ webser vi ces/j ava/ docs/ api .

Developers using other languages such as Perl or Python will need to use an XML-RPC library to call the methods
directly. All methods are exposed viathe URL http://[server_nane] : 9191/ r pc/ api / xm r pc.

Ti
7 P
All the XML Web Services commands are also accessible via the ser ver - conmand program. An
alternative to using a full programming environment to automate PaperCut NG via Web Services is to
use the server - cormand program to call the commands via a script such as a batch file or shell
script. This may be a simpler solution for common automation tasks such as scheduling a User/Group
synchronization each night.

More information on the ser ver - comrand program can be found in Section A.1, “Server Commands
(server-command)”.

A.3.2. Security

The Web Services API's provide full access to the system's internals and hence need to be secured. PaperCut NG
secures access using two security layers:
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1. IP address level security
2. Authentication tokens - required for each method call

The IP address level security is used to control which systems, denoted by IP address, are allowed to connect to the
server and call the API's. By default this is restricted to | ocal host (127.0.0.1) only. If the program/script making
use of the API's resides on another system, then this system's IP address will need to be added to the list of
approved addresses under Options — General - Allowed XML Web Services callers.

The first argument to all method calls is an authentication token (aut hToken). In the default setup the
authentication token is the built-in admi n user's password (This is password defined for the admin during the initial
configuration wizard). Optionally an alternative web service authentication token may be defined via configuration -
see below. This token must be supplied with all method calls.

To specify an alternative web service authentication token, to avoid the need to use/share the built-in adni n user's
password:

Login to the system.

Navigate to the Options section.

Click on the Config editor link in the list of actions.

Find the aut h. webser vi ces. aut h- t oken config setting.

Enter a new value that will be the new web services authentication token.

Press the Update button to the right to apply the change.

No g A~ wDd R

This authentication token can now be used in addition to the built-in admin user's password.

A.4. SSL/HTTPS Key Generation

During the install process, PaperCut NG generates a self-signed key/certificate issued for the host's machine name.
This key is used by default when the system is accessed via HTTPS on port 9192.

The default SSL certificate provides good security, however there are two downsides to using a self-signed
certificate:

1. When users access the HTTPS site using a fully-qualified domain name, the browser will issue a "Domain

mismatch warning". To avoid this warning, re-create the self-signed certificate with the machine's fully qualified
domain name, see Section A.4.1, “Re-create the self-signed certificate”.

2. The browser will also warn the user that the certificate is not signed by a trusted authority. To overcome this you
must obtain a certificate signed by a trusted authority, see Section A.4.2, “Using a custom signed SSL key”, or if
you already have one, see Section A.4.3, “Importing an existing SSL key”.

Eliminating these warnings provides a smoother experience for the end users of PaperCut NG.
A.4.1. Re-create the self-signed certificate

The tool creat e-ssl - keystore can be used to re-create the key/certificate (stored in a keystore file) for a
different hostname eliminating the browser domain mismatch warning. An example of the command's use:

cd [app-path]/server/bin/wn
create-ssl-keystore -f "nyserver. full nane. cont

More information is available via the - - hel p command line option.

Usage: create-ssl-keystore [-f] [-k FILE] [ SYSTEM NAME]

-f Force. Overwrite any existing keystore file.
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-k FILE: Define a keystore file location. If not set the keystore
is created in the default |ocation
(server/data/default-ssl-keystore).

SYSTEM NAME: The nane of the computer/server used to generate keystore.
If not defined, the current conputer name is used.

A.4.2. Using a custom signed SSL key

Large organizations may wish to use their own SSL key signed by a commercial certificate authority (CA) that is
recognized by all popuplar web browsers including Internet Explorer, Mozilla Firefox, Safari and Chrome. A
complete list can be found in Windows under Control Panel > Internet Options > Content > Certificates > Trusted
Root Certification Authorities.

Some large organizations also operate a certificate authority of their own that is recognized by their users' web
browsers by way of a root certificate that has been installed into all users' web browsers in a manual or automated
way.

The advantage of a signed certificate is that it eliminates the browser warning, "The security certificate presented by
this website was not issued by a trusted certificate authority.”

If you are already in posession of a signed SSL key and certificate for the domain name of the PaperCut NG
application server please see Section A.4.3, “Importing an existing SSL key” below.

To create your own SSL key and have it signed by a commercial or intra-organizational certificate authority you can
use the 'keytool' tool supplied in the directory [ app-pat h] /runti me/j re/ bin.

1. Open a command prompt window and change to the directory [ app- pat h] /runti me/j re/ bi n.
2. Enter this command to produce the SSL key:

keyt ool -keystore ny-ssl-keystore -alias jetty -genkeypair -keyalg RSA

As keystore password choose ‘password' or another simple password as it is not very important. Enter the
same password again later when asked for a key password.

Note: Some organizations require larger key sizes than the default 1024 bit. In this case add the "-keysize
2048" or "-keysize 4096" parameter to the end of the above command line.

You will be asked a series of questions. Enter the exact fully-qualified domain name of the PaperCut NG
Application Server where it asks you for "first and last name". The server name must be the exact one that
users will enter into their browsers to access PaperCut NG's web interface, e.g. 'printing.myschool.edu'.
Depending on the certification authority's requirements you may also need to fill in some of the other fields.

Enter keystore password: password
What is your first and | ast nane?
[ Unknown] :  printing.nyschool . edu
What is the nane of your organi zational unit?
[ Unknown] :
What is the nane of your organi zation?
[ Unknown] :
What is the nane of your City or Locality?
[ Unknown] :
What is the nane of your State or Province?
[ Unknown] :
What is the two-letter country code for this unit?
[ Unknown] :
I's CN=printing. myschool . edu, OU=Unknown, O=Unknown,
L=Unknown, ST=Unknown, C=Unknown correct?
[no]: yes
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Enter key password for <jetty>
(RETURN i f sane as keystore password): password

Prepare your new SSL key for certification by the certificate autority:
keytool -certreq -alias jetty -keystore my-ssl-keystore -file jetty.csr

The contents of the resulting j etty. csr can be pasted into the online order forms of abovementioned
commercial certificate authorities or passed to your organization's own certificate authority. When the
certification process has completed, the authority will provide you with a certificate file that can be downloaded
from the autority's web site. The filename will usually end in . crt, . cer or . cert. The contents of the file
should look something like this:

----- BEG N CERTI FI CATE- - - - -

M | DLTCCApagAW BAgl Qlc/ MOTj AWDHr Pl / 4r G DCDANBgkghki GOwWOBAQUFADCB

hz ELMAK GATUEBhMCWK Ex | j AgBgNVBAgTGUZPUI BURVNUSUSHI FBVUI BPUOVTI E9O
... nmore here ...

Aw hf Z9Ef xN2I 1UYP15xZZy NOADCBX/ LI i C@pdFf 4hUH 8t Rnh@BvRR1FOVIUHB

PC6L9j Nj MoQUOING S8Nn7Zc SHNy+P53nt | BaEf Tv7+qvXNW Sb5wj 4pd05wGF1

Bw==

Savethefileasjetty.crt.

Before you can make use of your newly obtained certificate, you may have to import the certificate authorities
"root certificate". PaperCut comes with a number of root certificates pre-installed that you can list using this
command (still from the directory [ app- pat h] / runti e/ j r e/ bi n as above):

keyt ool -keystore ../lib/security/cacerts -storepass changeit -Iist

Add the option "-v" at the end to obtain the same list with more details, such as expiration dates.

If your certificate authority is not listed there, or you have been notified that they have recently started using
new root certificates, then you need to first import the certificate authority's root certificate into your keystore
before importing your newly obtained own certificate. The CA's root certificate will usually be available for
download on the CA's web site as a file ending on . pemor . crt. Save the file using a filename indicative of the
CA's name, e.g. gl obal t rust . pem Import the root certificate using this command, specifying an al i as that
is indicative of the CA's name (type this all in one line):

keyt ool -keystore my-ssl-keystore -inportcert -alias globaltrust
-file globaltrust.pem

When asked whether to trust this certificate, answer yes:
Trust this certificate? [no]: yes

Some certificate authorities also provide additional "intermediate certificates" that will have to be imported the
same way as the root certificate.

Now you can import your own certificate previously saved asj etty. crt (type this all in one line):

keyt ool -keystore my-ssl-keystore -inport -alias jetty
-file jetty.crt -trustcacerts
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6.

Your new keystore file ny-ssl-keystore is now ready and should be moved to the location
[ app- pat h] / server/cust om

To configure the PaperCut NG Application Server to use the new key/certificate:

1.

o M DN

Copy your signed keystore onto the server running the PaperCut NG Application Server. The suggested
location is in the directory [ app- pat h]/ server/ cust on .

Open the file [ app- pat h] / server/ server. properti es with a text editor (e.g. Notepad).
Locate the section titled SSL/ HTTP Conf i gur ati on
Remove the # (hash) comment maker from all ser ver. ssl lines.

Define the location of your keystore and the keystore and key password chosen above. The file should look
something like this:

server. ssl . keyst ore=cust om ny- ssl - keystore
server. ssl . keyst or e- passwor d=passwor d
server. ssl . key- passwor d=password

NOTE: On Mac, please specify the FULL path to my-ssl-keystore.

Restart the PaperCut NG Application Server and verify all is working. If the server fails to start, error messages
will be recorded in logs located in the server's | ogs directory.

A.4.3. Importing an existing SSL key

If you have an existing SSL key with certificate you can import it into the PaperCut NG keystore. Reasons for an
existing signed key include:

You have obtained an SSL key specifically for use with your PaperCut NG Application Server using a method
other than using 'keytool' as described above. As a result you have — on Windows — a certificate with an attached
private key either stored in the Windows certificate store or in a so-called PCKS#12 file (*. p12/*. pf x), or, —on
Linux — seperate 'PEM encoded' key and certificate files.

Your organization's intranet as served by Internet Information Server (Windows), Apache (Linux) or another web
server uses a certificate that can be re-used for PaperCut NG. NOTE: Unless your intranet server and PaperCut
NG run on the same server (i.e. on different ports), the server name of your intranet server will be different from
your PaperCut NG Application Server. E.g. the intranet address might be i nt er nal . nyschool . edu while the
PaperCut NG Application Server can be reached at pri nti ng. nyschool . edu. In this case the certificate can
only be re-used if it is a so-called wild-card certificate that allows arbitrary subdomains under the
nyschool . edu domain name that it was issued for.

On Windows, if the certificate with key exist in the Windows certificate store only, export it:

a s~ D E

Open the Windows Control Panel and open Internet Options.

On the "Content" tab click "Certificates".

On the Personal tab select the certificate and click "Export ..." and click "Next" at the initial screen
Select 'Yes, export the private key' and click Next

If you selected the last option correctly, you will only be able to export as a .PFX file

« TICK 'Include all the certificates in the certification path if possible’

* UNTICK 'Enable strong protection’

¢ UNTICK 'Delete the private key if the export is successful’

Type in a password for the PFX file. This is only used temporarily.
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7. Save the PFX file to with the extension . pf x. (This is just temporary, you MUST delete this file later on.)
8. Finish the wizard to export the certificate.

On Windows, if the certificate with key exists in the IIS Server Certificates store, export it:

Open the Windows management console, select your 1IS server and open "Server Certificates".
Right-click the certificate and click "Export ...".

Choose a filename with the extension . pf x. (This is just temporary, you MUST delete this file later on.)
Type in a password for the PFX file. This is only used temporarily.

Click OK.

o~ wDd e

On Linux, if the key and certificate are in separate 'PEM encoded' files:

* Use the 'OpenSSL' tool that is part of many Linux distributions to combine both files to a PKCS#12 file with the
following command (type this all in one line):

openssl pkcsl2 -export -inkey <key file> -in <certificate file>
-out <pfx file>

<pfx file> is the target PKCS#12 file for which you should choose a filename with the extension . pf x. (This is
just temporary, you MUST delete this file later on.)

Then import the certificate into your own PaperCut NG keystore:
1. Open acommand prompt and change to the installation directory. E.g. on Windows:

cd c:\Program Fil es\ Paper Cut NG

2. Enter the following command (type this all in one line):

"runtine/jre/bin/java" -classpath server/lib/jetty-6.1.19.jar
org.northay.jetty.security. PKCS12l nport "<pfx file>"
server/ cust om ny-ssl - keystore

For <pf x fi | e> substitute the file name ending in . pf x or . p12 that contains the certificate and the key.

The Jetty version number (6. 1. 19) changes from time to time. If you receive a NoCl assDef FoundEr r or
message look forajetty-*.j ar file in the [ app- path]/server/li b/ directory and update the command
as appropriate.

3. You will be asked to enter the 'input keystore passphrase'. Enter the password that you used when you saved
the file.

4. You will be asked to enter the 'output keystore passphrase'. Enter a new password such as ‘password'. Then
proceed to configure the PaperCut NG Application Server to use the new keystore ny- ssl - keyst or e with this
new keystore password as described above.

A.5. User Client Options

The user client is used to display user balances, system notifications and request information from the users. This is
discussed in more detail in Section 5.2, “User Client”. The user client implements a number of command-line options
that change it's behavior.

Option Description

--silent The silent option tells the client not to report errors if it has problems connecting
to the server. If the server is unavailable at time of startup (e.g. the client is not
connected to the network), or if the user does not currently exist in the
database, the client will simply sleep waiting for the condition to change.
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This option can also be set by adding a silent=Y line to the client
config.properties.

- - debug The debug option tells the client to log activity to a file called user-client.log
which will be created in the user's home directory.

This option can also be set by adding a debug=Y line to the client
config. properties.

--mnimzed The minimized option tells the client to start minimized. On windows the client
will be minimized to the task tray.

This option is recommended if the user's balance is not important to the user.
For example, if a user is only allowed to assign print jobs to a shared account,
then their personal balance is of little importance, so the user client should be
minimized.

This option can also be set by adding a mi ni m zed=Y line to the client
config.properties.

--noqui t The noquit option tells the client that it stop the user from closing or quitting the
client.

This option can also be set by adding a noquit=Y line to the client
config.properties.

- -di sabl et askt rayi con The option tells the client to hide the task tray icon.

This option can also be set by adding a di sabl et askt r ayi con=Y line to the
client confi g. properti es.

- -di sabl e-bal | oon-tips This option instructs the client to display messages in dialog boxes rather than
notification area balloon tips. (Windows only)

This option can also be set by adding a di sabl e- bal | oon-ti ps=Y line to the
clientconfi g. properties.

- - hi de- bal ance This option instructs the client to hide the user balance.

On Windows the balance window is not displayed. On other platforms the
balance is hidden from the balance window.

This option can also be set by adding a hi de- bal ance=Y line to the client
config. properties.

--user <username> The user option allows the client to be run using a different username.

This can be useful if the user is logged into a machine with a different username
than he or she is authenticated to the server/printers as. For example, if a user
is using a laptop that is not a part of the domain.

This option can also be set by adding a user =<user nane> line to the client
config. properties.

--cache <cache directory> This argument is actioned by pc-cli ent-1| ocal - cache. exe. It defines the
location of the globally writable cache directory on the system's locale hard
drive. The cache is used to minimize network traffic on future launches. The
default location is C:\ Cache. Standard users will require WRITE and READ
access to this directory.

--neverrequestidentity The client will use the username of the logged in user to identify itself with the
server. In a domain environment, users always login using their network identity
and the names will always match. However on non-domain systems where local
accounts are used (e.g. Laptops), these names may not match. The client will
display a popup requesting the user to confirm their identity. This option will
suppress this dialog.

This option can also be set by adding a never r equesti denti t y=Y line to the
clientconfi g. properties.

--w ndowposi ti on <position> Specify where the client window should appear. The valid options include
top-left,top-right,bottom|eft orbottomright.

In addition to the above set of fixed positions, co-ordinates of the window can
also be specified by setting the <posi ti on> parameter to XY<x>, <y>. The
<x> value sets the x co-ordinate of the window (if negative the value indicates
the distance from the right of screen). The <y> value sets the y co-ordinate of
the window (if negative the value indicates the distance from the bottom of
screen). Some examples include:

¢ XY100, 100 - position the window 100 pixels from the left and 100 pixels
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from the top of the screen.

¢ XY-50, 100 - position the window 50 pixels from the right and 50 pixels from
the top of the screen.

¢ XY50, - 100 - position the window 50 pixels from the left and 100 pixels from
the bottom of the screen.

The  window  position can also be set by adding a
w ndowposi ti on=<posi ti on> line to the client conf i g. properti es.

--windowitle <title> Allows the window title to be customized. If the <t i t | e> includes { 0} then this
will be replaced by the user's username.

The window title can also be set by adding a wi ndowt i t| e=<ti tl e> line to
the client confi g. properti es.

- - backgr ound- col or <col or> Changes the background color of the client's balance window. The colors are
coded in standard hexadecimal RGB ("web  colors”, see
http://fen.wikipedia.org/wiki/Web_colors for an explanation). E.g. to set the
background color to red, use:

- - backgr ound- col or =FF0000

The balance window background color can also be set by adding a
backgr ound- col or =<col or > line to the client conf i g. properti es.

--text-col or <col or> Changes the text color of the client's balance window. The colors are coded in
standard hexadecimal RGB ("web colors”, see
http://en.wikipedia.org/wiki/Web_colors for an explanation). E.g. to set the text
color to blue, use:

- -text-col or =0000FF

The balance window text color can also be set by adding a
t ext - col or =<col or > line to the client conf i g. properti es.

--link-color <color> Changes the color of the link on the client's balance window. The colors are
coded in standard hexadecimal RGB ("web  colors”, see
http://en.wikipedia.org/wiki/Web_colors for an explanation). E.g. to set the link
color to a dark gray, use:

--link-col or=333333

The balance window link color can also be set by adding a
|'i nk- col or =<col or > line to the client conf i g. properti es.

--defaul t-sel ection <option> Specifies the default selected option on the account selection popup. This
option can be used to save mouse clicks / keyboard presses by setting the
default selected option to the one that is most commonly used.

Options include:

» charge-personal - The "Charge to my personal account" option is
selected.

* charge-account-list - The "Charge to shared account" option is
selected.

« charge-account - pi n - The "Charge to shared account using PIN / Code"
option is selected.

e print-as-user - The "Perform print as user" option is selected.

For example, applying a default selection of char ge- account - | i st ensures
that the option Charge to shared account is selected, and the dropdown list of
accounts is highlighted. This allows the user to begin navigating the list of
shared accounts immediately via the keyboard, and saves them having to select
the option first.

This option can also be set by adding or enabling the
def aul t - sel ecti on=<opt i on> line in the client confi g. properti es file.

--defaul t-account <option> Specifies the default selected account on the account selection popup. This
option can be used to save mouse clicks / keyboard presses by setting the
default selected account to the one that is most commonly used. NOTE: The
default shared account can also be set on the user's account selection options.
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Option Description

See Section 8.4, “The Account Selection Popup”.

For example, setting the default account to “"sales\invoices" results in this
account being selected when the account selection popup shows. This allows
the user to quickly confirm the selection by just clicking OK in those cases that
the print should be charged to this account. The selection can still be changed
in case the print should not be charge to this account.

This option can also be set by adding or enabling the
def aul t - account =<opt i on> line in the client conf i g. properti es file.

If set this overrides the default account setting on the user's account selection
options.

--defaul t-account-pin <option> Specifies the default account pin entered on the account selection popup. This
option can be used to save typing by setting the default account pin to the one
that is most commonly used.

Without this option, the account pin field on the account selection popup shows
the account pin last entered in this field.

If the option is specified but left blank (- - def aul t -account-pin ""), the
account pin field will be blank on every popup.

This option can also be set by adding or enabling the
def aul t - account - pi n=<opti on> line in the client confi g. properties
file.

--accounts-file <account-file-path> Specifies the location of the local accounts file to load. For more information,
see Section E.3, “Managing Large Client Account Lists on Distributed Sites”.

--auth-ttl-values <ttl-val ue-m ns> Comma separated list of authentication ttl values in minutes. This overrides the
values configued on the server. See Section 7.10, “Popup Authentication”.

This option can also be set by adding or enabling the aut h-t t | - val ues= line
in the client conf i g. properti es file.

--auth-ttl-default <default-m ns> The default time-to-live value automatically selected when the login
authentication window displays. This overrides the values configued on the
server.

This option can also be set by adding or enabling the aut h-tt | -defaul t=
line in the client conf i g. properti es file.

Table A.2. User Client command-line options

The command-line arguments listed above are usually used in the area/method used to start the client - a login
script, shortcut, or the relevant registry key in
HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ .

The command-line arguments may also be set in the conf i g. properti es file. This is particularly helpful on Apple

Mac systems where command-line arguments are difficult to implement. The confi g. properti es file is located in
the same directory as the client executable on Linux and Windows. On the Mac it can be found at:

[ app- pat h] / PCd i ent . app/ Cont ent s/ Resour ces/ confi g. properties

Additionally settings may be changed at the user-level by placing a file in the user's Library Preferences folder
located at:

~/ Li brary/ Preferences/PCC i ent/config. properties
The file should contain the options in a properties file form like:

user =nary
m ni m zed=Y

wi ndowposi ti on=top-Ieft

wi ndowtitle=Print Bal ance: {0}
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¢ Changing the time after which jobs are deleted when awaiting popup response

If a user does not respond to the account selection popup after a defined time, their print job will be automatically
deleted. This is to prevent a buildup of old jobs in the print queue. The default timeout is 10 minutes, and can be
changed as follows:

Navigate to the Options tab

2. Inthe section Client Software, find the option Delete jobs awaiting popup response after...
3. Enter the number of minutes to wait for users to respond to the popup before their job is deleted
4. Press Apply

A.6. Stopping and Starting the Application Server

Most of the time it will not be necessary to stop or start the server; however there are some circumstances where
this is required:

¢ Performing an offline backup
¢ Upsizing the database to an external database
« Upgrading the application

The procedure for stopping the server depends on the platform the server is run on.

@ Important

When you start the application server, wait approximately 15-20 seconds for the service to start before
accessing the admin interface. This gives the system time to initialize.

A.6.1. Stopping and Starting the Application Server on Windows

The PaperCut NG application server runs as a Windows service when installed on Windows, and it can be stopped
and started using the Services control panel applet. To stop/start/restart the application server:

Open the services control panel. (Start » Control Panel » Administrative Tools — Services)

Find the service named PaperCut Application Server.

Right-click on the service.

A wDdPE

Select the option you want to perform (e.g. Stop/Start/Restart).

An alternative to using the services applet is to run the batch files located in the directory
[ app- pat h] \ server\ bi n\ wi n. Using the batch files might be more convenient when the process needs to be
automated (like scripting a database backup). The batch files to stop/start the server are called:

e start-server. bat - starts the service
e stop-server. bat - stops the service

A.6.2. Stopping and Starting the Application Server on Mac

The PaperCut NG application server may be stopped or started on Mac by using the following scripts found at
[ app- pat h] / server/ bi n/ mac/ :

e start-server.command - starts the application server
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« stop-server. conmand - stops the application server

A.6.3. Stopping and Starting the Application Server on Linux

The PaperCut NG application server may be stopped or started on Linux by using the following scripts found at
[ app- pat h] / server/bin/linux-[x64|i686]/:

e start-server - starts the application server
« stop-server - stops the application server

A.7. Automating / Streamlining Installation on Windows

In some cases organizations may wish to streamline the installation of PaperCut NG or a particular PaperCut NG
component for automating deployment. For example when installing on many secondary print servers, or installing
the user client tool locally on many desktops (although the recommended installation procedure is the "zero install"
strategy - see Section 5.2.1, “User Client Deployment”).

The installer command-line options provide the ability to pre-select the installer options, such that there is no need to
click through them when installing. The options in table Table A.3, “Windows installer command-line options” are
valid for the Windows installers for PaperCut NG (the main installer), the user client tool and the card wizard.

Option Description

/ SI LENT or / VERYSI LENT Instructs the installer to be 'silent' or ‘very silent'. When silent the installation
begins immediately, and only the progress window is displayed. When very
silent, installation begins immediately with nothing displayed.

If any errors are encountered, the error messages are still displayed with either
option.

/DI R="x:\ di r name" Overrides the default installation directory. This can be used to install PaperCut
NG to a different directory than the default.

| TYPE=secondary_pri nt Selects the install type/options:
Server installer:

e full - The PaperCut NG server. The default option.

* secondary_print - Install option to set up a secondary print server. Only
installs the print provider component.

* secondary_net - Only install the internet provider component (to monitor
internet usage).

/ GROUP="f ol der nane" Overrides the default Start menu group / folder into which PaperCut NG is
installed.

/ NO CONS Disables the creation of a Start menu group / folder.

/ LANG=| anguage Specifies the language to use during installation. By default this is automatically

detected based on your language settings, but can be overridden by specifying
a language. The available languages are:
+ de - German

* en - English

¢ es - Spanish

« fi -Finnish

» fr -French

e it -ltalian

e nl -Dutch

e pt - Portuguese

* pt_BR- Brazilian Portuguese

* zh_CN- Chinese (Simplified)

* zh_HK- Chinese (Traditional)

Note: This option only specifies the language during installation. More
languages and regional options are available in PaperCut NG once installed,
which are configured separately.
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Option Description
1

Table A.3. Windows installer command-line options

A.8. Importing Print Job Details

In some environments it may be desirable to import print jobs that have been tracked by external or third party
systems into PaperCut NG. This could be because the external system is not easily tracked directly, or to import
data that was previously tracked for logging and reporting purposes.

Job details may be importing using the ser ver - conmand scripting tool (pr ocess-j ob command, see Section A.1,
“Server Commands (server-command)”) or using the web services API (api . pr ocessJob call, see Section A.3,
“The XML Web Services API"). To import multiple jobs in a batch, run the command/call multiples times (e.g. via a
script or program).

The server-command and web services call accept a single argument (string) containing all the job details. Each
field is specified as a hame-value pair separated by an equals sign (i.e. name=val ue), and fields are separated by
commas.

For example, to process a job and specify the user, printer server and printer name (the minimum required details):
user =bob, server =papercut, printer=My Printer

If any fields contain a comma, surround the name-value pair with quotation marks (). E.g. for a printer named
Li brary, rear:

user =bob, server =papercut, "printer=Li brary, rear"

Spreadsheet applications such as Excel with automatically add quotation marks as above when saving a document
in CSV format.

If any fields contain quotation marks, escape them by adding another quotation mark, i.e. two in a row. E.g. for a
printer named "John Smith" Library:

user =bob, server =papercut, printer=""John Smth"" Library

The names of all the available fields are listed in the table below.

Field Required Description Default
N/A
user Yes The username of the user associated
with the job.
N/A
server Yes The name of the server the job was
submitted to.
N/A
printer Yes The name of the printer or print queue

the job was submitted to.

(current time)
time No The time the job was
submitted/printed. This is formatted as
an ISO8601 simple date-time:
yyyyMMddTHHmmss. E.g.
"20091224T133602" represents th
24th of December 2009 at 13:36:02
(1:36 pm, local time).

cost No The cost of the job. If the cost is not | (auto)
set it will be automatically calculated
as for a normal job (based on the job
details and configuration of the printer,
user etc.).

total-pages No The total number of pages in the job. 1
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Field Description Default

total-color-pages No The total number of color pages in the | (same as total-pages)
job.

copies No The number of copies in the job. 1

document-name No The document name. (empty)

duplex No TRUE or FALSE to indicate if the job | FALSE
is duplex (printed on both sides)

grayscale No TRUE or FALSE to indicate if the job | FALSE
is grayscale (no color)

paper-size-name No The name of a standard paper size, | (empty)
e.g. "Letter" or "A4".

paper-width-mm No The width of the paper in millimeters. | (empty)
Determined automatically if using
paper-size-name.

paper-height-mm No The height of the paper in millimeters. | (empty)
Determined automatically if using
paper-size-name.

document-size-kb No The size of the document's spool file | 0
in kilobytes.

invoice No TRUE to mark the job as invoiced, | (auto)
FALSE to mark as not invoiced. The
default value is determined
automatically, as for a regular job.

comment No A comment to be associated with the | (empty)
job.

client-machine No The hostname of the client machine | (empty)
the job was submitted from.

client-ip No The IP address of the client machine | (empty)
the job was submitted from.

shared-account No The name of the shared account to | (empty)
charge this job to. Sub-accounts may
be selected using a backslash, i.e.
"parent\child".

Table A.4. Fields for Importing Print Job Details
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Appendix B. Troubleshooting & Technical
FAQ's

There are a number of problems you may run into in the course of installing and using PaperCut NG. Many will be
resolved once you get a better idea of how PaperCut NG works, while others may require you to dig deeper into the
application's workings.

The following list has been compiled over the course of years of PaperCut NG usage. If you can't find a reference to
the problem you're having here, look at the most up-to-date version of the FAQ and Knowledge Base
[http:/iwww.papercut.com/kb/] at the PaperCut NG website [http://www.papercut.com/].

In addition to this section, some platform specific FAQ's are available at Section 22.7, “Linux FAQ".
B.1. Troubleshooting & Installation Questions
Q: . . . .

I am running PaperCut NG server on Windows XP Professional. Is this supported?

A
Yes, PaperCut NG server is supported on Windows XP Professional. It is recommended that you disable
Simple File Sharing. This feature causes Windows XP to authenticate all users as Guest, which causes two
problems:

e All printing is recorded as being printed by the Guest user.

« Username/password authentication does not work correctly, because Windows XP will authenticate as
Guest, even if the username/password is entered incorrectly.

To disable Simple File Sharing, open Windows Explorer, select Tools — Folder Options..., and un-tick the
appropriate option on the View tab.

Folder Options e
General | View | File Types | Offine Fies

Folder views
‘You can apply the view fsuch as Details or Ties) that

you are uaing for this folder to all folders

[ Ppoyto Al Foiders | | Faset Al Foders |

Advenced seifings
[] Launch folder windows in a separate process -
) Menaging pairs of Web pages and folders
(¥ Show and manage the pair az a single file
() Show both parts and manage them individually
) Show both parts but manage as a single fie
[¥] Remember each folder’s view settings
] Restore previous falder windews at legan
] Shew Cartrel Panel in My Comgputar

[#] Show encryptad or compressed NTFS files in color
o b

TR eransdealcop tems

[ (] Use simple fie shaing (Recommended)

ok [ conea |

Figure B.1. Disable simple file sharing

408


http://www.papercut.com/kb/
http://www.papercut.com/

Troubleshooting & Technical FAQ's

I am running PaperCut NG in a workgroup environment (i.e. not as part of a domain). What considerations
should be taken into account?

See Chapter 25, Running in a Workgroup Environment.

PaperCut NG is not detecting jobs printed from a network clients. How can | fix this?

There are two main causes of this problem:

Users are not correctly logging on to your network domain or computer. If the domain server does NOT
authorize users, PaperCut NG has no way of knowing who submitted the print job. With system policies,
login onto the domain can be made mandatory, eliminating this problem. Alternatively printer permissions
can be set on the print server to ensure only valid users may print to the printers.

Alternatively the client computer may be configured to print directly to the network interface printer. Ensure
all network clients are configured as outlined in the PaperCut NG installation guide. All print jobs must pass
through the print server running PaperCut NG.

PaperCut NG is not counting/detecting pages correctly. What's causing this?

PaperCut NG currently supports about 90% of printers on the market. If a printer's language is not recognized,
PaperCut NG will not detect any pages and record the print job as a zero page count. This is usually
accompanied with an error message in the Application Event Log. We recommend you try the following
problem resolution actions in this order:

1.

Many printers come with a variety of driver options. Install the Postscript drivers if one is available for the
printer. Do this on both the Print Server and all network clients.

Try the drivers included with the Windows CD. PaperCut NG supports the majority of drivers distributed
with recent Windows releases.

Try turning Enable advanced printing features as follows:
a. On the print server, Start->Settings->Printers.

b. Right-click on the printer and select Properties...

c. Selectthe Advanced Tab.

d. Turn off (disable) the Enable advanced printing features.
More information is available in our Knowledge Base
[http://www.papercut.com/kb/Main/EnableAdvancedPrintingFeatures].

If you're still having problems, email PaperCut Software support. The development team may be able to
recommend a suitable set up or even supply a recent update supporting your hardware.

Specific information on printer compatibility is discussed in the PaperCut Knowledge Base
[http:/iwww.papercut.com/kb/]. Information here might be of assistance.

How do | ignore (not monitor or delete) a printer?

The Print Provider may be configured via its configuration to ignore a printer. For more information see
Section 7.1, “Adding and Removing/Deleting/Ignoring Printers”.

The system is not displaying the correct currency sign.

PaperCut NG will format the currency based off the operating system's default regional settings. If the default
regional settings are incorrect, the format can be changed by defining your location under Options - General
- Display Settings — Location.
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I've setup a secondary print server. The printers on this server are not listed and not being monitored. What's
wrong?

There are a number of possible explanations. The first step is to open the Print Provider's log file on the
secondary server. This file will often contain error messages indicating the cause or type of error. On a
Windows system the log file is located at: [ app- pat h] \ provi ders\ print\w n\print-provider.|og
The file can be opened from any text editor such as Notepad.

Some common issues are:

1. Verify that the secondary server's name is correctly defined in the pri nt - provi der. conf file. Open a
command prompt on the secondary server and use the pi ng command to verify that the server can be
contacted under this name. A server restart (or a manual restart of the PaperCut Print Provider service) is
required for any changes to the file to take effect.

2. Ensure that firewall software on the primary server is not preventing the secondary server from connecting
on port 9191. Firewalls should be configured to allow all local network traffic on this particular port.

A quick way to see if the secondary server can connect to the primary server is to use the command-line
t el net program. Simply type: t el net servername 9191 at a command prompt.

e If you receive an error like Coul d not open connection to host, then there is probably a
network/firewall issue not letting the connection through.

< If the screen goes blank then the connection was established successfully. Press Ctr | +] then type
qui t to close the telnet session.

3. Check that the Print Provider process/service is in fact installed and running. On a Windows system this is
located under: Start — Control Panel - Administrative Tools - Services

The client software is not displaying the user's account balance and is displaying a network error. How do | fix
this?

The client software needs to contact the application server. For the technical readers, the client makes an XML
web services request to the server on port 9191. Most problems relate to either firewalls blocking access or the
application server's name is not correctly defined. Ensure that:

1. Any firewalling software on the server allows local network access to port 9191.

2. Theclient.properties file (a text file) lists the correct server name or IP address of the server. If
you've used the zero-install deployment option, this file is located on the server in the directory:
[app-path]/client/client.properties

B.2. General Questions

Q:

A:

How do | change the built-in admi n user's password?

The adm n user's password is set up on initial install during the configuration wizard. This password can be
changed post-install by logging into the application as the adni n user and navigating to the Options -
Advanced tab, and selecting the Change internal admin password option.

If you have forgotton the internal admin password, it can be reset by editing the adni n. passwor d property in
the text file located at [ app_di r]/server/server. properties.

I run a small peer-to-peer network and my users don't log onto the workstations. Can | still use PaperCut NG?

PaperCut NG is primarily designed for networks managed under a domain and/or authenticated environments.
Peer-to-peer networks or Workgroups are however supported. The first option should be to consider requiring

410



Troubleshooting & Technical FAQ's

users to log onto the workstations using their username and password. If this is not possible, an alternate
option is to set up the user accounts on system hosting the printers (system running the PaperCut NG server
software) and configuring the account selection popup with the Charge to other users option selected.
Users can then enter their username and password in the popup that displays each time they print.

I would like to start the user inquiry tool (client software) with the window minimized. Is this possible?

Yes. The client software can be started minimized by executing the program with a command-line switch
-m ni m zed. See Section A.5, “User Client Options”.

How do | stop users from closing/shutting down the client software?

If the user running the client software is configured to either:

» select shared accounts
« confirm the print job via a popup

the client software must be running at all times. If the user is configured in either of these modes, the client
software's exit option is disabled. Note: The client software will need to be restarted to pick up this option after
the user's options have been changed.

Why does PaperCut NG cache the group membership?

PaperCut NG caches group membership by replicating the user/group relationship structure internally in the
system. Typically network group membership is relatively static, and is usually set up when a user account is
initially created. PaperCut NG tries to be a good network application by avoiding common no-no's such as
flooding domain controllers with group lookup requests. This is achieved by caching. Operations such as Bulk
user operations, quota allocations, group reports and group filtering all need to do group membership
lookups. Caching speeds up these operations and prevents excessive callouts to the domain servers.

The downside to caching is that group membership changes are not immediately reflected inside PaperCut

NG. To force PaperCut NG to detect the change perform a User/Group synchronization under the Options
section. The system will also automatically refresh group membership overnight during low network activity.

I have noticed a lot of extra options available under the Config Editor (Advanced) area. Can | change these?

The config area contains all of the PaperCut NG system wide settings. Some of these can be changed via the
normal options interface while others are designed for internal developer use and tuning and are only
accessible via the config editor. Any changes made in the config editor should be done with care as an invalid
entry may require you to reinstall the system!

I'd like to write some custom extensions. Do you support this?

One of the business objectives of PaperCut NG was openness. The development team actually encourages
this and can assist with detailed APl documentation and source code. If you would like feedback on your
ideas, please email our support team. They would be more than happy to offer advice.

What external databases are supported?

Running PaperCut NG on top of an external database is an advanced option. This is discussed in details in
system management section.

What is the internal database format?

PaperCut NG's internal database is Apache Derby - an open source database written by IBM and based on
IBM's DB2 Cloudscape database system. The internal database has proven to scale very well and is suitable
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for networks of all sizes.
What language is PaperCut NG developed in?

PaperCut NG is developed under a number of languages and development environments. The printer
monitoring component and other native operating system interfaces such as user authentication are written in
C/C++. The application server and web services are written in server-side Java.

I'd like to investigate server cluster support?

The PaperCut NG is designed as a cluster compatible application and supports clustering at all layers of the
application. For more information on configuring PaperCut NG in a Microsoft Cluster environment, please see
Chapter 21, Clustering and High Availability. If you'd like to investigate clustering options on other platforms
(Linux) please contact our support team.
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Appendix C. Advanced LDAP
Configuration

PaperCut NG supports the following LDAP server types out-of-the-box:

« Novell eDirectory
« Microsoft Active Directory
e Unix/NIS/Posix

and basic configuration options for these platforms/environments are discussed at Section 12.2.9, “Using LDAP for
user synchronization”.

However, other server/schema types can be supported by defining the fields to query and the LDAP searches to
perform. These options are configured by adjusting config entries in the Config Editor, which can be opened from
the Options tab. The following config items are available:

Config name Description

Idap.schema.user-name-field The LDAP field that contains the user's username.
Idap.schema.user-full-name-field The LDAP field that contains the user's full name.

Idap.schema.user-email-field The LDAP field that contains the user's email address.
Idap.schema.user-department-field The LDAP field that contains the user's department.
Idap.schema.user-office-field The LDAP field that contains the user's office location.
Idap.schema.user-name-search The LDAP search to retrieve the user. The { 0} in the search is replaces with *

when listing all users, and [ user name] when searching for a specific user. If
no search is defined, the default is ([ user NaneFi el d] ={0}) .

Idap.schema.group-name-field The LDAP field that contains the group's name.
Idap.schema.group-member-field The LDAP field that contains the group members.
Idap.schema.group-search The LDAP search to retrieve the group. The { 0} in the search is replaced with

* for all group searches. If no search is defined, the default is
([ gr oupMenber Fi el d] ={ 0} ), which means get all entries with at least one
member.

Idap.schema.posix-groups If Y, then the group member field contains the user's username. If N, then the
group member field contains the user's DN.

Table C.1. LDAP Config entries

C.1. LDAP Server Default Configuration

When a particular LDAP server type is selected (e.g. Novell eDirectory), PaperCut NG uses the following defaults to
query the LDAP server. These defaults can be used as a starting point for customizing the LDAP searches or for
supporting other server types.

C.1.1. standard (Unix / Open Directory)

If the LDAP server is configured to support Unix based authentication then this schema type can be used. The
following defaults are used.

Config name Default value

Idap.schema.user-name-field ui d
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Config name Default value

Idap.schema.user-full-name-field

cn

Idap.schema.user-email-field

mai |

Idap.schema.user-department-field

depar t ment Nunber

Idap.schema.user-office-field [not set]
Idap.schema.user-name-search (ui d={0})
Idap.schema.group-name-field cn
Idap.schema.group-member-field menber Ui d

Idap.schema.group-search

(menber Ui d={ 0})

Idap.schema.posix-groups

Y

Table C.2. Unix / Open Directory LDAP default settings

C.1.2. Novell eDirectory Defaults

If the LDAP server is a Novell eDirectory then the following defaults are used.

Config name Default value

Idap.schema.user-name-field cn
Idap.schema.user-full-name-field ful | Nane
Idap.schema.user-email-field mai |
Idap.schema.user-department-field (0]

Idap.schema.user-office-field

Idap.schema.user-name-search

(&(cn={0}) (obj ect A ass=per son))

Idap.schema.group-name-field

cn

Idap.schema.group-member-field

menber

Idap.schema.group-search

(& menber ={ 0} ) (obj ect O ass=gr oupCf Narres) )

Idap.schema.posix-groups

N

Table C.3. Novell eDirectory LDAP default settings

C.1.3. Microsoft Active Directory Defaults

If the LDAP server is a Microsoft Active Directory then the following defaults are used.

Config name Default value

Idap.schema.user-name-field

sAMAccount Narre

Idap.schema.user-full-name-field di spl ayNane
Idap.schema.user-email-field i |
Idap.schema.user-department-field depart ment

Idap.schema.user-office-field

physi cal Del i ver yOf f i ceNanme
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Config name Default value

Idap.schema.user-name-search ( & sAVAccount Nane={ 0} ) ( obj ect Cat egor y=per son)
(obj ect d ass=user) ( sSAMAccount Type=805306368) )

Idap.schema.group-name-field sSAMAccount Nane

Idap.schema.group-member-field menber

Idap.schema.group-search (& menber ={ 0} ) (obj ect Cat egor y=gr oup) )

Idap.schema.posix-groups N

Table C.4. Active Directory LDAP default settings
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Appendix D. Proxy server configuration

D.1. Configuring Microsoft ISA Server 2004/2006

This setup guide is not intended to be a full setup guide for ISA Server 2004/2006, but provides the minimum steps
involved in getting ISA set up to work with PaperCut NG.
Install ISA Server 2004/2006 from the installation media as per ISA Server installation documentation.

When prompted for your internal address ranges, make sure you accurately specify all IP address ranges that
your internat network uses.

3. Open the ISA Server management console ( Start - Program Files - ISA Server - ISA Server
Management Console).

4. On the left menu select the Monitoring node of your ISA Server, and select the Logging tab.

B Microsoft Internet Security and Acceleration Server 2004
| adion Wew || & =+ @M@ 2] 4 |
Tres I

[ Microsoft Internet Secu
=1 VM-ISA-SERVER
—

»
b Wirtual Private N | | Filber By Condition Valus
#-4% Configuration

Log Record Type  Equals Firewsall or Web P...
Log Time Live
Ackion Mok Equal Connaction Status

Figure D.1. ISA Server 2004/2006 - Logging tab

5. On the right hand side of the logging pane, select the Configure Web Proxy Logging option.
,1" Tasks ‘Hab !

Logging Tasks
&) Edit Filter

¢ Start Query
N Configu
Configure 'Web Proxy Logging

& Configure SMTP Message
Jraenar LE‘_:‘_:II'Ig

Fireiagll L g

Figure D.2. ISA Server 2004/2006 - Configure Proxy Logging option

6. Select the File logging option and ensure the WBC ext ended | og fil e format is selected.
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20
Log | Fields |
Select log storage format:
" M3DE database Ockions. ..
Mame format: ISALOG_yyyymmdd_WEB_nnn.mdf
Hame format: ISALOG wyvemmdd WEB aonawde
Format: W3C extended log file format -
o R =4
QDBC data source |db1
name (DSN):
Table name: | Tablel

Figure D.3. ISA Server 2004/2006 - Using the W3C log file format

7. Click the Apply button to enable the W3C log format.

Discard | Ta save changes and update the configurstion, dick Apphy.

Figure D.4. ISA Server 2004/2006 - Applying changed log settings

8. Check that the web proxy server is enabled for your internal network by selecting the Firewall Policy node on
the left, opening the toolbox on the right, and opening the properties for the internal network under Toolbox —
Network Objects — Networks.

(@ rzotos Do\

Protocols @
Users @
Content Types @
hedues ®
Network Objects @

Figure D.5. ISA Server 2004/2006 - Properties for the internal network

9. Onthe Web Proxy tab, ensure that the HTTP proxy is enabled.
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10.

11.

12.

13.

14.

15.

2

Genersl | Addesses | Domains | Wb Browser
At Discorveny | Fireweall Chert ‘web Prosy

¥ Enable Web Prosy chents
HTTP
Enable HTTP

o0

Figure D.6. ISA Server 2004/2006 - Enabling the HTTP proxy

Define a new User Set that will control the list of users to restrict access for. To do this select Toolbox -
Users — New.

Toolbox Y Tasks YW Help
Protocols ]
@

?_; System and Network Service

Figure D.7. ISA Server 2004/2006 - Creating a new user set

Define the User Set name as something meaningful like PaperCut NG Internet Users or just
Internet Users.

When prompted to select the users for this set, press Add and select Windows users and groups....

— brfigurastion, cck

Figure D.8. ISA Server 2004/2006 - Adding Windows users to a user set

Select the Windows security group that you defined for PaperCut NG to use when allowing/disallowing internet
access based on the user's credit.

By default ISA server disallows all traffic, so a rule needs to be defined to allows users to access the internet if
they belong to the | nt er net User s Windows security group defined for use with PaperCut NG.

On the Firewall Policy screen, select the Create New Access Rule from the Tasks tab on the right.

Firewall Policy Tasks

=) Publish a 'Web Serves

Figure D.9. ISA Server 2004/2006 - Creating a new access rule
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16. Give the access rule an appropriate name. For example Paper Cut NG | nt er net Access.
17. Select Allow to indicate that matching this rule allows access.

o Important

If you have configured PaperCut NG to populate the security group with denied users (see
Section 15.3.1.1.1, “Using a deny group for Internet access control”), then a Deny rule should be
created instead.

18. When prompted for the protocols to allow, select Selected protocols from the list, and add the HTTP protocol

to the list.
New Access Rule Wizard x|
Protocols
Select the protocals this rule apphes ta
This nule applies to:

T 3
hasadll] i protocols L RN N
Protocols: '
Mew = Edit... Debete Edt |
= [ Common Probocols = T—— I

Figure D.10. ISA Server 2004/2006 - Allowing the HTTP protocol

19. Then when prompted about which sources this rule applies to, select your internal network.

x|
Access Rule Sowrces
e O T—
Network entities:
This rule appl | pew » Edit... O

<M | A ¥ i

Figure D.11. ISA Server 2004/2006 - Setting the internal network as the rule source

20. Select the External network for the Access Rule Destination.

21. When prompted for the User Sets, select the previously defined User Set that contained the Paper Cut NG
I nternet Access Windows group.

22. Press Finish to complete the definition of the Access Rule.
23. Click the Apply button to enable the changes to the User Sets and Access Rules.
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Standiard Edition
1 Discard | To save changes and update the configuration, dick Appky.

Figure D.12. ISA Server 2004/2006 - Applying changed access rule settings

@ Important

This configuration assumes that the default ISA access rule for users is a Deny rule. This means
that if the user does not belong to the Paper Cut NG | nt ernet Access Windows group then
they will be denied Internet access. If your ISA server is configured with a default Al | owrule, then
this rule should be modified to a Deny rule and other rules adjusted appropriately.

24. Ensure that PaperCut NG is correctly set up to find the ISA Server 2004/2006 log files. For more information
see Section 15.3, “Internet Control service setup”.

D.2. Configuring Squid Proxy

Squid proxy is a very popular open-source Internet proxy, which is available for both Unix, Mac and Windows
operating systems. It has a large configuation file that can be difficult to edit for people who are not familiar with it.
This appendix outlines required to configure Squid for use with PaperCut NG. However it is not a complete guide to
configuring Squid, and should be read in conjunction with the Squid Proxy documentation.

D.2.1. Squid authentication with LDAP / Active Directory

When Squid is running on Linux/Mac it is common to authenticate users with an LDAP directory or Microsoft Active
Directory (which is also an LDAP v3 compliant directory).

The Squid LDAP authentication helpers are used to integrate Squid with an LDAP server. This guide assumes the
proxy is Squid 2.5 or greater (with LDAP helpers). Information on the LDAP helpers can be found here:
http://www.die.net/doc/linux/man/man8/squid_ldap_auth.8.html

If the LDAP helpers are included in your Squid installation, the | dap_aut h (or sometimes names squid_Idap_auth)
will be found in/ var/1i b/ squi d (or equivalent location where Squid is installed).

The first step is to configure Squid to authenticate usernames/passwords with the LDAP / Active Directory. You will
need to open your Squid configuration file (squid.conf) and make the following changes:

Find the aut h_par am section of the config file (TAG: auth_param), and change the auth param basic
pr ogr amline to look like this. (Indented text indicates one line)

aut h_param basi ¢ program /usr/lib/squid/ldap_auth -R
-b "dc=vm donmi n, dc=nydonai n, dc=cont
-D "cn=Admi ni strator, cn=Users, dc=your, dc=domai n, dc=conf
-w "password" -f sAMAccount Name=% -h 192.168.1.75

aut h_param basic children 5

aut h_param basi ¢ real m Your Organi sation Nane

aut h_param basi c credential sttl 5 m nutes

These settings tell Squid authenticate names/passwords in the LDAP / Active Directory.

« The - b option indicates the base LDAP distinguished name of our domain. e.g. your.domain.com would be
dc=your, dc=donai n, dc=com
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« The - D option indicates the user that is used to perform the LDAP query (e.g. an Administrator). This example
uses the built-in Administrator user, however you can use another user of your choice.

« The - woption is the password for the user in the - D option. For improved security you can store the password in
a file and use the - W/ pat h/ t o/ passwor d_f i | e syntax instead.

e The - h option is used to indicate the LDAP server to connect to.
« The - Roption is required for Squid to connect to Windows Active Directory.

¢ The -f option is the LDAP query used to lookup the user. In the above example, sAMAccount Name=%s, will
match if the user's Windows logon name matches the username entered when prompted by Squid. Any LDAP
guery can be used. An LDAP search query tool can be helpful to help get the syntax correct and to ensure the
guery works correctly.

* The % is replaced with what the user enters as their username.

Remember to restart Squid to make these changes to come into effect. Then test accessing the Internet and ensure
that the Squid prompts for a username and password, and the authentication works as expected. Ensure that the
username now appears in the Squid log file.

D.2.2. Restricting Internet Access for users without credit

PaperCut NG includes a Squid ACL helper that can be used to define access rules so that only users with credit
available can access the Internet. The ACL helper is located:

e Linux - [app-path]/providers/net/bin/linux-i686/squid-acl-helper
« Apple Mac - [app-path]/providers/net/bin/mac/squid-acl-helper

To configure the ACL helper open the Squid config file (e.g. / et ¢/ squi d. conf) in a text editor, and make the
changes as described below.

The first step is to define the ACL helper configuration. This is done by adding the following line to the config file in
the external ACL type section (TAG: external_acl_type). (NOTE: This is a single line, and is only split over multiple
lines for formatting).

external _acl _type papercut_credit ttl =60 %03 N
[ app- pat h] / provi ders/ net/bin/[pl atform/squid-acl -hel per -s [server]

Where [ app- pat h] is the location where PaperCut NG is installed. The -s [ server] option sets is the machine
or IP address of the application server. If the - s option is not specified | ocal host is assumed. The ttl is the
number of seconds Squid caches the credit check. Setting this too low will slow down both the proxy and PaperCut
NG. Setting this value too high means this it will take longer for users to be denied accees once they run out of
credit. It is recommended to setthe t t | value to between 60 and 300 seconds.

The next step is to define an ACL for the new external ACL type defined above. To do this add the following line in
the ACL section (TAG: acl).

acl papercut_all ow external papercut_credit

The final step is to configure Squid so that only users with credit have Internet. To do this add an ACL by adding the
following line to the HTTP access (TAG: http_access). The rule should be added above the htt p_access deny
al | line.

http_access al | ow papercut _al | ow
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It is important to add the ACL so that it works as expected with other defined ACLs. The above ACL will work
correctly if only the default Squid ACLs are defined. If other custom Squid ACL rules are used then using the above
line might not work as expected.

Squid works by finding the first matching ACL rule that it encounters (from top to bottom) and a uses the specified
action (allow/deny) and then no other ACLs are tested. If the above rule is used, it will match all users with credit in
PaperCut NG and allow Internet access and will not process other rules. For examples, see Section D.2.2.1, “Squid
ACL examples”.

Remember to restart Squid for the changes to take effect. After restarting test the access controls are working as
expected:

¢ Access the Internet using the Squid proxy. When prompted, login as a user who has credit available in PaperCut
NG. Ensure that access is allowed.

« In PaperCut NG edit the balance of the user logged into Squid so they have no available credit and set the user
as "restricted". The user should no longer have access to the Internet. NOTE: That depending on the the tt|
value set on the external ACL helper it may take some time for Squid to recheck if the user has available credit.

D.2.2.1. Squid ACL examples

Configuring Squid ACL rules can get complicated when you need to define multiple rules. It is important to
understand how Squid processes ACL rules, otherwise it is difficult to achieve the correct result. Squid processes
the ACL rules from top to bottom, and applies the allow/deny action to the first matching rule. The Squid
documentation and some complex ACL examples can be found here:
http://www.visolve.com/squid/squid24s1/access_controls.php#http_access
[http://lwww.visolve.com/squid/squid24s1/access_controls.php#http_access]

D.2.2.1.1. Newly installed Squid with default ACL rules

If using the default squid configuration and no custom ACL rules have been defined then the PaperCut NG ACL
should be added below most of the default ACLs but above the htt p_access deny al | line. For example:

http_access al | ow nanager | ocal host
http_access deny nmanager
http_access deny ! Safe_ports
http_access deny CONNECT ! SSL_ports

http_access al | ow papercut _al | ow

http_access deny all

This configuration means that Squid will allow manager access to requests from localhost, deny all other manager
access, deny access to unsafe ports, and only allow access if the user has credit in PaperCut NG.

D.2.2.1.2. Always allow access to the local intranet

To allow access to a local intranet, even if the user does not have credit in PaperCut NG, then the following rules
could be used. The i ntranet ACL is assumed to be defined to include all internal web hosts using either the dst
or dst domai n ACL types.

http_access al | ow manager | ocal host
http_access deny nanager
http_access deny ! Safe_ports
http_access deny CONNECT ! SSL_ports

http_access allow intranet
http_access al | ow papercut _al | ow

http_access deny all
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This configuration means that Squid will allow access to the Intranet no matter whether they have credit available in
PaperCut NG. It does this because the http_access allow intranet rule will match, and access will be
allowed and no further rules are processed.

D.2.2.1.3. Allow access not in "Denied Internet Users" group and they have available credit

Some schools have users that are denied Internet access for disciplinary or other reasons. These users are added
to the "Denied Internet Users" group on the domain. These students should not have Internet access even if they
have available credit in PaperCut NG. This can be achieved using the following rules. This assumes that the
deni ed_gr oup ACL is defined test for membership of the "Denied Internet Users" group.

http_access al | ow nanager | ocal host
http_access deny nanager
http_access deny ! Safe_ports
http_access deny CONNECT ! SSL_ports

http_access deny deni ed_group
http_access al | ow papercut _al | ow

http_access deny all

This configuration means that Squid will deny access to users in the "Denied Internet Users" group no matter what
credit they have in PaperCut NG.
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Appendix E. Capacity Planning

This section discusses capacity planning considerations to allow administrators to plan future infrastructure
requirements and make decisions about how to deploy the application.

PaperCut NG is designed to be self-maintaining, however it is important that the administrator understands the
disk-space requirements and how this changes overtime.

E.1. Database Sizing and Growth

The most important part of capacity planning for PaperCut NG is the size and growth of the underlying database. All
other aspects of the system manages itself, but care must be taken to ensure there is enough disk space to hold the
growing database.

The size and growth of the database depends on the database being used. Each database uses a different format
to store their data, therefore the growth characteristics of databases will differ. This section outlines the database
growth characteristics of:

¢ The internal database (Apache Derby)
« Microsoft SQL Server

For more information on running PaperCut NG on external databases, see Chapter 19, Deployment on an External
Database (RDBMS).

Database growth is very dependent on the usage patterns and therefore differs significantly from site to site. The
best way to predict database growth is based on the rate of print jobs performed. Although, there is some overhead
for other data (like users, groups, printers, etc.), this data is static and does not grow over-time. The majority of
database growth is caused by print and transaction logs.

The growth calculations performed below provide an indication of growth per 1000 or 10000 print jobs. Then using

these numbers and your estimate of the rate of printing in your organization a growth estimate can be made. See
Section E.1.3, “Sample database growth calculation” for an example of this calculation.

E.1.1. Internal database growth
Most PaperCut NG installations use the internal database. This database is suitable for most organizations,
however some prefer to run using an external database (as discussed in Chapter 19, Deployment on an External
Database (RDBMS)).

The following graph shows the database size increase with the number of print jobs.
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DB Growth (Internal DB)
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Figure E.1. Database growth using the internal database

These results show that the internal database grows by approximately 8.5MB per 10,000 print jobs.

E.1.2. SQL Server database growth
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DB Growth (SQL Server)
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Figure E.2. Database growth using a Microsoft SQL Server database

These results show that a Microsoft SQL Server database grows by approximately 4.5MB per 10,000 print jobs.

E.1.3. Sample database growth calculation

This section provides a sample of how to estimate the database growth for your environment. To perform this
calculation we need to make a number of assumptions. These assumptions should be adjusted to suit your
organization. The assumptions are:

e 1 print job per user per day

¢ 20 working days in a month

« Therefore, 20 print jobs per user per month

Here is a sample database growth calculation based on a 500 user site using the internal database:

1. Calculate the total number of print jobs expected for the month. (i.e. the total number of users multiplied by the
number of print jobs). 500 * 20 = 10,000. So in this example, PaperCut NG is handling 10,000 print jobs a
month.

2. Calculate the monthly growth rate by dividing the jobs per month by 10,000 and then multiplying by the
database growth rate (i.e. for the internal DB this is 8.5MB for 10,000 jobs). So, 10,000 / 10,000 * 8.5 =
8.5MB/Month. Therefore in this situation the internal database will grow by approximately 8.5MB per month.

3. To estimate the growth per year, multiply the above by 12. Therefore in this situation, the database will grow by
10.2 * 12 = 122.4MB per year.

E.2. Network Bandwidth Planning
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With modern switched Ethernet networks, bandwidth is rarely a factor when planning PaperCut NG deployments.
The bandwidth consumed by PaperCut NG is usually dwarfed by the print document data - e.g. the Postscript spool
data sent across the network. Bandwidth does however become a consideration when planning deployments
crossing physical site boundaries such as networks linked via a WAN.

PaperCut NG uses an XML based web services protocol for communication between client-to-server and
server-to-server. This protocol is very bandwidth efficient and designed to work well on low bandwidth and high
latency networks.

E.2.1. Bandwidth Estimates
Bandwidth consumption can be summarized as follows:
E.2.1.1. Server-to-Server

Other than normal print server traffic (standard job spooling), PaperCut NG will generate XML-RPC based Web
Services based traffic on port 9191. Connections are made from the print server to the main PaperCut NG server
(Primary Server). Normal activity is around 1-2kb of traffic for for each print job. Connections are instigated from the
secondary server. Network packets are only sent during printing activity.

E.2.1.2. Client-to-Server

Connections are instigated by the client inbound to the server on port 9191 and 9192 (Encrypted SSL). While at idle,
the client consumes a few bytes once every minute (a keep-alive heartbeat). During print activity, up to 1-2kb per
print job may be consumed depending on client popup settings.

If using account selection popups, the client must download the latest account list from the server whenever it is
updated. The accounts are downloaded in a very efficient compressed format (approximately 20 bytes per account).
If you have 10's of thousands of accounts, and many clients running on remote sites with limited bandwidth, please
see Section E.3, “Managing Large Client Account Lists on Distributed Sites”.

E.3. Managing Large Client Account Lists on Distributed Sites

When using the print account selection dialogs, the user client displays a list of client accounts for the user to
choose from. This account list is downloaded from the server whenever the account list is updated (i.e. new
accounts added). The accounts are downloaded in a very efficient compressed format (taking approximately 10-20
bytes per account). This works very well on the vast majority of sites that have less than 10,000 accounts and are
running on fast network connection.

On sites that have 10's of thousands of accounts and many workstations on remotes with bandwidth-limited WAN
connections the accumulated bandwidth usage could be significant. To reduce this bandwidth usage, the clients can
be configured to load the accounts from a file stored locally at each site. When the accounts are updated on the
server, the file can be re-copied to each site. This distributes the client account list to all users at a site by sending
the account list over the network only once, instead of one copy per workstation/client.

The process works as follows:
1. On the server the administrator sets up a scheduled task to run the server command to generate the client

accounts file as follows:

server-conmand create-user-client-accounts-file

This creates the client account file in [ app- pat h] / server/data/client/client-accounts. dat.
For more information running ser ver - command see Section A.1, “Server Commands (server-command)”. See
below for a sample batch file.

2. Copy the client-accounts. dat to each of the sites running the client software. It should be copied to a
shared location accessible by all users running the client (e.g. a file share).
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2 [

If you are using Microsoft distributed file system (DFS), you can copy the client account file to the
distributed share. DFS will then efficiently distribute the file to all your remote sites.

3. Configure the user client to run with the --accounts-file
"\\fileserver\path\to\client-accounts.dat" option. Clients at each site should use the accounts
file stored locally at that site. The account file location can also be specified in the client's
confi g. properti es file. For more information on client configuration settings see Section A.5, “User Client
Options”.

4. Clients then load the accounts from the file and not directly from the server. The client will only load the
accounts from the server if it fails to load the accounts file (i.e. the file does not exist).

Below is an example batch script that can be scheduled to run regularly on your PaperCut NG server. This should
be scheduled to run whenever your shared accounts are updated (e.g. once a day). You will need to modify the
script to reflect where PaperCut NG is installed and where the client file should be distributed.

REM Batch file to create and distribute the client accounts file

REM Create the client account file
[ app- pat h] \ server\ bi n\wi n\ server-comand create-user-client-accounts-file

REM === COPY TO SERVER 1 ===

REM Copy to destination server

REM Create tenp file, so clients do not |oad an inconplete file.

copy /y [app-path]\server\data\client-accounts.dat \\svrl\share\accounts.tnp

REM Rename the tenp file the final account file nane used by the user clients
move /y \\svrl\share\accounts.tnp \\svrl\share\client-accounts. dat

REM === COPY TO SERVER 2 ===
copy /y [app-path]\server\data\client-accounts.dat \\svr2\share\accounts.tnp
move /y \\svr2\share\accounts.tnp \\svr2\share\client-accounts. dat

E.3.1. Known limitations

There is one minor limitation of using the client account file approach. When the account selection popup appears, it
will list all the defined accounts (even if the user does not have permission to charge to these accounts). The server
still enforces security to ensure that users can only charge to the accounts they have permission to access.
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Appendix F. Upgrading From a Previous
Version

This appendix describes the PaperCut NG standard upgrade procedure. PaperCut NG supports upgrades using a
simple install-over-the-top procedure. We recommend reviewing all steps prior to commencing the upgrade
procedure.

F.1. The recommended upgrade procedure

1.

Download the PaperCut NG installer for your platform. In accordance with best practice we recommend that you
archive your install programs just in case you need to reinstall in the future or roll back to a previous version.

Download the PaperCut NG installer for your platform. In accordance with best practice we recommend that you
archive your install programs just in case you need to reinstall in the future or roll back to a previous version.
Take some time to read the release notes for this version as they may highlight considerations during upgrades.

Schedule approximately 10 minutes downtime. It is suggested to choose a time of day with minimal network
activity. If there is a large volume of data in the system (for example if the system has been running for more
than a year, or there are more than 5,000 users) the upgrade may take longer. With very large installations it
may be appropriate to schedule an hour or more of downtime.

Take a point-in-time backup of the data by pressing the Backup Now button located under Options -
Backups. This will ensure you have a copy of the important data.

As a precaution on very large systems, we recommend backing up the whole PaperCut NG directory. Existing
overnight backups may have taken care of this task, however take a few moments to grab an up-to-date backup
now. For example, create a zip archive of the directory:

C:\ Program Fi | es\ Paper Cut NG

or the equivalent path on Linux or Mac.
Run the installer downloaded in step 1 and install into the same location as the existing install.

After the install has completed allow a few minutes before accessing the system. The system may need to
perform a database upgrade and this will be performed in the background. If you try to access the application
while a database upgrade is in progress a message displaying the upgrade status will be displayed.
IMPORTANT: Do not shutdown the application while an upgrade is in progress. Wait for the upgrade to
complete.

Although upgrading secondary servers, locally installed user clients and release stations is not strictly required,
we strongly recommend doing so. The developers strive to maintain backwards compatibility between versions,
S0 in most cases these external components will continue to function, but to take advantage of new features
they must be upgraded. We recommend taking the time now to upgrade secondary servers with the
install-over-the-top procedure.

After the install is complete, log into the system and perform some tests to ensure all is working as expected
and the system is monitoring user activity as expected. Sites running on Novell OES Linux are advised to
restart their iPrint Print Manager. Administrators may find the post upgrade test plan
[http://www.papercut.com/kb/Main/PostUpgradeTestPlan] useful.
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Appendix G. Upgrading from PaperCut
Quota

This appendix describes the process for moving from PaperCut Quota to PaperCut NG, and includes instruction of
importing user balances and restriction settings from the old PaperCut Quota installation.

These instructions assume that PaperCut NG will be installed on the same machine as PaperCut Quota, however
the instructions can also be applied when PaperCut NG is installed on a new machine.

G.1. Upgrade process
G.1.1. Step 1 - Stop and disable PaperCut Quota

Firstly the PaperCut Quota services should be stopped to ensure that they do not interfere with PaperCut NG. You
should not uninstall PaperCut Quota at this stage because we need the user database to import user balances into
PaperCut NG.

To stop and disable the PaperCut Quota services:

Open the Windows services manager ( Start — Control Panel — Administrative Tools — Services).
Find the PaperCut Print Charging service.

Right-click on the server and select the Properties menu.

Change the Startup Type to Disabled

Press the Stop button to stop the service.

I

Press OK to save the settings changes.

G.1.2. Step 2 - Install PaperCut NG
Install PaperCut NG as discussed in Chapter 2, Installation.

During the setup wizard, it is recommended that the user import settings be set up in the same way as was
configured in PaperCut Quota. For example, if you import users from the full Active Directory domain in PaperCut
Quota, also set this up in PaperCut NG.

Check that the users have been imported correctly. To adjust the user import settings and re-perform the user
synchronization process, go to the Options — User/Group Sync screen. This is similar to the Tune-up function in
PaperCut Quota.

Once installed it is recommended that the groups are set up in the same way as in PaperCut Quota. Groups are

used to determine the default settings for new users and also how quotas are allocated. For more information on
groups see Section 6.1, “Groups in PaperCut NG”.

G.1.3. Step 3 - Configure and test printers

The next step is to set up the printers in PaperCut NG to reflect the require page costs and print restrictions. To do

this:

1. Navigate to the Printers section.

2. Select the printer to adjust by clicking on the printer name.
3. Enter the cost and filter settings.

4. Press the OK or Apply buttons to save the changes.

For a detailed explanation of setting printer costs and restrictions, see Chapter 7, Advanced Printer Management.
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@ Tip
Eé Tip

If all your printers are configured with similar costs and filters then the settings can be copied from one
printer to the other printers. This is discussed in Section 7.3, “Copying Printer Settings”.

It is recommended that the administrator set up the [t enpl at e pri nt er]. This printer is used as a
template when new printers are added to the system. The template printer is discussed in detail in
Section 7.2, “The Template Printer”.

To ensure that the printers are setup correctly, perform a test print to one of the configured printers. Once printed,
check the print log (Printers — Print Log) that the job was recorded and the correct cost calculated.

G.1.4. Step 4 - Import the existing User Balances

Moving the user balances and restricted status from PaperCut Quota to PaperCut NG is a simple process. If the
server is running Windows then:

Navigate to the Users section.
Click the Batch import ... action (on the left).

Press the Browse and locate the PaperCut Quota user database (PCUser DB. nmdb). This is typically located at:
C.\ Program Fi | es\ Paper Cut \ Dat abase\ PCUser DB. ndb

Press the Import button to start the import process.
Upon successful completion, the number of users updated and created will be displayed.

Perform some checks of the user balances and restricted statuses to ensure they are set to the values from
PaperCut Quota.

If the PaperCut NG server is not running on Windows, the PaperCut Quota database converter can be run manually
on a Windows system, and the resulting text file can then be imported in a process similar to the above. To convert
the PaperCut Quota user database manually:

1.

Copy the [app-path]/server/bin/w n/PCQotaExport.exe file from the server (running the
non-windows OS), to the Windows machine running PaperCut Quota. Copy the exporter to the PaperCut Quota
database directory (usually c: \ Program Fi | es\ Paper Cut \ Dat abase).

Open the command prompt, by running cnd. exe from Start — Run.
Change to the PaperCut Quota database directory. e.g.

cd "c:\Program Fil es\ Paper Cut\ Dat abase"

Run the converter, with the location of the PCUser DB. mdb as the argument. For example:

PCQuot aExport . exe "PCUser DB. ndb" > user-export.txt

If running the exporter from a different directory to the database, the full path to the database should be
provided.

The above command creates a text file called user - export .t xt that contains the user data from PaperCut
Quota. The file can be opened in a text editor to review the contents.

The file can then be imported into PaperCut NG. First log in to PaperCut NG.
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Navigate to the Users section.

Click the Batch import ... action (on the left).

Press the Browse and locate the user - export . t xt file, created in the above step.
10. Press the Import button to start the import process.
11. Upon successful completion, the number of users updated and created will be displayed.

12. Perform some checks of the user balances and restricted statuses to ensure they are set to the values from
PaperCut Quota.

G.1.5. Step 5 - Upgrade client software

The old PaperCut Quota client software is not compatible with PaperCut NG. The old client software must be
uninstalled off all workstations and the new client software deployed. The zero-install deployment method can
greatly assist with this process. More information on the client deployment is detailed in Section 5.2, “User Client”.

Note: It is not 100% accurate to claim that the old client software must be removed. Once the old server-side
software is disabled, the old client will sit in an inactive state and do no harm. Having said that however, it will
consume some system resources on the workstations and hence it is generally recommended that it be uninstalled.

G.1.6. Step 6 - Optionally uninstall PaperCut Quota

Once the PaperCut NG installation is completed and tested you can optionally uninstall PaperCut Quota. If you
would like to view historical print data then we recommend keeping the old application installed so you can view the
historical data. If this is not important then the application can be uninstalled.

To uninstall:

1. On the Windows server running PaperCut Quota, go to: Start - Control Panel - Add or Remove
Programs).
2. Find and select PaperCut Quota in the list of installed programs.

3. Click the Remove button to start the uninstall process.
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Appendix H. Example User Information
Sheets

Usually administrators are responsible for educating users about policy or system changes when PaperCut NG is
deployed on their network. Providing the right information and guidelines for users is important for the success of
any new system.

This chapter contains examples of information sheets which could be distributed to users. The purpose of these
information sheets is to assist the administrator in providing important information about the new system and how to
use it. These examples can act as templates or starting points for your own information sheets.

We suggest you enhance the information sheets to include information such as:

Details of your organization's printing policy, such as the standard cost per page and whether or not more
printing balance may be added after the user has run out.

Location of the printers.

How to report problems or receive assistance, such as refunding a failed print job.
How to contact the help desk.

How to provide feedback about the new system.

H.1. Example 1: Printing with the popup confirmation window

New software to manage printing costs has been installed on the network. To allow effective printing please make
sure you understand the following points:

H.1.1. Popup Confirmation Dialog

After sending a print job a popup dialog will appear and ask you to confirm the details. Click Print to confirm the job
and agree to the cost. Otherwise, click Cancel if you no longer wish to print the job.

“# Print Job Notification &

1. %

-

Print .Job Nofification
Caonfiern the pnnt
Prink job details
Document narme | Microseft 'Word - Document 1|
Printer |serveriponter

Pages 16 Cost 41,60

] apply to all documents in queue (Jobs: 1) Frint Cancel

Figure H.1. Client Popup Confirmation Window

Note: Large documents might take a while to display the number of pages and cost.

H.1.2. The Printing Balance Window

After logging on to a workstation you will see a window showing your printing balance.
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- Balanc;Er chris

www.example.org (¥

10.00

Details ...

Figure H.2. Printing balance window showing $10.00 of printing balance

If the balance window is not visible (or if you have closed or minimized it) click the icon in your system tray to show it
again.

[ x 12:22 PM

Figure H.3. Printing balance icon in the system tray

When you confirm a print job by pressing Print in the popup dialog the cost will be deducted from your printing
balance.

H.1.3. Resolving Problems

If the popup window does not appear or the icon is missing from your system tray, the print control system may not
be active and printing will be denied. Please try restarting your system, or ask for assistance if problems continue.

H.1.4. Printing Denied Message

If you do not have enough printing balance for a job you will see a Printing Denied message, and your document
will not be printed.

P

B Message
FRINTING DENIED

Mot encugh credit - You have tried to print 20 pages,
caosting §2.00. There is §1.40 in the account.

Figure H.4. Printing denied message

H.2. Example 2: Printing with shared accounts (for staff)

New software to manage printing costs has been installed on the network. The system will allow the college to track
printing expenses according to the individual, faculty or department. To allow effective printing please make sure
you understand the following points:

H.2.1. Shared Account Selection Popup Window
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After sending a print job a popup dialog will appear and ask you to confirm the details. The print job may be charged
to your personal account (using your personal printing balance), or to a shared account (a faculty, using the faculty
budget). After choosing an account to charge, click Print to confirm the job and agree to the cost. Otherwise, click
Cancel if you no longer wish to print the job.

Your personal account should be selected when printing non-faculty related documents. For example:

e Printing your personal bank or phone statement.
¢ Occasional personal use of a photo printer.

A shared account should be selected for faculty printing. For example:

e Student handouts.
e Student reports.

e Course syllabus.

¢ Class lists.

Selecting the right faculty account from the drop-down list is important. Different staff members will have access to
different faculty accounts. If an account that you require is missing from the list, please contact the system
administrator. Please note that the use of faculty accounts is monitored and faculty heads are provided with printing
reports.

% Print Job Notification ===

;% Print Job Notiication
L Confirm the print and selact the print action
Frint job detals
Documenk name  Microsoft Word - assignmentl

Prirnter  bolywood\HP Laserdet 5000 Series PS

Pages 20 Cost §2.00
Print job actions
Charge bo my persanal socount
i@ Tharge bo shared account
accoun: B N ~ |
Tharge bo shared sccount using PIN | Code
FIN | Code

Perform prink as user

Username
Passwond
Apply to all documents in queue (Jobs: 1) | Print Cancel
[ =}

Figure H.5. Shared Account Selection Popup

Note: Large documents might take a while to display the number of pages and cost.
H.2.2. Resolving Problems
If the popup window does not appear or the icon is missing from your system tray, the print control system may not

be active and printing will be denied. Please try restarting your system, or contact the network administrator if
problems continue.
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T

Figure H.6. Printing balance icon in the system tray

H.2.3. Printing Denied Message

If you do not have enough printing balance for a job you will see a Printing Denied message, and your document
will not be printed.

0 Message
PRINTING DENIED

ot encugh credit - You have tried to print 20 pages,
costing §2.00. There is §1.40 in the account.

e 1223PM

Figure H.7. Printing denied message

H.3. Example 3: Printing using a release station

The printing procedure has been changed on the network. Now when you print a job, it will not print it immediately,
but instead will be held in a queue. You will need to attend a release station and release the job to print. This new
system ensures that you are present and ready to collect your job. Please follow the steps listed below:

Select Print from your application (e.g. File - Print...)
Walk up to the release station located next to the printer.
Log in to the release station using your network username and password.

To begin, enter your details ...

Figure H.8. Login screen

4. After login the system will display a list of print jobs. Search for your document by looking for your user name or
document name.
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® - .
@ Print Release Station
[T Your balance: $297.58

Time: User Document Printer Machine Cost  Pages Action
© 16:04:16 chris  my file PDF printserver\John's P.... WinXp $10.00  200|Print Cancel *
 16:04:16 dwis  Microsoft PowerPoint - .. Win2003\HpLaser]  102.168.0 $2.75| 55|print Cancel
o .16‘04:16 matt  http://www .slashdot.org/ printserver\Xerox C... [192.168.1.1 $4.90 %. Print Cancel
 [16:04:16 james  http://www.slashdot.org/ Win2003\ Xerox Col... laptop $1125  225(print cancel
 16:04:15 kelly  my file PDF Win2003\HP Laser]... WinXp 740 148|print cancel
9 .16‘04:15 peter  Other test document printserver\HP Lase.... Libary2 $3.95| N.M Cancel
 [16:04:15 peter  Microsoft Word - Docum... Win2003\HPLaser]  102.168.0 670 134[print cancel

© 16:04:15 mac-u... Other test document  printserver\John's P... My Computer|  §4.85 97|Print Cancel

Figure H.9. Print jobs waiting in a release station

Note: If you can't find your print job it may have 'timed out'. Print jobs are held by the release station for 30
minutes. If they have not been released after this time they will be deleted.

Check the cost and details of the job.

Click Print to release the job. Please note that it may take up to 30 seconds for the printer to warm up after
clicking Print.

H.4. Example 4: Refunding a print job (for staff)

Selected staff members have been granted access to refund print jobs in the new print control system.
Reasons for refunding a print job may include:

« There was a paper jam or the document failed to print correctly.
« The document failed to print at an acceptable quality.

As a staff member you will need to make an assessment about whether or not to issue a refund. A print job may be
fully or partially refunded. A full refund is the more common scenario.

H.4.1. Refund

To issue a refund:

¢ Log in to the PaperCut NG administration interface at htt p: / / ser ver name: 9191/ admi n using your network
username and password.

« Find the user to refund from the Users tab by entering their username in the Quick find box or clicking on their
username.

* Click on the Job Log tab. This will list recent print jobs printed by the user, with the most recent at the top.
* Look for the print job that needs refunding and click the refund link next to it.

8] User Details: kelly

& charges || Transacton istony [ Pent Hetory

v Show Fiter [ Ater actve: renave]

Usgepatey | Chaed To Printer Pages| Cost

Sep3, 2000 LiseGraTAM ksl 38 $380 presentaton -y

Figure H.10. Job Log

¢ Enter a comment and press OK.
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» Refund Print Job

Print Job Details Date: Sep B, 2009 11:45:47 AM
Charged to: kel
Job detais of the job to be refunded. = ,‘
Pages: 38
Document: Presentaton - OpenOffice.org Impress
Cost: £3.80

Printer: Inux-servery brary MFP

Refund Acti
un on Refund Amount
Take an appropriate action. 3380
Comment

Printer out of tomer.

QK Cancel

Figure H.11. Refunding print job

H.4.2. Action Refund Requests

Users can send refund requests via user web interface. More informantion about this is given in Section 7.16,
“Refunding Print Jobs”.

To action a refund request:

¢ Log in to the PaperCut NG administration interface at htt p: / / ser ver nane: 9191/ adm n using your network
username and password.

* Navigate to Printers — Refunds.
¢ Locate the user's refund request.
« To approve/reject click the approve/ reject link.

3 User Refund Requests

Request Date username. Amount Requested Reason Job Detail Refund Actions

s0.10
o cost: $0.10)

$4.50
o cost $4.50)

550

Sep 4, 2009 1212079 o cost $5.50)

printer out of toner. Oy 50% of the job was completed

ss.00
b cost: $10.00)

Figure H.12. Approving a refund request from the Refunds tab in the admin interface.

« To get an overview of user's refund requests click the other link. Use this to edit the refund amount and write a
comment.
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:;'g Refund Print Job

Print Job Details
Job details of the job ta be refunded.

Date: Sep 4, 2009 11:56:20 AM
Charged te: john

Pages: 100

Document: Uniitied] - OpenOffice.org Writer
Cost: £10.00

Printer: miac-server i ibrary MFP

Refund Request Detail

Information about the refund requested.

Refund Action

Take an appropriate action.

Date
Sep 4, 2009 12:16:43 PM

Username
john (History: 1 Accepted, 1Rejected)

Amount Requested
§5.00

Reason
printer out of toner. Only 50% of the job was completed.

Deny @ Refund Amount $5.00

‘Comment

OK

Figure H.13. Overview of user's refund request

H.5. Example 5: Adding credit using a TopUp/Pre-Paid Card

Cancel |

New software to manage printing costs has been installed on the network. Without sufficient printing credit in your
account printing will be denied. To add more credit you can buy TopUp/Pre-Paid Cards from the nominated venues
around the college. Each card is a voucher or coupon with a unique number. Please make sure your card number is

kept secret until use.

To add credit to your account using a card:

« Log into a computer. Soon after login, your printing balance window will appear.

¢ Click the Details ... link on the balance window.

www.exampie.org &

—8
28 41000 |
- D,

Figure H.14. Balance window showing the Details link

« A web page will open requesting your network username and password.

« After logging in click the Redeem Card link from the left menu.
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« Enter the number from the card. It should be entered exactly as shown on the card including any dashes (-).

Summary
Rates Redeem Card |

Enter the Card number and press the "Redeem Card” button to
redeem.
Transfers

Teansaction History  NOTE: All requests ta redeem cards are logged.

flecent Print Jobs Lpasnarmsorms—sszsrsaaz
Jobs Pending Release
Change Card/ID PIN

Redeem Card |

Logout

Dene

Figure H.15. Redeem Card page

¢ Click Redeem Card. The value of the card will immediately be added to your printing balance.

¢ Click Summary from the left menu and check your balance to confirm the card's value has been added to your
account.

Note: The card is valid for a single usage only. The card should be recycled or disposed of after use.

H.6. Example 6: Printing from a wireless network or laptop (Web Print)
The Web Print system allows students to print to college printers from their own laptops without the need to install
drivers. It works by offering a facility to upload documents in formats such as PDF, DOC etc using a standard web
browser. You access Web print from the print system's User Web Tools.

The system can print documents that have the following file formats:

Application File Format(s)

Adobe Reader 9 PDF

Microsoft Office Excel 2007 XLS, XLSX, etc.
Microsoft Office PowerPoint 2007 PPT, PPTX, etc.
Microsoft Office Word 2007 DOC, DOCX, etc.
Microsoft XPS Document Writer XPS

Table H.1. Web Print Supported Applications and File Formats

Free PDF printers are available for download from several websites such as PDF Creator
[http://sourceforge.net/projects/pdfcreator/files/]. Printing from any application using the normal print function will
produce a PDF document that can be uploaded using this system.

All Vista and higher versions of Microsoft Operating Systems have a virtual XPS printer that works similarly to the
PDF printers.
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General |
Seloct iutor ~
THP Laserlet GMP on 192168125 = Send To OneMNote 2007
i!r'niharp MX-2300N
| = PLEC reako = Sharp MX-2300M (Simple
= QuickBooks PDF Converter
F T '
Status:  Ready [ Pt to fie
Location
Comment: [E"’iﬁf__]
Page Range _
i Al Mumberof coples: 1 [
Selection Cument Pags
i Pages: 1 | Collate by 5
13] T 19|3
Enter ether a single page number or & single _lli'_l _1]3_
page range. For example, 512

[ Bt || Concel |

Figure H.16. Printing using PDF Creator or XPS Document Writer

To print a document:

1. Open your browser to https://[server-nane]: 9192/ user and log in using you network username and
password. Select the Web Print link in the navigation menu.

|
Summary
Rates w
Redeem Card W
Transfers ins

Transaction History Ac
Recent Print Johs
Jobs Pending Release l

&

Logout

Figure H.17. Web Print link

2. The front page contains a list of your active and recently submitted Web Print jobs. At first the list will be blank.
Later the list will show the status of submitted jobs.
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Example User Information Sheets

Active Jobs

" Tsumittime ———{prnter | Documenttame | pages|cost [soms |

#* Jun 19, 2009 12:32:09 PM  WinZ003\HP Laserlet SMP Praject.doc: Submithing

Jun 15, 2009 12:29:49 PM  print-servariLlibrary - Lasar 1 Latbar 1 63 26,20 Successfully qgueued for printing

Submit a Job =

Figure H.18. Web Print front page showing active jobs

You may see a message at the top of the Active Jobs page with other information that you may need to know to
use Web Print.

Web Print

Web Print is a service to enable printing for laptop, wireless and unauthenticated users without the nead to
install print drivers.

Artive Tnhs

Figure H.19. Instructions for using the system

Click Submit a Job to start the Web Print wizard.
The first step of the Web Print wizard is selecting a printer where your job will be printed.

Web Print 2. Options | 3. Upload
Quick Find:
7 linux-server\Office MFP Maths department staff room
mac-serverywide Format Printer Graphic design
windows-server\Library MFP Library foyer
8@ windows-server\Library Printer Library intarnat area
« Back to Active Jobs [ 2 Print Oplions and Account Selection »

Figure H.20. Choosing the printer

Instead of the Printer List you may see a clickable map or other graphical representation of the printers that are
available.

Select the number of copies to print. (Users that have permission to print to shared accounts will see additional
options on this page.)
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Example User Information Sheets

Web Print 1. Printer 3. Upload
Options
Copies: 1
« 1. Printar Selaction 3 Upload Documeant =

Figure H.21. Enter the number of copies

After selecting the print options and/or account selection settings, the third and final step in the Web Print
wizard is to upload a document to print. This page lists the applications and associated file extensions that are
supported. Once a document has been selected and Upload & Complete is pressed the file will begin
uploading to the server.

Web Print |1.Prinler 2. Options [EENIGES

Select a document to upload and pnnt
[ Browse. ]

The following file formats are allowed:

Application / File Type File Extension{s)

Microsoft Office Excel xam, xs, xlsb, xlsm, xlsx, xltm, xdtx

Microsoft Office PowerPoint pot, potm, potx, ppam, pps, ppsm, ppsx, ppt, pptm, pptx
Microsoft Office Word doc, docm, docx, dot, dotm, dotx

PDF pdf

= 2 Print Options Upload & Complates =

Figure H.22. Upload a document

Once the document upload is complete you will be returned to the front Web Print page. The table now displays
the status of your job. Jobs may be queued during times of high load. The status will change to indicate the
progress of the job from rendering to printing, and job details such as cost and number of pages will be
populated when known. You may stay at this page to track the status of the job or navigate away or close the
browser. The job will not be affected.
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Appendix |. Software License Agreement
(EULA)

THE PROGRAM IS COPYRIGHTED AND LICENSED (NOT SOLD). BY PURCHASING THE PROGRAM, YOU
ARE ACCEPTING AND AGREEING TO THE TERMS OF THIS LICENSE AGREEMENT. THIS LICENSE
AGREEMENT REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE PROGRAM, BETWEEN YOU AND
PaperCut Software International Pty Ltd (REFERRED TO AS "LICENSOR"), AND IT SUPERSEDES ANY PRIOR
PROPOSAL, REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES.

1.

License Grant. Licensor hereby grants to you, and you accept, a nonexclusive licence for the Evaluation Term
and Term to use the Program in machine-readable, object code form only, for use only as authorised in this
Licence Agreement. The Programs may be used only on computers owned, leased or otherwise controlled by
you. The Program shall only manage the number of user accounts specified in the purchase agreement. You
agree that you may not reverse assemble, reverse compile, reverse engineer, or otherwise translate the
Program.

Term (Evaluation Version Only). This Licence commences upon the installation of the Program and is initially
effective for 40 days following the date you install the Program (the "Evaluation Term"). After the expiry of the
Evaluation Term you shall have the right to use the Program on a perpetual basis for the purpose specified in
clause 1 (the "Term") as long as you continue to pay all applicable licence fees. This Licence terminates
automatically without notice from Licensor upon the expiration of the Evaluation Term or if you fail to comply
with any provision of this Licence including but not limited to non payment of licence fees when they are due.
Upon termination you shall remove the Program from your computer(s).

Updates.

3.1. You acknowledge and agree to allow the Program versioning and licence details to be sent to Licensor
when you request to "check for updates". This allows the Program to determine whether software updates
are available in real time.

3.2. Licensor is under no obligation under this Licence Agreement to provide updates or new releases of the
Program.

3.3. Where an update or new release is provided pursuant to clause 3.1:

a. Licensor will make the new release available to you at a rate determined by the Licensor's public
upgrade policy;

b. this Licence Agreement will continue to apply in all respects to the update or new release which shall
be deemed to be the licensed program for the purposes of this Licence Agreement; and

c. you shall, as far as possible, stop using any prior or old versions of the Program.

3.4. Without limiting your obligations under this clause 3 and notwithstanding any other provision of this Licence
Agreement, Licensor shall be under no liability to you in the event of loss or damage suffered by you as a
result of Licensor's failure to comply with this clause 3, and you shall indemnify Licensor in respect of any
loss or damage suffered by Licensor as a result of your failure to comply with this clause.

Licensor's Rights. You acknowledge and agree that the Program is proprietary to Licensor and protected
under copyright law. You further acknowledge and agree that all rights, titles, and interest in and to the
Program, including associated intellectual property rights, are and shall remain with Licensor. The Licence
Agreement does not convey to you an interest in or to the Program, but only a limited right of use revocable in
accordance with the terms of this Licence Agreement.

No Warranty; Limitation of Liability.

5.1. You acknowledge that the Program is provided on an "as is" basis without warranty of any kind. Licensor
makes no representations or warranties regarding the use or performance of the Program. Licensor
expressly disclaims the warranties of merchantability and fitness for a particular purpose.

5.2. Where local law or legislation implies in this Licence Agreement any condition or warranty and that
legislation avoids or prohibits provisions in a contract excluding or modifying the application of, or exercise
of, or liability under, such contract or warranty, the condition or warranty shall be deemed to be included in
this Licence Agreement. However, the liability of Licensor for any breach of such condition or warranty shall
be limited, at the option of Licensor to one or more of the following:
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Software License Agreement (EULA)

a. if the breach relates to goods:
i. the replacement of the goods or the supply of equivalent goods;
ii. the repair of such goods;
iii. the payment of the cost of replacing the goods or of acquiring equivalent goods; or
iv. the payment of the cost of having the goods repaired; and
b. if the breach relates to services:
i.  the supply of the services again; or
ii. the payment of the cost of having the services supplied again.

5.3. Licensor shall have no liability to customer or any third party for any loss or damage caused, directly or
indirectly, by the Program, including, but not limited to, any interruption of services, loss of business, loss of
data or special, consequential or incidental damages.

5.4. Licensee shall at all times indemnify and hold harmless Licensor and its officers, employees and agents
("Those Indemnified") from and against all loss (including reasonable legal costs and expenses) or liability
reasonably incurred or suffered by any of Those Indemnified arising from any proceedings against Those
Indemnified where such loss or liability was caused by:

a. abreach by Licensee of its obligations under this Licence Agreement; or
b. any wilful, unlawful or negligent act or omission of Licensee.

Severability. Should any term of this Licence Agreement be declared void or unenforceable by any court of
competent jurisdiction, such declaration will have no effect on the remaining terms hereof.

No Waiver. The failure of either party to enforce any rights granted hereunder or to take action against the
other party in the event of any breach hereunder shall not be deemed a waiver by that party as to subsequent
enforcement of rights or subsequent actions in the event of future breaches.
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